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Common Vulnerabilities and Exposures (CVE) Report 
 

 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Application 

Vendor: 1e 

Product: client 

Affected Version(s): 23.7.1.151 

Files or 

Directories 

Accessible 

to External 

Parties 

05-Oct-2023 8.8 

In the affected 

version of the 1E 

Client, an ordinary 

user could subvert 

downloaded 

instruction 

resource files, e.g., 

to substitute a 

harmful script. by 

replacing a 

resource script file 

created by an 

instruction at run 

time with a 

malicious script. 

The 1E Client's 

temporary 

directory is now 

locked down in the 

released patch. 

Resolution: This 

has been fixed in 

patch Q23094  

CVE ID : CVE-

2023-45160 

https://www.

1e.com/trust-

security-

compliance/c

ve-info/ 

A-1E-CLIE-

011123/1 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

05-Oct-2023 8.4 

1E Client installer 

can perform 

arbitrary file 

deletion on 

protected files.   

A non-privileged 

user could provide 

a symbolic link or 

Windows junction 

to point to a 

protected directory 

https://www.

1e.com/trust-

security-

compliance/c

ve-info/ 

A-1E-CLIE-

011123/2 
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in the installer that 

the 1E Client would 

then clear on 

service startup.  

A hotfix is available 

from the 1E 

support portal that 

forces the 1E Client 

to check for a 

symbolic link or 

junction and if it 

finds one refuses to 

use that path and 

instead creates a 

path involving a 

random GUID. 

for v8.1 use hotfix 

Q23097 

for v8.4 use hotfix 

Q23105 

for v9.0 use hotfix 

Q23115 

for SaaS customers, 

use 1EClient v23.7 

plus hotfix Q23121 

CVE ID : CVE-

2023-45159 

Affected Version(s): 8.1.2.62 

Files or 

Directories 

Accessible 

to External 

Parties 

05-Oct-2023 8.8 

In the affected 

version of the 1E 

Client, an ordinary 

user could subvert 

downloaded 

instruction 

resource files, e.g., 

to substitute a 

harmful script. by 

replacing a 

resource script file 

created by an 

instruction at run 

https://www.

1e.com/trust-

security-

compliance/c

ve-info/ 

A-1E-CLIE-

011123/3 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

time with a 

malicious script. 

The 1E Client's 

temporary 

directory is now 

locked down in the 

released patch. 

Resolution: This 

has been fixed in 

patch Q23094  

CVE ID : CVE-

2023-45160 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

05-Oct-2023 8.4 

1E Client installer 

can perform 

arbitrary file 

deletion on 

protected files.   

A non-privileged 

user could provide 

a symbolic link or 

Windows junction 

to point to a 

protected directory 

in the installer that 

the 1E Client would 

then clear on 

service startup.  

A hotfix is available 

from the 1E 

support portal that 

forces the 1E Client 

to check for a 

symbolic link or 

junction and if it 

finds one refuses to 

use that path and 

instead creates a 

path involving a 

random GUID. 

for v8.1 use hotfix 

Q23097 

https://www.

1e.com/trust-

security-

compliance/c

ve-info/ 

A-1E-CLIE-

011123/4 
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for v8.4 use hotfix 

Q23105 

for v9.0 use hotfix 

Q23115 

for SaaS customers, 

use 1EClient v23.7 

plus hotfix Q23121 

CVE ID : CVE-

2023-45159 

Affected Version(s): 8.4.1.159 

Files or 

Directories 

Accessible 

to External 

Parties 

05-Oct-2023 8.8 

In the affected 

version of the 1E 

Client, an ordinary 

user could subvert 

downloaded 

instruction 

resource files, e.g., 

to substitute a 

harmful script. by 

replacing a 

resource script file 

created by an 

instruction at run 

time with a 

malicious script. 

The 1E Client's 

temporary 

directory is now 

locked down in the 

released patch. 

Resolution: This 

has been fixed in 

patch Q23094  

CVE ID : CVE-

2023-45160 

https://www.

1e.com/trust-

security-

compliance/c

ve-info/ 

A-1E-CLIE-

011123/5 

Improper 

Link 

Resolution 

Before File 

Access 

05-Oct-2023 8.4 

1E Client installer 

can perform 

arbitrary file 

deletion on 

protected files.   

https://www.

1e.com/trust-

security-

compliance/c

ve-info/ 

A-1E-CLIE-

011123/6 
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('Link 

Following') 

A non-privileged 

user could provide 

a symbolic link or 

Windows junction 

to point to a 

protected directory 

in the installer that 

the 1E Client would 

then clear on 

service startup.  

A hotfix is available 

from the 1E 

support portal that 

forces the 1E Client 

to check for a 

symbolic link or 

junction and if it 

finds one refuses to 

use that path and 

instead creates a 

path involving a 

random GUID. 

for v8.1 use hotfix 

Q23097 

for v8.4 use hotfix 

Q23105 

for v9.0 use hotfix 

Q23115 

for SaaS customers, 

use 1EClient v23.7 

plus hotfix Q23121 

CVE ID : CVE-

2023-45159 

Affected Version(s): 9.0.1.88 

Files or 

Directories 

Accessible 

to External 

Parties 

05-Oct-2023 8.8 

In the affected 

version of the 1E 

Client, an ordinary 

user could subvert 

downloaded 

instruction 

resource files, e.g., 

https://www.

1e.com/trust-

security-

compliance/c

ve-info/ 

A-1E-CLIE-

011123/7 
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to substitute a 

harmful script. by 

replacing a 

resource script file 

created by an 

instruction at run 

time with a 

malicious script. 

The 1E Client's 

temporary 

directory is now 

locked down in the 

released patch. 

Resolution: This 

has been fixed in 

patch Q23094  

CVE ID : CVE-

2023-45160 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

05-Oct-2023 8.4 

1E Client installer 

can perform 

arbitrary file 

deletion on 

protected files.   

A non-privileged 

user could provide 

a symbolic link or 

Windows junction 

to point to a 

protected directory 

in the installer that 

the 1E Client would 

then clear on 

service startup.  

A hotfix is available 

from the 1E 

support portal that 

forces the 1E Client 

to check for a 

symbolic link or 

junction and if it 

finds one refuses to 

use that path and 

https://www.

1e.com/trust-

security-

compliance/c

ve-info/ 

A-1E-CLIE-

011123/8 
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instead creates a 

path involving a 

random GUID. 

for v8.1 use hotfix 

Q23097 

for v8.4 use hotfix 

Q23105 

for v9.0 use hotfix 

Q23115 

for SaaS customers, 

use 1EClient v23.7 

plus hotfix Q23121 

CVE ID : CVE-

2023-45159 

Product: platform 

Affected Version(s): 23.7.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 9.8 

Affected 1E 

Platform versions 

have a Blind SQL 

Injection 

vulnerability that 

can lead to 

arbitrary code 

execution.  

Application of the 

relevant hotfix 

remediates this 

issue. 

for v8.1.2 apply 

hotfix Q23166 

for v8.4.1 apply 

hotfix Q23164 

for v9.0.1 apply 

hotfix Q23169 

SaaS 

implementations 

on v23.7.1 will 

automatically have 

hotfix Q23173 

applied. Customers 

https://www.

1e.com/trust-

security-

compliance/c

ve-info/ 

A-1E-PLAT-

011123/9 
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with SaaS versions 

below this are 

urged to upgrade 

urgently - please 

contact 1E to 

arrange this 

CVE ID : CVE-

2023-45162 

Affected Version(s): 8.1.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 9.8 

Affected 1E 

Platform versions 

have a Blind SQL 

Injection 

vulnerability that 

can lead to 

arbitrary code 

execution.  

Application of the 

relevant hotfix 

remediates this 

issue. 

for v8.1.2 apply 

hotfix Q23166 

for v8.4.1 apply 

hotfix Q23164 

for v9.0.1 apply 

hotfix Q23169 

SaaS 

implementations 

on v23.7.1 will 

automatically have 

hotfix Q23173 

applied. Customers 

with SaaS versions 

below this are 

urged to upgrade 

urgently - please 

contact 1E to 

arrange this 

CVE ID : CVE-

2023-45162 

https://www.

1e.com/trust-

security-

compliance/c

ve-info/ 

A-1E-PLAT-

011123/10 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 9 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): 8.4.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 9.8 

Affected 1E 

Platform versions 

have a Blind SQL 

Injection 

vulnerability that 

can lead to 

arbitrary code 

execution.  

Application of the 

relevant hotfix 

remediates this 

issue. 

for v8.1.2 apply 

hotfix Q23166 

for v8.4.1 apply 

hotfix Q23164 

for v9.0.1 apply 

hotfix Q23169 

SaaS 

implementations 

on v23.7.1 will 

automatically have 

hotfix Q23173 

applied. Customers 

with SaaS versions 

below this are 

urged to upgrade 

urgently - please 

contact 1E to 

arrange this 

CVE ID : CVE-

2023-45162 

https://www.

1e.com/trust-

security-

compliance/c

ve-info/ 

A-1E-PLAT-

011123/11 

Affected Version(s): 9.0.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

13-Oct-2023 9.8 

Affected 1E 

Platform versions 

have a Blind SQL 

Injection 

vulnerability that 

can lead to 

https://www.

1e.com/trust-

security-

compliance/c

ve-info/ 

A-1E-PLAT-

011123/12 
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Command 

('SQL 

Injection') 

arbitrary code 

execution.  

Application of the 

relevant hotfix 

remediates this 

issue. 

for v8.1.2 apply 

hotfix Q23166 

for v8.4.1 apply 

hotfix Q23164 

for v9.0.1 apply 

hotfix Q23169 

SaaS 

implementations 

on v23.7.1 will 

automatically have 

hotfix Q23173 

applied. Customers 

with SaaS versions 

below this are 

urged to upgrade 

urgently - please 

contact 1E to 

arrange this 

CVE ID : CVE-

2023-45162 

Vendor: 2joomla 

Product: 2j_slideshow 

Affected Version(s): * Up to (including) 1.3.54 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 5.4 

Auth. 

(contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 2J 

Slideshow Team 

Slideshow, Image 

Slider by 2J plugin 

<= 1.3.54 versions. 

CVE ID : CVE-

2023-44242 

N/A 
A-2JO-2J_S-

011123/13 
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Vendor: 3DS 

Product: teamwork_cloud_no_magic_release 

Affected Version(s): 2021x 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 7.5 

A Cross-Site 

Request Forgery 

(CSRF) 

vulnerability 

affecting 

Teamwork Cloud 

from No Magic 

Release 2021x 

through No Magic 

Release 2022x 

could allow with 

some very specific 

conditions an 

attacker to send a 

specifically crafted 

query to the server. 

CVE ID : CVE-

2023-3589 

https://www.

3ds.com/vuln

erability/advi

sories 

A-3DS-TEAM-

011123/14 

Affected Version(s): 2022x 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 7.5 

A Cross-Site 

Request Forgery 

(CSRF) 

vulnerability 

affecting 

Teamwork Cloud 

from No Magic 

Release 2021x 

through No Magic 

Release 2022x 

could allow with 

some very specific 

conditions an 

attacker to send a 

specifically crafted 

query to the server. 

CVE ID : CVE-

2023-3589 

https://www.

3ds.com/vuln

erability/advi

sories 

A-3DS-TEAM-

011123/15 

Vendor: acilia 
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Product: widestand 

Affected Version(s): * Up to (including) 5.3.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Cross-site Scripting 

(XSS) reflected 

vulnerability on 

WideStand until 

5.3.5 version, which 

generates one of 

the meta tags 

directly using the 

content of the 

queried URL, which 

would allow an 

attacker to inject 

HTML/Javascript 

code into the 

response. 

CVE ID : CVE-

2023-4090 

N/A 
A-ACI-WIDE-

011123/16 

Vendor: Acronis 

Product: agent 

Affected Version(s): * Up to (excluding) c23.01 

Missing 

Authorizati

on 

05-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 31477. 

CVE ID : CVE-

2023-44212 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5528, 

https://securi

ty-

advisory.acro

nis.com/SEC-

2159 

A-ACR-AGEN-

011123/17 

Affected Version(s): * Up to (excluding) c23.02 

Missing 

Authorizati

on 

05-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

https://securi

ty-

advisory.acro

nis.com/advis

A-ACR-AGEN-

011123/18 
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to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 31637. 

CVE ID : CVE-

2023-44211 

ories/SEC-

4061 

Affected Version(s): * Up to (excluding) c23.06 

N/A 05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

excessive collection 

of system 

information. The 

following products 

are affected: 

Acronis Agent 

(Windows) before 

build 35739. 

CVE ID : CVE-

2023-44213 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5286 

A-ACR-AGEN-

011123/19 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-44214 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5902 

A-ACR-AGEN-

011123/20 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

https://securi

ty-

advisory.acro

nis.com/advis

A-ACR-AGEN-

011123/21 
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following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-45240 

ories/SEC-

5904 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

05-Oct-2023 5.5 

Sensitive 

information leak 

through log files. 

The following 

products are 

affected: Acronis 

Agent (Linux, 

macOS, Windows) 

before build 35739. 

CVE ID : CVE-

2023-45241 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5999 

A-ACR-AGEN-

011123/22 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-45242 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6018 

A-ACR-AGEN-

011123/23 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6019 

A-ACR-AGEN-

011123/24 
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Windows) before 

build 35739. 

CVE ID : CVE-

2023-45243 

Affected Version(s): * Up to (excluding) c23.07 

Missing 

Authorizati

on 

06-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35895. 

CVE ID : CVE-

2023-45244 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5907 

A-ACR-AGEN-

011123/25 

Affected Version(s): * Up to (excluding) c23.08 

Missing 

Authorizati

on 

06-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 36119. 

CVE ID : CVE-

2023-45245 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6017 

A-ACR-AGEN-

011123/26 

Affected Version(s): * Up to (excluding) c23.10 

Uncontroll

ed Search 

Path 

Element 

09-Oct-2023 7.3 

Local privilege 

escalation due to 

DLL hijacking 

vulnerability. The 

following products 

are affected: 

Acronis Agent 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6052 

A-ACR-AGEN-

011123/27 
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(Windows) before 

build 36497. 

CVE ID : CVE-

2023-45248 

Missing 

Authorizati

on 

09-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 36497. 

CVE ID : CVE-

2023-45247 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6600 

A-ACR-AGEN-

011123/28 

Affected Version(s): * Up to (including) c23.08 

Improper 

Authentica

tion 

06-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to improper 

authentication. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 36343. 

CVE ID : CVE-

2023-45246 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5903 

A-ACR-AGEN-

011123/29 

Affected Version(s): c22.02 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

04-Oct-2023 7.8 

Local privilege 

escalation due to 

improper soft link 

handling. The 

following products 

are affected: 

Acronis Agent 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

2119 

A-ACR-AGEN-

011123/30 
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(Linux, macOS, 

Windows) before 

build 29051. 

CVE ID : CVE-

2023-44209 

Affected Version(s): c22.03 

Missing 

Authorizati

on 

04-Oct-2023 5.5 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 29258. 

CVE ID : CVE-

2023-44210 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

2159, 

https://securi

ty-

advisory.acro

nis.com/SEC-

5528 

A-ACR-AGEN-

011123/31 

Product: cyber_protect_home_office 

Affected Version(s): * Up to (excluding) 40713 

Missing 

Authorizati

on 

04-Oct-2023 9.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Cyber 

Protect Home 

Office (Windows) 

before build 40713. 

CVE ID : CVE-

2023-44208 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6587 

A-ACR-CYBE-

011123/32 

Vendor: Adobe 

Product: bridge 

Affected Version(s): * Up to (including) 12.0.4 
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Use After 

Free 
11-Oct-2023 5.5 

Adobe Bridge 

versions 12.0.4 

(and earlier) and 

13.0.3 (and earlier) 

are affected by a 

Use After Free 

vulnerability that 

could lead to 

disclosure of 

sensitive memory. 

An attacker could 

leverage this 

vulnerability to 

bypass mitigations 

such as ASLR. 

Exploitation of this 

issue requires user 

interaction in that a 

victim must open a 

malicious file. 

CVE ID : CVE-

2023-38216 

https://helpx.

adobe.com/se

curity/produc

ts/bridge/aps

b23-49.html 

A-ADO-BRID-

011123/33 

Out-of-

bounds 

Read 

11-Oct-2023 5.5 

Adobe Bridge 

versions 12.0.4 

(and earlier) and 

13.0.3 (and earlier) 

are affected by an 

Out-of-bounds 

Read vulnerability 

that could lead to 

disclosure of 

sensitive memory. 

An attacker could 

leverage this 

vulnerability to 

bypass mitigations 

such as ASLR. 

Exploitation of this 

issue requires user 

interaction in that a 

victim must open a 

malicious file. 

https://helpx.

adobe.com/se

curity/produc

ts/bridge/aps

b23-49.html 

A-ADO-BRID-

011123/34 
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CVE ID : CVE-

2023-38217 

Affected Version(s): From (including) 13.0.0 Up to (excluding) 13.0.4 

Use After 

Free 
11-Oct-2023 5.5 

Adobe Bridge 

versions 12.0.4 

(and earlier) and 

13.0.3 (and earlier) 

are affected by a 

Use After Free 

vulnerability that 

could lead to 

disclosure of 

sensitive memory. 

An attacker could 

leverage this 

vulnerability to 

bypass mitigations 

such as ASLR. 

Exploitation of this 

issue requires user 

interaction in that a 

victim must open a 

malicious file. 

CVE ID : CVE-

2023-38216 

https://helpx.

adobe.com/se

curity/produc

ts/bridge/aps

b23-49.html 

A-ADO-BRID-

011123/35 

Out-of-

bounds 

Read 

11-Oct-2023 5.5 

Adobe Bridge 

versions 12.0.4 

(and earlier) and 

13.0.3 (and earlier) 

are affected by an 

Out-of-bounds 

Read vulnerability 

that could lead to 

disclosure of 

sensitive memory. 

An attacker could 

leverage this 

vulnerability to 

bypass mitigations 

such as ASLR. 

Exploitation of this 

issue requires user 

interaction in that a 

https://helpx.

adobe.com/se

curity/produc

ts/bridge/aps

b23-49.html 

A-ADO-BRID-

011123/36 
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victim must open a 

malicious file. 

CVE ID : CVE-

2023-38217 

Product: commerce 

Affected Version(s): 2.3.7 

Incorrect 

Authorizati

on 

13-Oct-2023 8.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Incorrect 

Authorization . An 

authenticated 

attacker can exploit 

this to achieve 

information 

exposure and 

privilege escalation. 

CVE ID : CVE-

2023-38218 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/37 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 8.7 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a stored Cross-

Site Scripting (XSS) 

vulnerability that 

could be abused by 

a low-privileged 

attacker to inject 

malicious scripts 

into vulnerable 

form fields. 

Malicious 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/38 
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JavaScript may be 

executed in a 

victim’s browser 

when they browse 

to the page 

containing the 

vulnerable field. 

Payload is stored in 

an admin area, 

resulting in high 

confidentiality and 

integrity impact. 

CVE ID : CVE-

2023-38219 

Improper 

Authorizati

on 

13-Oct-2023 7.5 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Authorization 

vulnerability that 

could lead in a 

security feature 

bypass in a way 

that an attacker 

could access 

unauthorised data. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38220 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/39 

Server-

Side 

Request 

Forgery 

(SSRF) 

13-Oct-2023 6.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

A-ADO-COMM-

011123/40 
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2.4.4-p5 (and 

earlier) are affected 

by a Server-Side 

Request Forgery 

(SSRF) 

vulnerability that 

could lead to 

arbitrary file 

system read. A 

high-privileged 

authenticated 

attacker can force 

the application to 

make arbitrary 

requests via 

injection of 

arbitrary URLs. 

Exploitation of this 

issue does not 

require user 

interaction, scope is 

changed due to the 

fact that an attacker 

can enforce file 

read outside the 

application's path 

boundary. 

CVE ID : CVE-

2023-26366 

psb23-

50.html 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/41 
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vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38221 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/42 
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attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38249 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38250 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/43 

Uncontroll

ed 

Resource 

13-Oct-2023 5.3 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

A-ADO-COMM-

011123/44 
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Consumpti

on 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Uncontrolled 

Resource 

Consumption 

vulnerability that 

could lead in minor 

application denial-

of-service. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38251 

psb23-

50.html 

Improper 

Input 

Validation 

13-Oct-2023 4.9 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Input Validation 

vulnerability that 

could lead to 

arbitrary file 

system read by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-26367 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/45 

Affected Version(s): 2.4.0 
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Incorrect 

Authorizati

on 

13-Oct-2023 8.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Incorrect 

Authorization . An 

authenticated 

attacker can exploit 

this to achieve 

information 

exposure and 

privilege escalation. 

CVE ID : CVE-

2023-38218 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/46 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 8.7 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a stored Cross-

Site Scripting (XSS) 

vulnerability that 

could be abused by 

a low-privileged 

attacker to inject 

malicious scripts 

into vulnerable 

form fields. 

Malicious 

JavaScript may be 

executed in a 

victim’s browser 

when they browse 

to the page 

containing the 

vulnerable field. 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/47 
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Payload is stored in 

an admin area, 

resulting in high 

confidentiality and 

integrity impact. 

CVE ID : CVE-

2023-38219 

Improper 

Authorizati

on 

13-Oct-2023 7.5 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Authorization 

vulnerability that 

could lead in a 

security feature 

bypass in a way 

that an attacker 

could access 

unauthorised data. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38220 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/48 

Server-

Side 

Request 

Forgery 

(SSRF) 

13-Oct-2023 6.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Server-Side 

Request Forgery 

(SSRF) 

vulnerability that 

could lead to 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/49 
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arbitrary file 

system read. A 

high-privileged 

authenticated 

attacker can force 

the application to 

make arbitrary 

requests via 

injection of 

arbitrary URLs. 

Exploitation of this 

issue does not 

require user 

interaction, scope is 

changed due to the 

fact that an attacker 

can enforce file 

read outside the 

application's path 

boundary. 

CVE ID : CVE-

2023-26366 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/50 
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Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38221 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38249 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/51 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38250 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/52 

Uncontroll

ed 

Resource 

Consumpti

on 

13-Oct-2023 5.3 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Uncontrolled 

Resource 

Consumption 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/53 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 31 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

vulnerability that 

could lead in minor 

application denial-

of-service. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38251 

Improper 

Input 

Validation 

13-Oct-2023 4.9 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Input Validation 

vulnerability that 

could lead to 

arbitrary file 

system read by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-26367 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/54 

Affected Version(s): 2.4.1 

Incorrect 

Authorizati

on 

13-Oct-2023 8.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/55 
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by an Incorrect 

Authorization . An 

authenticated 

attacker can exploit 

this to achieve 

information 

exposure and 

privilege escalation. 

CVE ID : CVE-

2023-38218 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 8.7 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a stored Cross-

Site Scripting (XSS) 

vulnerability that 

could be abused by 

a low-privileged 

attacker to inject 

malicious scripts 

into vulnerable 

form fields. 

Malicious 

JavaScript may be 

executed in a 

victim’s browser 

when they browse 

to the page 

containing the 

vulnerable field. 

Payload is stored in 

an admin area, 

resulting in high 

confidentiality and 

integrity impact. 

CVE ID : CVE-

2023-38219 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/56 
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Improper 

Authorizati

on 

13-Oct-2023 7.5 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Authorization 

vulnerability that 

could lead in a 

security feature 

bypass in a way 

that an attacker 

could access 

unauthorised data. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38220 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/57 

Server-

Side 

Request 

Forgery 

(SSRF) 

13-Oct-2023 6.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Server-Side 

Request Forgery 

(SSRF) 

vulnerability that 

could lead to 

arbitrary file 

system read. A 

high-privileged 

authenticated 

attacker can force 

the application to 

make arbitrary 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/58 
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requests via 

injection of 

arbitrary URLs. 

Exploitation of this 

issue does not 

require user 

interaction, scope is 

changed due to the 

fact that an attacker 

can enforce file 

read outside the 

application's path 

boundary. 

CVE ID : CVE-

2023-26366 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/59 
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tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38221 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38249 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/60 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/61 
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Command 

('SQL 

Injection') 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38250 

Uncontroll

ed 

Resource 

Consumpti

on 

13-Oct-2023 5.3 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Uncontrolled 

Resource 

Consumption 

vulnerability that 

could lead in minor 

application denial-

of-service. 

Exploitation of this 

issue does not 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/62 
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require user 

interaction. 

CVE ID : CVE-

2023-38251 

Improper 

Input 

Validation 

13-Oct-2023 4.9 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Input Validation 

vulnerability that 

could lead to 

arbitrary file 

system read by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-26367 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/63 

Affected Version(s): 2.4.2 

Incorrect 

Authorizati

on 

13-Oct-2023 8.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Incorrect 

Authorization . An 

authenticated 

attacker can exploit 

this to achieve 

information 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/64 
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exposure and 

privilege escalation. 

CVE ID : CVE-

2023-38218 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 8.7 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a stored Cross-

Site Scripting (XSS) 

vulnerability that 

could be abused by 

a low-privileged 

attacker to inject 

malicious scripts 

into vulnerable 

form fields. 

Malicious 

JavaScript may be 

executed in a 

victim’s browser 

when they browse 

to the page 

containing the 

vulnerable field. 

Payload is stored in 

an admin area, 

resulting in high 

confidentiality and 

integrity impact. 

CVE ID : CVE-

2023-38219 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/65 

Improper 

Authorizati

on 

13-Oct-2023 7.5 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/66 
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earlier) are affected 

by an Improper 

Authorization 

vulnerability that 

could lead in a 

security feature 

bypass in a way 

that an attacker 

could access 

unauthorised data. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38220 

Server-

Side 

Request 

Forgery 

(SSRF) 

13-Oct-2023 6.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Server-Side 

Request Forgery 

(SSRF) 

vulnerability that 

could lead to 

arbitrary file 

system read. A 

high-privileged 

authenticated 

attacker can force 

the application to 

make arbitrary 

requests via 

injection of 

arbitrary URLs. 

Exploitation of this 

issue does not 

require user 

interaction, scope is 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/67 
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changed due to the 

fact that an attacker 

can enforce file 

read outside the 

application's path 

boundary. 

CVE ID : CVE-

2023-26366 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38221 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/68 

Improper 

Neutralizat

ion of 

13-Oct-2023 6.6 
Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

https://helpx.

adobe.com/se

curity/produc

A-ADO-COMM-

011123/69 
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Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38249 

ts/magento/a

psb23-

50.html 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/70 
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vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38250 

Uncontroll

ed 

Resource 

Consumpti

on 

13-Oct-2023 5.3 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Uncontrolled 

Resource 

Consumption 

vulnerability that 

could lead in minor 

application denial-

of-service. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38251 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/71 

Improper 

Input 

Validation 

13-Oct-2023 4.9 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

A-ADO-COMM-

011123/72 
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earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Input Validation 

vulnerability that 

could lead to 

arbitrary file 

system read by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-26367 

psb23-

50.html 

Affected Version(s): 2.4.3 

Incorrect 

Authorizati

on 

13-Oct-2023 8.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Incorrect 

Authorization . An 

authenticated 

attacker can exploit 

this to achieve 

information 

exposure and 

privilege escalation. 

CVE ID : CVE-

2023-38218 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/73 

Improper 

Neutralizat

ion of 

Input 

13-Oct-2023 8.7 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

A-ADO-COMM-

011123/74 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 44 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a stored Cross-

Site Scripting (XSS) 

vulnerability that 

could be abused by 

a low-privileged 

attacker to inject 

malicious scripts 

into vulnerable 

form fields. 

Malicious 

JavaScript may be 

executed in a 

victim’s browser 

when they browse 

to the page 

containing the 

vulnerable field. 

Payload is stored in 

an admin area, 

resulting in high 

confidentiality and 

integrity impact. 

CVE ID : CVE-

2023-38219 

psb23-

50.html 

Improper 

Authorizati

on 

13-Oct-2023 7.5 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Authorization 

vulnerability that 

could lead in a 

security feature 

bypass in a way 

that an attacker 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/75 
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could access 

unauthorised data. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38220 

Server-

Side 

Request 

Forgery 

(SSRF) 

13-Oct-2023 6.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Server-Side 

Request Forgery 

(SSRF) 

vulnerability that 

could lead to 

arbitrary file 

system read. A 

high-privileged 

authenticated 

attacker can force 

the application to 

make arbitrary 

requests via 

injection of 

arbitrary URLs. 

Exploitation of this 

issue does not 

require user 

interaction, scope is 

changed due to the 

fact that an attacker 

can enforce file 

read outside the 

application's path 

boundary. 

CVE ID : CVE-

2023-26366 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/76 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38221 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/77 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/78 
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used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38249 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/79 
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issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38250 

Uncontroll

ed 

Resource 

Consumpti

on 

13-Oct-2023 5.3 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Uncontrolled 

Resource 

Consumption 

vulnerability that 

could lead in minor 

application denial-

of-service. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38251 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/80 

Improper 

Input 

Validation 

13-Oct-2023 4.9 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Input Validation 

vulnerability that 

could lead to 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/81 
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arbitrary file 

system read by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-26367 

Affected Version(s): 2.4.4 

Incorrect 

Authorizati

on 

13-Oct-2023 8.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Incorrect 

Authorization . An 

authenticated 

attacker can exploit 

this to achieve 

information 

exposure and 

privilege escalation. 

CVE ID : CVE-

2023-38218 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/82 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 8.7 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a stored Cross-

Site Scripting (XSS) 

vulnerability that 

could be abused by 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/83 
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a low-privileged 

attacker to inject 

malicious scripts 

into vulnerable 

form fields. 

Malicious 

JavaScript may be 

executed in a 

victim’s browser 

when they browse 

to the page 

containing the 

vulnerable field. 

Payload is stored in 

an admin area, 

resulting in high 

confidentiality and 

integrity impact. 

CVE ID : CVE-

2023-38219 

Improper 

Authorizati

on 

13-Oct-2023 7.5 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Authorization 

vulnerability that 

could lead in a 

security feature 

bypass in a way 

that an attacker 

could access 

unauthorised data. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38220 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/84 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 51 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Server-

Side 

Request 

Forgery 

(SSRF) 

13-Oct-2023 6.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Server-Side 

Request Forgery 

(SSRF) 

vulnerability that 

could lead to 

arbitrary file 

system read. A 

high-privileged 

authenticated 

attacker can force 

the application to 

make arbitrary 

requests via 

injection of 

arbitrary URLs. 

Exploitation of this 

issue does not 

require user 

interaction, scope is 

changed due to the 

fact that an attacker 

can enforce file 

read outside the 

application's path 

boundary. 

CVE ID : CVE-

2023-26366 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/85 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/86 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 52 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('SQL 

Injection') 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38221 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/87 
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authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38249 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/88 
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CVE ID : CVE-

2023-38250 

Uncontroll

ed 

Resource 

Consumpti

on 

13-Oct-2023 5.3 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Uncontrolled 

Resource 

Consumption 

vulnerability that 

could lead in minor 

application denial-

of-service. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38251 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/89 

Improper 

Input 

Validation 

13-Oct-2023 4.9 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Input Validation 

vulnerability that 

could lead to 

arbitrary file 

system read by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/90 
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require user 

interaction. 

CVE ID : CVE-

2023-26367 

Affected Version(s): 2.4.5 

Incorrect 

Authorizati

on 

13-Oct-2023 8.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Incorrect 

Authorization . An 

authenticated 

attacker can exploit 

this to achieve 

information 

exposure and 

privilege escalation. 

CVE ID : CVE-

2023-38218 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/91 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 8.7 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a stored Cross-

Site Scripting (XSS) 

vulnerability that 

could be abused by 

a low-privileged 

attacker to inject 

malicious scripts 

into vulnerable 

form fields. 

Malicious 

JavaScript may be 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/92 
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executed in a 

victim’s browser 

when they browse 

to the page 

containing the 

vulnerable field. 

Payload is stored in 

an admin area, 

resulting in high 

confidentiality and 

integrity impact. 

CVE ID : CVE-

2023-38219 

Improper 

Authorizati

on 

13-Oct-2023 7.5 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Authorization 

vulnerability that 

could lead in a 

security feature 

bypass in a way 

that an attacker 

could access 

unauthorised data. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38220 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/93 

Server-

Side 

Request 

Forgery 

(SSRF) 

13-Oct-2023 6.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/94 
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earlier) are affected 

by a Server-Side 

Request Forgery 

(SSRF) 

vulnerability that 

could lead to 

arbitrary file 

system read. A 

high-privileged 

authenticated 

attacker can force 

the application to 

make arbitrary 

requests via 

injection of 

arbitrary URLs. 

Exploitation of this 

issue does not 

require user 

interaction, scope is 

changed due to the 

fact that an attacker 

can enforce file 

read outside the 

application's path 

boundary. 

CVE ID : CVE-

2023-26366 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/95 
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could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38221 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/96 
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high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38249 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38250 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/97 

Uncontroll

ed 

Resource 

13-Oct-2023 5.3 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

A-ADO-COMM-

011123/98 
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Consumpti

on 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Uncontrolled 

Resource 

Consumption 

vulnerability that 

could lead in minor 

application denial-

of-service. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38251 

psb23-

50.html 

Improper 

Input 

Validation 

13-Oct-2023 4.9 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Input Validation 

vulnerability that 

could lead to 

arbitrary file 

system read by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-26367 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/99 

Affected Version(s): 2.4.6 
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Incorrect 

Authorizati

on 

13-Oct-2023 8.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Incorrect 

Authorization . An 

authenticated 

attacker can exploit 

this to achieve 

information 

exposure and 

privilege escalation. 

CVE ID : CVE-

2023-38218 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/100 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 8.7 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a stored Cross-

Site Scripting (XSS) 

vulnerability that 

could be abused by 

a low-privileged 

attacker to inject 

malicious scripts 

into vulnerable 

form fields. 

Malicious 

JavaScript may be 

executed in a 

victim’s browser 

when they browse 

to the page 

containing the 

vulnerable field. 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/101 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 62 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Payload is stored in 

an admin area, 

resulting in high 

confidentiality and 

integrity impact. 

CVE ID : CVE-

2023-38219 

Improper 

Authorizati

on 

13-Oct-2023 7.5 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Authorization 

vulnerability that 

could lead in a 

security feature 

bypass in a way 

that an attacker 

could access 

unauthorised data. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38220 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/102 

Server-

Side 

Request 

Forgery 

(SSRF) 

13-Oct-2023 6.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Server-Side 

Request Forgery 

(SSRF) 

vulnerability that 

could lead to 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/103 
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arbitrary file 

system read. A 

high-privileged 

authenticated 

attacker can force 

the application to 

make arbitrary 

requests via 

injection of 

arbitrary URLs. 

Exploitation of this 

issue does not 

require user 

interaction, scope is 

changed due to the 

fact that an attacker 

can enforce file 

read outside the 

application's path 

boundary. 

CVE ID : CVE-

2023-26366 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/104 
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Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38221 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38249 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/105 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38250 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/106 

Uncontroll

ed 

Resource 

Consumpti

on 

13-Oct-2023 5.3 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Uncontrolled 

Resource 

Consumption 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/107 
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vulnerability that 

could lead in minor 

application denial-

of-service. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38251 

Improper 

Input 

Validation 

13-Oct-2023 4.9 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Input Validation 

vulnerability that 

could lead to 

arbitrary file 

system read by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-26367 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/108 

Affected Version(s): 2.4.7 

Incorrect 

Authorizati

on 

13-Oct-2023 8.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/109 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 67 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

by an Incorrect 

Authorization . An 

authenticated 

attacker can exploit 

this to achieve 

information 

exposure and 

privilege escalation. 

CVE ID : CVE-

2023-38218 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 8.7 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a stored Cross-

Site Scripting (XSS) 

vulnerability that 

could be abused by 

a low-privileged 

attacker to inject 

malicious scripts 

into vulnerable 

form fields. 

Malicious 

JavaScript may be 

executed in a 

victim’s browser 

when they browse 

to the page 

containing the 

vulnerable field. 

Payload is stored in 

an admin area, 

resulting in high 

confidentiality and 

integrity impact. 

CVE ID : CVE-

2023-38219 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/110 
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Improper 

Authorizati

on 

13-Oct-2023 7.5 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Authorization 

vulnerability that 

could lead in a 

security feature 

bypass in a way 

that an attacker 

could access 

unauthorised data. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38220 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/111 

Server-

Side 

Request 

Forgery 

(SSRF) 

13-Oct-2023 6.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Server-Side 

Request Forgery 

(SSRF) 

vulnerability that 

could lead to 

arbitrary file 

system read. A 

high-privileged 

authenticated 

attacker can force 

the application to 

make arbitrary 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/112 
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requests via 

injection of 

arbitrary URLs. 

Exploitation of this 

issue does not 

require user 

interaction, scope is 

changed due to the 

fact that an attacker 

can enforce file 

read outside the 

application's path 

boundary. 

CVE ID : CVE-

2023-26366 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/113 
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tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38221 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38249 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/114 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/115 
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Command 

('SQL 

Injection') 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38250 

Uncontroll

ed 

Resource 

Consumpti

on 

13-Oct-2023 5.3 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Uncontrolled 

Resource 

Consumption 

vulnerability that 

could lead in minor 

application denial-

of-service. 

Exploitation of this 

issue does not 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/116 
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require user 

interaction. 

CVE ID : CVE-

2023-38251 

Improper 

Input 

Validation 

13-Oct-2023 4.9 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Input Validation 

vulnerability that 

could lead to 

arbitrary file 

system read by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-26367 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-COMM-

011123/117 

Product: magento 

Affected Version(s): 2.4.4 

Incorrect 

Authorizati

on 

13-Oct-2023 8.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Incorrect 

Authorization . An 

authenticated 

attacker can exploit 

this to achieve 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/118 
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information 

exposure and 

privilege escalation. 

CVE ID : CVE-

2023-38218 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 8.7 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a stored Cross-

Site Scripting (XSS) 

vulnerability that 

could be abused by 

a low-privileged 

attacker to inject 

malicious scripts 

into vulnerable 

form fields. 

Malicious 

JavaScript may be 

executed in a 

victim’s browser 

when they browse 

to the page 

containing the 

vulnerable field. 

Payload is stored in 

an admin area, 

resulting in high 

confidentiality and 

integrity impact. 

CVE ID : CVE-

2023-38219 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/119 

Improper 

Authorizati

on 

13-Oct-2023 7.5 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

A-ADO-MAGE-

011123/120 
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2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Authorization 

vulnerability that 

could lead in a 

security feature 

bypass in a way 

that an attacker 

could access 

unauthorised data. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38220 

psb23-

50.html 

Server-

Side 

Request 

Forgery 

(SSRF) 

13-Oct-2023 6.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Server-Side 

Request Forgery 

(SSRF) 

vulnerability that 

could lead to 

arbitrary file 

system read. A 

high-privileged 

authenticated 

attacker can force 

the application to 

make arbitrary 

requests via 

injection of 

arbitrary URLs. 

Exploitation of this 

issue does not 

require user 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/121 
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interaction, scope is 

changed due to the 

fact that an attacker 

can enforce file 

read outside the 

application's path 

boundary. 

CVE ID : CVE-

2023-26366 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38221 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/122 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38249 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/123 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/124 
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used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38250 

Uncontroll

ed 

Resource 

Consumpti

on 

13-Oct-2023 5.3 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Uncontrolled 

Resource 

Consumption 

vulnerability that 

could lead in minor 

application denial-

of-service. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38251 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/125 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 78 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Input 

Validation 

13-Oct-2023 4.9 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Input Validation 

vulnerability that 

could lead to 

arbitrary file 

system read by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-26367 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/126 

Affected Version(s): 2.4.5 

Incorrect 

Authorizati

on 

13-Oct-2023 8.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Incorrect 

Authorization . An 

authenticated 

attacker can exploit 

this to achieve 

information 

exposure and 

privilege escalation. 

CVE ID : CVE-

2023-38218 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/127 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 8.7 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a stored Cross-

Site Scripting (XSS) 

vulnerability that 

could be abused by 

a low-privileged 

attacker to inject 

malicious scripts 

into vulnerable 

form fields. 

Malicious 

JavaScript may be 

executed in a 

victim’s browser 

when they browse 

to the page 

containing the 

vulnerable field. 

Payload is stored in 

an admin area, 

resulting in high 

confidentiality and 

integrity impact. 

CVE ID : CVE-

2023-38219 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/128 

Improper 

Authorizati

on 

13-Oct-2023 7.5 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Authorization 

vulnerability that 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/129 
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could lead in a 

security feature 

bypass in a way 

that an attacker 

could access 

unauthorised data. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38220 

Server-

Side 

Request 

Forgery 

(SSRF) 

13-Oct-2023 6.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Server-Side 

Request Forgery 

(SSRF) 

vulnerability that 

could lead to 

arbitrary file 

system read. A 

high-privileged 

authenticated 

attacker can force 

the application to 

make arbitrary 

requests via 

injection of 

arbitrary URLs. 

Exploitation of this 

issue does not 

require user 

interaction, scope is 

changed due to the 

fact that an attacker 

can enforce file 

read outside the 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/130 
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application's path 

boundary. 

CVE ID : CVE-

2023-26366 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38221 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/131 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/132 
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Command 

('SQL 

Injection') 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38249 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/133 
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admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38250 

Uncontroll

ed 

Resource 

Consumpti

on 

13-Oct-2023 5.3 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Uncontrolled 

Resource 

Consumption 

vulnerability that 

could lead in minor 

application denial-

of-service. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38251 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/134 

Improper 

Input 

Validation 

13-Oct-2023 4.9 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/135 
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by an Improper 

Input Validation 

vulnerability that 

could lead to 

arbitrary file 

system read by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-26367 

Affected Version(s): 2.4.6 

Incorrect 

Authorizati

on 

13-Oct-2023 8.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Incorrect 

Authorization . An 

authenticated 

attacker can exploit 

this to achieve 

information 

exposure and 

privilege escalation. 

CVE ID : CVE-

2023-38218 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/136 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

13-Oct-2023 8.7 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/137 
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('Cross-site 

Scripting') 

by a stored Cross-

Site Scripting (XSS) 

vulnerability that 

could be abused by 

a low-privileged 

attacker to inject 

malicious scripts 

into vulnerable 

form fields. 

Malicious 

JavaScript may be 

executed in a 

victim’s browser 

when they browse 

to the page 

containing the 

vulnerable field. 

Payload is stored in 

an admin area, 

resulting in high 

confidentiality and 

integrity impact. 

CVE ID : CVE-

2023-38219 

Improper 

Authorizati

on 

13-Oct-2023 7.5 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Authorization 

vulnerability that 

could lead in a 

security feature 

bypass in a way 

that an attacker 

could access 

unauthorised data. 

Exploitation of this 

issue does not 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/138 
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require user 

interaction. 

CVE ID : CVE-

2023-38220 

Server-

Side 

Request 

Forgery 

(SSRF) 

13-Oct-2023 6.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Server-Side 

Request Forgery 

(SSRF) 

vulnerability that 

could lead to 

arbitrary file 

system read. A 

high-privileged 

authenticated 

attacker can force 

the application to 

make arbitrary 

requests via 

injection of 

arbitrary URLs. 

Exploitation of this 

issue does not 

require user 

interaction, scope is 

changed due to the 

fact that an attacker 

can enforce file 

read outside the 

application's path 

boundary. 

CVE ID : CVE-

2023-26366 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/139 

Improper 

Neutralizat

ion of 

Special 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

A-ADO-MAGE-

011123/140 
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Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38221 

psb23-

50.html 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/141 
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could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38249 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/142 
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high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38250 

Uncontroll

ed 

Resource 

Consumpti

on 

13-Oct-2023 5.3 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Uncontrolled 

Resource 

Consumption 

vulnerability that 

could lead in minor 

application denial-

of-service. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38251 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/143 

Improper 

Input 

Validation 

13-Oct-2023 4.9 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Input Validation 

vulnerability that 

could lead to 

arbitrary file 

system read by an 

admin-privilege 

authenticated 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/144 
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attacker. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-26367 

Affected Version(s): 2.4.7 

Incorrect 

Authorizati

on 

13-Oct-2023 8.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Incorrect 

Authorization . An 

authenticated 

attacker can exploit 

this to achieve 

information 

exposure and 

privilege escalation. 

CVE ID : CVE-

2023-38218 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/145 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 8.7 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a stored Cross-

Site Scripting (XSS) 

vulnerability that 

could be abused by 

a low-privileged 

attacker to inject 

malicious scripts 

into vulnerable 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/146 
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form fields. 

Malicious 

JavaScript may be 

executed in a 

victim’s browser 

when they browse 

to the page 

containing the 

vulnerable field. 

Payload is stored in 

an admin area, 

resulting in high 

confidentiality and 

integrity impact. 

CVE ID : CVE-

2023-38219 

Improper 

Authorizati

on 

13-Oct-2023 7.5 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Authorization 

vulnerability that 

could lead in a 

security feature 

bypass in a way 

that an attacker 

could access 

unauthorised data. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38220 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/147 

Server-

Side 

Request 

13-Oct-2023 6.8 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

A-ADO-MAGE-

011123/148 
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Forgery 

(SSRF) 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Server-Side 

Request Forgery 

(SSRF) 

vulnerability that 

could lead to 

arbitrary file 

system read. A 

high-privileged 

authenticated 

attacker can force 

the application to 

make arbitrary 

requests via 

injection of 

arbitrary URLs. 

Exploitation of this 

issue does not 

require user 

interaction, scope is 

changed due to the 

fact that an attacker 

can enforce file 

read outside the 

application's path 

boundary. 

CVE ID : CVE-

2023-26366 

psb23-

50.html 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/149 
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Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38221 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/150 
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require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38249 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 6.6 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability that 

could lead in 

arbitrary code 

execution by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction and 

attack complexity is 

high as it requires 

knowledge of 

tooling beyond just 

using the UI. 

CVE ID : CVE-

2023-38250 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/151 
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Uncontroll

ed 

Resource 

Consumpti

on 

13-Oct-2023 5.3 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by a Uncontrolled 

Resource 

Consumption 

vulnerability that 

could lead in minor 

application denial-

of-service. 

Exploitation of this 

issue does not 

require user 

interaction. 

CVE ID : CVE-

2023-38251 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/152 

Improper 

Input 

Validation 

13-Oct-2023 4.9 

Adobe Commerce 

versions 2.4.7-

beta1 (and earlier), 

2.4.6-p2 (and 

earlier), 2.4.5-p4 

(and earlier) and 

2.4.4-p5 (and 

earlier) are affected 

by an Improper 

Input Validation 

vulnerability that 

could lead to 

arbitrary file 

system read by an 

admin-privilege 

authenticated 

attacker. 

Exploitation of this 

issue does not 

require user 

interaction. 

https://helpx.

adobe.com/se

curity/produc

ts/magento/a

psb23-

50.html 

A-ADO-MAGE-

011123/153 
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CVE ID : CVE-

2023-26367 

Product: photoshop_2022 

Affected Version(s): * Up to (including) 23.5.5 

Access of 

Uninitialize

d Pointer 

11-Oct-2023 7.8 

Adobe Photoshop 

versions 23.5.5 

(and earlier) and 

24.7 (and earlier) 

are affected by an 

Access of 

Uninitialized 

Pointer 

vulnerability that 

could result in 

arbitrary code 

execution in the 

context of the 

current user. 

Exploitation of this 

issue requires user 

interaction in that a 

victim must open a 

malicious file. 

CVE ID : CVE-

2023-26370 

https://helpx.

adobe.com/se

curity/produc

ts/photoshop

/apsb23-

51.html 

A-ADO-PHOT-

011123/154 

Product: photoshop_2023 

Affected Version(s): * Up to (excluding) 24.7.1 

Access of 

Uninitialize

d Pointer 

11-Oct-2023 7.8 

Adobe Photoshop 

versions 23.5.5 

(and earlier) and 

24.7 (and earlier) 

are affected by an 

Access of 

Uninitialized 

Pointer 

vulnerability that 

could result in 

arbitrary code 

execution in the 

context of the 

current user. 

Exploitation of this 

https://helpx.

adobe.com/se

curity/produc

ts/photoshop

/apsb23-

51.html 

A-ADO-PHOT-

011123/155 
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issue requires user 

interaction in that a 

victim must open a 

malicious file. 

CVE ID : CVE-

2023-26370 

Product: photoshop_2024 

Affected Version(s): * Up to (excluding) 25.0 

Access of 

Uninitialize

d Pointer 

11-Oct-2023 7.8 

Adobe Photoshop 

versions 23.5.5 

(and earlier) and 

24.7 (and earlier) 

are affected by an 

Access of 

Uninitialized 

Pointer 

vulnerability that 

could result in 

arbitrary code 

execution in the 

context of the 

current user. 

Exploitation of this 

issue requires user 

interaction in that a 

victim must open a 

malicious file. 

CVE ID : CVE-

2023-26370 

https://helpx.

adobe.com/se

curity/produc

ts/photoshop

/apsb23-

51.html 

A-ADO-PHOT-

011123/156 

Vendor: Afterlogic 

Product: aurora_files 

Affected Version(s): 9.7.3 

Deserializa

tion of 

Untrusted 

Data 

03-Oct-2023 8.8 

A deserialization 

vulnerability in 

Afterlogic Aurora 

Files v9.7.3 allows 

attackers to execute 

arbitrary code via 

supplying a crafted 

.sabredav file. 

https://sec.le

onardini.dev/

blog/cve-

2023-43176-

rce_aurora_fil

es/ 

A-AFT-AURO-

011123/157 
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CVE ID : CVE-

2023-43176 

Vendor: akka 

Product: http_server 

Affected Version(s): * Up to (excluding) 10.5.3 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-AKK-HTTP-

011123/158 

Vendor: all-three 

Product: cachet 

Affected Version(s): * Up to (excluding) 2.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

11-Oct-2023 8.8 

Cachet, the open-

source status page 

system. Prior to the 

2.4 branch, a 

template 

functionality which 

allows users to 

create templates 

allows them to 

execute any code 

on the server 

during the bad 

https://github

.com/cacheth

q/cachet/com

mit/6fb043e1

09d2a262ce3

974e863c54e

9e5f5e0587, 

https://github

.com/cacheth

q/cachet/secu

rity/advisorie

A-ALL-CACH-

011123/159 
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('Injection'

) 

filtration and old 

twig version. 

Commit 

6fb043e109d2a262

ce3974e863c54e9e

5f5e0587 of the 2.4 

branch contains a 

patch for this issue. 

CVE ID : CVE-

2023-43661 

s/GHSA-hv79-

p62r-wg3p 

Vendor: altairgraphql 

Product: altair 

Affected Version(s): * Up to (excluding) 5.2.5 

N/A 04-Oct-2023 7.8 

Altair is a GraphQL 

Client. Prior to 

version 5.2.5, the 

Altair GraphQL 

Client Desktop 

Application does 

not sanitize 

external URLs 

before passing 

them to the 

underlying system. 

Moreover, Altair 

GraphQL Client also 

does not isolate the 

context of the 

renderer process. 

This affects 

versions of the 

software running 

on MacOS, 

Windows, and 

Linux. Version 5.2.5 

fixes this issue. 

CVE ID : CVE-

2023-43799 

https://github

.com/altair-

graphql/altair

/security/advi

sories/GHSA-

9m5v-vrf6-

fmvm 

A-ALT-ALTA-

011123/160 

Vendor: Amazon 

Product: opensearch_data_prepper 

Affected Version(s): * Up to (excluding) 2.5.0 
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Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-AMA-OPEN-

011123/161 

Vendor: anshullabs 

Product: mobile_address_bar_changer 

Affected Version(s): * Up to (including) 3.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Anshul Labs Mobile 

Address Bar 

Changer plugin 

<= 3.0 versions. 

CVE ID : CVE-

2023-38390 

N/A 
A-ANS-MOBI-

011123/162 

Vendor: antisamy_project 

Product: antisamy 

Affected Version(s): * Up to (excluding) 1.7.4 

Improper 

Neutralizat

ion of 

Input 

During 

09-Oct-2023 6.1 

AntiSamy is a 

library for 

performing fast, 

configurable 

cleansing of HTML 

https://github

.com/nahsra/

antisamy/sec

urity/advisori

es/GHSA-

A-ANT-ANTI-

011123/163 
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Web Page 

Generation 

('Cross-site 

Scripting') 

coming from 

untrusted sources. 

Prior to version 

1.7.4, there is a 

potential for a 

mutation XSS 

(mXSS) 

vulnerability in 

AntiSamy caused 

by flawed parsing 

of the HTML being 

sanitized. To be 

subject to this 

vulnerability the 

`preserveComment

s` directive must be 

enabled in your 

policy file and also 

allow for certain 

tags at the same 

time. As a result, 

certain crafty 

inputs can result in 

elements in 

comment tags 

being interpreted 

as executable when 

using AntiSamy's 

sanitized output. 

This issue has been 

patched in 

AntiSamy 1.7.4 and 

later.  

CVE ID : CVE-

2023-43643 

pcf2-gh6g-

h5r2, 

https://github

.com/nahsra/

antisamy/rele

ases/tag/v1.7.

4 

Vendor: antsanchez 

Product: easy_cookie_law 

Affected Version(s): * Up to (including) 3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 6.5 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Antsanchez Easy 

N/A 
A-ANT-EASY-

011123/164 
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Cookie Law plugin 

<= 3.1 versions. 

CVE ID : CVE-

2023-40198 

Vendor: Apache 

Product: airflow 

Affected Version(s): * Up to (excluding) 2.7.2 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

14-Oct-2023 6.5 

Apache Airflow, 

versions before 

2.7.2, has a 

vulnerability that 

allows an 

authorized user 

who has access to 

read specific DAGs 

only, to read 

information about 

task instances in 

other DAGs. 

Users of Apache 

Airflow are advised 

to upgrade to 

version 2.7.2 or 

newer to mitigate 

the risk associated 

with this 

vulnerability. 

 

 

CVE ID : CVE-

2023-42663 

https://github

.com/apache/

airflow/pull/3

4315, 

https://lists.a

pache.org/thr

ead/xj86cvfkx

gd0cyqfmz6m

h1bsfc61c6o9 

A-APA-AIRF-

011123/165 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

14-Oct-2023 6.5 

Apache Airflow, 

versions prior to 

2.7.2, contains a 

security 

vulnerability that 

allows 

authenticated users 

of Airflow to list 

warnings for all 

DAGs, even if the 

https://github

.com/apache/

airflow/pull/3

4355, 

https://lists.a

pache.org/thr

ead/h5tvsvov

8j55wojt5sojd

prs05oby34d 

A-APA-AIRF-

011123/166 
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user had no 

permission to see 

those DAGs. It 

would reveal the 

dag_ids and the 

stack-traces of 

import errors for 

those DAGs with 

import errors. 

Users of Apache 

Airflow are advised 

to upgrade to 

version 2.7.2 or 

newer to mitigate 

the risk associated 

with this 

vulnerability. 

 

 

CVE ID : CVE-

2023-42780 

Exposure 

of 

Resource 

to Wrong 

Sphere 

14-Oct-2023 6.5 

Apache Airflow, in 

versions prior to 

2.7.2, contains a 

security 

vulnerability that 

allows an 

authenticated user 

with limited access 

to some DAGs, to 

craft a request that 

could give the user 

write access to 

various DAG 

resources for DAGs 

that the user had no 

access to, thus, 

enabling the user to 

clear DAGs they 

shouldn't. 

 

https://github

.com/apache/

airflow/pull/3

4366, 

https://lists.a

pache.org/thr

ead/1spbo9n

kn49fc2hnxq

m9tf6mgqwp

9tjq 

A-APA-AIRF-

011123/167 
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Users of Apache 

Airflow are 

strongly advised to 

upgrade to version 

2.7.2 or newer to 

mitigate the risk 

associated with this 

vulnerability. 

 

CVE ID : CVE-

2023-42792 

Affected Version(s): From (including) 2.7.0 Up to (excluding) 2.7.2 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

14-Oct-2023 4.3 

 

Apache Airflow, 

versions 2.7.0 and 

2.7.1, is affected by 

a vulnerability that 

allows an 

authenticated user 

to retrieve sensitive 

configuration 

information when 

the "expose_config" 

option is set to 

"non-sensitive-

only". The 

`expose_config` 

option is False by 

default. 

It is recommended 

to upgrade to a 

version that is not 

affected. 

CVE ID : CVE-

2023-45348 

https://lists.a

pache.org/thr

ead/sy4l5d6t

n58hr8r61r2f

kt1f0qock9z9, 

https://github

.com/apache/

airflow/pull/3

4712 

A-APA-AIRF-

011123/168 

Product: apisix 

Affected Version(s): * Up to (excluding) 3.6.1 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

https://aws.a

mazon.com/s

ecurity/securi

ty-

A-APA-APIS-

011123/169 
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Consumpti

on 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: solr 

Affected Version(s): * Up to (excluding) 9.4.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-APA-SOLR-

011123/170 

Product: tomcat 

Affected Version(s): 10.1.0 
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Incomplete 

Cleanup 
10-Oct-2023 5.3 

Incomplete Cleanup 

vulnerability in 

Apache 

Tomcat.When 

recycling various 

internal objects in 

Apache Tomcat 

from 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.80 

and from 8.5.0 

through 8.5.93, an 

error could  

cause Tomcat to 

skip some parts of 

the recycling 

process leading to  

information leaking 

from the current 

request/response 

to the next. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which 

fixes the issue. 

 

 

CVE ID : CVE-

2023-42795 

https://lists.a

pache.org/thr

ead/065jfyo5

83490r9j2v73

nhpyxdob56l

w 

A-APA-TOMC-

011123/171 

N/A 10-Oct-2023 5.3 
Improper Input 

Validation 

vulnerability in 

https://lists.a

pache.org/thr

ead/2pv8yz1p

A-APA-TOMC-

011123/172 
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Apache 

Tomcat.Tomcat fro

m 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.81 

and from 8.5.0 

through 8.5.93 did 

not correctly parse 

HTTP trailer 

headers. A specially  

crafted, invalid 

trailer header could 

cause Tomcat to 

treat a single  

request as multiple 

requests leading to 

the possibility of 

request  

smuggling when 

behind a reverse 

proxy. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which fix 

the issue. 

 

 

CVE ID : CVE-

2023-45648 

yp088tsxfb7o

gltk9msk0jdp 

Affected Version(s): 11.0.0 
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Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-APA-TOMC-

011123/173 

Incomplete 

Cleanup 
10-Oct-2023 5.3 

Incomplete Cleanup 

vulnerability in 

Apache 

Tomcat.When 

recycling various 

internal objects in 

Apache Tomcat 

from 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.80 

and from 8.5.0 

through 8.5.93, an 

error could  

cause Tomcat to 

skip some parts of 

the recycling 

process leading to  

information leaking 

from the current 

https://lists.a

pache.org/thr

ead/065jfyo5

83490r9j2v73

nhpyxdob56l

w 

A-APA-TOMC-

011123/174 
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request/response 

to the next. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which 

fixes the issue. 

 

 

CVE ID : CVE-

2023-42795 

N/A 10-Oct-2023 5.3 

Improper Input 

Validation 

vulnerability in 

Apache 

Tomcat.Tomcat fro

m 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.81 

and from 8.5.0 

through 8.5.93 did 

not correctly parse 

HTTP trailer 

headers. A specially  

crafted, invalid 

trailer header could 

cause Tomcat to 

treat a single  

request as multiple 

requests leading to 

the possibility of 

request  

https://lists.a

pache.org/thr

ead/2pv8yz1p

yp088tsxfb7o

gltk9msk0jdp 

A-APA-TOMC-

011123/175 
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smuggling when 

behind a reverse 

proxy. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which fix 

the issue. 

 

 

CVE ID : CVE-

2023-45648 

Affected Version(s): 9.0.0 

Incomplete 

Cleanup 
10-Oct-2023 5.3 

Incomplete Cleanup 

vulnerability in 

Apache 

Tomcat.When 

recycling various 

internal objects in 

Apache Tomcat 

from 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.80 

and from 8.5.0 

through 8.5.93, an 

error could  

cause Tomcat to 

skip some parts of 

the recycling 

process leading to  

information leaking 

from the current 

https://lists.a

pache.org/thr

ead/065jfyo5

83490r9j2v73

nhpyxdob56l

w 

A-APA-TOMC-

011123/176 
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request/response 

to the next. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which 

fixes the issue. 

 

 

CVE ID : CVE-

2023-42795 

N/A 10-Oct-2023 5.3 

Improper Input 

Validation 

vulnerability in 

Apache 

Tomcat.Tomcat fro

m 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.81 

and from 8.5.0 

through 8.5.93 did 

not correctly parse 

HTTP trailer 

headers. A specially  

crafted, invalid 

trailer header could 

cause Tomcat to 

treat a single  

request as multiple 

requests leading to 

the possibility of 

request  

https://lists.a

pache.org/thr

ead/2pv8yz1p

yp088tsxfb7o

gltk9msk0jdp 

A-APA-TOMC-

011123/177 
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smuggling when 

behind a reverse 

proxy. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which fix 

the issue. 

 

 

CVE ID : CVE-

2023-45648 

Affected Version(s): From (including) 10.1.0 Up to (including) 10.1.13 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-APA-TOMC-

011123/178 

Affected Version(s): From (including) 10.1.1 Up to (excluding) 10.1.14 
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Incomplete 

Cleanup 
10-Oct-2023 5.3 

Incomplete Cleanup 

vulnerability in 

Apache 

Tomcat.When 

recycling various 

internal objects in 

Apache Tomcat 

from 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.80 

and from 8.5.0 

through 8.5.93, an 

error could  

cause Tomcat to 

skip some parts of 

the recycling 

process leading to  

information leaking 

from the current 

request/response 

to the next. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which 

fixes the issue. 

 

 

CVE ID : CVE-

2023-42795 

https://lists.a

pache.org/thr

ead/065jfyo5

83490r9j2v73

nhpyxdob56l

w 

A-APA-TOMC-

011123/179 

N/A 10-Oct-2023 5.3 
Improper Input 

Validation 

vulnerability in 

https://lists.a

pache.org/thr

ead/2pv8yz1p

A-APA-TOMC-

011123/180 
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Apache 

Tomcat.Tomcat fro

m 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.81 

and from 8.5.0 

through 8.5.93 did 

not correctly parse 

HTTP trailer 

headers. A specially  

crafted, invalid 

trailer header could 

cause Tomcat to 

treat a single  

request as multiple 

requests leading to 

the possibility of 

request  

smuggling when 

behind a reverse 

proxy. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which fix 

the issue. 

 

 

CVE ID : CVE-

2023-45648 

yp088tsxfb7o

gltk9msk0jdp 

Affected Version(s): From (including) 8.5.0 Up to (excluding) 8.5.94 
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Incomplete 

Cleanup 
10-Oct-2023 5.3 

Incomplete Cleanup 

vulnerability in 

Apache 

Tomcat.When 

recycling various 

internal objects in 

Apache Tomcat 

from 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.80 

and from 8.5.0 

through 8.5.93, an 

error could  

cause Tomcat to 

skip some parts of 

the recycling 

process leading to  

information leaking 

from the current 

request/response 

to the next. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which 

fixes the issue. 

 

 

CVE ID : CVE-

2023-42795 

https://lists.a

pache.org/thr

ead/065jfyo5

83490r9j2v73

nhpyxdob56l

w 

A-APA-TOMC-

011123/181 

N/A 10-Oct-2023 5.3 
Improper Input 

Validation 

vulnerability in 

https://lists.a

pache.org/thr

ead/2pv8yz1p

A-APA-TOMC-

011123/182 
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Apache 

Tomcat.Tomcat fro

m 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.81 

and from 8.5.0 

through 8.5.93 did 

not correctly parse 

HTTP trailer 

headers. A specially  

crafted, invalid 

trailer header could 

cause Tomcat to 

treat a single  

request as multiple 

requests leading to 

the possibility of 

request  

smuggling when 

behind a reverse 

proxy. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which fix 

the issue. 

 

 

CVE ID : CVE-

2023-45648 

yp088tsxfb7o

gltk9msk0jdp 

Affected Version(s): From (including) 8.5.0 Up to (including) 8.5.93 
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Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-APA-TOMC-

011123/183 

Affected Version(s): From (including) 8.5.85 Up to (excluding) 8.5.94 

Incomplete 

Cleanup 
10-Oct-2023 7.5 

Incomplete Cleanup 

vulnerability in 

Apache Tomcat. 

 

The internal fork of 

Commons 

FileUpload 

packaged with 

Apache Tomcat 

9.0.70 through 

9.0.80 and 8.5.85 

through 8.5.93 

included an 

unreleased,  

in progress 

refactoring that 

exposed a potential 

denial of service on  

Windows if a web 

application opened 

https://lists.a

pache.org/thr

ead/vvbr2ms

7lockj1hlhz5q

3wmxb2mwc

w82 

A-APA-TOMC-

011123/184 
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a stream for an 

uploaded file but  

failed to close the 

stream. The file 

would never be 

deleted from disk  

creating the 

possibility of an 

eventual denial of 

service due to the  

disk being full. 

 

Users are 

recommended to 

upgrade to version 

9.0.81 onwards or 

8.5.94 onwards, 

which fixes the 

issue. 

 

 

CVE ID : CVE-

2023-42794 

Affected Version(s): From (including) 9.0.0 Up to (including) 9.0.80 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

A-APA-TOMC-

011123/185 
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attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 9.0.1 Up to (excluding) 9.0.81 

Incomplete 

Cleanup 
10-Oct-2023 5.3 

Incomplete Cleanup 

vulnerability in 

Apache 

Tomcat.When 

recycling various 

internal objects in 

Apache Tomcat 

from 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.80 

and from 8.5.0 

through 8.5.93, an 

error could  

cause Tomcat to 

skip some parts of 

the recycling 

process leading to  

information leaking 

from the current 

request/response 

to the next. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which 

fixes the issue. 

 

 

https://lists.a

pache.org/thr

ead/065jfyo5

83490r9j2v73

nhpyxdob56l

w 

A-APA-TOMC-

011123/186 
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CVE ID : CVE-

2023-42795 

N/A 10-Oct-2023 5.3 

Improper Input 

Validation 

vulnerability in 

Apache 

Tomcat.Tomcat fro

m 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.81 

and from 8.5.0 

through 8.5.93 did 

not correctly parse 

HTTP trailer 

headers. A specially  

crafted, invalid 

trailer header could 

cause Tomcat to 

treat a single  

request as multiple 

requests leading to 

the possibility of 

request  

smuggling when 

behind a reverse 

proxy. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which fix 

the issue. 

 

 

https://lists.a

pache.org/thr

ead/2pv8yz1p

yp088tsxfb7o

gltk9msk0jdp 

A-APA-TOMC-

011123/187 
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CVE ID : CVE-

2023-45648 

Affected Version(s): From (including) 9.0.70 Up to (excluding) 9.0.81 

Incomplete 

Cleanup 
10-Oct-2023 7.5 

Incomplete Cleanup 

vulnerability in 

Apache Tomcat. 

 

The internal fork of 

Commons 

FileUpload 

packaged with 

Apache Tomcat 

9.0.70 through 

9.0.80 and 8.5.85 

through 8.5.93 

included an 

unreleased,  

in progress 

refactoring that 

exposed a potential 

denial of service on  

Windows if a web 

application opened 

a stream for an 

uploaded file but  

failed to close the 

stream. The file 

would never be 

deleted from disk  

creating the 

possibility of an 

eventual denial of 

service due to the  

disk being full. 

 

Users are 

recommended to 

upgrade to version 

9.0.81 onwards or 

8.5.94 onwards, 

https://lists.a

pache.org/thr

ead/vvbr2ms

7lockj1hlhz5q

3wmxb2mwc

w82 

A-APA-TOMC-

011123/188 
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which fixes the 

issue. 

 

 

CVE ID : CVE-

2023-42794 

Product: traffic_server 

Affected Version(s): From (including) 8.0.0 Up to (excluding) 8.1.9 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-APA-TRAF-

011123/189 

Affected Version(s): From (including) 9.0.0 Up to (excluding) 9.2.3 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

A-APA-TRAF-

011123/190 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: xerces-c\+\+ 

Affected Version(s): 3.2.3 

Integer 

Overflow 

or 

Wraparoun

d 

11-Oct-2023 8.8 

An integer overflow 

in xerces-c++ 3.2.3 

in BigFix Platform 

allows remote 

attackers to cause 

out-of-bound 

access via HTTP 

request. 

CVE ID : CVE-

2023-37536 

https://suppo

rt.hcltechsw.c

om/csm?id=k

b_article&sysp

arm_article=K

B0107791 

A-APA-XERC-

011123/191 

Product: zookeeper 

Affected Version(s): * Up to (excluding) 3.7.2 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

11-Oct-2023 9.1 

Authorization 

Bypass Through 

User-Controlled 

Key vulnerability in 

Apache ZooKeeper. 

If SASL Quorum 

Peer authentication 

is enabled in 

ZooKeeper 

(quorum.auth.enabl

eSasl=true), the 

authorization is 

done by verifying 

that the instance 

part in SASL 

authentication ID is 

listed in zoo.cfg 

server list. The 

https://lists.a

pache.org/thr

ead/wf0yrk84

dg1942z1o74

kd8nycg6pgm

5b 

A-APA-ZOOK-

011123/192 
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instance part in 

SASL auth ID is 

optional and if it's 

missing, like 

'eve@EXAMPLE.CO

M', the 

authorization check 

will be skipped. As 

a result an 

arbitrary endpoint 

could join the 

cluster and begin 

propagating 

counterfeit changes 

to the leader, 

essentially giving it 

complete read-

write access to the 

data tree. Quorum 

Peer authentication 

is not enabled by 

default. 

 

Users are 

recommended to 

upgrade to version 

3.9.1, 3.8.3, 3.7.2, 

which fixes the 

issue. 

 

Alternately ensure 

the ensemble 

election/quorum 

communication is 

protected by a 

firewall as this will 

mitigate the issue. 

 

See the 

documentation for 

more details on 
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correct cluster 

administration. 

 

CVE ID : CVE-

2023-44981 

Affected Version(s): 3.9.0 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

11-Oct-2023 9.1 

Authorization 

Bypass Through 

User-Controlled 

Key vulnerability in 

Apache ZooKeeper. 

If SASL Quorum 

Peer authentication 

is enabled in 

ZooKeeper 

(quorum.auth.enabl

eSasl=true), the 

authorization is 

done by verifying 

that the instance 

part in SASL 

authentication ID is 

listed in zoo.cfg 

server list. The 

instance part in 

SASL auth ID is 

optional and if it's 

missing, like 

'eve@EXAMPLE.CO

M', the 

authorization check 

will be skipped. As 

a result an 

arbitrary endpoint 

could join the 

cluster and begin 

propagating 

counterfeit changes 

to the leader, 

essentially giving it 

complete read-

write access to the 

data tree. Quorum 

https://lists.a

pache.org/thr

ead/wf0yrk84

dg1942z1o74

kd8nycg6pgm

5b 

A-APA-ZOOK-

011123/193 
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Peer authentication 

is not enabled by 

default. 

 

Users are 

recommended to 

upgrade to version 

3.9.1, 3.8.3, 3.7.2, 

which fixes the 

issue. 

 

Alternately ensure 

the ensemble 

election/quorum 

communication is 

protected by a 

firewall as this will 

mitigate the issue. 

 

See the 

documentation for 

more details on 

correct cluster 

administration. 

 

CVE ID : CVE-

2023-44981 

Affected Version(s): From (including) 3.8.0 Up to (excluding) 3.8.3 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

11-Oct-2023 9.1 

Authorization 

Bypass Through 

User-Controlled 

Key vulnerability in 

Apache ZooKeeper. 

If SASL Quorum 

Peer authentication 

is enabled in 

ZooKeeper 

(quorum.auth.enabl

eSasl=true), the 

authorization is 

done by verifying 

https://lists.a

pache.org/thr

ead/wf0yrk84

dg1942z1o74

kd8nycg6pgm

5b 

A-APA-ZOOK-

011123/194 
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that the instance 

part in SASL 

authentication ID is 

listed in zoo.cfg 

server list. The 

instance part in 

SASL auth ID is 

optional and if it's 

missing, like 

'eve@EXAMPLE.CO

M', the 

authorization check 

will be skipped. As 

a result an 

arbitrary endpoint 

could join the 

cluster and begin 

propagating 

counterfeit changes 

to the leader, 

essentially giving it 

complete read-

write access to the 

data tree. Quorum 

Peer authentication 

is not enabled by 

default. 

 

Users are 

recommended to 

upgrade to version 

3.9.1, 3.8.3, 3.7.2, 

which fixes the 

issue. 

 

Alternately ensure 

the ensemble 

election/quorum 

communication is 

protected by a 

firewall as this will 

mitigate the issue. 
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See the 

documentation for 

more details on 

correct cluster 

administration. 

 

CVE ID : CVE-

2023-44981 

Vendor: Apple 

Product: swiftnio_http\/2 

Affected Version(s): * Up to (excluding) 1.28.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-APP-SWIF-

011123/195 

Vendor: aquaesolutions 

Product: aqua_drive 

Affected Version(s): 2.4 

Improper 

Limitation 

of a 

Pathname 

04-Oct-2023 8.8 

Aqua Drive, in its 

2.4 version, is 

vulnerable to a 

relative path 

N/A 
A-AQU-AQUA-

011123/196 
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to a 

Restricted 

Directory 

('Path 

Traversal') 

traversal 

vulnerability. By 

exploiting this 

vulnerability, an 

authenticated non 

privileged user 

could 

access/modify 

stored resources of 

other users. It could 

also be possible to 

access and modify 

the source and 

configuration files 

of the cloud disk 

platform, affecting 

the integrity and 

availability of the 

entire platform. 

CVE ID : CVE-

2023-3701 

Vendor: ARM 

Product: 5th_gen_gpu_architecture_kernel_driver 

Affected Version(s): From (including) r41p0 Up to (including) r42p0 

Use After 

Free 
01-Oct-2023 5.5 

A local non-

privileged user can 

make improper 

GPU memory 

processing 

operations  to gain 

access to already 

freed memory. 

 

 

CVE ID : CVE-

2023-4211 

https://devel

oper.arm.com

/Arm%20Sec

urity%20Cent

er/Mali%20G

PU%20Driver

%20Vulnerabi

lities 

A-ARM-5TH_-

011123/197 

Product: bifrost 

Affected Version(s): From (including) r0p0 Up to (including) r42p0 

Use After 

Free 
01-Oct-2023 5.5 A local non-

privileged user can 

https://devel

oper.arm.com

A-ARM-BIFR-

011123/198 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 130 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

make improper 

GPU memory 

processing 

operations  to gain 

access to already 

freed memory. 

 

 

CVE ID : CVE-

2023-4211 

/Arm%20Sec

urity%20Cent

er/Mali%20G

PU%20Driver

%20Vulnerabi

lities 

Product: bifrost_gpu_kernel_driver 

Affected Version(s): From (including) r17p0 Up to (excluding) r44p1 

Use After 

Free 
03-Oct-2023 4.7 

A local non-

privileged user can 

make improper 

GPU processing 

operations to 

exploit a software 

race condition. If 

the system’s 

memory is carefully 

prepared by the 

user, then this in 

turn could give 

them access to 

already freed 

memory. 

 

 

CVE ID : CVE-

2023-33200 

https://devel

oper.arm.com

/Arm%20Sec

urity%20Cent

er/Mali%20G

PU%20Driver

%20Vulnerabi

lities 

A-ARM-BIFR-

011123/199 

Product: mali_gpu_kernel_driver 

Affected Version(s): From (including) r41p0 Up to (excluding) r44p1 

Use After 

Free 
03-Oct-2023 4.7 

A local non-

privileged user can 

make improper 

GPU processing 

operations to 

exploit a software 

race condition. If 

https://devel

oper.arm.com

/Arm%20Sec

urity%20Cent

er/Mali%20G

PU%20Driver

A-ARM-MALI-

011123/200 
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the system’s 

memory is carefully 

prepared by the 

user, then this in 

turn could give 

them access to 

already freed 

memory. 

 

 

CVE ID : CVE-

2023-33200 

%20Vulnerabi

lities 

Affected Version(s): r44p0 

Out-of-

bounds 

Write 

03-Oct-2023 4.7 

A local non-

privileged user can 

make improper 

GPU processing 

operations to 

access a limited 

amount outside of 

buffer bounds or to 

exploit a software 

race condition. If 

the system’s 

memory is carefully 

prepared by the 

user, then this in 

turn could give 

them access to 

already freed 

memory 

 

 

CVE ID : CVE-

2023-34970 

https://devel

oper.arm.com

/Arm%20Sec

urity%20Cent

er/Mali%20G

PU%20Driver

%20Vulnerabi

lities 

A-ARM-MALI-

011123/201 

Product: mbed_tls 

Affected Version(s): From (including) 2.0.0 Up to (excluding) 2.28.5 

Buffer 

Copy 

without 

07-Oct-2023 7.5 Mbed TLS 2.x 

before 2.28.5 and 

https://mbed-

tls.readthedoc

s.io/en/latest

A-ARM-MBED-

011123/202 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

3.x before 3.5.0 has 

a Buffer Overflow. 

CVE ID : CVE-

2023-43615 

/security-

advisories/mb

edtls-security-

advisory-

2023-10-1/ 

Affected Version(s): From (including) 3.0.0 Up to (excluding) 3.5.0 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

07-Oct-2023 7.5 

Mbed TLS 2.x 

before 2.28.5 and 

3.x before 3.5.0 has 

a Buffer Overflow. 

CVE ID : CVE-

2023-43615 

https://mbed-

tls.readthedoc

s.io/en/latest

/security-

advisories/mb

edtls-security-

advisory-

2023-10-1/ 

A-ARM-MBED-

011123/203 

Affected Version(s): From (including) 3.2.0 Up to (excluding) 3.5.0 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

07-Oct-2023 9.8 

Mbed TLS 3.2.x 

through 3.4.x 

before 3.5 has a 

Buffer Overflow 

that can lead to 

remote Code 

execution. 

CVE ID : CVE-

2023-45199 

https://mbed-

tls.readthedoc

s.io/en/latest

/security-

advisories/mb

edtls-security-

advisory-

2023-10-2/ 

A-ARM-MBED-

011123/204 

Product: midgard 

Affected Version(s): From (including) r12p0 Up to (including) r32p0 

Use After 

Free 
01-Oct-2023 5.5 

A local non-

privileged user can 

make improper 

GPU memory 

processing 

operations  to gain 

access to already 

freed memory. 

 

 

CVE ID : CVE-

2023-4211 

https://devel

oper.arm.com

/Arm%20Sec

urity%20Cent

er/Mali%20G

PU%20Driver

%20Vulnerabi

lities 

A-ARM-MIDG-

011123/205 
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Product: valhall 

Affected Version(s): From (including) r19p0 Up to (including) r42p0 

Use After 

Free 
01-Oct-2023 5.5 

A local non-

privileged user can 

make improper 

GPU memory 

processing 

operations  to gain 

access to already 

freed memory. 

 

 

CVE ID : CVE-

2023-4211 

https://devel

oper.arm.com

/Arm%20Sec

urity%20Cent

er/Mali%20G

PU%20Driver

%20Vulnerabi

lities 

A-ARM-VALH-

011123/206 

Product: valhall_gpu_kernel_driver 

Affected Version(s): r44p0 

Out-of-

bounds 

Write 

03-Oct-2023 4.7 

A local non-

privileged user can 

make improper 

GPU processing 

operations to 

access a limited 

amount outside of 

buffer bounds or to 

exploit a software 

race condition. If 

the system’s 

memory is carefully 

prepared by the 

user, then this in 

turn could give 

them access to 

already freed 

memory 

 

 

CVE ID : CVE-

2023-34970 

https://devel

oper.arm.com

/Arm%20Sec

urity%20Cent

er/Mali%20G

PU%20Driver

%20Vulnerabi

lities 

A-ARM-VALH-

011123/207 

Affected Version(s): From (including) r19p0 Up to (excluding) r44p1 
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Use After 

Free 
03-Oct-2023 4.7 

A local non-

privileged user can 

make improper 

GPU processing 

operations to 

exploit a software 

race condition. If 

the system’s 

memory is carefully 

prepared by the 

user, then this in 

turn could give 

them access to 

already freed 

memory. 

 

 

CVE ID : CVE-

2023-33200 

https://devel

oper.arm.com

/Arm%20Sec

urity%20Cent

er/Mali%20G

PU%20Driver

%20Vulnerabi

lities 

A-ARM-VALH-

011123/208 

Vendor: arrowplugins 

Product: the_awesome_feed 

Affected Version(s): * Up to (including) 2.2.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 5.4 

Auth. 

(contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Arrow Plugins The 

Awesome Feed – 

Custom Feed plugin 

<= 2.2.5 versions. 

CVE ID : CVE-

2023-44264 

N/A 
A-ARR-THE_-

011123/209 

Vendor: arulprasadj 

Product: publish_confirm_message 

Affected Version(s): * Up to (including) 1.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Arul Prasad J 

N/A 
A-ARU-PUBL-

011123/210 
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Publish Confirm 

Message plugin 

<= 1.3.1 versions. 

CVE ID : CVE-

2023-32124 

Vendor: Atlassian 

Product: confluence_data_center 

Affected Version(s): From (including) 8.0.0 Up to (excluding) 8.3.3 

N/A 04-Oct-2023 9.8 

Atlassian has been 

made aware of an 

issue reported by a 

handful of 

customers where 

external attackers 

may have exploited 

a previously 

unknown 

vulnerability in 

publicly accessible 

Confluence Data 

Center and Server 

instances to create 

unauthorized 

Confluence 

administrator 

accounts and access 

Confluence 

instances.  

 

Atlassian Cloud 

sites are not 

affected by this 

vulnerability. If 

your Confluence 

site is accessed via 

an atlassian.net 

domain, it is hosted 

by Atlassian and is 

not vulnerable to 

this issue.  

https://conflu

ence.atlassian.

com/display/

KB/FAQ+for+

CVE-2023-

22515, 

https://conflu

ence.atlassian.

com/pages/vi

ewpage.action

?pageId=1295

682276 

A-ATL-CONF-

011123/211 
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CVE ID : CVE-

2023-22515 

Affected Version(s): From (including) 8.4.0 Up to (excluding) 8.4.3 

N/A 04-Oct-2023 9.8 

Atlassian has been 

made aware of an 

issue reported by a 

handful of 

customers where 

external attackers 

may have exploited 

a previously 

unknown 

vulnerability in 

publicly accessible 

Confluence Data 

Center and Server 

instances to create 

unauthorized 

Confluence 

administrator 

accounts and access 

Confluence 

instances.  

 

Atlassian Cloud 

sites are not 

affected by this 

vulnerability. If 

your Confluence 

site is accessed via 

an atlassian.net 

domain, it is hosted 

by Atlassian and is 

not vulnerable to 

this issue.  

CVE ID : CVE-

2023-22515 

https://conflu

ence.atlassian.

com/display/

KB/FAQ+for+

CVE-2023-

22515, 

https://conflu

ence.atlassian.

com/pages/vi

ewpage.action

?pageId=1295

682276 

A-ATL-CONF-

011123/212 

Affected Version(s): From (including) 8.5.0 Up to (excluding) 8.5.2 

N/A 04-Oct-2023 9.8 

Atlassian has been 

made aware of an 

issue reported by a 

handful of 

https://conflu

ence.atlassian.

com/display/

KB/FAQ+for+

A-ATL-CONF-

011123/213 
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customers where 

external attackers 

may have exploited 

a previously 

unknown 

vulnerability in 

publicly accessible 

Confluence Data 

Center and Server 

instances to create 

unauthorized 

Confluence 

administrator 

accounts and access 

Confluence 

instances.  

 

Atlassian Cloud 

sites are not 

affected by this 

vulnerability. If 

your Confluence 

site is accessed via 

an atlassian.net 

domain, it is hosted 

by Atlassian and is 

not vulnerable to 

this issue.  

CVE ID : CVE-

2023-22515 

CVE-2023-

22515, 

https://conflu

ence.atlassian.

com/pages/vi

ewpage.action

?pageId=1295

682276 

Product: confluence_server 

Affected Version(s): From (including) 8.0.0 Up to (excluding) 8.3.3 

N/A 04-Oct-2023 9.8 

Atlassian has been 

made aware of an 

issue reported by a 

handful of 

customers where 

external attackers 

may have exploited 

a previously 

unknown 

vulnerability in 

https://conflu

ence.atlassian.

com/display/

KB/FAQ+for+

CVE-2023-

22515, 

https://conflu

ence.atlassian.

com/pages/vi

ewpage.action

A-ATL-CONF-

011123/214 
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publicly accessible 

Confluence Data 

Center and Server 

instances to create 

unauthorized 

Confluence 

administrator 

accounts and access 

Confluence 

instances.  

 

Atlassian Cloud 

sites are not 

affected by this 

vulnerability. If 

your Confluence 

site is accessed via 

an atlassian.net 

domain, it is hosted 

by Atlassian and is 

not vulnerable to 

this issue.  

CVE ID : CVE-

2023-22515 

?pageId=1295

682276 

Affected Version(s): From (including) 8.4.0 Up to (excluding) 8.4.3 

N/A 04-Oct-2023 9.8 

Atlassian has been 

made aware of an 

issue reported by a 

handful of 

customers where 

external attackers 

may have exploited 

a previously 

unknown 

vulnerability in 

publicly accessible 

Confluence Data 

Center and Server 

instances to create 

unauthorized 

Confluence 

administrator 

https://conflu

ence.atlassian.

com/display/

KB/FAQ+for+

CVE-2023-

22515, 

https://conflu

ence.atlassian.

com/pages/vi

ewpage.action

?pageId=1295

682276 

A-ATL-CONF-

011123/215 
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accounts and access 

Confluence 

instances.  

 

Atlassian Cloud 

sites are not 

affected by this 

vulnerability. If 

your Confluence 

site is accessed via 

an atlassian.net 

domain, it is hosted 

by Atlassian and is 

not vulnerable to 

this issue.  

CVE ID : CVE-

2023-22515 

Affected Version(s): From (including) 8.5.0 Up to (excluding) 8.5.2 

N/A 04-Oct-2023 9.8 

Atlassian has been 

made aware of an 

issue reported by a 

handful of 

customers where 

external attackers 

may have exploited 

a previously 

unknown 

vulnerability in 

publicly accessible 

Confluence Data 

Center and Server 

instances to create 

unauthorized 

Confluence 

administrator 

accounts and access 

Confluence 

instances.  

 

Atlassian Cloud 

sites are not 

affected by this 

https://conflu

ence.atlassian.

com/display/

KB/FAQ+for+

CVE-2023-

22515, 

https://conflu

ence.atlassian.

com/pages/vi

ewpage.action

?pageId=1295

682276 

A-ATL-CONF-

011123/216 
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vulnerability. If 

your Confluence 

site is accessed via 

an atlassian.net 

domain, it is hosted 

by Atlassian and is 

not vulnerable to 

this issue.  

CVE ID : CVE-

2023-22515 

Vendor: atos 

Product: unify_openscape_4000_assistant 

Affected Version(s): 10 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Oct-2023 8.8 

Atos Unify 

OpenScape 4000 

Assistant V10 R1 

before V10 R1.42.1, 

4000 Assistant V10 

R0, 4000 Manager 

V10 R1 before V10 

R1.42.1, and 4000 

Manager V10 R0 

allow 

Authenticated 

Command Injection 

via AShbr. This is 

also known as 

OSFOURK-24039. 

CVE ID : CVE-

2023-45351 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2306-01.pdf 

A-ATO-UNIF-

011123/217 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Oct-2023 8.8 

Atos Unify 

OpenScape 4000 

Platform V10 R1 

before Hotfix V10 

R1.42.2 and 4000 

and Manager 

Platform V10 R1 

before Hotfix V10 

R1.42.2 allow 

command injection 

by an authenticated 

attacker into the 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2308-02.pdf 

A-ATO-UNIF-

011123/218 
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platform operating 

system, leading to 

administrative 

access via the 

webservice. This is 

also known as 

OSFOURK-24120. 

CVE ID : CVE-

2023-45355 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Oct-2023 8.8 

Atos Unify 

OpenScape 4000 

Platform V10 R1 

before Hotfix V10 

R1.42.2 4000 and 

Manager Platform 

V10 R1 before 

Hotfix V10 R1.42.2 

allow command 

injection by an 

authenticated 

attacker into the 

platform operating 

system, leading to 

administrative 

access, via dtb 

pages of the 

platform portal. 

This is also known 

as OSFOURK-

23719. 

CVE ID : CVE-

2023-45356 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2308-02.pdf 

A-ATO-UNIF-

011123/219 

N/A 09-Oct-2023 7.5 

Atos Unify 

OpenScape 4000 

Assistant V10 R1 

before V10 R1.34.7, 

4000 Assistant V10 

R1.42.0, 4000 

Assistant V10 R0, 

4000 Manager V10 

R1 before V10 

R1.34.7, 4000 

Manager V10 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2306-01.pdf 

A-ATO-UNIF-

011123/220 
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R1.42.0, and 4000 

Manager V10 R0 

expose sensitive 

information that 

may allow lateral 

movement to the 

backup system via 

AShbr. This is also 

known as 

OSFOURK-23722. 

CVE ID : CVE-

2023-45349 

Product: unify_openscape_4000_manager 

Affected Version(s): 10 

N/A 09-Oct-2023 8.8 

Atos Unify 

OpenScape 4000 

Manager V10 R1 

before V10 R1.42.1 

and 4000 Manager 

V10 R0 allow 

Privilege escalation 

that may lead to the 

ability of an 

authenticated 

attacker to run 

arbitrary code via 

AScm. This is also 

known as 

OSFOURK-24034. 

CVE ID : CVE-

2023-45350 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2306-01.pdf 

A-ATO-UNIF-

011123/221 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Oct-2023 8.8 

Atos Unify 

OpenScape 4000 

Assistant V10 R1 

before V10 R1.42.1, 

4000 Assistant V10 

R0, 4000 Manager 

V10 R1 before V10 

R1.42.1, and 4000 

Manager V10 R0 

allow 

Authenticated 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2306-01.pdf 

A-ATO-UNIF-

011123/222 
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Command Injection 

via AShbr. This is 

also known as 

OSFOURK-24039. 

CVE ID : CVE-

2023-45351 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Oct-2023 8.8 

Atos Unify 

OpenScape 4000 

Platform V10 R1 

before Hotfix V10 

R1.42.2 and 4000 

and Manager 

Platform V10 R1 

before Hotfix V10 

R1.42.2 allow 

command injection 

by an authenticated 

attacker into the 

platform operating 

system, leading to 

administrative 

access via the 

webservice. This is 

also known as 

OSFOURK-24120. 

CVE ID : CVE-

2023-45355 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2308-02.pdf 

A-ATO-UNIF-

011123/223 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Oct-2023 8.8 

Atos Unify 

OpenScape 4000 

Platform V10 R1 

before Hotfix V10 

R1.42.2 4000 and 

Manager Platform 

V10 R1 before 

Hotfix V10 R1.42.2 

allow command 

injection by an 

authenticated 

attacker into the 

platform operating 

system, leading to 

administrative 

access, via dtb 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2308-02.pdf 

A-ATO-UNIF-

011123/224 
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pages of the 

platform portal. 

This is also known 

as OSFOURK-

23719. 

CVE ID : CVE-

2023-45356 

N/A 09-Oct-2023 7.5 

Atos Unify 

OpenScape 4000 

Assistant V10 R1 

before V10 R1.34.7, 

4000 Assistant V10 

R1.42.0, 4000 

Assistant V10 R0, 

4000 Manager V10 

R1 before V10 

R1.34.7, 4000 

Manager V10 

R1.42.0, and 4000 

Manager V10 R0 

expose sensitive 

information that 

may allow lateral 

movement to the 

backup system via 

AShbr. This is also 

known as 

OSFOURK-23722. 

CVE ID : CVE-

2023-45349 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2306-01.pdf 

A-ATO-UNIF-

011123/225 

Product: unify_openscape_common_management 

Affected Version(s): 10 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

09-Oct-2023 8.8 

Atos Unify 

OpenScape 

Common 

Management Portal 

V10 before V10 

R4.17.0 and V10 

R5.1.0 allows an 

authenticated 

attacker to execute 

arbitrary code on 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2306-02.pdf 

A-ATO-UNIF-

011123/226 
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the operating 

system via a 

Common 

Management Portal 

web interface Path 

traversal 

vulnerability 

allowing write 

access outside the 

intended folders. 

This is also known 

as OCMP-6592. 

CVE ID : CVE-

2023-45352 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

09-Oct-2023 8.8 

Atos Unify 

OpenScape 

Common 

Management Portal 

V10 before V10 

R4.17.0 and V10 

R5.1.0 allows an 

authenticated 

attacker to execute 

arbitrary code on 

the operating 

system by 

leveraging the 

Common 

Management Portal 

web interface for 

Authenticated 

remote upload and 

creation of 

arbitrary files 

affecting the 

underlying 

operating system. 

This is also known 

as OCMP-6591. 

CVE ID : CVE-

2023-45353 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2306-02.pdf 

A-ATO-UNIF-

011123/227 
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N/A 09-Oct-2023 8.8 

Atos Unify 

OpenScape 

Common 

Management Portal 

V10 before V10 

R4.17.0 and V10 

R5.1.0 allows an 

authenticated 

remote attacker to 

execute arbitrary 

code on the 

operating system 

by using the 

Common 

Management Portal 

web interface. This 

is also known as 

OCMP-6589. 

CVE ID : CVE-

2023-45354 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2306-02.pdf 

A-ATO-UNIF-

011123/228 

Vendor: atx 

Product: ucrypt 

Affected Version(s): * Up to (including) 3.5 

Server-

Side 

Request 

Forgery 

(SSRF) 

09-Oct-2023 6.5 

The web interface 

of ATX Ucrypt 

through 3.5 allows 

authenticated users 

(or attackers using 

default credentials 

for the admin, 

master, or user 

account) to include 

files via a URL in 

the 

/hydra/view/get_c

c_url url parameter. 

There can be 

resultant SSRF. 

CVE ID : CVE-

2023-39854 

N/A 
A-ATX-UCRY-

011123/229 

Vendor: automatededitor 
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Product: automated_editor 

Affected Version(s): * Up to (including) 1.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

13-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

automatededitor.Co

m Automated 

Editor plugin <= 1.3 

versions. 

CVE ID : CVE-

2023-45276 

N/A 
A-AUT-AUTO-

011123/230 

Vendor: Awpcp 

Product: another_wordpress_classifieds_plugin 

Affected Version(s): * Up to (excluding) 4.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

AWP Classifieds 

Team Ad Directory 

& Listings by AWP 

Classifieds plugin 

<= 4.3 versions. 

CVE ID : CVE-

2023-41801 

N/A 
A-AWP-ANOT-

011123/231 

Vendor: awplife 

Product: blog_filter 

Affected Version(s): * Up to (including) 1.5.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

The Blog Filter 

plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via 'AWL-

BlogFilter' 

shortcode in 

versions up to, and 

including, 1.5.3 due 

to insufficient input 

sanitization and 

output escaping on 

https://plugin

s.trac.wordpre

ss.org/change

set/2974261/

blog-

filter#file54, 

https://plugin

s.trac.wordpre

ss.org/browse

r/blog-

filter/tags/1.5

.3/blog-filter-

A-AWP-BLOG-

011123/232 
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user supplied 

attributes. This 

makes it possible 

for authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an injected 

page. 

CVE ID : CVE-

2023-5291 

output.php#L

128 

Vendor: ayesa 

Product: ibermatica_rps 

Affected Version(s): 2019 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

03-Oct-2023 7.5 

Information 

exposure 

vulnerability in 

IBERMATICA RPS 

2019, which 

exploitation could 

allow an 

unauthenticated 

user to retrieve 

sensitive 

information, such 

as usernames, IP 

addresses or SQL 

queries sent to the 

application. By 

accessing the URL 

/RPS2019Service/s

tatus.html, the 

application enables 

the logging 

mechanism by 

generating the log 

N/A 
A-AYE-IBER-

011123/233 
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file, which can be 

downloaded. 

CVE ID : CVE-

2023-3349 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

03-Oct-2023 7.5 

A Cryptographic 

Issue vulnerability 

has been found on 

IBERMATICA RPS, 

affecting version 

2019. By firstly 

downloading the 

log file, an attacker 

could retrieve the 

SQL query sent to 

the application in 

plaint text. This log 

file contains the 

password hashes 

coded with AES-

CBC-128 bits 

algorithm, which 

can be decrypted 

with a .NET 

function, obtaining 

the username's 

password in plain 

text. 

CVE ID : CVE-

2023-3350 

N/A 
A-AYE-IBER-

011123/234 

Vendor: ays-pro 

Product: photo_gallery 

Affected Version(s): * Up to (including) 5.2.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Photo Gallery Team 

Photo Gallery by 

Ays – Responsive 

Image Gallery 

plugin <= 5.2.6 

versions. 

N/A 
A-AYS-PHOT-

011123/235 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 150 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-39917 

Vendor: babeljs 

Product: babel 

Affected Version(s): * Up to (excluding) 7.23.2 

Incorrect 

Compariso

n 

12-Oct-2023 8.8 

Babel is a compiler 

for 

writingJavaScript. 

In 

`@babel/traverse` 

prior to versions 

7.23.2 and 8.0.0-

alpha.4 and all 

versions of `babel-

traverse`, using 

Babel to compile 

code that was 

specifically crafted 

by an attacker can 

lead to arbitrary 

code execution 

during compilation, 

when using plugins 

that rely on the 

`path.evaluate()`or 

`path.evaluateTruth

y()` internal Babel 

methods. Known 

affected plugins are 

`@babel/plugin-

transform-

runtime`; 

`@babel/preset-

env` when using its 

`useBuiltIns` 

option; and any 

"polyfill provider" 

plugin that depends 

on `@babel/helper-

define-polyfill-

provider`, such as 

`babel-plugin-

polyfill-corejs3`, 

https://github

.com/babel/b

abel/releases

/tag/v8.0.0-

alpha.4, 

https://github

.com/babel/b

abel/commit/

b13376b3469

46e3f62fc084

8c1d2a23223

314c82, 

https://github

.com/babel/b

abel/releases

/tag/v7.23.2 

A-BAB-BABE-

011123/236 
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`babel-plugin-

polyfill-corejs2`, 

`babel-plugin-

polyfill-es-shims`, 

`babel-plugin-

polyfill-

regenerator`. No 

other plugins under 

the `@babel/` 

namespace are 

impacted, but third-

party plugins might 

be. Users that only 

compile trusted 

code are not 

impacted. The 

vulnerability has 

been fixed in 

`@babel/traverse@

7.23.2` and 

`@babel/traverse@

8.0.0-alpha.4`. 

Those who cannot 

upgrade 

`@babel/traverse` 

and are using one 

of the affected 

packages 

mentioned above 

should upgrade 

them to their latest 

version to avoid 

triggering the 

vulnerable code 

path in affected 

`@babel/traverse` 

versions: 

`@babel/plugin-

transform-runtime` 

v7.23.2, 

`@babel/preset-

env` v7.23.2, 

`@babel/helper-

define-polyfill-
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provider` v0.4.3, 

`babel-plugin-

polyfill-corejs2` 

v0.4.6, `babel-

plugin-polyfill-

corejs3` v0.8.5, 

`babel-plugin-

polyfill-es-shims` 

v0.10.0, `babel-

plugin-polyfill-

regenerator` v0.5.3. 

CVE ID : CVE-

2023-45133 

Affected Version(s): 8.0.0 

Incorrect 

Compariso

n 

12-Oct-2023 8.8 

Babel is a compiler 

for 

writingJavaScript. 

In 

`@babel/traverse` 

prior to versions 

7.23.2 and 8.0.0-

alpha.4 and all 

versions of `babel-

traverse`, using 

Babel to compile 

code that was 

specifically crafted 

by an attacker can 

lead to arbitrary 

code execution 

during compilation, 

when using plugins 

that rely on the 

`path.evaluate()`or 

`path.evaluateTruth

y()` internal Babel 

methods. Known 

affected plugins are 

`@babel/plugin-

transform-

runtime`; 

`@babel/preset-

env` when using its 

https://github

.com/babel/b

abel/releases

/tag/v8.0.0-

alpha.4, 

https://github

.com/babel/b

abel/commit/

b13376b3469

46e3f62fc084

8c1d2a23223

314c82, 

https://github

.com/babel/b

abel/releases

/tag/v7.23.2 

A-BAB-BABE-

011123/237 
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`useBuiltIns` 

option; and any 

"polyfill provider" 

plugin that depends 

on `@babel/helper-

define-polyfill-

provider`, such as 

`babel-plugin-

polyfill-corejs3`, 

`babel-plugin-

polyfill-corejs2`, 

`babel-plugin-

polyfill-es-shims`, 

`babel-plugin-

polyfill-

regenerator`. No 

other plugins under 

the `@babel/` 

namespace are 

impacted, but third-

party plugins might 

be. Users that only 

compile trusted 

code are not 

impacted. The 

vulnerability has 

been fixed in 

`@babel/traverse@

7.23.2` and 

`@babel/traverse@

8.0.0-alpha.4`. 

Those who cannot 

upgrade 

`@babel/traverse` 

and are using one 

of the affected 

packages 

mentioned above 

should upgrade 

them to their latest 

version to avoid 

triggering the 

vulnerable code 

path in affected 
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`@babel/traverse` 

versions: 

`@babel/plugin-

transform-runtime` 

v7.23.2, 

`@babel/preset-

env` v7.23.2, 

`@babel/helper-

define-polyfill-

provider` v0.4.3, 

`babel-plugin-

polyfill-corejs2` 

v0.4.6, `babel-

plugin-polyfill-

corejs3` v0.8.5, 

`babel-plugin-

polyfill-es-shims` 

v0.10.0, `babel-

plugin-polyfill-

regenerator` v0.5.3. 

CVE ID : CVE-

2023-45133 

Product: babel-helper-define-polyfill-provider 

Affected Version(s): * Up to (excluding) 0.4.3 

Incorrect 

Compariso

n 

12-Oct-2023 8.8 

Babel is a compiler 

for 

writingJavaScript. 

In 

`@babel/traverse` 

prior to versions 

7.23.2 and 8.0.0-

alpha.4 and all 

versions of `babel-

traverse`, using 

Babel to compile 

code that was 

specifically crafted 

by an attacker can 

lead to arbitrary 

code execution 

during compilation, 

when using plugins 

that rely on the 

https://github

.com/babel/b

abel/releases

/tag/v8.0.0-

alpha.4, 

https://github

.com/babel/b

abel/commit/

b13376b3469

46e3f62fc084

8c1d2a23223

314c82, 

https://github

.com/babel/b

abel/releases

/tag/v7.23.2 

A-BAB-BABE-

011123/238 
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`path.evaluate()`or 

`path.evaluateTruth

y()` internal Babel 

methods. Known 

affected plugins are 

`@babel/plugin-

transform-

runtime`; 

`@babel/preset-

env` when using its 

`useBuiltIns` 

option; and any 

"polyfill provider" 

plugin that depends 

on `@babel/helper-

define-polyfill-

provider`, such as 

`babel-plugin-

polyfill-corejs3`, 

`babel-plugin-

polyfill-corejs2`, 

`babel-plugin-

polyfill-es-shims`, 

`babel-plugin-

polyfill-

regenerator`. No 

other plugins under 

the `@babel/` 

namespace are 

impacted, but third-

party plugins might 

be. Users that only 

compile trusted 

code are not 

impacted. The 

vulnerability has 

been fixed in 

`@babel/traverse@

7.23.2` and 

`@babel/traverse@

8.0.0-alpha.4`. 

Those who cannot 

upgrade 

`@babel/traverse` 
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and are using one 

of the affected 

packages 

mentioned above 

should upgrade 

them to their latest 

version to avoid 

triggering the 

vulnerable code 

path in affected 

`@babel/traverse` 

versions: 

`@babel/plugin-

transform-runtime` 

v7.23.2, 

`@babel/preset-

env` v7.23.2, 

`@babel/helper-

define-polyfill-

provider` v0.4.3, 

`babel-plugin-

polyfill-corejs2` 

v0.4.6, `babel-

plugin-polyfill-

corejs3` v0.8.5, 

`babel-plugin-

polyfill-es-shims` 

v0.10.0, `babel-

plugin-polyfill-

regenerator` v0.5.3. 

CVE ID : CVE-

2023-45133 

Product: babel-plugin-polyfill-corejs2 

Affected Version(s): * Up to (excluding) 0.4.6 

Incorrect 

Compariso

n 

12-Oct-2023 8.8 

Babel is a compiler 

for 

writingJavaScript. 

In 

`@babel/traverse` 

prior to versions 

7.23.2 and 8.0.0-

alpha.4 and all 

versions of `babel-

https://github

.com/babel/b

abel/releases

/tag/v8.0.0-

alpha.4, 

https://github

.com/babel/b

abel/commit/

b13376b3469

A-BAB-BABE-

011123/239 
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traverse`, using 

Babel to compile 

code that was 

specifically crafted 

by an attacker can 

lead to arbitrary 

code execution 

during compilation, 

when using plugins 

that rely on the 

`path.evaluate()`or 

`path.evaluateTruth

y()` internal Babel 

methods. Known 

affected plugins are 

`@babel/plugin-

transform-

runtime`; 

`@babel/preset-

env` when using its 

`useBuiltIns` 

option; and any 

"polyfill provider" 

plugin that depends 

on `@babel/helper-

define-polyfill-

provider`, such as 

`babel-plugin-

polyfill-corejs3`, 

`babel-plugin-

polyfill-corejs2`, 

`babel-plugin-

polyfill-es-shims`, 

`babel-plugin-

polyfill-

regenerator`. No 

other plugins under 

the `@babel/` 

namespace are 

impacted, but third-

party plugins might 

be. Users that only 

compile trusted 

code are not 

46e3f62fc084

8c1d2a23223

314c82, 

https://github

.com/babel/b

abel/releases

/tag/v7.23.2 
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impacted. The 

vulnerability has 

been fixed in 

`@babel/traverse@

7.23.2` and 

`@babel/traverse@

8.0.0-alpha.4`. 

Those who cannot 

upgrade 

`@babel/traverse` 

and are using one 

of the affected 

packages 

mentioned above 

should upgrade 

them to their latest 

version to avoid 

triggering the 

vulnerable code 

path in affected 

`@babel/traverse` 

versions: 

`@babel/plugin-

transform-runtime` 

v7.23.2, 

`@babel/preset-

env` v7.23.2, 

`@babel/helper-

define-polyfill-

provider` v0.4.3, 

`babel-plugin-

polyfill-corejs2` 

v0.4.6, `babel-

plugin-polyfill-

corejs3` v0.8.5, 

`babel-plugin-

polyfill-es-shims` 

v0.10.0, `babel-

plugin-polyfill-

regenerator` v0.5.3. 

CVE ID : CVE-

2023-45133 

Product: babel-plugin-polyfill-corejs3 
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Affected Version(s): * Up to (excluding) 0.8.5 

Incorrect 

Compariso

n 

12-Oct-2023 8.8 

Babel is a compiler 

for 

writingJavaScript. 

In 

`@babel/traverse` 

prior to versions 

7.23.2 and 8.0.0-

alpha.4 and all 

versions of `babel-

traverse`, using 

Babel to compile 

code that was 

specifically crafted 

by an attacker can 

lead to arbitrary 

code execution 

during compilation, 

when using plugins 

that rely on the 

`path.evaluate()`or 

`path.evaluateTruth

y()` internal Babel 

methods. Known 

affected plugins are 

`@babel/plugin-

transform-

runtime`; 

`@babel/preset-

env` when using its 

`useBuiltIns` 

option; and any 

"polyfill provider" 

plugin that depends 

on `@babel/helper-

define-polyfill-

provider`, such as 

`babel-plugin-

polyfill-corejs3`, 

`babel-plugin-

polyfill-corejs2`, 

`babel-plugin-

polyfill-es-shims`, 

`babel-plugin-

https://github

.com/babel/b

abel/releases

/tag/v8.0.0-

alpha.4, 

https://github

.com/babel/b

abel/commit/

b13376b3469

46e3f62fc084

8c1d2a23223

314c82, 

https://github

.com/babel/b

abel/releases

/tag/v7.23.2 

A-BAB-BABE-

011123/240 
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polyfill-

regenerator`. No 

other plugins under 

the `@babel/` 

namespace are 

impacted, but third-

party plugins might 

be. Users that only 

compile trusted 

code are not 

impacted. The 

vulnerability has 

been fixed in 

`@babel/traverse@

7.23.2` and 

`@babel/traverse@

8.0.0-alpha.4`. 

Those who cannot 

upgrade 

`@babel/traverse` 

and are using one 

of the affected 

packages 

mentioned above 

should upgrade 

them to their latest 

version to avoid 

triggering the 

vulnerable code 

path in affected 

`@babel/traverse` 

versions: 

`@babel/plugin-

transform-runtime` 

v7.23.2, 

`@babel/preset-

env` v7.23.2, 

`@babel/helper-

define-polyfill-

provider` v0.4.3, 

`babel-plugin-

polyfill-corejs2` 

v0.4.6, `babel-

plugin-polyfill-
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corejs3` v0.8.5, 

`babel-plugin-

polyfill-es-shims` 

v0.10.0, `babel-

plugin-polyfill-

regenerator` v0.5.3. 

CVE ID : CVE-

2023-45133 

Product: babel-plugin-polyfill-es-shims 

Affected Version(s): * Up to (excluding) 0.10.0 

Incorrect 

Compariso

n 

12-Oct-2023 8.8 

Babel is a compiler 

for 

writingJavaScript. 

In 

`@babel/traverse` 

prior to versions 

7.23.2 and 8.0.0-

alpha.4 and all 

versions of `babel-

traverse`, using 

Babel to compile 

code that was 

specifically crafted 

by an attacker can 

lead to arbitrary 

code execution 

during compilation, 

when using plugins 

that rely on the 

`path.evaluate()`or 

`path.evaluateTruth

y()` internal Babel 

methods. Known 

affected plugins are 

`@babel/plugin-

transform-

runtime`; 

`@babel/preset-

env` when using its 

`useBuiltIns` 

option; and any 

"polyfill provider" 

plugin that depends 

https://github

.com/babel/b

abel/releases

/tag/v8.0.0-

alpha.4, 

https://github

.com/babel/b

abel/commit/

b13376b3469

46e3f62fc084

8c1d2a23223

314c82, 

https://github

.com/babel/b

abel/releases

/tag/v7.23.2 

A-BAB-BABE-

011123/241 
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on `@babel/helper-

define-polyfill-

provider`, such as 

`babel-plugin-

polyfill-corejs3`, 

`babel-plugin-

polyfill-corejs2`, 

`babel-plugin-

polyfill-es-shims`, 

`babel-plugin-

polyfill-

regenerator`. No 

other plugins under 

the `@babel/` 

namespace are 

impacted, but third-

party plugins might 

be. Users that only 

compile trusted 

code are not 

impacted. The 

vulnerability has 

been fixed in 

`@babel/traverse@

7.23.2` and 

`@babel/traverse@

8.0.0-alpha.4`. 

Those who cannot 

upgrade 

`@babel/traverse` 

and are using one 

of the affected 

packages 

mentioned above 

should upgrade 

them to their latest 

version to avoid 

triggering the 

vulnerable code 

path in affected 

`@babel/traverse` 

versions: 

`@babel/plugin-

transform-runtime` 
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v7.23.2, 

`@babel/preset-

env` v7.23.2, 

`@babel/helper-

define-polyfill-

provider` v0.4.3, 

`babel-plugin-

polyfill-corejs2` 

v0.4.6, `babel-

plugin-polyfill-

corejs3` v0.8.5, 

`babel-plugin-

polyfill-es-shims` 

v0.10.0, `babel-

plugin-polyfill-

regenerator` v0.5.3. 

CVE ID : CVE-

2023-45133 

Product: babel-plugin-polyfill-regenerator 

Affected Version(s): * Up to (excluding) 0.5.3 

Incorrect 

Compariso

n 

12-Oct-2023 8.8 

Babel is a compiler 

for 

writingJavaScript. 

In 

`@babel/traverse` 

prior to versions 

7.23.2 and 8.0.0-

alpha.4 and all 

versions of `babel-

traverse`, using 

Babel to compile 

code that was 

specifically crafted 

by an attacker can 

lead to arbitrary 

code execution 

during compilation, 

when using plugins 

that rely on the 

`path.evaluate()`or 

`path.evaluateTruth

y()` internal Babel 

methods. Known 

https://github

.com/babel/b

abel/releases

/tag/v8.0.0-

alpha.4, 

https://github

.com/babel/b

abel/commit/

b13376b3469

46e3f62fc084

8c1d2a23223

314c82, 

https://github

.com/babel/b

abel/releases

/tag/v7.23.2 

A-BAB-BABE-

011123/242 
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affected plugins are 

`@babel/plugin-

transform-

runtime`; 

`@babel/preset-

env` when using its 

`useBuiltIns` 

option; and any 

"polyfill provider" 

plugin that depends 

on `@babel/helper-

define-polyfill-

provider`, such as 

`babel-plugin-

polyfill-corejs3`, 

`babel-plugin-

polyfill-corejs2`, 

`babel-plugin-

polyfill-es-shims`, 

`babel-plugin-

polyfill-

regenerator`. No 

other plugins under 

the `@babel/` 

namespace are 

impacted, but third-

party plugins might 

be. Users that only 

compile trusted 

code are not 

impacted. The 

vulnerability has 

been fixed in 

`@babel/traverse@

7.23.2` and 

`@babel/traverse@

8.0.0-alpha.4`. 

Those who cannot 

upgrade 

`@babel/traverse` 

and are using one 

of the affected 

packages 

mentioned above 
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should upgrade 

them to their latest 

version to avoid 

triggering the 

vulnerable code 

path in affected 

`@babel/traverse` 

versions: 

`@babel/plugin-

transform-runtime` 

v7.23.2, 

`@babel/preset-

env` v7.23.2, 

`@babel/helper-

define-polyfill-

provider` v0.4.3, 

`babel-plugin-

polyfill-corejs2` 

v0.4.6, `babel-

plugin-polyfill-

corejs3` v0.8.5, 

`babel-plugin-

polyfill-es-shims` 

v0.10.0, `babel-

plugin-polyfill-

regenerator` v0.5.3. 

CVE ID : CVE-

2023-45133 

Product: babel-plugin-transform-runtime 

Affected Version(s): * Up to (excluding) 7.23.2 

Incorrect 

Compariso

n 

12-Oct-2023 8.8 

Babel is a compiler 

for 

writingJavaScript. 

In 

`@babel/traverse` 

prior to versions 

7.23.2 and 8.0.0-

alpha.4 and all 

versions of `babel-

traverse`, using 

Babel to compile 

code that was 

specifically crafted 

https://github

.com/babel/b

abel/releases

/tag/v8.0.0-

alpha.4, 

https://github

.com/babel/b

abel/commit/

b13376b3469

46e3f62fc084

8c1d2a23223

314c82, 

https://github

A-BAB-BABE-

011123/243 
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by an attacker can 

lead to arbitrary 

code execution 

during compilation, 

when using plugins 

that rely on the 

`path.evaluate()`or 

`path.evaluateTruth

y()` internal Babel 

methods. Known 

affected plugins are 

`@babel/plugin-

transform-

runtime`; 

`@babel/preset-

env` when using its 

`useBuiltIns` 

option; and any 

"polyfill provider" 

plugin that depends 

on `@babel/helper-

define-polyfill-

provider`, such as 

`babel-plugin-

polyfill-corejs3`, 

`babel-plugin-

polyfill-corejs2`, 

`babel-plugin-

polyfill-es-shims`, 

`babel-plugin-

polyfill-

regenerator`. No 

other plugins under 

the `@babel/` 

namespace are 

impacted, but third-

party plugins might 

be. Users that only 

compile trusted 

code are not 

impacted. The 

vulnerability has 

been fixed in 

`@babel/traverse@

.com/babel/b

abel/releases

/tag/v7.23.2 
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7.23.2` and 

`@babel/traverse@

8.0.0-alpha.4`. 

Those who cannot 

upgrade 

`@babel/traverse` 

and are using one 

of the affected 

packages 

mentioned above 

should upgrade 

them to their latest 

version to avoid 

triggering the 

vulnerable code 

path in affected 

`@babel/traverse` 

versions: 

`@babel/plugin-

transform-runtime` 

v7.23.2, 

`@babel/preset-

env` v7.23.2, 

`@babel/helper-

define-polyfill-

provider` v0.4.3, 

`babel-plugin-

polyfill-corejs2` 

v0.4.6, `babel-

plugin-polyfill-

corejs3` v0.8.5, 

`babel-plugin-

polyfill-es-shims` 

v0.10.0, `babel-

plugin-polyfill-

regenerator` v0.5.3. 

CVE ID : CVE-

2023-45133 

Product: babel-preset-env 

Affected Version(s): * Up to (excluding) 7.23.2 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 168 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Incorrect 

Compariso

n 

12-Oct-2023 8.8 

Babel is a compiler 

for 

writingJavaScript. 

In 

`@babel/traverse` 

prior to versions 

7.23.2 and 8.0.0-

alpha.4 and all 

versions of `babel-

traverse`, using 

Babel to compile 

code that was 

specifically crafted 

by an attacker can 

lead to arbitrary 

code execution 

during compilation, 

when using plugins 

that rely on the 

`path.evaluate()`or 

`path.evaluateTruth

y()` internal Babel 

methods. Known 

affected plugins are 

`@babel/plugin-

transform-

runtime`; 

`@babel/preset-

env` when using its 

`useBuiltIns` 

option; and any 

"polyfill provider" 

plugin that depends 

on `@babel/helper-

define-polyfill-

provider`, such as 

`babel-plugin-

polyfill-corejs3`, 

`babel-plugin-

polyfill-corejs2`, 

`babel-plugin-

polyfill-es-shims`, 

`babel-plugin-

polyfill-

https://github

.com/babel/b

abel/releases

/tag/v8.0.0-

alpha.4, 

https://github

.com/babel/b

abel/commit/

b13376b3469

46e3f62fc084

8c1d2a23223

314c82, 

https://github

.com/babel/b

abel/releases

/tag/v7.23.2 

A-BAB-BABE-

011123/244 
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regenerator`. No 

other plugins under 

the `@babel/` 

namespace are 

impacted, but third-

party plugins might 

be. Users that only 

compile trusted 

code are not 

impacted. The 

vulnerability has 

been fixed in 

`@babel/traverse@

7.23.2` and 

`@babel/traverse@

8.0.0-alpha.4`. 

Those who cannot 

upgrade 

`@babel/traverse` 

and are using one 

of the affected 

packages 

mentioned above 

should upgrade 

them to their latest 

version to avoid 

triggering the 

vulnerable code 

path in affected 

`@babel/traverse` 

versions: 

`@babel/plugin-

transform-runtime` 

v7.23.2, 

`@babel/preset-

env` v7.23.2, 

`@babel/helper-

define-polyfill-

provider` v0.4.3, 

`babel-plugin-

polyfill-corejs2` 

v0.4.6, `babel-

plugin-polyfill-

corejs3` v0.8.5, 
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`babel-plugin-

polyfill-es-shims` 

v0.10.0, `babel-

plugin-polyfill-

regenerator` v0.5.3. 

CVE ID : CVE-

2023-45133 

Vendor: bainternet 

Product: shortcodes_ui 

Affected Version(s): * Up to (including) 1.9.8 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Bainternet 

ShortCodes UI 

plugin <= 1.9.8 

versions. 

CVE ID : CVE-

2023-44994 

N/A 
A-BAI-SHOR-

011123/245 

Vendor: Baramundi 

Product: enterprise_mobility_management 

Affected Version(s): * Up to (including) 23.1.50 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Oct-2023 7.8 

Buffer Overflow 

vulnerability in 

baramundi 

software GmbH 

EMM Agent 23.1.50 

and before allows 

an attacker to cause 

a denial of service 

via a crafted 

request to the 

password 

parameter. 

CVE ID : CVE-

2023-37605 

N/A 
A-BAR-ENTE-

011123/246 

Vendor: bdwm 

Product: responsive_gallery_grid 

Affected Version(s): * Up to (including) 2.3.10 
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Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Jules Colle, BDWM 

Responsive Gallery 

Grid plugin 

<= 2.3.10 versions. 

CVE ID : CVE-

2023-41659 

N/A 
A-BDW-RESP-

011123/247 

Vendor: Bestwebsoft 

Product: profile_extra_fields 

Affected Version(s): * Up to (including) 1.2.7 

Missing 

Authorizati

on 

06-Oct-2023 5.3 

The Profile Extra 

Fields by 

BestWebSoft plugin 

for WordPress is 

vulnerable to 

unauthorized 

access of data due 

to a missing 

capability check on 

the 

prflxtrflds_export_fi

le function in 

versions up to, and 

including, 1.2.7. 

This makes it 

possible for 

unauthenticated 

attackers to expose 

potentially 

sensitive user data, 

including data 

entered into 

custom fields. 

CVE ID : CVE-

2023-4469 

N/A 
A-BES-PROF-

011123/248 

Vendor: beyondtrust 

Product: privileged_remote_access 

Affected Version(s): From (including) 22.2.1 Up to (excluding) 22.3.3 
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Improper 

Authentica

tion 

12-Oct-2023 7.8 

BeyondTrust 

Privileged Remote 

Access (PRA) 

versions 22.2.x to 

22.4.x are 

vulnerable to a 

local authentication 

bypass. Attackers 

can exploit a flawed 

secret verification 

process in the 

BYOT shell jump 

sessions, allowing 

unauthorized 

access to jump 

items by guessing 

only the first 

character of the 

secret. 

CVE ID : CVE-

2023-23632 

N/A 
A-BEY-PRIV-

011123/249 

Vendor: biltay 

Product: kayisi 

Affected Version(s): * Up to (excluding) 1286 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Oct-2023 9.8 

Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability in 

Biltay Technology 

Kayisi allows SQL 

Injection, 

Command Line 

Execution through 

SQL Injection.This 

issue affects Kayisi: 

before 1286. 

 

 

N/A 
A-BIL-KAYI-

011123/250 
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CVE ID : CVE-

2023-5045 

Product: procost 

Affected Version(s): * Up to (excluding) 1390 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Oct-2023 9.8 

Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability in 

Biltay Technology 

Procost allows SQL 

Injection, 

Command Line 

Execution through 

SQL Injection.This 

issue affects 

Procost: before 

1390. 

 

 

CVE ID : CVE-

2023-5046 

N/A 
A-BIL-PROC-

011123/251 

Vendor: boldgrid 

Product: post_and_page_builder_by_boldgrid_-_visual_drag_and_drop_editor 

Affected Version(s): * Up to (including) 1.24.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

BoldGrid Post and 

Page Builder by 

BoldGrid – Visual 

Drag and Drop 

Editor plugin 

<= 1.24.1 versions. 

CVE ID : CVE-

2023-25480 

N/A 
A-BOL-POST-

011123/252 

Vendor: boxystudio 
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Product: cooked 

Affected Version(s): * Up to (including) 1.7.13 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 5.4 

Auth. 

(contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Boxy Studio Cooked 

plugin <= 1.7.13 

versions. 

CVE ID : CVE-

2023-44477 

N/A 
A-BOX-COOK-

011123/253 

Vendor: broadpeak 

Product: centralized_accounts_management_auth_agent 

Affected Version(s): 00.12.01.9565588_1254b459 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 6.1 

A cross-site 

scripting (XSS) 

vulnerability in the 

bpk-

common/auth/logi

n/index.html login 

portal in Broadpeak 

Centralized 

Accounts 

Management Auth 

Agent 

01.01.00.19219575

_ee9195b0, 

01.01.01.30097902

_fd999e76, and 

00.12.01.9565588_

1254b459 allows 

remote attackers to 

inject arbitrary web 

script or HTML via 

the 

disconnectMessage 

parameter. 

CVE ID : CVE-

2023-40519 

N/A 
A-BRO-CENT-

011123/254 

Affected Version(s): 01.01.00.19219575_ee9195b0 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 6.1 

A cross-site 

scripting (XSS) 

vulnerability in the 

bpk-

common/auth/logi

n/index.html login 

portal in Broadpeak 

Centralized 

Accounts 

Management Auth 

Agent 

01.01.00.19219575

_ee9195b0, 

01.01.01.30097902

_fd999e76, and 

00.12.01.9565588_

1254b459 allows 

remote attackers to 

inject arbitrary web 

script or HTML via 

the 

disconnectMessage 

parameter. 

CVE ID : CVE-

2023-40519 

N/A 
A-BRO-CENT-

011123/255 

Affected Version(s): 01.01.01.30097902_fd999e76 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 6.1 

A cross-site 

scripting (XSS) 

vulnerability in the 

bpk-

common/auth/logi

n/index.html login 

portal in Broadpeak 

Centralized 

Accounts 

Management Auth 

Agent 

01.01.00.19219575

_ee9195b0, 

01.01.01.30097902

_fd999e76, and 

00.12.01.9565588_

1254b459 allows 

N/A 
A-BRO-CENT-

011123/256 
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remote attackers to 

inject arbitrary web 

script or HTML via 

the 

disconnectMessage 

parameter. 

CVE ID : CVE-

2023-40519 

Vendor: buddyboss 

Product: buddyboss 

Affected Version(s): 2.2.9 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

03-Oct-2023 5.4 

Authorization 

bypass 

vulnerability in 

BuddyBoss 2.2.9 

version, the 

exploitation of 

which could allow 

an authenticated 

user to access and 

rename other 

users' albums. This 

vulnerability can be 

exploited by 

changing the album 

identification (id). 

CVE ID : CVE-

2023-32669 

N/A 
A-BUD-BUDD-

011123/257 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-Site Scripting 

vulnerability  

 

in BuddyBoss 2.2.9 

version 

 

, which could allow 

a local attacker 

with basic 

privileges to 

execute a malicious 

payload through 

N/A 
A-BUD-BUDD-

011123/258 
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the 

"[name]=image.jpg" 

parameter, 

allowing to assign a 

persistent 

javascript payload 

that would be 

triggered when the 

associated image is 

loaded. 

 

CVE ID : CVE-

2023-32670 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

A stored XSS 

vulnerability has 

been found on 

BuddyBoss 

Platform affecting 

version 2.2.9. This 

vulnerability allows 

an attacker to store 

a malicious 

javascript payload 

via POST request 

when sending an 

invitation. 

CVE ID : CVE-

2023-32671 

N/A 
A-BUD-BUDD-

011123/259 

Vendor: buildfail 

Product: localize_remote_images 

Affected Version(s): * Up to (including) 1.0.9 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Buildfail Localize 

Remote Images 

plugin <= 1.0.9 

versions. 

CVE ID : CVE-

2023-41244 

N/A 
A-BUI-LOCA-

011123/260 
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Vendor: bydemes 

Product: airspace_cctv_web_service 

Affected Version(s): 2.616.by00.11 

N/A 03-Oct-2023 8.8 

The web service of 

ByDemes Group 

Airspace CCTV Web 

Service in its 

2.616.BY00.11 

version, contains a 

privilege escalation 

vulnerability, 

detected in the 

Camera Control 

Panel, whose 

exploitation could 

allow a low-

privileged attacker 

to gain 

administrator 

access. 

CVE ID : CVE-

2023-0506 

N/A 
A-BYD-AIRS-

011123/261 

Vendor: caddyserver 

Product: caddy 

Affected Version(s): * Up to (excluding) 2.7.5 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

A-CAD-CADD-

011123/262 
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rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Vendor: cagewebdev 

Product: optimize_database_after_deleting_revisions 

Affected Version(s): * Up to (including) 5.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

04-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

CAGE Web Design | 

Rolf van Gelder 

Optimize Database 

after Deleting 

Revisions plugin 

<= 5.1 versions. 

CVE ID : CVE-

2023-25980 

N/A 
A-CAG-OPTI-

011123/263 

Vendor: Candlepinproject 

Product: candlepin 

Affected Version(s): * Up to (excluding) 4.3.7-3 

Incorrect 

Authorizati

on 

04-Oct-2023 8.1 

An improper access 

control flaw was 

found in Candlepin. 

An attacker can 

create data scoped 

under another 

customer/tenant, 

which can result in 

loss of 

confidentiality and 

availability for the 

affected 

customer/tenant. 

CVE ID : CVE-

2023-1832 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2184364, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

1832 

A-CAN-CAND-

011123/264 

Vendor: Canonical 

Product: subiquity 
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Affected Version(s): * Up to (including) 23.09.1 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

07-Oct-2023 5.5 

Sensitive data could 

be exposed in logs 

of subiquity version 

23.09.1 and earlier. 

An attacker in the 

adm group could 

use this 

information to find 

hashed passwords 

and possibly 

escalate their 

privilege. 

CVE ID : CVE-

2023-5182 

https://cve.mi

tre.org/cgi-

bin/cvename.

cgi?name=CV

E-2023-5182, 

https://github

.com/canonic

al/subiquity/

pull/1820/co

mmits/62e12

6896fb06380

8767d74d008

86001e38eaa

1c 

A-CAN-SUBI-

011123/265 

Vendor: capensis 

Product: canopsis 

Affected Version(s): 23.04 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 4.8 

This vulnerability 

could allow an 

attacker to store a 

malicious 

JavaScript payload 

in the login footer 

and login page 

description 

parameters within 

the administration 

panel. 

CVE ID : CVE-

2023-3196 

N/A 
A-CAP-CANO-

011123/266 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 4.8 

This vulnerability 

could allow an 

attacker to store a 

malicious 

JavaScript payload 

in the broadcast 

message parameter 

within the admin 

panel. 

N/A 
A-CAP-CANO-

011123/267 
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CVE ID : CVE-

2023-4564 

Vendor: cashit 

Product: cashit\! 

Affected Version(s): * Up to (including) 03.a06rks_2023.02.37 

Origin 

Validation 

Error 

03-Oct-2023 9.8 

cashIT! - serving 

solutions. Devices 

from "PoS/ 

Dienstleistung, 

Entwicklung & 

Vertrieb GmbH" to 

03.A06rks 

2023.02.37 are 

affected by a origin 

bypass via the host 

header in an HTTP 

request. This 

vulnerability can be 

triggered by an 

HTTP endpoint 

exposed to the 

network. 

 

CVE ID : CVE-

2023-3654 

N/A 
A-CAS-CASH-

011123/268 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

03-Oct-2023 9.8 

cashIT! - serving 

solutions. Devices 

from "PoS/ 

Dienstleistung, 

Entwicklung & 

Vertrieb GmbH" to 

03.A06rks 

2023.02.37 are 

affected by an 

unauthenticated 

remote code 

execution 

vulnerability. This 

vulnerability can be 

triggered by an 

HTTP endpoint 

N/A 
A-CAS-CASH-

011123/269 
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exposed to the 

network. 

CVE ID : CVE-

2023-3656 

N/A 03-Oct-2023 7.5 

cashIT! - serving 

solutions. Devices 

from "PoS/ 

Dienstleistung, 

Entwicklung & 

Vertrieb GmbH" to 

03.A06rks 

2023.02.37 are 

affected by a 

dangerous 

methods, that 

allows to leak the 

database (system 

settings, user 

accounts,...). This 

vulnerability can be 

triggered by an 

HTTP endpoint 

exposed to the 

network. 

 

CVE ID : CVE-

2023-3655 

N/A 
A-CAS-CASH-

011123/270 

Vendor: catonetworks 

Product: cato_client 

Affected Version(s): * Up to (excluding) 5.4.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

03-Oct-2023 8.1 

An issue in 

CatoNetworks 

CatoClient before 

v.5.4.0 allows 

attackers to 

escalate privileges 

and winning the 

race condition 

(TOCTOU) via the 

PrivilegedHelperTo

ol component. 

N/A 
A-CAT-CATO-

011123/271 
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CVE ID : CVE-

2023-43976 

Vendor: charm 

Product: soft_serve 

Affected Version(s): * Up to (excluding) 0.6.2 

Improper 

Authentica

tion 

04-Oct-2023 7.5 

Soft Serve is a self-

hostable Git server 

for the command 

line. Prior to 

version 0.6.2, a 

security 

vulnerability in Soft 

Serve could allow 

an unauthenticated, 

remote attacker to 

bypass public key 

authentication 

when keyboard-

interactive SSH 

authentication is 

active, through the 

`allow-keyless` 

setting, and the 

public key requires 

additional client-

side verification for 

example using 

FIDO2 or GPG. This 

is due to 

insufficient 

validation 

procedures of the 

public key step 

during SSH request 

handshake, 

granting 

unauthorized 

access if the 

keyboard-

interaction mode is 

utilized. An 

attacker could 

exploit this 

https://github

.com/charmbr

acelet/soft-

serve/security

/advisories/G

HSA-mc97-

99j4-vm2v, 

https://github

.com/charmbr

acelet/soft-

serve/commit

/407c4ec72d

1006cee1ff8c

1775e5bcc09

1c2bc89 

A-CHA-SOFT-

011123/272 
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vulnerability by 

presenting 

manipulated SSH 

requests using 

keyboard-

interactive 

authentication 

mode. This could 

potentially result in 

unauthorized 

access to the Soft 

Serve. Users should 

upgrade to the 

latest Soft Serve 

version `v0.6.2` to 

receive the patch 

for this issue. To 

workaround this 

vulnerability 

without upgrading, 

users can 

temporarily disable 

Keyboard-

Interactive SSH 

Authentication 

using the `allow-

keyless` setting. 

CVE ID : CVE-

2023-43809 

Vendor: checkfront 

Product: checkfront_online_booking_system 

Affected Version(s): * Up to (excluding) 3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Checkfront Inc. 

Checkfront Online 

Booking System 

plugin <= 3.6 

versions. 

CVE ID : CVE-

2023-44146 

N/A 
A-CHE-CHEC-

011123/273 
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Vendor: chetangole 

Product: wp-copyprotect_\[protect_your_blog_posts\] 

Affected Version(s): * Up to (including) 3.1.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

04-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Chetan Gole WP-

CopyProtect 

[Protect your blog 

posts] plugin 

<= 3.1.0 versions. 

CVE ID : CVE-

2023-25025 

N/A 
A-CHE-WP-C-

011123/274 

Vendor: chiefonboarding 

Product: chiefonboarding 

Affected Version(s): * Up to (excluding) 2.0.47 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 4.3 

Cross-Site Request 

Forgery (CSRF) in 

GitHub repository 

chiefonboarding/ch

iefonboarding prior 

to v2.0.47. 

CVE ID : CVE-

2023-5498 

https://github

.com/chiefonb

oarding/chief

onboarding/c

ommit/7de93

f5fcc21e8f16f

a0a64d38461

c1b48ff3ee7 

A-CHI-CHIE-

011123/275 

Vendor: Cisco 

Product: emergency_responder 

Affected Version(s): 12.5\\(1\\)su4 

Use of 

Hard-

coded 

Credentials 

04-Oct-2023 9.8 

A vulnerability in 

Cisco Emergency 

Responder could 

allow an 

unauthenticated, 

remote attacker to 

log in to an affected 

device using the 

root account, which 

has default, static 

credentials that 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-cer-priv-

esc-B9t3hqk9 

A-CIS-EMER-

011123/276 
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cannot be changed 

or deleted. 

 

 This vulnerability 

is due to the 

presence of static 

user credentials for 

the root account 

that are typically 

reserved for use 

during 

development. An 

attacker could 

exploit this 

vulnerability by 

using the account 

to log in to an 

affected system. A 

successful exploit 

could allow the 

attacker to log in to 

the affected system 

and execute 

arbitrary 

commands as the 

root user. 

CVE ID : CVE-

2023-20101 

Affected Version(s): 14su3 

N/A 04-Oct-2023 7.5 

A vulnerability in 

an API endpoint of 

multiple Cisco 

Unified 

Communications 

Products could 

allow an 

unauthenticated, 

remote attacker to 

cause high CPU 

utilization, which 

could impact access 

to the web-based 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-cucm-

apidos-

PGsDcdNF 

A-CIS-EMER-

011123/277 
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management 

interface and cause 

delays with call 

processing. This 

API is not used for 

device management 

and is unlikely to be 

used in normal 

operations of the 

device. 

 

 This vulnerability 

is due to improper 

API authentication 

and incomplete 

validation of the 

API request. An 

attacker could 

exploit this 

vulnerability by 

sending a crafted 

HTTP request to a 

specific API on the 

device. A successful 

exploit could allow 

the attacker to 

cause a denial of 

service (DoS) 

condition due to 

high CPU 

utilization, which 

could negatively 

impact user traffic 

and management 

access. When the 

attack stops, the 

device will recover 

without manual 

intervention. 

CVE ID : CVE-

2023-20259 

Product: prime_collaboration_deployment 
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Affected Version(s): 14su3 

N/A 04-Oct-2023 7.5 

A vulnerability in 

an API endpoint of 

multiple Cisco 

Unified 

Communications 

Products could 

allow an 

unauthenticated, 

remote attacker to 

cause high CPU 

utilization, which 

could impact access 

to the web-based 

management 

interface and cause 

delays with call 

processing. This 

API is not used for 

device management 

and is unlikely to be 

used in normal 

operations of the 

device. 

 

 This vulnerability 

is due to improper 

API authentication 

and incomplete 

validation of the 

API request. An 

attacker could 

exploit this 

vulnerability by 

sending a crafted 

HTTP request to a 

specific API on the 

device. A successful 

exploit could allow 

the attacker to 

cause a denial of 

service (DoS) 

condition due to 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-cucm-

apidos-

PGsDcdNF 

A-CIS-PRIM-

011123/278 
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high CPU 

utilization, which 

could negatively 

impact user traffic 

and management 

access. When the 

attack stops, the 

device will recover 

without manual 

intervention. 

CVE ID : CVE-

2023-20259 

Product: unified_communications_manager 

Affected Version(s): 14su3 

N/A 04-Oct-2023 7.5 

A vulnerability in 

an API endpoint of 

multiple Cisco 

Unified 

Communications 

Products could 

allow an 

unauthenticated, 

remote attacker to 

cause high CPU 

utilization, which 

could impact access 

to the web-based 

management 

interface and cause 

delays with call 

processing. This 

API is not used for 

device management 

and is unlikely to be 

used in normal 

operations of the 

device. 

 

 This vulnerability 

is due to improper 

API authentication 

and incomplete 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-cucm-

apidos-

PGsDcdNF 

A-CIS-UNIF-

011123/279 
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validation of the 

API request. An 

attacker could 

exploit this 

vulnerability by 

sending a crafted 

HTTP request to a 

specific API on the 

device. A successful 

exploit could allow 

the attacker to 

cause a denial of 

service (DoS) 

condition due to 

high CPU 

utilization, which 

could negatively 

impact user traffic 

and management 

access. When the 

attack stops, the 

device will recover 

without manual 

intervention. 

CVE ID : CVE-

2023-20259 

Affected Version(s): 12.5\\(1\\)su7 

N/A 04-Oct-2023 7.5 

A vulnerability in 

an API endpoint of 

multiple Cisco 

Unified 

Communications 

Products could 

allow an 

unauthenticated, 

remote attacker to 

cause high CPU 

utilization, which 

could impact access 

to the web-based 

management 

interface and cause 

delays with call 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-cucm-

apidos-

PGsDcdNF 

A-CIS-UNIF-

011123/280 
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processing. This 

API is not used for 

device management 

and is unlikely to be 

used in normal 

operations of the 

device. 

 

 This vulnerability 

is due to improper 

API authentication 

and incomplete 

validation of the 

API request. An 

attacker could 

exploit this 

vulnerability by 

sending a crafted 

HTTP request to a 

specific API on the 

device. A successful 

exploit could allow 

the attacker to 

cause a denial of 

service (DoS) 

condition due to 

high CPU 

utilization, which 

could negatively 

impact user traffic 

and management 

access. When the 

attack stops, the 

device will recover 

without manual 

intervention. 

CVE ID : CVE-

2023-20259 

Product: unified_communications_manager_im_\&_presence_service 

Affected Version(s): 14su3 

N/A 04-Oct-2023 7.5 A vulnerability in 

an API endpoint of 

https://sec.clo

udapps.cisco.c

A-CIS-UNIF-

011123/281 
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multiple Cisco 

Unified 

Communications 

Products could 

allow an 

unauthenticated, 

remote attacker to 

cause high CPU 

utilization, which 

could impact access 

to the web-based 

management 

interface and cause 

delays with call 

processing. This 

API is not used for 

device management 

and is unlikely to be 

used in normal 

operations of the 

device. 

 

 This vulnerability 

is due to improper 

API authentication 

and incomplete 

validation of the 

API request. An 

attacker could 

exploit this 

vulnerability by 

sending a crafted 

HTTP request to a 

specific API on the 

device. A successful 

exploit could allow 

the attacker to 

cause a denial of 

service (DoS) 

condition due to 

high CPU 

utilization, which 

could negatively 

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-cucm-

apidos-

PGsDcdNF 
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impact user traffic 

and management 

access. When the 

attack stops, the 

device will recover 

without manual 

intervention. 

CVE ID : CVE-

2023-20259 

Affected Version(s): 12.5\\(1\\)su7 

N/A 04-Oct-2023 7.5 

A vulnerability in 

an API endpoint of 

multiple Cisco 

Unified 

Communications 

Products could 

allow an 

unauthenticated, 

remote attacker to 

cause high CPU 

utilization, which 

could impact access 

to the web-based 

management 

interface and cause 

delays with call 

processing. This 

API is not used for 

device management 

and is unlikely to be 

used in normal 

operations of the 

device. 

 

 This vulnerability 

is due to improper 

API authentication 

and incomplete 

validation of the 

API request. An 

attacker could 

exploit this 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-cucm-

apidos-

PGsDcdNF 

A-CIS-UNIF-

011123/282 
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vulnerability by 

sending a crafted 

HTTP request to a 

specific API on the 

device. A successful 

exploit could allow 

the attacker to 

cause a denial of 

service (DoS) 

condition due to 

high CPU 

utilization, which 

could negatively 

impact user traffic 

and management 

access. When the 

attack stops, the 

device will recover 

without manual 

intervention. 

CVE ID : CVE-

2023-20259 

Product: unity_connection 

Affected Version(s): 14su3 

N/A 04-Oct-2023 7.5 

A vulnerability in 

an API endpoint of 

multiple Cisco 

Unified 

Communications 

Products could 

allow an 

unauthenticated, 

remote attacker to 

cause high CPU 

utilization, which 

could impact access 

to the web-based 

management 

interface and cause 

delays with call 

processing. This 

API is not used for 

device management 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-cucm-

apidos-

PGsDcdNF 

A-CIS-UNIT-

011123/283 
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and is unlikely to be 

used in normal 

operations of the 

device. 

 

 This vulnerability 

is due to improper 

API authentication 

and incomplete 

validation of the 

API request. An 

attacker could 

exploit this 

vulnerability by 

sending a crafted 

HTTP request to a 

specific API on the 

device. A successful 

exploit could allow 

the attacker to 

cause a denial of 

service (DoS) 

condition due to 

high CPU 

utilization, which 

could negatively 

impact user traffic 

and management 

access. When the 

attack stops, the 

device will recover 

without manual 

intervention. 

CVE ID : CVE-

2023-20259 

Vendor: Citadel 

Product: citadel 

Affected Version(s): * Up to (excluding) 994 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 5.4 

A cross-site 

scripting 

vulnerability exists 

in Citadel versions 

https://code.c

itadel.org/cita

del/citadel/-

/commit/f0da

A-CIT-CITA-

011123/284 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

prior to 994. When 

a malicious user 

sends an instant 

message with some 

JavaScript code, the 

script may be 

executed on the 

web browser of the 

victim user. 

CVE ID : CVE-

2023-44272 

c5ff074ad686

fa71ea663c8e

ad107bd3041

e 

Vendor: Citrix 

Product: netscaler_application_delivery_controller 

Affected Version(s): From (including) 12.1 Up to (excluding) 12.1-55.300 

N/A 10-Oct-2023 7.5 

Sensitive 

information 

disclosure in 

NetScaler ADC and 

NetScaler Gateway 

when configured as 

a Gateway (VPN 

virtual server, ICA 

Proxy, CVPN, RDP 

Proxy) or AAA 

?virtual?server.  

 

 

 

 

CVE ID : CVE-

2023-4966 

https://suppo

rt.citrix.com/a

rticle/CTX579

459 

A-CIT-NETS-

011123/285 

Affected Version(s): From (including) 13.0 Up to (excluding) 13.0-92.19 

N/A 10-Oct-2023 7.5 

Sensitive 

information 

disclosure in 

NetScaler ADC and 

NetScaler Gateway 

when configured as 

a Gateway (VPN 

virtual server, ICA 

https://suppo

rt.citrix.com/a

rticle/CTX579

459 

A-CIT-NETS-

011123/286 
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Proxy, CVPN, RDP 

Proxy) or AAA 

?virtual?server.  

 

 

 

 

CVE ID : CVE-

2023-4966 

Affected Version(s): From (including) 13.1 Up to (excluding) 13.1-37.164 

N/A 10-Oct-2023 7.5 

Sensitive 

information 

disclosure in 

NetScaler ADC and 

NetScaler Gateway 

when configured as 

a Gateway (VPN 

virtual server, ICA 

Proxy, CVPN, RDP 

Proxy) or AAA 

?virtual?server.  

 

 

 

 

CVE ID : CVE-

2023-4966 

https://suppo

rt.citrix.com/a

rticle/CTX579

459 

A-CIT-NETS-

011123/287 

Affected Version(s): From (including) 13.1 Up to (excluding) 13.1-49.15 

N/A 10-Oct-2023 7.5 

Sensitive 

information 

disclosure in 

NetScaler ADC and 

NetScaler Gateway 

when configured as 

a Gateway (VPN 

virtual server, ICA 

Proxy, CVPN, RDP 

Proxy) or AAA 

?virtual?server.  

https://suppo

rt.citrix.com/a

rticle/CTX579

459 

A-CIT-NETS-

011123/288 
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CVE ID : CVE-

2023-4966 

Affected Version(s): From (including) 14.1 Up to (excluding) 14.1-8.50 

N/A 10-Oct-2023 7.5 

Sensitive 

information 

disclosure in 

NetScaler ADC and 

NetScaler Gateway 

when configured as 

a Gateway (VPN 

virtual server, ICA 

Proxy, CVPN, RDP 

Proxy) or AAA 

?virtual?server.  

 

 

 

 

CVE ID : CVE-

2023-4966 

https://suppo

rt.citrix.com/a

rticle/CTX579

459 

A-CIT-NETS-

011123/289 

Product: netscaler_gateway 

Affected Version(s): From (including) 13.0 Up to (excluding) 13.0-92.19 

N/A 10-Oct-2023 7.5 

Sensitive 

information 

disclosure in 

NetScaler ADC and 

NetScaler Gateway 

when configured as 

a Gateway (VPN 

virtual server, ICA 

Proxy, CVPN, RDP 

Proxy) or AAA 

?virtual?server.  

 

https://suppo

rt.citrix.com/a

rticle/CTX579

459 

A-CIT-NETS-

011123/290 
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CVE ID : CVE-

2023-4966 

Affected Version(s): From (including) 13.1 Up to (excluding) 13.1-49.15 

N/A 10-Oct-2023 7.5 

Sensitive 

information 

disclosure in 

NetScaler ADC and 

NetScaler Gateway 

when configured as 

a Gateway (VPN 

virtual server, ICA 

Proxy, CVPN, RDP 

Proxy) or AAA 

?virtual?server.  

 

 

 

 

CVE ID : CVE-

2023-4966 

https://suppo

rt.citrix.com/a

rticle/CTX579

459 

A-CIT-NETS-

011123/291 

Affected Version(s): From (including) 14.1 Up to (excluding) 14.1-8.50 

N/A 10-Oct-2023 7.5 

Sensitive 

information 

disclosure in 

NetScaler ADC and 

NetScaler Gateway 

when configured as 

a Gateway (VPN 

virtual server, ICA 

Proxy, CVPN, RDP 

Proxy) or AAA 

?virtual?server.  

 

 

 

https://suppo

rt.citrix.com/a

rticle/CTX579

459 

A-CIT-NETS-

011123/292 
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CVE ID : CVE-

2023-4966 

Vendor: clicktotweet 

Product: click_to_tweet 

Affected Version(s): * Up to (including) 2.0.14 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability 

in 

ClickToTweet.Com 

Click To Tweet 

plugin <= 2.0.14 

versions. 

CVE ID : CVE-

2023-41856 

N/A 
A-CLI-CLIC-

011123/293 

Vendor: cluevo 

Product: learning_management_system 

Affected Version(s): * Up to (including) 1.11.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

CLUEVO CLUEVO 

LMS, E-Learning 

Platform plugin 

<= 1.10.0 versions. 

CVE ID : CVE-

2023-40607 

N/A 
A-CLU-LEAR-

011123/294 

Vendor: codemiq 

Product: wp_html_mail 

Affected Version(s): * Up to (including) 3.4.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Hannes Etzelstorfer 

// codemiq WP 

HTML Mail plugin 

<= 3.4.1 versions. 

N/A 
A-COD-WP_H-

011123/295 
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CVE ID : CVE-

2023-40202 

Vendor: coleds 

Product: simple_seo 

Affected Version(s): * Up to (including) 2.0.23 

Cross-Site 

Request 

Forgery 

(CSRF) 

13-Oct-2023 5.4 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

David Cole Simple 

SEO plugin 

<= 2.0.23 versions. 

CVE ID : CVE-

2023-45269 

N/A 
A-COL-SIMP-

011123/296 

Vendor: concretecms 

Product: concrete_cms 

Affected Version(s): 9.2.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Oct-2023 5.4 

Multiple Cross Site 

Scripting (XSS) 

vulnerabilities in 

Concrete CMS 

v.9.2.1 allow a local 

attacker to execute 

arbitrary code via a 

crafted script to the 

Forms of the Data 

objects. 

CVE ID : CVE-

2023-44761 

N/A 
A-CON-CONC-

011123/297 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Oct-2023 5.4 

A Cross Site 

Scripting (XSS) 

vulnerability in 

Concrete CMS 

v.9.2.1 allows an 

attacker to execute 

arbitrary code via a 

crafted script to the 

Tags from Settings - 

Tags. 

CVE ID : CVE-

2023-44762 

N/A 
A-CON-CONC-

011123/298 
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Unrestricte

d Upload of 

File with 

Dangerous 

Type 

10-Oct-2023 5.4 

** DISPUTED ** 

Concrete CMS 

v9.2.1 is affected by 

an Arbitrary File 

Upload 

vulnerability via a 

Thumbnail file 

upload, which 

allows Cross-Site 

Scripting (XSS). 

NOTE: the vendor's 

position is that a 

customer is 

supposed to know 

that "pdf" should be 

excluded from the 

allowed file types, 

even though pdf is 

one of the allowed 

file types in the 

default 

configuration. 

CVE ID : CVE-

2023-44763 

N/A 
A-CON-CONC-

011123/299 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Oct-2023 5.4 

A Cross Site 

Scripting (XSS) 

vulnerability in 

Concrete CMS 

v.9.2.1 allows an 

attacker to execute 

arbitrary code via a 

crafted script to the 

SITE parameter 

from installation or 

in the Settings. 

CVE ID : CVE-

2023-44764 

N/A 
A-CON-CONC-

011123/300 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

06-Oct-2023 5.4 

A Cross Site 

Scripting (XSS) 

vulnerability in 

Concrete CMS 

v.9.2.1 allows an 

attacker to execute 

N/A 
A-CON-CONC-

011123/301 
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Generation 

('Cross-site 

Scripting') 

arbitrary code via a 

crafted script to 

Plural Handle of the 

Data Objects from 

System & Settings. 

CVE ID : CVE-

2023-44765 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Oct-2023 5.4 

A Cross Site 

Scripting (XSS) 

vulnerability in 

Concrete CMS 

v.9.2.1 allows an 

attacker to execute 

arbitrary code via a 

crafted script to the 

SEO - Extra from 

Page Settings. 

CVE ID : CVE-

2023-44766 

N/A 
A-CON-CONC-

011123/302 

Vendor: consensys 

Product: gnark 

Affected Version(s): * Up to (excluding) 0.9.0 

Integer 

Underflow 

(Wrap or 

Wraparoun

d) 

09-Oct-2023 5.5 

gnark is a zk-

SNARK library that 

offers a high-level 

API to design 

circuits. Prior to 

version 0.9.0, for 

some in-circuit 

values, it is possible 

to construct two 

valid 

decomposition to 

bits. In addition to 

the canonical 

decomposition of 

`a`, for small values 

there exists a 

second 

decomposition for 

`a+r` (where `r` is 

the modulus the 

https://github

.com/Consens

ys/gnark/sec

urity/advisori

es/GHSA-

498w-5j49-

vqjg, 

https://github

.com/Consens

ys/gnark/com

mit/59a4087

261a6c73f13e

80d695c17b3

98c3d0934f 

A-CON-GNAR-

011123/303 
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values are being 

reduced by). The 

second 

decomposition was 

possible due to 

overflowing the 

field where the 

values are defined. 

Upgrading to 

version 0.9.0 

should fix the issue 

without needing to 

change the calls to 

value comparison 

methods. 

CVE ID : CVE-

2023-44378 

Vendor: crudlab 

Product: wp_like_button 

Affected Version(s): * Up to (including) 1.7.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

CRUDLab WP Like 

Button plugin 

<= 1.7.0 versions. 

CVE ID : CVE-

2023-40199 

N/A 
A-CRU-WP_L-

011123/304 

Vendor: daext 

Product: live_news 

Affected Version(s): * Up to (including) 1.06 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

DAEXT Live News 

plugin <= 1.06 

versions. 

CVE ID : CVE-

2023-41669 

N/A 
A-DAE-LIVE-

011123/305 

Vendor: dan009 
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Product: wp_bing_map_pro 

Affected Version(s): * Up to (excluding) 5.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

dan009 WP Bing 

Map Pro plugin 

< 5.0 versions. 

CVE ID : CVE-

2023-45052 

N/A 
A-DAN-WP_B-

011123/306 

Vendor: daxiawp 

Product: dx-auto-save-images 

Affected Version(s): * Up to (including) 1.4.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

??wp DX-auto-save-

images plugin 

<= 1.4.0 versions. 

CVE ID : CVE-

2023-40671 

N/A 
A-DAX-DX-A-

011123/307 

Vendor: decidim 

Product: decidim 

Affected Version(s): * Up to (excluding) 0.26.8 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

06-Oct-2023 7.1 

Decidim is a 

participatory 

democracy 

framework, written 

in Ruby on Rails, 

originally 

developed for the 

Barcelona City 

government online 

and offline 

participation 

website. The 

`templates` module 

doesn't enforce the 

correct 

permissions, 

https://github

.com/decidim

/decidim/sec

urity/advisori

es/GHSA-

639h-86hw-

qcjq 

A-DEC-DECI-

011123/308 
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allowing any 

logged-in user to 

access to this 

functionality in the 

administration 

panel. An attacker 

could use this 

vulnerability to 

change, create or 

delete templates of 

surveys. This issue 

has been patched in 

version 0.26.8 and 

0.27.4. 

CVE ID : CVE-

2023-36465 

Affected Version(s): From (including) 0.27.0 Up to (excluding) 0.27.4 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

06-Oct-2023 7.1 

Decidim is a 

participatory 

democracy 

framework, written 

in Ruby on Rails, 

originally 

developed for the 

Barcelona City 

government online 

and offline 

participation 

website. The 

`templates` module 

doesn't enforce the 

correct 

permissions, 

allowing any 

logged-in user to 

access to this 

functionality in the 

administration 

panel. An attacker 

could use this 

vulnerability to 

change, create or 

delete templates of 

https://github

.com/decidim

/decidim/sec

urity/advisori

es/GHSA-

639h-86hw-

qcjq 

A-DEC-DECI-

011123/309 
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surveys. This issue 

has been patched in 

version 0.26.8 and 

0.27.4. 

CVE ID : CVE-

2023-36465 

Vendor: Dell 

Product: emc_openmanage_server_administrator 

Affected Version(s): * Up to (excluding) 11.0.1.0 

Improper 

Access 

Control 

13-Oct-2023 7.8 

 

Dell OpenManage 

Server 

Administrator, 

versions 11.0.0.0 

and prior, contains 

an Improper Access 

Control 

vulnerability. A 

local low-privileged 

malicious user 

could potentially 

exploit this 

vulnerability to 

execute arbitrary 

code in order to 

elevate privileges 

on the 

system. Exploitatio

n may lead to a 

complete system 

compromise. 

 

 

CVE ID : CVE-

2023-43079 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00021846

9/dsa-2023-

367-dell-

openmanage-

server-

administrator

-omsa-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-EMC_-

011123/310 

Product: smartfabric_storage_software 

Affected Version(s): * Up to (excluding) 1.4.0 

Improper 

Input 

Validation 

05-Oct-2023 9.8 

 

Dell SmartFabric 

Storage Software 

https://www.

dell.com/supp

ort/kbdoc/en-

A-DEL-SMAR-

011123/311 
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version 1.3 and 

lower contain an 

improper input 

validation 

vulnerability. A 

remote 

unauthenticated 

attacker may 

exploit this 

vulnerability and 

escalate privileges 

up to the highest 

administration 

level. This is a 

critical severity 

vulnerability 

affecting user 

authentication. Dell 

recommends 

customers to 

upgrade at the 

earliest 

opportunity. 

 

 

CVE ID : CVE-

2023-32485 

us/00021658

7/dsa-2023-

283-security-

update-for-

dell-

smartfabric-

storage-

software-

vulnerabilities 

Affected Version(s): * Up to (excluding) 1.4.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Oct-2023 8.8 

 

Dell SmartFabric 

Storage Software 

v1.4 (and earlier) 

contains an OS 

Command Injection 

Vulnerability in the 

restricted shell in 

SSH. An 

authenticated 

remote attacker 

could potentially 

exploit this 

vulnerability, 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00021810

7/dsa-2023-

347-dell-

smartfabric-

storage-

software-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-SMAR-

011123/312 
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leading to execute 

arbitrary 

commands. 

 

 

CVE ID : CVE-

2023-43068 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Oct-2023 8.8 

 

Dell SmartFabric 

Storage Software 

v1.4 (and earlier) 

contains an OS 

Command Injection 

Vulnerability in the 

CLI use of the 

‘more’ command. A 

local or remote 

authenticated 

attacker could 

potentially exploit 

this vulnerability, 

leading to the 

ability to gain root-

level access. 

 

 

CVE ID : CVE-

2023-4401 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00021810

7/dsa-2023-

347-dell-

smartfabric-

storage-

software-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-SMAR-

011123/313 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Oct-2023 7.8 

 

Dell SmartFabric 

Storage Software 

v1.4 (and earlier) 

contain(s) an OS 

Command Injection 

Vulnerability in the 

CLI. An 

authenticated local 

attacker could 

potentially exploit 

this vulnerability, 

leading to possible 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00021810

7/dsa-2023-

347-dell-

smartfabric-

storage-

software-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-SMAR-

011123/314 
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injection of 

parameters to curl 

or docker. 

 

 

CVE ID : CVE-

2023-43069 

Improper 

Access 

Control 

05-Oct-2023 7.8 

 

Dell SmartFabric 

Storage Software 

v1.4 (and earlier) 

contains an 

improper access 

control 

vulnerability in the 

CLI. A local possibly 

unauthenticated 

attacker could 

potentially exploit 

this vulnerability, 

leading to ability to 

execute arbritrary 

shell commands. 

 

 

CVE ID : CVE-

2023-43072 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00021810

7/dsa-2023-

347-dell-

smartfabric-

storage-

software-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-SMAR-

011123/315 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Oct-2023 6.5 

 

Dell SmartFabric 

Storage Software 

v1.4 (and earlier) 

contains a Path 

Traversal 

Vulnerability in the 

HTTP interface. A 

remote 

authenticated 

attacker could 

potentially exploit 

this vulnerability, 

leading to modify 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00021810

7/dsa-2023-

347-dell-

smartfabric-

storage-

software-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-SMAR-

011123/316 
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or write arbitrary 

files to arbitrary 

locations in the 

license container. 

 

 

CVE ID : CVE-

2023-43070 

Improper 

Input 

Validation 

05-Oct-2023 6.5 

 

Dell SmartFabric 

Storage Software 

v1.4 (and earlier) 

contains an 

Improper Input 

Validation 

vulnerability in 

RADIUS 

configuration. An 

authenticated 

remote attacker 

could potentially 

exploit this 

vulnerability, 

leading to gaining 

unauthorized 

access to data. 

 

 

CVE ID : CVE-

2023-43073 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00021810

7/dsa-2023-

347-dell-

smartfabric-

storage-

software-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-SMAR-

011123/317 

Improper 

Neutralizat

ion of 

Formula 

Elements 

in a CSV 

File 

05-Oct-2023 5.4 

 

Dell SmartFabric 

Storage Software 

v1.4 (and earlier) 

contains possible 

vulnerabilities for 

HTML injection or 

CVS formula 

injection which 

might escalate to 

cross-site scripting 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00021810

7/dsa-2023-

347-dell-

smartfabric-

storage-

software-

security-

update-for-

A-DEL-SMAR-

011123/318 
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attacks in HTML 

pages in the GUI. A 

remote 

authenticated 

attacker could 

potentially exploit 

these issues, 

leading to various 

injection type 

attacks. 

 

 

CVE ID : CVE-

2023-43071 

multiple-

vulnerabilities 

Vendor: deltaww 

Product: wplsoft 

Affected Version(s): 2.51 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

09-Oct-2023 5.9 

A vulnerability was 

found in Delta 

Electronics 

WPLSoft 2.51. It 

has been classified 

as problematic. 

Affected is an 

unknown function 

of the component 

Modbus Handler. 

The manipulation 

leads to cleartext 

transmission of 

sensitive 

information. It is 

possible to launch 

the attack remotely. 

The complexity of 

an attack is rather 

high. The 

exploitability is told 

to be difficult. The 

exploit has been 

disclosed to the 

public and may be 

N/A 
A-DEL-WPLS-

011123/319 
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used. The identifier 

of this vulnerability 

is VDB-241584. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5461 

Affected Version(s): From (including) 2.0 Up to (including) 2.51 

Heap-

based 

Buffer 

Overflow 

09-Oct-2023 5.7 

A vulnerability was 

found in Delta 

Electronics 

WPLSoft up to 2.51 

and classified as 

problematic. This 

issue affects some 

unknown 

processing of the 

component Modbus 

Data Packet 

Handler. The 

manipulation leads 

to heap-based 

buffer overflow. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

associated 

identifier of this 

vulnerability is 

VDB-241583. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

N/A 
A-DEL-WPLS-

011123/320 
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CVE ID : CVE-

2023-5460 

Vendor: Dena 

Product: h2o 

Affected Version(s): * Up to (excluding) 2023-10-10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-DEN-H2O-

011123/321 

Vendor: devnath_verma 

Product: wp_captcha 

Affected Version(s): * Up to (including) 2.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Devnath verma WP 

Captcha plugin 

<= 2.0.0 versions. 

CVE ID : CVE-

2023-44236 

N/A 
A-DEV-WP_C-

011123/322 

Vendor: devolutions 

Product: devolutions_server 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 215 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): * Up to (including) 2023.2.8.0 

N/A 13-Oct-2023 7.5 

Improper access 

control in PAM 

propagation scripts 

in Devolutions 

Server 2023.2.8.0 

and ealier allows an 

attack with 

permission to 

manage PAM 

propagation scripts 

to retrieve 

passwords stored 

in it via a GET 

request. 

 

 

 

CVE ID : CVE-

2023-5240 

https://devol

utions.net/sec

urity/advisori

es/DEVO-

2023-0017 

A-DEV-DEVO-

011123/323 

Vendor: deyue_remote_vehicle_management_system_project 

Product: deyue_remote_vehicle_management_system 

Affected Version(s): 1.1 

Deserializa

tion of 

Untrusted 

Data 

02-Oct-2023 8.8 

Deyue Remote 

Vehicle 

Management 

System v1.1 was 

discovered to 

contain a 

deserialization 

vulnerability. 

CVE ID : CVE-

2023-43268 

N/A 
A-DEY-DEYU-

011123/324 

Vendor: dineshkarki 

Product: block_plugin_update 

Affected Version(s): * Up to (including) 3.3 

Cross-Site 

Request 
10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

N/A 
A-DIN-BLOC-

011123/325 
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Forgery 

(CSRF) 

Dinesh Karki Block 

Plugin Update 

plugin <= 3.3 

versions. 

CVE ID : CVE-

2023-44261 

Vendor: dipakgajjar 

Product: wp_super_minify 

Affected Version(s): * Up to (including) 1.5.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Dipak C. Gajjar WP 

Super Minify plugin 

<= 1.5.1 versions. 

CVE ID : CVE-

2023-27615 

N/A 
A-DIP-WP_S-

011123/326 

Vendor: discourse 

Product: discourse_jira 

Affected Version(s): * Up to (including) 2023-10-01 

Server-

Side 

Request 

Forgery 

(SSRF) 

06-Oct-2023 4.1 

Discourse-jira is a 

Discourse plugin 

allows Jira projects, 

issue types, fields 

and field options 

will be synced 

automatically. An 

administrator user 

can make an SSRF 

attack by setting 

the Jira URL to an 

arbitrary location 

and enabling the 

`discourse_jira_verb

ose_log` site setting. 

A moderator user 

could manipulate 

the request path to 

the Jira API, 

allowing them to 

perform arbitrary 

https://github

.com/discours

e/discourse-

jira/security/

advisories/GH

SA-pmv5-

h2x6-35fh, 

https://github

.com/discours

e/discourse-

jira/pull/50, 

https://github

.com/discours

e/discourse-

jira/commit/8

a2d3ad22888

3199fd5f081c

c93d173c88e

2e48f 

A-DIS-DISC-

011123/327 
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GET requests using 

the Jira API 

credentials, 

potentially with 

elevated 

permissions, used 

by the application.  

CVE ID : CVE-

2023-44384 

Vendor: Dolibarr 

Product: dolibarr_erp\/crm 

Affected Version(s): * Up to (excluding) 18.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Oct-2023 6.1 

Cross-site Scripting 

(XSS) - Generic in 

GitHub repository 

dolibarr/dolibarr 

prior to 18.0. 

CVE ID : CVE-

2023-5323 

https://github

.com/dolibarr

/dolibarr/co

mmit/695ca0

86847b3b6a1

85afa93e8979

72c93c43d15 

A-DOL-DOLI-

011123/328 

Vendor: dotsquares 

Product: wp_custom_post_template 

Affected Version(s): 1.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Dotsquares WP 

Custom Post 

Template <= 1.0 

versions. 

CVE ID : CVE-

2023-41851 

N/A 
A-DOT-WP_C-

011123/329 

Vendor: draftpress 

Product: header_footer_code_manager 

Affected Version(s): * Up to (including) 1.1.34 

Cross-Site 

Request 
03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

N/A 
A-DRA-HEAD-

011123/330 
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Forgery 

(CSRF) 

99robots Header 

Footer Code 

Manager plugin 

<= 1.1.34 versions. 

CVE ID : CVE-

2023-39989 

Vendor: dreamfoxmedia 

Product: payment_gateway_per_product_for_woocommerce 

Affected Version(s): * Up to (including) 3.2.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability 

in Dreamfox 

Payment gateway 

per Product for 

WooCommerce 

plugin <= 3.2.7 

versions. 

CVE ID : CVE-

2023-44144 

N/A 
A-DRE-PAYM-

011123/331 

Vendor: dts 

Product: monitoring 

Affected Version(s): 3.57.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 9.8 

An issue was 

discovered in DTS 

Monitoring 3.57.0. 

The parameter port 

within the SSL 

Certificate check 

function is 

vulnerable to OS 

command injection 

(blind). 

CVE ID : CVE-

2023-33268 

N/A 
A-DTS-MONI-

011123/332 

Improper 

Neutralizat

ion of 

Special 

Elements 

03-Oct-2023 9.8 

An issue was 

discovered in DTS 

Monitoring 3.57.0. 

The parameter 

options within the 

N/A 
A-DTS-MONI-

011123/333 
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used in an 

OS 

Command 

('OS 

Command 

Injection') 

WGET check 

function is 

vulnerable to OS 

command injection 

(blind). 

CVE ID : CVE-

2023-33269 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 9.8 

An issue was 

discovered in DTS 

Monitoring 3.57.0. 

The parameter url 

within the Curl 

check function is 

vulnerable to OS 

command injection 

(blind). 

CVE ID : CVE-

2023-33270 

N/A 
A-DTS-MONI-

011123/334 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 9.8 

An issue was 

discovered in DTS 

Monitoring 3.57.0. 

The parameter 

common_name 

within the SSL 

Certificate check 

function is 

vulnerable to OS 

command injection 

(blind). 

CVE ID : CVE-

2023-33271 

N/A 
A-DTS-MONI-

011123/335 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 9.8 

An issue was 

discovered in DTS 

Monitoring 3.57.0. 

The parameter ip 

within the Ping 

check function is 

vulnerable to OS 

command injection 

(blind). 

N/A 
A-DTS-MONI-

011123/336 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 220 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-33272 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 9.8 

An issue was 

discovered in DTS 

Monitoring 3.57.0. 

The parameter url 

within the WGET 

check function is 

vulnerable to OS 

command injection 

(blind). 

CVE ID : CVE-

2023-33273 

N/A 
A-DTS-MONI-

011123/337 

Vendor: dublue 

Product: table_of_contents_plus 

Affected Version(s): * Up to (including) 2302 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Michael Tran Table 

of Contents Plus 

plugin <= 2302 

versions. 

CVE ID : CVE-

2023-44473 

N/A 
A-DUB-TABL-

011123/338 

Vendor: dwbooster 

Product: cp_blocks 

Affected Version(s): * Up to (excluding) 1.0.21 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

CodePeople CP 

Blocks plugin 

<= 1.0.20 versions. 

CVE ID : CVE-

2023-41732 

N/A 
A-DWB-CP_B-

011123/339 

Vendor: dylanblokhuis 

Product: instant_css 
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Affected Version(s): * Up to (including) 1.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Dylan Blokhuis 

Instant CSS plugin 

<= 1.2.1 versions. 

CVE ID : CVE-

2023-44243 

N/A 
A-DYL-INST-

011123/340 

Vendor: e-gov 

Product: e-gov 

Affected Version(s): * Up to (excluding) 1.1.1.0 

Missing 

Authorizati

on 

11-Oct-2023 4.3 

e-Gov Client 

Application 

(Windows version) 

versions prior to 

2.1.1.0 and e-Gov 

Client Application 

(macOS version) 

versions prior to 

1.1.1.0 are 

vulnerable to 

improper 

authorization in 

handler for custom 

URL scheme. A 

crafted URL may 

direct the product 

to access an 

arbitrary website. 

As a result, the user 

may become a 

victim of a phishing 

attack. 

CVE ID : CVE-

2023-44689 

N/A 
A-E-G-E-GO-

011123/341 

Affected Version(s): * Up to (excluding) 2.1.1.0 

Missing 

Authorizati

on 

11-Oct-2023 4.3 

e-Gov Client 

Application 

(Windows version) 

versions prior to 

N/A 
A-E-G-E-GO-

011123/342 
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2.1.1.0 and e-Gov 

Client Application 

(macOS version) 

versions prior to 

1.1.1.0 are 

vulnerable to 

improper 

authorization in 

handler for custom 

URL scheme. A 

crafted URL may 

direct the product 

to access an 

arbitrary website. 

As a result, the user 

may become a 

victim of a phishing 

attack. 

CVE ID : CVE-

2023-44689 

Vendor: easycorp 

Product: zentao 

Affected Version(s): * Up to (including) 18.6 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

10-Oct-2023 8.8 

An issue in ZenTao 

Community Edition 

v.18.6 and before, 

ZenTao Biz v.8.6 

and before, ZenTao 

Max v.4.7 and 

before allows an 

attacker to execute 

arbitrary code via a 

crafted script to the 

Office Conversion 

Settings function. 

CVE ID : CVE-

2023-44827 

N/A 
A-EAS-ZENT-

011123/343 

Affected Version(s): 18.6 

Improper 

Neutralizat

ion of 

10-Oct-2023 5.4 
Cross Site Scripting 

vulnerability in 

ZenTaoPMS v.18.6 

N/A 
A-EAS-ZENT-

011123/344 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

allows a local 

attacker to obtain 

sensitive 

information via a 

crafted script. 

CVE ID : CVE-

2023-44826 

Product: zentao_biz 

Affected Version(s): * Up to (including) 8.6 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

10-Oct-2023 8.8 

An issue in ZenTao 

Community Edition 

v.18.6 and before, 

ZenTao Biz v.8.6 

and before, ZenTao 

Max v.4.7 and 

before allows an 

attacker to execute 

arbitrary code via a 

crafted script to the 

Office Conversion 

Settings function. 

CVE ID : CVE-

2023-44827 

N/A 
A-EAS-ZENT-

011123/345 

Product: zentao_max 

Affected Version(s): * Up to (including) 4.7 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

10-Oct-2023 8.8 

An issue in ZenTao 

Community Edition 

v.18.6 and before, 

ZenTao Biz v.8.6 

and before, ZenTao 

Max v.4.7 and 

before allows an 

attacker to execute 

arbitrary code via a 

crafted script to the 

Office Conversion 

Settings function. 

CVE ID : CVE-

2023-44827 

N/A 
A-EAS-ZENT-

011123/346 

Vendor: easy_address_book_web_server_project 
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Product: easy_address_book_web_server 

Affected Version(s): 1.6 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

04-Oct-2023 9.8 

Buffer overflow 

vulnerability in 

Easy Address Book 

Web Server 1.6 

version. The 

exploitation of this 

vulnerability could 

allow an attacker to 

send a very long 

username string to 

/searchbook.ghp, 

asking for the name 

via a POST request, 

resulting in 

arbitrary code 

execution on the 

remote machine. 

CVE ID : CVE-

2023-4491 

N/A 
A-EAS-EASY-

011123/347 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Vulnerability in 

Easy Address Book 

Web Server 1.6 

version, affecting 

the parameters 

(firstname, 

homephone, 

lastname, 

middlename, 

workaddress, 

workcity, 

workcountry, 

workphone, 

workstate and 

workzip) of the 

/addrbook.ghp file, 

allowing an 

attacker to inject a 

JavaScript payload 

specially designed 

to run when the 

N/A 
A-EAS-EASY-

011123/348 
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application is 

loaded 

CVE ID : CVE-

2023-4492 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

Stored Cross-Site 

Scripting in Easy 

Address Book Web 

Server 1.6 version, 

through the 

users_admin.ghp 

file that affects 

multiple 

parameters such as 

(firstname, 

homephone, 

lastname, lastname, 

middlename, 

workaddress, 

workcity, 

workcountry, 

workphone, 

workstate, 

workzip). This 

vulnerability allows 

a remote attacker 

to store a malicious 

JavaScript payload 

in the application to 

be executed when 

the page is loaded, 

resulting in an 

integrity impact. 

CVE ID : CVE-

2023-4493 

N/A 
A-EAS-EASY-

011123/349 

Vendor: easy_chat_server_project 

Product: easy_chat_server 

Affected Version(s): * Up to (including) 3.1 

Improper 

Neutralizat

ion of 

Input 

During 

04-Oct-2023 6.1 

Easy Chat Server, in 

its 3.1 version and 

before, does not 

sufficiently encrypt 

user-controlled 

N/A 
A-EAS-EASY-

011123/350 
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Web Page 

Generation 

('Cross-site 

Scripting') 

inputs, resulting in 

a Cross-Site 

Scripting (XSS) 

vulnerability stored 

via 

/registresult.htm 

(POST method), in 

the Resume 

parameter. The XSS 

is loaded from 

/register.ghp. 

CVE ID : CVE-

2023-4495 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Easy Chat Server, in 

its 3.1 version and 

before, does not 

sufficiently encrypt 

user-controlled 

inputs, resulting in 

a Cross-Site 

Scripting (XSS) 

vulnerability stored 

via /body2.ghp 

(POST method), in 

the mtowho 

parameter. 

CVE ID : CVE-

2023-4496 

N/A 
A-EAS-EASY-

011123/351 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Easy Chat Server, in 

its 3.1 version and 

before, does not 

sufficiently encrypt 

user-controlled 

inputs, resulting in 

a Cross-Site 

Scripting (XSS) 

vulnerability stored 

via 

/registresult.htm 

(POST method), in 

the Icon parameter. 

N/A 
A-EAS-EASY-

011123/352 
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The XSS is loaded 

from /users.ghp. 

CVE ID : CVE-

2023-4497 

Affected Version(s): 3.1 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

04-Oct-2023 9.8 

Stack-based buffer 

overflow 

vulnerability in 

Easy Chat Server 

3.1 version. An 

attacker could send 

an excessively long 

username string to 

the register.ghp file 

asking for the name 

via a GET request 

resulting in 

arbitrary code 

execution on the 

remote machine. 

CVE ID : CVE-

2023-4494 

N/A 
A-EAS-EASY-

011123/353 

Vendor: echo 

Product: anti_cheat_tool 

Affected Version(s): * Up to (excluding) 5.2.1.0 

Improper 

Privilege 

Manageme

nt 

11-Oct-2023 7.8 

An issue in Inspect 

Element Ltd 

Echo.ac v.5.2.1.0 

allows a local 

attacker to gain 

privileges via a 

crafted command 

to the 

echo_driver.sys 

component. NOTE: 

the vendor's 

position is that the 

reported ability for 

user-mode 

applications to 

execute code as NT 

N/A 
A-ECH-ANTI-

011123/354 
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AUTHORITY\SYSTE

M was "deactivated 

by Microsoft itself." 

CVE ID : CVE-

2023-38817 

Vendor: Eclipse 

Product: jetty 

Affected Version(s): * Up to (excluding) 9.4.53 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-ECL-JETT-

011123/355 

Affected Version(s): From (including) 10.0.0 Up to (excluding) 10.0.17 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

A-ECL-JETT-

011123/356 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 11.0.0 Up to (excluding) 11.0.17 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-ECL-JETT-

011123/357 

Affected Version(s): From (including) 12.0.0 Up to (excluding) 12.0.2 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

A-ECL-JETT-

011123/358 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: mosquitto 

Affected Version(s): * Up to (excluding) 2.0.16 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Oct-2023 7.5 

In Mosquitto before 

2.0.16, a memory 

leak occurs when 

clients send v5 

CONNECT packets 

with a will message 

that contains 

invalid property 

types. 

 

CVE ID : CVE-

2023-3592 

N/A 
A-ECL-MOSQ-

011123/359 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

02-Oct-2023 5.3 

In Mosquitto before 

2.0.16, excessive 

memory is 

allocated based on 

malicious initial 

packets that are not 

CONNECT packets. 

CVE ID : CVE-

2023-0809 

N/A 
A-ECL-MOSQ-

011123/360 

Vendor: electionservicesco 

Product: internet_election_service 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

10-Oct-2023 9.8 

Election Services 

Co. (ESC) Internet 

Election Service is 

vulnerable to SQL 

N/A 
A-ELE-INTE-

011123/361 
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Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

injection in 

multiple pages and 

parameters. These 

vulnerabilities 

allow an 

unauthenticated, 

remote attacker to 

read or modify data 

for any elections 

that share the same 

backend database. 

ESC deactivated 

older and unused 

elections and 

enabled web 

application firewall 

(WAF) protection 

for current and 

future elections on 

or around 2023-08-

12. 

 

CVE ID : CVE-

2023-4309 

Vendor: emarketdesign 

Product: youtube_video_gallery 

Affected Version(s): * Up to (excluding) 3.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

eMarket Design 

YouTube Video 

Gallery by YouTube 

Showcase plugin 

<= 3.3.5 versions. 

CVE ID : CVE-

2023-40558 

N/A 
A-EMA-YOUT-

011123/362 

Vendor: embedcalendly 

Product: embed_calendly 

Affected Version(s): * Up to (including) 3.6 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

The Embed 

Calendly plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via 

'calendly' shortcode 

in versions up to, 

and including, 3.6 

due to insufficient 

input sanitization 

and output 

escaping on user 

supplied attributes. 

This makes it 

possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an injected 

page. 

CVE ID : CVE-

2023-4995 

N/A 
A-EMB-EMBE-

011123/363 

Vendor: emlog 

Product: emlog 

Affected Version(s): 2.1.14 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 5.4 

A cross-site 

scripting (XSS) 

vulnerability in the 

publish article 

function of emlog 

pro v2.1.14 allows 

attackers to execute 

arbitrary web 

scripts or HTML via 

a crafted payload 

N/A 
A-EML-EMLO-

011123/364 
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injected into the 

title field. 

CVE ID : CVE-

2023-43267 

Affected Version(s): 2.2.0 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

03-Oct-2023 9.8 

An arbitrary file 

upload 

vulnerability in the 

component 

/content/templates

/ of Emlog Pro 

v2.2.0 allows 

attackers to execute 

arbitrary code via 

uploading a crafted 

PHP file. 

CVE ID : CVE-

2023-44973 

N/A 
A-EML-EMLO-

011123/365 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

03-Oct-2023 9.8 

An arbitrary file 

upload 

vulnerability in the 

component 

/admin/plugin.php 

of Emlog Pro v2.2.0 

allows attackers to 

execute arbitrary 

code via uploading 

a crafted PHP file. 

CVE ID : CVE-

2023-44974 

N/A 
A-EML-EMLO-

011123/366 

Vendor: envoyproxy 

Product: envoy 

Affected Version(s): 1.24.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

A-ENV-ENVO-

011123/367 
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quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): 1.25.9 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-ENV-ENVO-

011123/368 

Affected Version(s): 1.26.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

A-ENV-ENVO-

011123/369 
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reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): 1.27.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-ENV-ENVO-

011123/370 

Vendor: etsy_shop_project 

Product: etsy_shop 

Affected Version(s): * Up to (including) 3.0.4 

Improper 

Neutralizat

ion of 

12-Oct-2023 5.4 
The Etsy Shop 

plugin for 

WordPress is 

https://plugin

s.trac.wordpre

ss.org/change

A-ETS-ETSY-

011123/371 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

vulnerable to 

Stored Cross-Site 

Scripting via 'etsy-

shop' shortcode in 

versions up to, and 

including, 3.0.4 due 

to insufficient input 

sanitization and 

output escaping on 

user supplied 

attributes. This 

makes it possible 

for authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an injected 

page. 

CVE ID : CVE-

2023-5470 

set/2977260/

etsy-

shop#file1, 

https://plugin

s.trac.wordpre

ss.org/browse

r/etsy-

shop/tags/3.0

.4/etsy-

shop.php#L94

, 

https://plugin

s.trac.wordpre

ss.org/browse

r/etsy-

shop/tags/3.0

.4/etsy-

shop.php#L41

7 

Vendor: F5 

Product: big-ip_access_policy_manager 

Affected Version(s): 17.0.0 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 4.4 

 

When BIG-IP APM 

Guided 

Configurations are 

configured, 

undisclosed 

sensitive 

information may be 

logged in restnoded 

log.   

 

Note: Software 

versions which 

https://my.f5.

com/manage/

s/article/K47

756555 

A-F5-BIG--

011123/372 
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have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-39447 

Affected Version(s): 17.1.0 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

10-Oct-2023 7.8 

 

An insufficient 

verification of data 

vulnerability exists 

in BIG-IP Edge 

Client Installer on 

macOS that may 

allow an attacker 

elevation of 

privileges during 

the installation 

process.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-5450 

https://my.f5.

com/manage/

s/article/K00

0135040 

A-F5-BIG--

011123/373 

Missing 

Release of 

Memory 

10-Oct-2023 7.5 
When a client-side 

HTTP/2 profile and 

the HTTP MRF 

https://my.f5.

com/manage/

A-F5-BIG--

011123/374 
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after 

Effective 

Lifetime 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

s/article/K00

0133467 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/375 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 
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Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/376 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/377 
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to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

10-Oct-2023 7.8 

 

An insufficient 

verification of data 

vulnerability exists 

in BIG-IP Edge 

Client Installer on 

macOS that may 

allow an attacker 

elevation of 

privileges during 

the installation 

process.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-5450 

https://my.f5.

com/manage/

s/article/K00

0135040 

A-F5-BIG--

011123/378 

Allocation 

of 

Resources 

10-Oct-2023 7.5  https://my.f5.

com/manage/

A-F5-BIG--

011123/379 
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Without 

Limits or 

Throttling 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

s/article/K00

0134652 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/380 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 
The HTTP/2 

protocol allows a 

denial of service 

https://aws.a

mazon.com/s

ecurity/securi

A-F5-BIG--

011123/381 
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Consumpti

on 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/382 
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CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/383 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/384 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/385 
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in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/386 
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boundary.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/387 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/388 
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('Path 

Traversal') 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/389 
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Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

10-Oct-2023 7.8 

 

An insufficient 

verification of data 

vulnerability exists 

in BIG-IP Edge 

Client Installer on 

macOS that may 

allow an attacker 

elevation of 

privileges during 

the installation 

process.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-5450 

https://my.f5.

com/manage/

s/article/K00

0135040 

A-F5-BIG--

011123/390 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/391 
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an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/392 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

A-F5-BIG--

011123/393 
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wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/394 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/395 
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information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/396 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/397 
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administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

10-Oct-2023 7.8 

 

An insufficient 

verification of data 

vulnerability exists 

in BIG-IP Edge 

Client Installer on 

macOS that may 

allow an attacker 

elevation of 

privileges during 

the installation 

process.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

https://my.f5.

com/manage/

s/article/K00

0135040 

A-F5-BIG--

011123/398 
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CVE ID : CVE-

2023-5450 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/399 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.8 

Insertion 

of Sensitive 

Informatio

10-Oct-2023 4.4 

 

When BIG-IP APM 

Guided 

Configurations are 

https://my.f5.

com/manage/

s/article/K47

756555 

A-F5-BIG--

011123/400 
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n into Log 

File 

configured, 

undisclosed 

sensitive 

information may be 

logged in restnoded 

log.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-39447 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

boundary.  Note: 

Software versions 

which have reached 

End of Technical 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/401 
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Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/402 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/403 
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for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/404 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/405 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/406 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/407 
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to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/408 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/409 
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privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/410 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 
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Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

boundary.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/411 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/412 
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CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/413 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

10-Oct-2023 7.8 

 

An insufficient 

verification of data 

vulnerability exists 

in BIG-IP Edge 

Client Installer on 

macOS that may 

allow an attacker 

elevation of 

privileges during 

https://my.f5.

com/manage/

s/article/K00

0135040 

A-F5-BIG--

011123/414 
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the installation 

process.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-5450 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/415 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/416 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/417 
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Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/418 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/419 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 4.4 

 

When BIG-IP APM 

Guided 

Configurations are 

configured, 

undisclosed 

sensitive 

https://my.f5.

com/manage/

s/article/K47

756555 

A-F5-BIG--

011123/420 
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information may be 

logged in restnoded 

log.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-39447 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/421 
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CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/422 

Missing 

Release of 

Memory 

after 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/423 
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Effective 

Lifetime 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/424 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 267 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/425 

Affected Version(s): From (including) 7.2.3 Up to (excluding) 7.2.4.4 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/426 
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vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Affected Version(s): From (including) 7.2.3 Up to (excluding) 7.2.4.5 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

10-Oct-2023 7.8 

 

An insufficient 

verification of data 

vulnerability exists 

in BIG-IP Edge 

Client Installer on 

macOS that may 

allow an attacker 

elevation of 

privileges during 

the installation 

process.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-5450 

https://my.f5.

com/manage/

s/article/K00

0135040 

A-F5-BIG--

011123/427 
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Product: big-ip_advanced_firewall_manager 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/428 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

A-F5-BIG--

011123/429 
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impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/430 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/431 
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during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/432 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/433 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/434 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/435 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 273 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/436 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/437 
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system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/438 
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CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

boundary.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/439 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/440 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 276 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/441 
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CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/442 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/443 
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Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/444 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

A-F5-BIG--

011123/445 
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rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/446 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/447 
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have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/448 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/449 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/450 
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CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

boundary.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/451 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/452 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/453 

Allocation 

of 

Resources 

Without 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/454 
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Limits or 

Throttling 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/455 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/456 
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and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/457 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/458 
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system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/459 
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CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/460 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

boundary.  Note: 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/461 
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Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/462 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/463 
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process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/464 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/465 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/466 

Cleartext 

Storage of 

Sensitive 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

https://my.f5.

com/manage/

A-F5-BIG--

011123/467 
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Informatio

n 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

s/article/K20

850144 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/468 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/469 
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attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/470 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/471 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

A-F5-BIG--

011123/472 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 294 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/473 
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CVE ID : CVE-

2023-41373 

Product: big-ip_advanced_web_application_firewall 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/474 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

A-F5-BIG--

011123/475 
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CVE ID : CVE-

2023-44487 

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/476 

Improper 

Verificatio

n of 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

https://my.f5.

com/manage/

A-F5-BIG--

011123/477 
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Cryptograp

hic 

Signature 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

s/article/K00

0136185 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/478 

Improper 

Handling 

of 

Exceptiona

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

https://my.f5.

com/manage/

A-F5-BIG--

011123/479 
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l 

Conditions 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

s/article/K00

0132420 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/480 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

https://my.f5.

com/manage/

A-F5-BIG--

011123/481 
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assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

s/article/K26

910459 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/482 
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Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/483 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/484 
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CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/485 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/486 
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('Path 

Traversal') 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/487 
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Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/488 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/489 
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CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/490 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/491 
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admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/492 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/493 
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CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/494 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/495 
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('Path 

Traversal') 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/496 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/497 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/498 
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memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/499 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/500 
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Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/501 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/502 
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log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/503 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 
10-Oct-2023 7.5 The HTTP/2 

protocol allows a 

https://aws.a

mazon.com/s

A-F5-BIG--

011123/504 
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Resource 

Consumpti

on 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/505 
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CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/506 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/507 
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Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/508 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/509 
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to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/510 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/511 
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Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/512 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/513 
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Directory 

('Path 

Traversal') 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/514 
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End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/515 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/516 
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Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Product: big-ip_analytics 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/517 
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Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/518 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/519 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/520 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/521 
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an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/522 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

A-F5-BIG--

011123/523 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 323 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/524 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/525 
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information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/526 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/527 
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administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/528 
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CVE ID : CVE-

2023-40537 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/529 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/530 
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hic 

Signature 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/531 

Improper 

Handling 

of 

Exceptiona

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/532 
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l 

Conditions 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/533 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/534 
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via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/535 

Insertion 

of Sensitive 

Informatio

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

https://my.f5.

com/manage/

A-F5-BIG--

011123/536 
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n into Log 

File 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

s/article/K06

110200 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/537 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 331 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/538 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/539 
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out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/540 
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CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/541 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/542 
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Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/543 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/544 
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CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/545 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/546 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/547 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/548 
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blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/549 
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Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/550 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/551 
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Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/552 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/553 
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CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/554 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/555 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/556 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/557 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

A-F5-BIG--

011123/558 
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nginx-

products/ 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/559 

Product: big-ip_application_acceleration_manager 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/560 
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Effective 

Lifetime 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/561 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

10-Oct-2023 9.9  https://my.f5.

com/manage/

A-F5-BIG--

011123/562 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 345 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

s/article/K00

0135689 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/563 
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38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/564 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/565 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/566 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/567 
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utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/568 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/569 
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versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/570 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

https://my.f5.

com/manage/

A-F5-BIG--

011123/571 
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cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

s/article/K29

141800 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/572 
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attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/573 

Allocation 

of 

Resources 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

https://my.f5.

com/manage/

A-F5-BIG--

011123/574 
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Without 

Limits or 

Throttling 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

s/article/K00

0134652 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/575 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

A-F5-BIG--

011123/576 
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because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/577 
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Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/578 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/579 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/580 
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(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/581 
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attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/582 
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Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/583 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/584 
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Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/585 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/586 
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End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/587 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/588 
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N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/589 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

A-F5-BIG--

011123/590 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/591 

Improper 

Verificatio

n of 

Cryptograp

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/592 
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hic 

Signature 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/593 

Improper 

Handling 

of 

Exceptiona

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/594 
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l 

Conditions 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/595 
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CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/596 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/597 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/598 
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in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/599 
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can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/600 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 
The HTTP/2 

protocol allows a 

denial of service 

https://aws.a

mazon.com/s

ecurity/securi

A-F5-BIG--

011123/601 
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Consumpti

on 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/602 
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of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Product: big-ip_application_security_manager 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/603 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

A-F5-BIG--

011123/604 
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exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/605 
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CVE ID : CVE-

2023-41373 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/606 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/607 
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CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/608 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

A-F5-BIG--

011123/609 
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nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/610 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/611 
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Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/612 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/613 
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of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

boundary.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/614 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/615 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 375 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/616 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/617 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/618 
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undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/619 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

A-F5-BIG--

011123/620 
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quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/621 

Cleartext 

Storage of 

Sensitive 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

https://my.f5.

com/manage/

A-F5-BIG--

011123/622 
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Informatio

n 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

s/article/K20

850144 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/623 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/624 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 380 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/625 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

boundary.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/626 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/627 
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out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/628 
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CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/629 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/630 
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Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/631 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/632 
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CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/633 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/634 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/635 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/636 
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external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

boundary.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/637 

Improper 

Verificatio
10-Oct-2023 7.8  https://my.f5.

com/manage/

A-F5-BIG--

011123/638 
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n of 

Cryptograp

hic 

Signature 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

s/article/K00

0136185 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/639 
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Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/640 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/641 
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End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/642 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/643 
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N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/644 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/645 
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commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/646 
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CVE ID : CVE-

2023-40534 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/647 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/648 
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attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Product: big-ip_application_visibility_and_reporting 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/649 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 
The HTTP/2 

protocol allows a 

denial of service 

https://aws.a

mazon.com/s

ecurity/securi

A-F5-BIG--

011123/650 
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Consumpti

on 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/651 
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of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/652 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/653 
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Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/654 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

A-F5-BIG--

011123/655 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 398 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-44487 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/656 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/657 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/658 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/659 
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sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/660 
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CVE ID : CVE-

2023-40537 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/661 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/662 
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elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/663 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/664 
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can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/665 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/666 
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via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/667 

Insertion 

of Sensitive 

Informatio

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

https://my.f5.

com/manage/

A-F5-BIG--

011123/668 
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n into Log 

File 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

s/article/K06

110200 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/669 
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CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/670 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/671 
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out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/672 
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CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/673 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/674 
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Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/675 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/676 
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CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/677 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/678 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/679 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/680 
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blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/681 
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Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/682 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/683 
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Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/684 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/685 
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CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/686 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/687 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/688 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/689 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

A-F5-BIG--

011123/690 
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nginx-

products/ 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/691 

Product: big-ip_carrier-grade_nat 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/692 
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Effective 

Lifetime 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/693 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

10-Oct-2023 9.9  https://my.f5.

com/manage/

A-F5-BIG--

011123/694 
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Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

s/article/K00

0135689 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/695 
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38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/696 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/697 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/698 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/699 
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utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/700 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/701 
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versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/702 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

https://my.f5.

com/manage/

A-F5-BIG--

011123/703 
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cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

s/article/K29

141800 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/704 
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attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/705 

Allocation 

of 

Resources 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

https://my.f5.

com/manage/

A-F5-BIG--

011123/706 
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Without 

Limits or 

Throttling 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

s/article/K00

0134652 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/707 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

A-F5-BIG--

011123/708 
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because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/709 
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Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/710 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/711 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/712 
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(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/713 
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attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/714 
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Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/715 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/716 
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Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/717 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/718 
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End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/719 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/720 
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N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/721 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

A-F5-BIG--

011123/722 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/723 

Improper 

Verificatio

n of 

Cryptograp

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/724 
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hic 

Signature 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/725 

Improper 

Handling 

of 

Exceptiona

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/726 
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l 

Conditions 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/727 
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CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/728 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/729 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/730 
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in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/731 
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can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/732 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 
The HTTP/2 

protocol allows a 

denial of service 

https://aws.a

mazon.com/s

ecurity/securi

A-F5-BIG--

011123/733 
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Consumpti

on 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/734 
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of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Product: big-ip_ddos_hybrid_defender 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/735 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

A-F5-BIG--

011123/736 
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exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/737 
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CVE ID : CVE-

2023-41373 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/738 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/739 
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CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/740 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

A-F5-BIG--

011123/741 
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nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/742 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/743 
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Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/744 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/745 
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of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/746 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

10-Oct-2023 9.9 

 

A directory 

traversal 

https://my.f5.

com/manage/

A-F5-BIG--

011123/747 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 450 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

s/article/K00

0135689 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/748 
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38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/749 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/750 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/751 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/752 
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utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/753 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/754 
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versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/755 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

10-Oct-2023 9.9 

 

A directory 

traversal 

https://my.f5.

com/manage/

A-F5-BIG--

011123/756 
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Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

s/article/K00

0135689 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/757 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/758 

Allocation 

of 

Resources 

Without 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/759 
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Limits or 

Throttling 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/760 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/761 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 458 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/762 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/763 
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system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/764 
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CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/765 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/766 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/767 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/768 
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memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/769 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/770 
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Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/771 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/772 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 464 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/773 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 
10-Oct-2023 9.9  https://my.f5.

com/manage/

A-F5-BIG--

011123/774 
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of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

s/article/K00

0135689 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/775 
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requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/776 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/777 
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attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Product: big-ip_domain_name_system 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/778 
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End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/779 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/780 
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successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/781 

Allocation 

of 
10-Oct-2023 7.5  https://my.f5.

com/manage/

A-F5-BIG--

011123/782 
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Resources 

Without 

Limits or 

Throttling 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

s/article/K00

0134652 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/783 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 
The HTTP/2 

protocol allows a 

denial of service 

https://aws.a

mazon.com/s

ecurity/securi

A-F5-BIG--

011123/784 
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Consumpti

on 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/785 
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CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/786 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/787 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/788 
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in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/789 
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boundary.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/790 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When on BIG-IP 

DNS or BIG-IP LTM 

enabled with DNS 

Services License, 

and a TSIG key is 

created, it is logged 

in plaintext in the 

https://my.f5.

com/manage/

s/article/K98

334513 

A-F5-BIG--

011123/791 
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audit log.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41253 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/792 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 
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Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/793 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/794 
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Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/795 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/796 
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Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/797 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/798 
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CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/799 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/800 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/801 
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Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

boundary.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/802 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/803 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/804 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/805 
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memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/806 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/807 
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Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/808 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When on BIG-IP 

DNS or BIG-IP LTM 

enabled with DNS 

Services License, 

and a TSIG key is 

created, it is logged 

in plaintext in the 

audit log.  Note: 

https://my.f5.

com/manage/

s/article/K98

334513 

A-F5-BIG--

011123/809 
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Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41253 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/810 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/811 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/812 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/813 
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may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

boundary.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/814 
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CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/815 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/816 
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CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/817 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/818 
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resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/819 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When on BIG-IP 

DNS or BIG-IP LTM 

enabled with DNS 

Services License, 

and a TSIG key is 

created, it is logged 

in plaintext in the 

audit log.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41253 

https://my.f5.

com/manage/

s/article/K98

334513 

A-F5-BIG--

011123/820 
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Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/821 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/822 
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CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/823 

Missing 

Release of 

Memory 

after 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/824 
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Effective 

Lifetime 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/825 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 
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Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/826 

Product: big-ip_edge_gateway 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/827 
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Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/828 

Allocation 

of 

Resources 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

https://my.f5.

com/manage/

A-F5-BIG--

011123/829 
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Without 

Limits or 

Throttling 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

s/article/K00

0134652 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/830 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/831 
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via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/832 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

https://my.f5.

com/manage/

A-F5-BIG--

011123/833 
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Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

s/article/K20

307245 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/834 
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Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/835 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/836 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/837 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/838 
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to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/839 
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Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/840 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/841 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 503 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/842 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/843 
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resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/844 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/845 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/846 

Allocation 

of 

Resources 

10-Oct-2023 7.5  https://my.f5.

com/manage/

A-F5-BIG--

011123/847 
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Without 

Limits or 

Throttling 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

s/article/K00

0134652 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/848 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

https://my.f5.

com/manage/

A-F5-BIG--

011123/849 
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assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

s/article/K26

910459 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/850 
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N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/851 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/852 
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virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Product: big-ip_fraud_protection_service 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/853 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

A-F5-BIG--

011123/854 
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because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/855 
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Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/856 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/857 
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which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/858 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

A-F5-BIG--

011123/859 
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CVE ID : CVE-

2023-44487 

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/860 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/861 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/862 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/863 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/864 
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Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/865 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/866 
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process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/867 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/868 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/869 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/870 
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role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/871 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/872 
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sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/873 
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Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/874 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/875 
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blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/876 
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Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/877 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/878 
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Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/879 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/880 
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CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/881 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/882 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/883 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/884 
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blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/885 
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Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/886 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/887 
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Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/888 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/889 
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CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/890 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/891 
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Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/892 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/893 
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associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/894 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/895 
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Directory 

('Path 

Traversal') 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41373 

Product: big-ip_global_traffic_manager 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/896 
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Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/897 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/898 
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can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/899 

Allocation 

of 

Resources 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

https://my.f5.

com/manage/

A-F5-BIG--

011123/900 
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Without 

Limits or 

Throttling 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

s/article/K00

0134652 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/901 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

A-F5-BIG--

011123/902 
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because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/903 
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Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/904 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/905 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/906 
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(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/907 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/908 
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Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/909 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/910 
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CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/911 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

A-F5-BIG--

011123/912 
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nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/913 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/914 
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Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/915 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/916 
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of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/917 
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CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/918 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/919 
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38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/920 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/921 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/922 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/923 
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to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/924 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/925 
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privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/926 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 
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Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/927 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/928 
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Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/929 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/930 
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CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/931 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/932 
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have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/933 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/934 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/935 
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CVE ID : CVE-

2023-41373 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/936 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

A-F5-BIG--

011123/937 
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g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/938 

Product: big-ip_guided_configuration 

Affected Version(s): 6.0 
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Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 4.4 

 

When BIG-IP APM 

Guided 

Configurations are 

configured, 

undisclosed 

sensitive 

information may be 

logged in restnoded 

log.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-39447 

https://my.f5.

com/manage/

s/article/K47

756555 

A-F5-BIG--

011123/939 

Affected Version(s): 8.0 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 4.4 

 

When BIG-IP APM 

Guided 

Configurations are 

configured, 

undisclosed 

sensitive 

information may be 

logged in restnoded 

log.   

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K47

756555 

A-F5-BIG--

011123/940 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-39447 

Affected Version(s): From (including) 7.0 Up to (including) 7.7 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 4.4 

 

When BIG-IP APM 

Guided 

Configurations are 

configured, 

undisclosed 

sensitive 

information may be 

logged in restnoded 

log.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-39447 

https://my.f5.

com/manage/

s/article/K47

756555 

A-F5-BIG--

011123/941 

Product: big-ip_link_controller 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/942 
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Effective 

Lifetime 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/943 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 
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Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/944 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/945 
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to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/946 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/947 
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of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/948 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/949 
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Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/950 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/951 
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log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/952 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 
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Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/953 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/954 
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successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/955 
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Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/956 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/957 

Uncontroll

ed 
10-Oct-2023 7.5 The HTTP/2 

protocol allows a 

https://aws.a

mazon.com/s

A-F5-BIG--

011123/958 
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Resource 

Consumpti

on 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/959 
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CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/960 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/961 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/962 
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in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/963 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 572 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/964 
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Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/965 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/966 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 574 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/967 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/968 
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End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/969 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/970 
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N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/971 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

A-F5-BIG--

011123/972 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/973 

Improper 

Verificatio

n of 

Cryptograp

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/974 
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hic 

Signature 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/975 

Improper 

Handling 

of 

Exceptiona

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/976 
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l 

Conditions 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/977 
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CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/978 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/979 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/980 
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in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/981 
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can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/982 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 
The HTTP/2 

protocol allows a 

denial of service 

https://aws.a

mazon.com/s

ecurity/securi

A-F5-BIG--

011123/983 
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Consumpti

on 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/984 
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of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Product: big-ip_local_traffic_manager 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/985 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

A-F5-BIG--

011123/986 
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exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/987 
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CVE ID : CVE-

2023-41373 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/988 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/989 
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CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/990 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

A-F5-BIG--

011123/991 
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nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/992 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/993 
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Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/994 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/995 
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of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

boundary.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/996 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/997 
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out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When on BIG-IP 

DNS or BIG-IP LTM 

enabled with DNS 

Services License, 

and a TSIG key is 

created, it is logged 

in plaintext in the 

audit log.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41253 

https://my.f5.

com/manage/

s/article/K98

334513 

A-F5-BIG--

011123/998 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/999 
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Restricted 

Directory 

('Path 

Traversal') 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1000 
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which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1001 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1002 
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CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/1003 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1004 
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can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1005 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1006 
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Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1007 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1008 
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Directory 

('Path 

Traversal') 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/1009 
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boundary.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/1010 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1011 
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installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1012 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1013 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1014 

Cleartext 

Storage of 

Sensitive 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

https://my.f5.

com/manage/

A-F5-BIG--

011123/1015 
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Informatio

n 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

s/article/K20

850144 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When on BIG-IP 

DNS or BIG-IP LTM 

enabled with DNS 

Services License, 

and a TSIG key is 

created, it is logged 

in plaintext in the 

audit log.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41253 

https://my.f5.

com/manage/

s/article/K98

334513 

A-F5-BIG--

011123/1016 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1017 
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have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1018 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

https://aws.a

mazon.com/s

ecurity/securi

ty-

A-F5-BIG--

011123/1019 
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Consumpti

on 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Privilege 

Defined 

With 

Unsafe 

Actions 

10-Oct-2023 8.7 

 

When running in 

Appliance mode, an 

authenticated user 

assigned the 

Administrator role 

may be able to 

bypass Appliance 

mode restrictions, 

utilizing BIG-IP 

external monitor on 

a BIG-IP system.  A 

successful exploit 

can allow the 

attacker to cross a 

security 

boundary.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43746 

https://my.f5.

com/manage/

s/article/K41

072952 

A-F5-BIG--

011123/1020 
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Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/1021 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1022 
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Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1023 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1024 
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CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1025 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1026 
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have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When on BIG-IP 

DNS or BIG-IP LTM 

enabled with DNS 

Services License, 

and a TSIG key is 

created, it is logged 

in plaintext in the 

audit log.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41253 

https://my.f5.

com/manage/

s/article/K98

334513 

A-F5-BIG--

011123/1027 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1028 

N/A 10-Oct-2023 4.4  https://my.f5.

com/manage/

A-F5-BIG--

011123/1029 
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Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

s/article/K20

307245 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1030 
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BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/1031 
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Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/1032 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1033 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Product: big-ip_next 

Affected Version(s): 20.0.1 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/1034 

Product: big-ip_next_service_proxy_for_kubernetes 

Affected Version(s): 1.5.0 

Use of 

Hard-

coded 

Credentials 

10-Oct-2023 7.4 

 

The BIG-IP SPK 

TMM (Traffic 

Management 

https://my.f5.

com/manage/

s/article/K00

0135874 

A-F5-BIG--

011123/1035 
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Module) f5-debug-

sidecar and f5-

debug-sshd 

containers contains 

hardcoded 

credentials that 

may allow an 

attacker with the 

ability to intercept 

traffic to 

impersonate the 

SPK Secure Shell 

(SSH) server on 

those containers. 

This is only 

exposed when ssh 

debug is 

enabled.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-45226 

Affected Version(s): From (including) 1.5.0 Up to (including) 1.8.2 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

A-F5-BIG--

011123/1036 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 613 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 1.6.0 Up to (including) 1.8.2 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/1037 

Product: big-ip_policy_enforcement_manager 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/1038 
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undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/1039 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1040 
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attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1041 
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CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1042 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1043 
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CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/1044 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1045 
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which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1046 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1047 
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N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1048 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/1049 
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blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1050 
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Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1051 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1052 
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utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1053 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

A-F5-BIG--

011123/1054 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 623 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1055 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1056 
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to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1057 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1058 
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privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1059 
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of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/1060 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1061 
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during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1062 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1063 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1064 
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Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1065 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1066 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1067 
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(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

A-F5-BIG--

011123/1068 
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impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/1069 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1070 
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for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1071 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1072 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1073 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1074 
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to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1075 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1076 
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privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1077 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 636 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/1078 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

A-F5-BIG--

011123/1079 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1080 
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Product: big-ip_ssl_orchestrator 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/1081 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

A-F5-BIG--

011123/1082 
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impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1083 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1084 
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during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1085 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1086 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/1087 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1088 
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and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1089 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1090 
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system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1091 
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CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/1092 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1093 
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BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1094 
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CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1095 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1096 
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Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/1097 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1098 
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Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1099 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1100 

N/A 10-Oct-2023 4.4  https://my.f5.

com/manage/

A-F5-BIG--

011123/1101 
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Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

s/article/K20

307245 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1102 
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BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/1103 
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CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1104 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1105 
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Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1106 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1107 
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to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1108 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1109 
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Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1110 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

A-F5-BIG--

011123/1111 
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cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/1112 
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Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1113 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1114 
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Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1115 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1116 
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End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1117 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1118 
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N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1119 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1120 
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commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/1121 
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CVE ID : CVE-

2023-40534 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/1122 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1123 
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attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Product: big-ip_webaccelerator 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/1124 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 
The HTTP/2 

protocol allows a 

denial of service 

https://aws.a

mazon.com/s

ecurity/securi

A-F5-BIG--

011123/1125 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 663 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Consumpti

on 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1126 
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of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1127 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1128 
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Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1129 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

A-F5-BIG--

011123/1130 
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CVE ID : CVE-

2023-44487 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1131 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1132 
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Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1133 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1134 
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sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/1135 
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CVE ID : CVE-

2023-40537 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1136 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1137 
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elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1138 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1139 
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can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/1140 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1141 
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via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1142 

Insertion 

of Sensitive 

Informatio

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

https://my.f5.

com/manage/

A-F5-BIG--

011123/1143 
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n into Log 

File 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

s/article/K06

110200 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1144 
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CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1145 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/1146 
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out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1147 
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CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1148 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1149 
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Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1150 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1151 
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CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1152 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1153 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/1154 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/1155 
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blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1156 
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Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1157 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1158 
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Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1159 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1160 
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CVE ID : CVE-

2023-41964 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1161 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1162 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1163 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/1164 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

A-F5-BIG--

011123/1165 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 686 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

nginx-

products/ 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1166 

Product: big-ip_websafe 

Affected Version(s): 17.1.0 

Missing 

Release of 

Memory 

after 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/1167 
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Effective 

Lifetime 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/1168 

Affected Version(s): From (including) 13.1.0 Up to (including) 13.1.5 

Improper 

Limitation 

of a 

10-Oct-2023 9.9  https://my.f5.

com/manage/

A-F5-BIG--

011123/1169 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 688 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

s/article/K00

0135689 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1170 
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38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1171 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1172 
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Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-BIG--

011123/1173 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1174 
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utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1175 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1176 
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versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1177 

Affected Version(s): From (including) 13.1.0 Up to (including) 14.1.5 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

https://my.f5.

com/manage/

A-F5-BIG--

011123/1178 
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cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

s/article/K29

141800 

Affected Version(s): From (including) 14.1.0 Up to (excluding) 14.1.5.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1179 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 694 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 14.1.0 Up to (including) 14.1.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1180 

Allocation 

of 

Resources 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

https://my.f5.

com/manage/

A-F5-BIG--

011123/1181 
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Without 

Limits or 

Throttling 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

s/article/K00

0134652 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1182 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

A-F5-BIG--

011123/1183 
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because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1184 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 697 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1185 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1186 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1187 
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(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.10.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1188 
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attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Affected Version(s): From (including) 15.1.0 Up to (excluding) 15.1.9 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/1189 
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Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1190 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1191 
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Improper 

Handling 

of 

Exceptiona

l 

Conditions 

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1192 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1193 
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End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1194 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1195 
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N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1196 

Affected Version(s): From (including) 15.1.0 Up to (including) 15.1.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

A-F5-BIG--

011123/1197 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4 

Insufficient 

Session 

Expiration 

10-Oct-2023 8.1 

 

An authenticated 

user's session 

cookie may remain 

valid for a limited 

time after logging 

out from the BIG-IP 

Configuration 

utility on a multi-

blade VIPRION 

platform.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-40537 

https://my.f5.

com/manage/

s/article/K29

141800 

A-F5-BIG--

011123/1198 

Improper 

Verificatio

n of 

Cryptograp

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

https://my.f5.

com/manage/

s/article/K00

0136185 

A-F5-BIG--

011123/1199 
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hic 

Signature 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 7.5 

 

When TCP Verified 

Accept is enabled 

on a TCP profile 

that is configured 

on a Virtual Server, 

undisclosed 

requests can cause 

an increase in 

memory resource 

utilization.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated 

CVE ID : CVE-

2023-40542 

https://my.f5.

com/manage/

s/article/K00

0134652 

A-F5-BIG--

011123/1200 

Improper 

Handling 

of 

Exceptiona

10-Oct-2023 7.5 

 

When IPSec is 

configured on a 

Virtual Server, 

undisclosed traffic 

https://my.f5.

com/manage/

s/article/K00

0132420 

A-F5-BIG--

011123/1201 
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l 

Conditions 

can cause TMM to 

terminate.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-41085 

Insufficient 

Session 

Expiration 

10-Oct-2023 7.2 

 

When a non-admin 

user has been 

assigned an 

administrator role 

via an iControl 

REST PUT request 

and later the user's 

role is reverted 

back to a non-

admin role via the 

Configuration 

utility, tmsh, or 

iControl REST. BIG-

IP non-admin user 

can still have access 

to iControl REST 

admin 

resource.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

https://my.f5.

com/manage/

s/article/K26

910459 

A-F5-BIG--

011123/1202 
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CVE ID : CVE-

2023-42768 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1203 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1204 

N/A 10-Oct-2023 4.4 

 

Exposure of 

Sensitive 

Information 

vulnerability exist 

https://my.f5.

com/manage/

s/article/K20

307245 

A-F5-BIG--

011123/1205 
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in an undisclosed 

BIG-IP TMOS shell 

(tmsh) command 

which may allow an 

authenticated 

attacker with 

resource 

administrator role 

privileges to view 

sensitive 

information.   

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-45219 

Affected Version(s): From (including) 16.1.0 Up to (excluding) 16.1.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1206 
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can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

10-Oct-2023 7.5 

When a client-side 

HTTP/2 profile and 

the HTTP MRF 

Router option are 

enabled for a 

virtual server, and 

an iRule using the 

HTTP_REQUEST 

event or Local 

Traffic Policy are 

associated with the 

virtual server, 

undisclosed 

requests can cause 

TMM to 

terminate.  Note: 

Software versions 

which have reached 

End of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-40534 

https://my.f5.

com/manage/

s/article/K00

0133467 

A-F5-BIG--

011123/1207 

Affected Version(s): From (including) 16.1.0 Up to (including) 16.1.4 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 
The HTTP/2 

protocol allows a 

denial of service 

https://aws.a

mazon.com/s

ecurity/securi

A-F5-BIG--

011123/1208 
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Consumpti

on 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 17.1.0 Up to (excluding) 17.1.0.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 9.9 

 

A directory 

traversal 

vulnerability exists 

in the BIG-IP 

Configuration 

Utility that may 

allow an 

authenticated 

attacker to execute 

commands on the 

BIG-IP system. For 

BIG-IP system 

running in 

Appliance mode, a 

successful exploit 

can allow the 

attacker to cross a 

security boundary.  

 

Note: Software 

versions which 

have reached End 

https://my.f5.

com/manage/

s/article/K00

0135689 

A-F5-BIG--

011123/1209 
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of Technical 

Support (EoTS) are 

not evaluated. 

 

 

CVE ID : CVE-

2023-41373 

Product: big-iq_centralized_management 

Affected Version(s): From (including) 8.0.0 Up to (excluding) 8.2.0.1.0.13.97-eng 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1210 

Affected Version(s): From (including) 8.0.0 Up to (including) 8.3.0 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

10-Oct-2023 6.5 

 

The BIG-IP and BIG-

IQ systems do not 

encrypt some 

sensitive 

information written 

to Database (DB) 

variables.  

 

Note: Software 

versions which 

have reached End 

of Technical 

https://my.f5.

com/manage/

s/article/K20

850144 

A-F5-BIG--

011123/1211 
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Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-41964 

Affected Version(s): From (including) 8.3.0 Up to (excluding) 8.3.0.0.12.118-eng 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 5.5 

 

When TACACS+ 

audit forwarding is 

configured on BIG-

IP or BIG-IQ 

system, 

sharedsecret is 

logged in plaintext 

in the audit 

log.  Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

CVE ID : CVE-

2023-43485 

https://my.f5.

com/manage/

s/article/K06

110200 

A-F5-BIG--

011123/1212 

Product: nginx 

Affected Version(s): From (including) 1.9.5 Up to (including) 1.25.2 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

A-F5-NGIN-

011123/1213 
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attack-

impacting-f5-

nginx-

products/ 

Product: nginx_ingress_controller 

Affected Version(s): From (including) 2.0.0 Up to (including) 2.4.2 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-NGIN-

011123/1214 

Affected Version(s): From (including) 3.0.0 Up to (including) 3.3.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

A-F5-NGIN-

011123/1215 
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CVE ID : CVE-

2023-44487 

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: nginx_plus 

Affected Version(s): From (including) r25 Up to (excluding) r29 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-NGIN-

011123/1216 

Affected Version(s): r29 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

A-F5-NGIN-

011123/1217 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): r30 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-F5-NGIN-

011123/1218 

Vendor: Facebook 

Product: proxygen 

Affected Version(s): * Up to (excluding) 2023.10.16.00 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

A-FAC-PROX-

011123/1219 
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reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: tac_plus 

Affected Version(s): * Up to (excluding) 2023-10-05 

N/A 06-Oct-2023 9.8 

A lack of input 

validation exists in 

tac_plus prior to 

commit 4fdf178 

which, when pre or 

post auth 

commands are 

enabled, allows an 

attacker who can 

control the 

username, rem-

addr, or NAC 

address sent to 

tac_plus to inject 

shell commands 

and gain remote 

code execution on 

the tac_plus server. 

CVE ID : CVE-

2023-45239 

https://github

.com/faceboo

k/tac_plus/pu

ll/41, 

https://github

.com/faceboo

k/tac_plus/se

curity/advisor

ies/GHSA-

p334-5r3g-

4vx3 

A-FAC-TAC_-

011123/1220 

Vendor: farmacia_project 

Product: farmacia 

Affected Version(s): 1.0 

Improper 

Neutralizat
10-Oct-2023 7.5 A vulnerability, 

which was 
N/A 

A-FAR-FARM-

011123/1221 
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ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

classified as critical, 

was found in 

codeprojects 

Farmacia 1.0. 

Affected is an 

unknown function 

of the file 

index.php. The 

manipulation of the 

argument 

usario/senha leads 

to sql injection. It is 

possible to launch 

the attack remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier of this 

vulnerability is 

VDB-241608. 

CVE ID : CVE-

2023-5471 

Vendor: farmbot 

Product: farmbot_web_app 

Affected Version(s): * Up to (excluding) 15.8.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

14-Oct-2023 6.5 

Farmbot-Web-App 

is a web control 

interface for the 

Farmbot farm 

automation 

platform. An SQL 

injection 

vulnerability was 

found in FarmBot's 

web app that 

allows 

authenticated 

attackers to extract 

arbitrary data from 

its database 

(including the user 

https://github

.com/FarmBot

/Farmbot-

Web-

App/security/

advisories/GH

SA-pgq5-ff74-

g7xq 

A-FAR-FARM-

011123/1222 
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table). This issue 

may lead to 

Information 

Disclosure. This 

issue has been 

patched in version 

15.8.4. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this issue. 

CVE ID : CVE-

2023-45674 

Vendor: Fedoraproject 

Product: extra_packages_for_enterprise_linux 

Affected Version(s): 8.0 

Out-of-

bounds 

Write 

04-Oct-2023 5.5 

A heap-based 

buffer overflow 

vulnerability was 

found  in 

coders/tiff.c in 

ImageMagick. This 

issue may allow a 

local attacker to 

trick the user into 

opening a specially 

crafted file, 

resulting in an 

application crash 

and denial of 

service. 

CVE ID : CVE-

2023-3428 

N/A 
A-FED-EXTR-

011123/1223 

Vendor: felixwelberg 

Product: sis_handball 

Affected Version(s): * Up to (including) 1.0.45 

Cross-Site 

Request 
10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Felix Welberg SIS 

N/A 
A-FEL-SIS_-

011123/1224 
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Forgery 

(CSRF) 

Handball plugin 

<= 1.0.45 versions. 

CVE ID : CVE-

2023-41684 

Vendor: fetchdesigns 

Product: sign-up_sheets 

Affected Version(s): * Up to (including) 2.2.8 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Fetch Designs Sign-

up Sheets plugin 

<= 2.2.8 versions. 

CVE ID : CVE-

2023-39165 

N/A 
A-FET-SIGN-

011123/1225 

Vendor: fla-shop 

Product: interactive_world_map 

Affected Version(s): * Up to (including) 3.2.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in Fla-

shop.Com 

Interactive World 

Map plugin <= 3.2.0 

versions. 

CVE ID : CVE-

2023-45060 

N/A 
A-FLA-INTE-

011123/1226 

Vendor: followingmedarling 

Product: spotify_play_button 

Affected Version(s): * Up to (including) 2.10 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Jonk @ Follow me 

Darling Sp*tify Play 

Button for 

WordPress plugin 

<= 2.10 versions. 

N/A 
A-FOL-SPOT-

011123/1227 
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CVE ID : CVE-

2023-41131 

Vendor: fooplugins 

Product: foogallery 

Affected Version(s): * Up to (including) 2.2.44 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

FooPlugins Best 

WordPress Gallery 

Plugin – FooGallery 

plugin <= 2.2.44 

versions. 

CVE ID : CVE-

2023-44233 

N/A 
A-FOO-FOOG-

011123/1228 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability 

in FooPlugins 

FooGallery plugin 

<= 2.2.44 versions. 

CVE ID : CVE-

2023-44244 

N/A 
A-FOO-FOOG-

011123/1229 

Vendor: Fortinet 

Product: fortiadc 

Affected Version(s): 7.1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1230 
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all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Affected Version(s): From (including) 6.0.0 Up to (including) 6.0.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1231 
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versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Affected Version(s): From (including) 6.1.0 Up to (including) 6.1.6 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1232 
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FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Affected Version(s): From (including) 6.2.0 Up to (including) 6.2.6 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1233 
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through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1234 
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through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Product: fortianalyzer 

Affected Version(s): 7.2.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1235 
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through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Affected Version(s): 7.2.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1236 
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through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Affected Version(s): 7.4.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('OS 

Command 

Injection') 

vulnerability [CWE-

78] in 

FortiManager & 

FortiAnalyzer 

version 7.4.0, 

version 7.2.0 

through 7.2.3, 

version 7.0.0 

through 7.0.8, 

version 6.4.0 

through 6.4.12 and 

version 6.2.0 

https://fortig

uard.com/psir

t/FG-IR-23-

167 

A-FOR-FORT-

011123/1237 
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through 6.2.11 may 

allow a local 

attacker with low 

privileges to 

execute 

unauthorized code 

via specifically 

crafted arguments 

to a CLI command 

CVE ID : CVE-

2023-42788 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.1 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

FortiManager 7.4.0 

and 7.2.0 through 

7.2.3 may allow 

attacker to execute 

unauthorized code 

or commands via 

FortiManager cli. 

CVE ID : CVE-

2023-41838 

https://fortig

uard.com/psir

t/FG-IR-23-

169 

A-FOR-FORT-

011123/1238 

N/A 10-Oct-2023 6.5 

A client-side 

enforcement of 

server-side security 

[CWE-602] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 may 

allow a remote 

attacker with low 

privileges to access 

a privileged web 

https://fortig

uard.com/psir

t/FG-IR-23-

187 

A-FOR-FORT-

011123/1239 
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console via client 

side code 

execution. 

CVE ID : CVE-

2023-42787 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

10-Oct-2023 6.5 

An authorization 

bypass through 

user-controlled 

key [CWE-639] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 allows 

a remote attacker 

with low privileges 

to read sensitive 

information via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-44249 

https://fortig

uard.com/psir

t/FG-IR-23-

201 

A-FOR-FORT-

011123/1240 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

10-Oct-2023 5.3 

A insufficient 

verification of data 

authenticity 

vulnerability [CWE-

345] in 

FortiAnalyzer 

version 7.4.0 and 

below 7.2.3 allows 

a remote 

unauthenticated 

attacker to send 

messages to the 

syslog server of 

FortiAnalyzer via 

the knoweldge of 

an authorized 

https://fortig

uard.com/psir

t/FG-IR-23-

221 

A-FOR-FORT-

011123/1241 
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device serial 

number. 

CVE ID : CVE-

2023-42782 

Affected Version(s): From (including) 6.0.0 Up to (including) 6.0.12 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1242 
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unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Affected Version(s): From (including) 6.2.0 Up to (including) 6.2.11 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('OS 

Command 

Injection') 

vulnerability [CWE-

78] in 

FortiManager & 

FortiAnalyzer 

version 7.4.0, 

version 7.2.0 

through 7.2.3, 

version 7.0.0 

through 7.0.8, 

version 6.4.0 

through 6.4.12 and 

version 6.2.0 

through 6.2.11 may 

allow a local 

attacker with low 

privileges to 

execute 

unauthorized code 

via specifically 

crafted arguments 

to a CLI command 

CVE ID : CVE-

2023-42788 

https://fortig

uard.com/psir

t/FG-IR-23-

167 

A-FOR-FORT-

011123/1243 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

10-Oct-2023 7.1 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

https://fortig

uard.com/psir

t/FG-IR-23-

169 

A-FOR-FORT-

011123/1244 
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Command 

('OS 

Command 

Injection') 

FortiManager 7.4.0 

and 7.2.0 through 

7.2.3 may allow 

attacker to execute 

unauthorized code 

or commands via 

FortiManager cli. 

CVE ID : CVE-

2023-41838 

Affected Version(s): From (including) 6.2.0 Up to (including) 6.2.12 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1245 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 733 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

N/A 10-Oct-2023 6.5 

A client-side 

enforcement of 

server-side security 

[CWE-602] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 may 

allow a remote 

attacker with low 

privileges to access 

a privileged web 

console via client 

side code 

execution. 

CVE ID : CVE-

2023-42787 

https://fortig

uard.com/psir

t/FG-IR-23-

187 

A-FOR-FORT-

011123/1246 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

10-Oct-2023 6.5 

An authorization 

bypass through 

user-controlled 

key [CWE-639] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 allows 

a remote attacker 

with low privileges 

https://fortig

uard.com/psir

t/FG-IR-23-

201 

A-FOR-FORT-

011123/1247 
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to read sensitive 

information via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-44249 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

10-Oct-2023 5.3 

A insufficient 

verification of data 

authenticity 

vulnerability [CWE-

345] in 

FortiAnalyzer 

version 7.4.0 and 

below 7.2.3 allows 

a remote 

unauthenticated 

attacker to send 

messages to the 

syslog server of 

FortiAnalyzer via 

the knoweldge of 

an authorized 

device serial 

number. 

CVE ID : CVE-

2023-42782 

https://fortig

uard.com/psir

t/FG-IR-23-

221 

A-FOR-FORT-

011123/1248 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.11 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1249 
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FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.12 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('OS 

Command 

Injection') 

vulnerability [CWE-

78] in 

FortiManager & 

FortiAnalyzer 

version 7.4.0, 

version 7.2.0 

through 7.2.3, 

version 7.0.0 

through 7.0.8, 

https://fortig

uard.com/psir

t/FG-IR-23-

167 

A-FOR-FORT-

011123/1250 
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version 6.4.0 

through 6.4.12 and 

version 6.2.0 

through 6.2.11 may 

allow a local 

attacker with low 

privileges to 

execute 

unauthorized code 

via specifically 

crafted arguments 

to a CLI command 

CVE ID : CVE-

2023-42788 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.1 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

FortiManager 7.4.0 

and 7.2.0 through 

7.2.3 may allow 

attacker to execute 

unauthorized code 

or commands via 

FortiManager cli. 

CVE ID : CVE-

2023-41838 

https://fortig

uard.com/psir

t/FG-IR-23-

169 

A-FOR-FORT-

011123/1251 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.13 

N/A 10-Oct-2023 6.5 

A client-side 

enforcement of 

server-side security 

[CWE-602] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

https://fortig

uard.com/psir

t/FG-IR-23-

187 

A-FOR-FORT-

011123/1252 
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before 7.2.3 may 

allow a remote 

attacker with low 

privileges to access 

a privileged web 

console via client 

side code 

execution. 

CVE ID : CVE-

2023-42787 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

10-Oct-2023 6.5 

An authorization 

bypass through 

user-controlled 

key [CWE-639] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 allows 

a remote attacker 

with low privileges 

to read sensitive 

information via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-44249 

https://fortig

uard.com/psir

t/FG-IR-23-

201 

A-FOR-FORT-

011123/1253 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

10-Oct-2023 5.3 

A insufficient 

verification of data 

authenticity 

vulnerability [CWE-

345] in 

FortiAnalyzer 

version 7.4.0 and 

below 7.2.3 allows 

a remote 

unauthenticated 

attacker to send 

messages to the 

syslog server of 

https://fortig

uard.com/psir

t/FG-IR-23-

221 

A-FOR-FORT-

011123/1254 
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FortiAnalyzer via 

the knoweldge of 

an authorized 

device serial 

number. 

CVE ID : CVE-

2023-42782 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.7 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1255 
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underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.8 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('OS 

Command 

Injection') 

vulnerability [CWE-

78] in 

FortiManager & 

FortiAnalyzer 

version 7.4.0, 

version 7.2.0 

through 7.2.3, 

version 7.0.0 

through 7.0.8, 

version 6.4.0 

through 6.4.12 and 

version 6.2.0 

through 6.2.11 may 

allow a local 

attacker with low 

privileges to 

execute 

unauthorized code 

via specifically 

crafted arguments 

to a CLI command 

CVE ID : CVE-

2023-42788 

https://fortig

uard.com/psir

t/FG-IR-23-

167 

A-FOR-FORT-

011123/1256 

Improper 

Neutralizat

ion of 

Special 

Elements 

10-Oct-2023 7.1 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

https://fortig

uard.com/psir

t/FG-IR-23-

169 

A-FOR-FORT-

011123/1257 
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used in an 

OS 

Command 

('OS 

Command 

Injection') 

command 

injection') in 

FortiManager 7.4.0 

and 7.2.0 through 

7.2.3 may allow 

attacker to execute 

unauthorized code 

or commands via 

FortiManager cli. 

CVE ID : CVE-

2023-41838 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.9 

N/A 10-Oct-2023 6.5 

A client-side 

enforcement of 

server-side security 

[CWE-602] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 may 

allow a remote 

attacker with low 

privileges to access 

a privileged web 

console via client 

side code 

execution. 

CVE ID : CVE-

2023-42787 

https://fortig

uard.com/psir

t/FG-IR-23-

187 

A-FOR-FORT-

011123/1258 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

10-Oct-2023 6.5 

An authorization 

bypass through 

user-controlled 

key [CWE-639] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

https://fortig

uard.com/psir

t/FG-IR-23-

201 

A-FOR-FORT-

011123/1259 
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FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 allows 

a remote attacker 

with low privileges 

to read sensitive 

information via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-44249 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

10-Oct-2023 5.3 

A insufficient 

verification of data 

authenticity 

vulnerability [CWE-

345] in 

FortiAnalyzer 

version 7.4.0 and 

below 7.2.3 allows 

a remote 

unauthenticated 

attacker to send 

messages to the 

syslog server of 

FortiAnalyzer via 

the knoweldge of 

an authorized 

device serial 

number. 

CVE ID : CVE-

2023-42782 

https://fortig

uard.com/psir

t/FG-IR-23-

221 

A-FOR-FORT-

011123/1260 

Affected Version(s): From (including) 7.2.0 Up to (including) 7.2.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('OS 

Command 

Injection') 

vulnerability [CWE-

78] in 

FortiManager & 

https://fortig

uard.com/psir

t/FG-IR-23-

167 

A-FOR-FORT-

011123/1261 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 742 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Command 

Injection') 

FortiAnalyzer 

version 7.4.0, 

version 7.2.0 

through 7.2.3, 

version 7.0.0 

through 7.0.8, 

version 6.4.0 

through 6.4.12 and 

version 6.2.0 

through 6.2.11 may 

allow a local 

attacker with low 

privileges to 

execute 

unauthorized code 

via specifically 

crafted arguments 

to a CLI command 

CVE ID : CVE-

2023-42788 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.1 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

FortiManager 7.4.0 

and 7.2.0 through 

7.2.3 may allow 

attacker to execute 

unauthorized code 

or commands via 

FortiManager cli. 

CVE ID : CVE-

2023-41838 

https://fortig

uard.com/psir

t/FG-IR-23-

169 

A-FOR-FORT-

011123/1262 

N/A 10-Oct-2023 6.5 

A client-side 

enforcement of 

server-side security 

[CWE-602] 

vulnerability in 

Fortinet 

FortiManager 

https://fortig

uard.com/psir

t/FG-IR-23-

187 

A-FOR-FORT-

011123/1263 
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version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 may 

allow a remote 

attacker with low 

privileges to access 

a privileged web 

console via client 

side code 

execution. 

CVE ID : CVE-

2023-42787 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

10-Oct-2023 6.5 

An authorization 

bypass through 

user-controlled 

key [CWE-639] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 allows 

a remote attacker 

with low privileges 

to read sensitive 

information via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-44249 

https://fortig

uard.com/psir

t/FG-IR-23-

201 

A-FOR-FORT-

011123/1264 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

10-Oct-2023 5.3 

A insufficient 

verification of data 

authenticity 

vulnerability [CWE-

345] in 

FortiAnalyzer 

version 7.4.0 and 

below 7.2.3 allows 

a remote 

https://fortig

uard.com/psir

t/FG-IR-23-

221 

A-FOR-FORT-

011123/1265 
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unauthenticated 

attacker to send 

messages to the 

syslog server of 

FortiAnalyzer via 

the knoweldge of 

an authorized 

device serial 

number. 

CVE ID : CVE-

2023-42782 

Product: forticlient 

Affected Version(s): 7.2.1 

N/A 10-Oct-2023 3.3 

An exposure of 

sensitive 

information to an 

unauthorized actor 

vulnerability [CWE-

200] in FortiClient 

for Windows 7.2.0, 

7.0 all versions, 6.4 

all versions, 6.2 all 

versions, Linux 

7.2.0, 7.0 all 

versions, 6.4 all 

versions, 6.2 all 

versions and Mac 

7.2.0 through 7.2.1, 

7.0 all versions, 6.4 

all versions, 6.2 all 

versions, may allow 

a local 

authenticated 

attacker with no 

Administrative 

privileges to 

retrieve the list 

of files or folders 

excluded from 

malware scanning. 

CVE ID : CVE-

2023-37939 

https://fortig

uard.com/psir

t/FG-IR-22-

235 

A-FOR-FORT-

011123/1266 
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Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.9 

N/A 10-Oct-2023 3.3 

An exposure of 

sensitive 

information to an 

unauthorized actor 

vulnerability [CWE-

200] in FortiClient 

for Windows 7.2.0, 

7.0 all versions, 6.4 

all versions, 6.2 all 

versions, Linux 

7.2.0, 7.0 all 

versions, 6.4 all 

versions, 6.2 all 

versions and Mac 

7.2.0 through 7.2.1, 

7.0 all versions, 6.4 

all versions, 6.2 all 

versions, may allow 

a local 

authenticated 

attacker with no 

Administrative 

privileges to 

retrieve the list 

of files or folders 

excluded from 

malware scanning. 

CVE ID : CVE-

2023-37939 

https://fortig

uard.com/psir

t/FG-IR-22-

235 

A-FOR-FORT-

011123/1267 

Affected Version(s): 7.2.0 

N/A 10-Oct-2023 3.3 

An exposure of 

sensitive 

information to an 

unauthorized actor 

vulnerability [CWE-

200] in FortiClient 

for Windows 7.2.0, 

7.0 all versions, 6.4 

all versions, 6.2 all 

versions, Linux 

7.2.0, 7.0 all 

versions, 6.4 all 

https://fortig

uard.com/psir

t/FG-IR-22-

235 

A-FOR-FORT-

011123/1268 
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versions, 6.2 all 

versions and Mac 

7.2.0 through 7.2.1, 

7.0 all versions, 6.4 

all versions, 6.2 all 

versions, may allow 

a local 

authenticated 

attacker with no 

Administrative 

privileges to 

retrieve the list 

of files or folders 

excluded from 

malware scanning. 

CVE ID : CVE-

2023-37939 

Affected Version(s): From (including) 6.2.0 Up to (including) 6.2.9 

N/A 10-Oct-2023 3.3 

An exposure of 

sensitive 

information to an 

unauthorized actor 

vulnerability [CWE-

200] in FortiClient 

for Windows 7.2.0, 

7.0 all versions, 6.4 

all versions, 6.2 all 

versions, Linux 

7.2.0, 7.0 all 

versions, 6.4 all 

versions, 6.2 all 

versions and Mac 

7.2.0 through 7.2.1, 

7.0 all versions, 6.4 

all versions, 6.2 all 

versions, may allow 

a local 

authenticated 

attacker with no 

Administrative 

privileges to 

retrieve the list 

of files or folders 

https://fortig

uard.com/psir

t/FG-IR-22-

235 

A-FOR-FORT-

011123/1269 
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excluded from 

malware scanning. 

CVE ID : CVE-

2023-37939 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.10 

N/A 10-Oct-2023 3.3 

An exposure of 

sensitive 

information to an 

unauthorized actor 

vulnerability [CWE-

200] in FortiClient 

for Windows 7.2.0, 

7.0 all versions, 6.4 

all versions, 6.2 all 

versions, Linux 

7.2.0, 7.0 all 

versions, 6.4 all 

versions, 6.2 all 

versions and Mac 

7.2.0 through 7.2.1, 

7.0 all versions, 6.4 

all versions, 6.2 all 

versions, may allow 

a local 

authenticated 

attacker with no 

Administrative 

privileges to 

retrieve the list 

of files or folders 

excluded from 

malware scanning. 

CVE ID : CVE-

2023-37939 

https://fortig

uard.com/psir

t/FG-IR-22-

235 

A-FOR-FORT-

011123/1270 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.9 

N/A 10-Oct-2023 3.3 

An exposure of 

sensitive 

information to an 

unauthorized actor 

vulnerability [CWE-

200] in FortiClient 

for Windows 7.2.0, 

https://fortig

uard.com/psir

t/FG-IR-22-

235 

A-FOR-FORT-

011123/1271 
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7.0 all versions, 6.4 

all versions, 6.2 all 

versions, Linux 

7.2.0, 7.0 all 

versions, 6.4 all 

versions, 6.2 all 

versions and Mac 

7.2.0 through 7.2.1, 

7.0 all versions, 6.4 

all versions, 6.2 all 

versions, may allow 

a local 

authenticated 

attacker with no 

Administrative 

privileges to 

retrieve the list 

of files or folders 

excluded from 

malware scanning. 

CVE ID : CVE-

2023-37939 

Product: fortiedr 

Affected Version(s): From (including) 5.0.0 Up to (including) 5.0.1 

Insufficient 

Session 

Expiration 

13-Oct-2023 8.1 

A insufficient 

session expiration 

in Fortinet 

FortiEDR version 

5.0.0 through 5.0.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

api request 

CVE ID : CVE-

2023-33303 

https://fortig

uard.com/psir

t/FG-IR-23-

007 

A-FOR-FORT-

011123/1272 

Product: fortiguest 

Affected Version(s): 1.0.0 

Insertion 

of Sensitive 

Informatio

10-Oct-2023 5.5 
An insertion of 

sensitive 

information into 

https://fortig

uard.com/psir

A-FOR-FORT-

011123/1273 
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n into Log 

File 

log file 

vulnerability in 

Fortinet FortiGuest 

1.0.0 allows a local 

attacker to access 

plaintext 

passwords in the 

RADIUS logs. 

CVE ID : CVE-

2023-25604 

t/FG-IR-23-

052 

Product: fortimail 

Affected Version(s): 7.2.1 

Incorrect 

Authorizati

on 

10-Oct-2023 8.8 

An incorrect 

authorization 

vulnerability [CWE-

863] in FortiMail 

webmail version 

7.2.0 through 7.2.2, 

version 7.0.0 

through 7.0.5 and 

below 6.4.7 allows 

an authenticated 

attacker to login on 

other users 

accounts from the 

same web domain 

via crafted HTTP or 

HTTPs requests. 

CVE ID : CVE-

2023-36556 

https://fortig

uard.com/psir

t/FG-IR-23-

202 

A-FOR-FORT-

011123/1274 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

An improper 

neutralization of 

input during web 

page generation 

vulnerability [CWE-

79] in FortiMail 

version 7.2.0 

through 7.2.2 and 

before 7.0.5 allows 

an authenticated 

attacker to inject 

HTML tags in 

https://fortig

uard.com/psir

t/FG-IR-23-

194 

A-FOR-FORT-

011123/1275 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 750 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

FortiMail's calendar 

via input fields. 

CVE ID : CVE-

2023-36637 

Affected Version(s): 7.2.2 

Incorrect 

Authorizati

on 

10-Oct-2023 8.8 

An incorrect 

authorization 

vulnerability [CWE-

863] in FortiMail 

webmail version 

7.2.0 through 7.2.2, 

version 7.0.0 

through 7.0.5 and 

below 6.4.7 allows 

an authenticated 

attacker to login on 

other users 

accounts from the 

same web domain 

via crafted HTTP or 

HTTPs requests. 

CVE ID : CVE-

2023-36556 

https://fortig

uard.com/psir

t/FG-IR-23-

202 

A-FOR-FORT-

011123/1276 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

An improper 

neutralization of 

input during web 

page generation 

vulnerability [CWE-

79] in FortiMail 

version 7.2.0 

through 7.2.2 and 

before 7.0.5 allows 

an authenticated 

attacker to inject 

HTML tags in 

FortiMail's calendar 

via input fields. 

CVE ID : CVE-

2023-36637 

https://fortig

uard.com/psir

t/FG-IR-23-

194 

A-FOR-FORT-

011123/1277 

Affected Version(s): From (including) 6.0.0 Up to (including) 6.0.12 
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Incorrect 

Authorizati

on 

10-Oct-2023 8.8 

An incorrect 

authorization 

vulnerability [CWE-

863] in FortiMail 

webmail version 

7.2.0 through 7.2.2, 

version 7.0.0 

through 7.0.5 and 

below 6.4.7 allows 

an authenticated 

attacker to login on 

other users 

accounts from the 

same web domain 

via crafted HTTP or 

HTTPs requests. 

CVE ID : CVE-

2023-36556 

https://fortig

uard.com/psir

t/FG-IR-23-

202 

A-FOR-FORT-

011123/1278 

Affected Version(s): 7.2.0 

Incorrect 

Authorizati

on 

10-Oct-2023 8.8 

An incorrect 

authorization 

vulnerability [CWE-

863] in FortiMail 

webmail version 

7.2.0 through 7.2.2, 

version 7.0.0 

through 7.0.5 and 

below 6.4.7 allows 

an authenticated 

attacker to login on 

other users 

accounts from the 

same web domain 

via crafted HTTP or 

HTTPs requests. 

CVE ID : CVE-

2023-36556 

https://fortig

uard.com/psir

t/FG-IR-23-

202 

A-FOR-FORT-

011123/1279 

Improper 

Neutralizat

ion of 

Input 

During 

10-Oct-2023 5.4 

An improper 

neutralization of 

input during web 

page generation 

vulnerability [CWE-

https://fortig

uard.com/psir

t/FG-IR-23-

194 

A-FOR-FORT-

011123/1280 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 752 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Web Page 

Generation 

('Cross-site 

Scripting') 

79] in FortiMail 

version 7.2.0 

through 7.2.2 and 

before 7.0.5 allows 

an authenticated 

attacker to inject 

HTML tags in 

FortiMail's calendar 

via input fields. 

CVE ID : CVE-

2023-36637 

Affected Version(s): From (including) 6.2.0 Up to (including) 6.2.9 

Incorrect 

Authorizati

on 

10-Oct-2023 8.8 

An incorrect 

authorization 

vulnerability [CWE-

863] in FortiMail 

webmail version 

7.2.0 through 7.2.2, 

version 7.0.0 

through 7.0.5 and 

below 6.4.7 allows 

an authenticated 

attacker to login on 

other users 

accounts from the 

same web domain 

via crafted HTTP or 

HTTPs requests. 

CVE ID : CVE-

2023-36556 

https://fortig

uard.com/psir

t/FG-IR-23-

202 

A-FOR-FORT-

011123/1281 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.7 

Incorrect 

Authorizati

on 

10-Oct-2023 8.8 

An incorrect 

authorization 

vulnerability [CWE-

863] in FortiMail 

webmail version 

7.2.0 through 7.2.2, 

version 7.0.0 

through 7.0.5 and 

below 6.4.7 allows 

an authenticated 

attacker to login on 

https://fortig

uard.com/psir

t/FG-IR-23-

202 

A-FOR-FORT-

011123/1282 
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other users 

accounts from the 

same web domain 

via crafted HTTP or 

HTTPs requests. 

CVE ID : CVE-

2023-36556 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.5 

Incorrect 

Authorizati

on 

10-Oct-2023 8.8 

An incorrect 

authorization 

vulnerability [CWE-

863] in FortiMail 

webmail version 

7.2.0 through 7.2.2, 

version 7.0.0 

through 7.0.5 and 

below 6.4.7 allows 

an authenticated 

attacker to login on 

other users 

accounts from the 

same web domain 

via crafted HTTP or 

HTTPs requests. 

CVE ID : CVE-

2023-36556 

https://fortig

uard.com/psir

t/FG-IR-23-

202 

A-FOR-FORT-

011123/1283 

Affected Version(s): From (including) 7.0.1 Up to (including) 7.0.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

An improper 

neutralization of 

input during web 

page generation 

vulnerability [CWE-

79] in FortiMail 

version 7.2.0 

through 7.2.2 and 

before 7.0.5 allows 

an authenticated 

attacker to inject 

HTML tags in 

FortiMail's calendar 

via input fields. 

https://fortig

uard.com/psir

t/FG-IR-23-

194 

A-FOR-FORT-

011123/1284 
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CVE ID : CVE-

2023-36637 

Product: fortimanager 

Affected Version(s): 7.2.1 

N/A 10-Oct-2023 9.6 

An improper access 

control 

vulnerability [CWE-

284] in 

FortiManager 

management 

interface 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions may allow 

a remote and 

authenticated 

attacker with at 

least "device 

management" 

permission on his 

profile and 

belonging to a 

specific ADOM to 

add and delete CLI 

script on other 

ADOMs 

CVE ID : CVE-

2023-41679 

https://fortig

uard.com/psir

t/FG-IR-23-

062 

A-FOR-FORT-

011123/1285 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1286 
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through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Affected Version(s): 7.2.2 

N/A 10-Oct-2023 9.6 

An improper access 

control 

vulnerability [CWE-

284] in 

FortiManager 

management 

interface 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions may allow 

a remote and 

https://fortig

uard.com/psir

t/FG-IR-23-

062 

A-FOR-FORT-

011123/1287 
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authenticated 

attacker with at 

least "device 

management" 

permission on his 

profile and 

belonging to a 

specific ADOM to 

add and delete CLI 

script on other 

ADOMs 

CVE ID : CVE-

2023-41679 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1288 
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least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Affected Version(s): 7.4.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('OS 

Command 

Injection') 

vulnerability [CWE-

78] in 

FortiManager & 

FortiAnalyzer 

version 7.4.0, 

version 7.2.0 

through 7.2.3, 

version 7.0.0 

through 7.0.8, 

version 6.4.0 

through 6.4.12 and 

version 6.2.0 

through 6.2.11 may 

allow a local 

attacker with low 

privileges to 

execute 

unauthorized code 

via specifically 

crafted arguments 

to a CLI command 

CVE ID : CVE-

2023-42788 

https://fortig

uard.com/psir

t/FG-IR-23-

167 

A-FOR-FORT-

011123/1289 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.1 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

FortiManager 7.4.0 

and 7.2.0 through 

7.2.3 may allow 

attacker to execute 

unauthorized code 

or commands via 

FortiManager cli. 

CVE ID : CVE-

2023-41838 

https://fortig

uard.com/psir

t/FG-IR-23-

169 

A-FOR-FORT-

011123/1290 

N/A 10-Oct-2023 6.5 

A client-side 

enforcement of 

server-side security 

[CWE-602] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 may 

allow a remote 

attacker with low 

privileges to access 

a privileged web 

console via client 

side code 

execution. 

CVE ID : CVE-

2023-42787 

https://fortig

uard.com/psir

t/FG-IR-23-

187 

A-FOR-FORT-

011123/1291 

Authorizati

on Bypass 

Through 

User-

10-Oct-2023 6.5 

An authorization 

bypass through 

user-controlled 

key [CWE-639] 

vulnerability in 

Fortinet 

https://fortig

uard.com/psir

t/FG-IR-23-

201 

A-FOR-FORT-

011123/1292 
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Controlled 

Key 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 allows 

a remote attacker 

with low privileges 

to read sensitive 

information via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-44249 

Affected Version(s): From (including) 6.0.0 Up to (including) 6.0.12 

N/A 10-Oct-2023 9.6 

An improper access 

control 

vulnerability [CWE-

284] in 

FortiManager 

management 

interface 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions may allow 

a remote and 

authenticated 

attacker with at 

least "device 

management" 

permission on his 

profile and 

belonging to a 

specific ADOM to 

add and delete CLI 

script on other 

ADOMs 

CVE ID : CVE-

2023-41679 

https://fortig

uard.com/psir

t/FG-IR-23-

062 

A-FOR-FORT-

011123/1293 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1294 

Affected Version(s): From (including) 6.2.0 Up to (including) 6.2.11 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('OS 

Command 

Injection') 

vulnerability [CWE-

78] in 

FortiManager & 

FortiAnalyzer 

version 7.4.0, 

version 7.2.0 

through 7.2.3, 

version 7.0.0 

through 7.0.8, 

version 6.4.0 

through 6.4.12 and 

version 6.2.0 

through 6.2.11 may 

allow a local 

attacker with low 

privileges to 

execute 

unauthorized code 

via specifically 

crafted arguments 

to a CLI command 

CVE ID : CVE-

2023-42788 

https://fortig

uard.com/psir

t/FG-IR-23-

167 

A-FOR-FORT-

011123/1295 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.1 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

FortiManager 7.4.0 

and 7.2.0 through 

7.2.3 may allow 

attacker to execute 

unauthorized code 

https://fortig

uard.com/psir

t/FG-IR-23-

169 

A-FOR-FORT-

011123/1296 
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or commands via 

FortiManager cli. 

CVE ID : CVE-

2023-41838 

Affected Version(s): From (including) 6.2.0 Up to (including) 6.2.12 

N/A 10-Oct-2023 9.6 

An improper access 

control 

vulnerability [CWE-

284] in 

FortiManager 

management 

interface 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions may allow 

a remote and 

authenticated 

attacker with at 

least "device 

management" 

permission on his 

profile and 

belonging to a 

specific ADOM to 

add and delete CLI 

script on other 

ADOMs 

CVE ID : CVE-

2023-41679 

https://fortig

uard.com/psir

t/FG-IR-23-

062 

A-FOR-FORT-

011123/1297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1298 
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through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

N/A 10-Oct-2023 6.5 

A client-side 

enforcement of 

server-side security 

[CWE-602] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 may 

allow a remote 

https://fortig

uard.com/psir

t/FG-IR-23-

187 

A-FOR-FORT-

011123/1299 
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attacker with low 

privileges to access 

a privileged web 

console via client 

side code 

execution. 

CVE ID : CVE-

2023-42787 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

10-Oct-2023 6.5 

An authorization 

bypass through 

user-controlled 

key [CWE-639] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 allows 

a remote attacker 

with low privileges 

to read sensitive 

information via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-44249 

https://fortig

uard.com/psir

t/FG-IR-23-

201 

A-FOR-FORT-

011123/1300 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.11 

N/A 10-Oct-2023 9.6 

An improper access 

control 

vulnerability [CWE-

284] in 

FortiManager 

management 

interface 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions may allow 

a remote and 

https://fortig

uard.com/psir

t/FG-IR-23-

062 

A-FOR-FORT-

011123/1301 
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authenticated 

attacker with at 

least "device 

management" 

permission on his 

profile and 

belonging to a 

specific ADOM to 

add and delete CLI 

script on other 

ADOMs 

CVE ID : CVE-

2023-41679 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1302 
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least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.12 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('OS 

Command 

Injection') 

vulnerability [CWE-

78] in 

FortiManager & 

FortiAnalyzer 

version 7.4.0, 

version 7.2.0 

through 7.2.3, 

version 7.0.0 

through 7.0.8, 

version 6.4.0 

through 6.4.12 and 

version 6.2.0 

through 6.2.11 may 

allow a local 

attacker with low 

privileges to 

execute 

unauthorized code 

via specifically 

crafted arguments 

to a CLI command 

CVE ID : CVE-

2023-42788 

https://fortig

uard.com/psir

t/FG-IR-23-

167 

A-FOR-FORT-

011123/1303 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.1 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

FortiManager 7.4.0 

and 7.2.0 through 

7.2.3 may allow 

attacker to execute 

unauthorized code 

or commands via 

FortiManager cli. 

CVE ID : CVE-

2023-41838 

https://fortig

uard.com/psir

t/FG-IR-23-

169 

A-FOR-FORT-

011123/1304 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.13 

N/A 10-Oct-2023 6.5 

A client-side 

enforcement of 

server-side security 

[CWE-602] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 may 

allow a remote 

attacker with low 

privileges to access 

a privileged web 

console via client 

side code 

execution. 

CVE ID : CVE-

2023-42787 

https://fortig

uard.com/psir

t/FG-IR-23-

187 

A-FOR-FORT-

011123/1305 

Authorizati

on Bypass 

Through 

User-

10-Oct-2023 6.5 

An authorization 

bypass through 

user-controlled 

key [CWE-639] 

https://fortig

uard.com/psir

t/FG-IR-23-

201 

A-FOR-FORT-

011123/1306 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 768 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Controlled 

Key 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 allows 

a remote attacker 

with low privileges 

to read sensitive 

information via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-44249 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.7 

N/A 10-Oct-2023 9.6 

An improper access 

control 

vulnerability [CWE-

284] in 

FortiManager 

management 

interface 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions may allow 

a remote and 

authenticated 

attacker with at 

least "device 

management" 

permission on his 

profile and 

belonging to a 

specific ADOM to 

add and delete CLI 

script on other 

ADOMs 

https://fortig

uard.com/psir

t/FG-IR-23-

062 

A-FOR-FORT-

011123/1307 
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CVE ID : CVE-

2023-41679 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1308 
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Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.8 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('OS 

Command 

Injection') 

vulnerability [CWE-

78] in 

FortiManager & 

FortiAnalyzer 

version 7.4.0, 

version 7.2.0 

through 7.2.3, 

version 7.0.0 

through 7.0.8, 

version 6.4.0 

through 6.4.12 and 

version 6.2.0 

through 6.2.11 may 

allow a local 

attacker with low 

privileges to 

execute 

unauthorized code 

via specifically 

crafted arguments 

to a CLI command 

CVE ID : CVE-

2023-42788 

https://fortig

uard.com/psir

t/FG-IR-23-

167 

A-FOR-FORT-

011123/1309 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.1 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

FortiManager 7.4.0 

and 7.2.0 through 

7.2.3 may allow 

attacker to execute 

unauthorized code 

https://fortig

uard.com/psir

t/FG-IR-23-

169 

A-FOR-FORT-

011123/1310 
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or commands via 

FortiManager cli. 

CVE ID : CVE-

2023-41838 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.9 

N/A 10-Oct-2023 6.5 

A client-side 

enforcement of 

server-side security 

[CWE-602] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 may 

allow a remote 

attacker with low 

privileges to access 

a privileged web 

console via client 

side code 

execution. 

CVE ID : CVE-

2023-42787 

https://fortig

uard.com/psir

t/FG-IR-23-

187 

A-FOR-FORT-

011123/1311 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

10-Oct-2023 6.5 

An authorization 

bypass through 

user-controlled 

key [CWE-639] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 allows 

a remote attacker 

with low privileges 

to read sensitive 

information via 

https://fortig

uard.com/psir

t/FG-IR-23-

201 

A-FOR-FORT-

011123/1312 
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crafted HTTP 

requests. 

CVE ID : CVE-

2023-44249 

Affected Version(s): From (including) 7.2.0 Up to (including) 7.2.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('OS 

Command 

Injection') 

vulnerability [CWE-

78] in 

FortiManager & 

FortiAnalyzer 

version 7.4.0, 

version 7.2.0 

through 7.2.3, 

version 7.0.0 

through 7.0.8, 

version 6.4.0 

through 6.4.12 and 

version 6.2.0 

through 6.2.11 may 

allow a local 

attacker with low 

privileges to 

execute 

unauthorized code 

via specifically 

crafted arguments 

to a CLI command 

CVE ID : CVE-

2023-42788 

https://fortig

uard.com/psir

t/FG-IR-23-

167 

A-FOR-FORT-

011123/1313 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

10-Oct-2023 7.1 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

https://fortig

uard.com/psir

t/FG-IR-23-

169 

A-FOR-FORT-

011123/1314 
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Command 

('OS 

Command 

Injection') 

FortiManager 7.4.0 

and 7.2.0 through 

7.2.3 may allow 

attacker to execute 

unauthorized code 

or commands via 

FortiManager cli. 

CVE ID : CVE-

2023-41838 

N/A 10-Oct-2023 6.5 

A client-side 

enforcement of 

server-side security 

[CWE-602] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 may 

allow a remote 

attacker with low 

privileges to access 

a privileged web 

console via client 

side code 

execution. 

CVE ID : CVE-

2023-42787 

https://fortig

uard.com/psir

t/FG-IR-23-

187 

A-FOR-FORT-

011123/1315 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

10-Oct-2023 6.5 

An authorization 

bypass through 

user-controlled 

key [CWE-639] 

vulnerability in 

Fortinet 

FortiManager 

version 7.4.0 and 

before 7.2.3 and 

FortiAnalyzer 

version 7.4.0 and 

before 7.2.3 allows 

a remote attacker 

https://fortig

uard.com/psir

t/FG-IR-23-

201 

A-FOR-FORT-

011123/1316 
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with low privileges 

to read sensitive 

information via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-44249 

Affected Version(s): 7.2.0 

N/A 10-Oct-2023 9.6 

An improper access 

control 

vulnerability [CWE-

284] in 

FortiManager 

management 

interface 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions may allow 

a remote and 

authenticated 

attacker with at 

least "device 

management" 

permission on his 

profile and 

belonging to a 

specific ADOM to 

add and delete CLI 

script on other 

ADOMs 

CVE ID : CVE-

2023-41679 

https://fortig

uard.com/psir

t/FG-IR-23-

062 

A-FOR-FORT-

011123/1317 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

10-Oct-2023 7.8 

An improper 

neutralization of 

special elements 

used in an OS 

Command ('OS 

Command 

Injection') 

vulnerability [CWE-

https://fortig

uard.com/psir

t/FG-IR-22-

352 

A-FOR-FORT-

011123/1318 
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('OS 

Command 

Injection') 

78 ] in 

FortiManager 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions, 

FortiAnalyzer 7.2.0 

through 7.2.2, 7.0.0 

through 7.0.7, 6.4.0 

through 6.4.11, 6.2 

all versions, 6.0 all 

versions and 

FortiADC  7.1.0, 

7.0.0 through 7.0.3, 

6.2 all versions, 6.1 

all versions,  6.0 all 

versions 

management 

interface may allow 

an authenticated 

attacker with at 

least READ 

permissions on 

system settings to 

execute arbitrary 

commands on the 

underlying shell 

due to an 

unsafe usage of the 

wordexp function. 

CVE ID : CVE-

2023-25607 

Product: fortios_ips_engine 

Affected Version(s): * Up to (including) 6.158 

Interpretat

ion Conflict 
10-Oct-2023 7.5 

A interpretation 

conflict in Fortinet 

IPS Engine versions 

7.321, 7.166 and 

6.158 allows 

attacker to evade 

IPS features via 

https://fortig

uard.com/psir

t/FG-IR-23-

090 

A-FOR-FORT-

011123/1319 
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crafted TCP 

packets. 

CVE ID : CVE-

2023-40718 

Affected Version(s): * Up to (including) 7.165 

Interpretat

ion Conflict 
10-Oct-2023 7.5 

A interpretation 

conflict in Fortinet 

IPS Engine versions 

7.321, 7.166 and 

6.158 allows 

attacker to evade 

IPS features via 

crafted TCP 

packets. 

CVE ID : CVE-

2023-40718 

https://fortig

uard.com/psir

t/FG-IR-23-

090 

A-FOR-FORT-

011123/1320 

Affected Version(s): * Up to (including) 7.312 

Interpretat

ion Conflict 
10-Oct-2023 7.5 

A interpretation 

conflict in Fortinet 

IPS Engine versions 

7.321, 7.166 and 

6.158 allows 

attacker to evade 

IPS features via 

crafted TCP 

packets. 

CVE ID : CVE-

2023-40718 

https://fortig

uard.com/psir

t/FG-IR-23-

090 

A-FOR-FORT-

011123/1321 

Product: fortiproxy 

Affected Version(s): 7.2.1 

Use After 

Free 
10-Oct-2023 5.3 

A use after free 

vulnerability [CWE-

416] in FortiOS 

version 7.2.0 

through 7.2.4 and 

version 7.0.0 

through 7.0.10 and 

FortiProxy version 

7.2.0 through 7.2.2 

and version 7.0.0 

through 7.0.8 may 

https://fortig

uard.com/psir

t/FG-IR-23-

184 

A-FOR-FORT-

011123/1322 
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allow an 

unauthenticated 

remote attacker to 

crash the WAD 

process via 

multiple crafted 

packets reaching 

proxy policies or 

firewall policies 

with proxy mode 

alongside SSL deep 

packet inspection. 

CVE ID : CVE-

2023-41675 

Affected Version(s): 7.2.2 

Use After 

Free 
10-Oct-2023 5.3 

A use after free 

vulnerability [CWE-

416] in FortiOS 

version 7.2.0 

through 7.2.4 and 

version 7.0.0 

through 7.0.10 and 

FortiProxy version 

7.2.0 through 7.2.2 

and version 7.0.0 

through 7.0.8 may 

allow an 

unauthenticated 

remote attacker to 

crash the WAD 

process via 

multiple crafted 

packets reaching 

proxy policies or 

firewall policies 

with proxy mode 

alongside SSL deep 

packet inspection. 

CVE ID : CVE-

2023-41675 

https://fortig

uard.com/psir

t/FG-IR-23-

184 

A-FOR-FORT-

011123/1323 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.8 
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Use After 

Free 
10-Oct-2023 5.3 

A use after free 

vulnerability [CWE-

416] in FortiOS 

version 7.2.0 

through 7.2.4 and 

version 7.0.0 

through 7.0.10 and 

FortiProxy version 

7.2.0 through 7.2.2 

and version 7.0.0 

through 7.0.8 may 

allow an 

unauthenticated 

remote attacker to 

crash the WAD 

process via 

multiple crafted 

packets reaching 

proxy policies or 

firewall policies 

with proxy mode 

alongside SSL deep 

packet inspection. 

CVE ID : CVE-

2023-41675 

https://fortig

uard.com/psir

t/FG-IR-23-

184 

A-FOR-FORT-

011123/1324 

Affected Version(s): 7.2.0 

Use After 

Free 
10-Oct-2023 5.3 

A use after free 

vulnerability [CWE-

416] in FortiOS 

version 7.2.0 

through 7.2.4 and 

version 7.0.0 

through 7.0.10 and 

FortiProxy version 

7.2.0 through 7.2.2 

and version 7.0.0 

through 7.0.8 may 

allow an 

unauthenticated 

remote attacker to 

crash the WAD 

process via 

multiple crafted 

https://fortig

uard.com/psir

t/FG-IR-23-

184 

A-FOR-FORT-

011123/1325 
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packets reaching 

proxy policies or 

firewall policies 

with proxy mode 

alongside SSL deep 

packet inspection. 

CVE ID : CVE-

2023-41675 

Product: fortisandbox 

Affected Version(s): 2.4.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41680 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1326 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1327 
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Generation 

('Cross-site 

Scripting') 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41681 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41843 

https://fortig

uard.com/psir

t/FG-IR-23-

273 

A-FOR-FORT-

011123/1328 

Affected Version(s): 4.4.0 
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Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

13-Oct-2023 7.5 

A improper 

limitation of a 

pathname to a 

restricted directory 

('path traversal') in 

Fortinet 

FortiSandbox 

version 4.4.0 and 

4.2.0 through 4.2.5 

and 4.0.0 through 

4.0.3 and 3.2.0 

through 3.2.4 and 

2.5.0 through 2.5.2 

and 2.4.1 and 2.4.0 

allows attacker to 

denial of service via 

crafted http 

requests. 

CVE ID : CVE-

2023-41682 

https://fortig

uard.com/psir

t/FG-IR-23-

280 

A-FOR-FORT-

011123/1329 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

An improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.0 and 

4.2.0 through 4.2.4, 

and 4.0.0 through 

4.0.4 and 3.2.0 

through 3.2.4 and 

3.1.0 through 3.1.5 

and 3.0.4 through 

3.0.7 allows 

attacker to execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41836 

https://fortig

uard.com/psir

t/FG-IR-23-

215 

A-FOR-FORT-

011123/1330 
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Affected Version(s): From (including) 2.4.0 Up to (including) 2.4.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

13-Oct-2023 7.5 

A improper 

limitation of a 

pathname to a 

restricted directory 

('path traversal') in 

Fortinet 

FortiSandbox 

version 4.4.0 and 

4.2.0 through 4.2.5 

and 4.0.0 through 

4.0.3 and 3.2.0 

through 3.2.4 and 

2.5.0 through 2.5.2 

and 2.4.1 and 2.4.0 

allows attacker to 

denial of service via 

crafted http 

requests. 

CVE ID : CVE-

2023-41682 

https://fortig

uard.com/psir

t/FG-IR-23-

280 

A-FOR-FORT-

011123/1331 

Affected Version(s): From (including) 2.5.0 Up to (including) 2.5.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

13-Oct-2023 7.5 

A improper 

limitation of a 

pathname to a 

restricted directory 

('path traversal') in 

Fortinet 

FortiSandbox 

version 4.4.0 and 

4.2.0 through 4.2.5 

and 4.0.0 through 

4.0.3 and 3.2.0 

through 3.2.4 and 

2.5.0 through 2.5.2 

and 2.4.1 and 2.4.0 

allows attacker to 

denial of service via 

crafted http 

requests. 

CVE ID : CVE-

2023-41682 

https://fortig

uard.com/psir

t/FG-IR-23-

280 

A-FOR-FORT-

011123/1332 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 783 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41680 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1333 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1334 
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2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41681 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41843 

https://fortig

uard.com/psir

t/FG-IR-23-

273 

A-FOR-FORT-

011123/1335 

Affected Version(s): From (including) 3.0.0 Up to (including) 3.0.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1336 
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and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41680 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41681 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1337 

Improper 

Neutralizat

ion of 

13-Oct-2023 5.4 
A improper 

neutralization of 

input during web 

https://fortig

uard.com/psir

A-FOR-FORT-

011123/1338 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41843 

t/FG-IR-23-

273 

Affected Version(s): From (including) 3.0.4 Up to (including) 3.0.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

An improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.0 and 

4.2.0 through 4.2.4, 

and 4.0.0 through 

4.0.4 and 3.2.0 

through 3.2.4 and 

3.1.0 through 3.1.5 

and 3.0.4 through 

3.0.7 allows 

attacker to execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41836 

https://fortig

uard.com/psir

t/FG-IR-23-

215 

A-FOR-FORT-

011123/1339 

Affected Version(s): From (including) 3.1.0 Up to (including) 3.1.5 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41680 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1340 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1341 
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2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41681 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

An improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.0 and 

4.2.0 through 4.2.4, 

and 4.0.0 through 

4.0.4 and 3.2.0 

through 3.2.4 and 

3.1.0 through 3.1.5 

and 3.0.4 through 

3.0.7 allows 

attacker to execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41836 

https://fortig

uard.com/psir

t/FG-IR-23-

215 

A-FOR-FORT-

011123/1342 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

https://fortig

uard.com/psir

t/FG-IR-23-

273 

A-FOR-FORT-

011123/1343 
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4.0.0 through 4.0.3 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41843 

Affected Version(s): From (including) 3.2.0 Up to (including) 3.2.4 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

13-Oct-2023 7.5 

A improper 

limitation of a 

pathname to a 

restricted directory 

('path traversal') in 

Fortinet 

FortiSandbox 

version 4.4.0 and 

4.2.0 through 4.2.5 

and 4.0.0 through 

4.0.3 and 3.2.0 

through 3.2.4 and 

2.5.0 through 2.5.2 

and 2.4.1 and 2.4.0 

allows attacker to 

denial of service via 

crafted http 

requests. 

CVE ID : CVE-

2023-41682 

https://fortig

uard.com/psir

t/FG-IR-23-

280 

A-FOR-FORT-

011123/1344 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1345 
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and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41680 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41681 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1346 

Improper 

Neutralizat

ion of 

13-Oct-2023 6.1 
An improper 

neutralization of 

input during web 

https://fortig

uard.com/psir

A-FOR-FORT-

011123/1347 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.0 and 

4.2.0 through 4.2.4, 

and 4.0.0 through 

4.0.4 and 3.2.0 

through 3.2.4 and 

3.1.0 through 3.1.5 

and 3.0.4 through 

3.0.7 allows 

attacker to execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41836 

t/FG-IR-23-

215 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41843 

https://fortig

uard.com/psir

t/FG-IR-23-

273 

A-FOR-FORT-

011123/1348 

Affected Version(s): From (including) 4.0.0 Up to (including) 4.0.3 
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Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

13-Oct-2023 7.5 

A improper 

limitation of a 

pathname to a 

restricted directory 

('path traversal') in 

Fortinet 

FortiSandbox 

version 4.4.0 and 

4.2.0 through 4.2.5 

and 4.0.0 through 

4.0.3 and 3.2.0 

through 3.2.4 and 

2.5.0 through 2.5.2 

and 2.4.1 and 2.4.0 

allows attacker to 

denial of service via 

crafted http 

requests. 

CVE ID : CVE-

2023-41682 

https://fortig

uard.com/psir

t/FG-IR-23-

280 

A-FOR-FORT-

011123/1349 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1350 
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crafted HTTP 

requests. 

CVE ID : CVE-

2023-41680 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41681 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1351 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

allows attacker to 

https://fortig

uard.com/psir

t/FG-IR-23-

273 

A-FOR-FORT-

011123/1352 
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execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41843 

Affected Version(s): From (including) 4.0.0 Up to (including) 4.0.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

An improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.0 and 

4.2.0 through 4.2.4, 

and 4.0.0 through 

4.0.4 and 3.2.0 

through 3.2.4 and 

3.1.0 through 3.1.5 

and 3.0.4 through 

3.0.7 allows 

attacker to execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41836 

https://fortig

uard.com/psir

t/FG-IR-23-

215 

A-FOR-FORT-

011123/1353 

Affected Version(s): From (including) 4.2.0 Up to (including) 4.2.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

An improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.0 and 

4.2.0 through 4.2.4, 

https://fortig

uard.com/psir

t/FG-IR-23-

215 

A-FOR-FORT-

011123/1354 
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and 4.0.0 through 

4.0.4 and 3.2.0 

through 3.2.4 and 

3.1.0 through 3.1.5 

and 3.0.4 through 

3.0.7 allows 

attacker to execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41836 

Affected Version(s): From (including) 4.2.0 Up to (including) 4.2.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

13-Oct-2023 7.5 

A improper 

limitation of a 

pathname to a 

restricted directory 

('path traversal') in 

Fortinet 

FortiSandbox 

version 4.4.0 and 

4.2.0 through 4.2.5 

and 4.0.0 through 

4.0.3 and 3.2.0 

through 3.2.4 and 

2.5.0 through 2.5.2 

and 2.4.1 and 2.4.0 

allows attacker to 

denial of service via 

crafted http 

requests. 

CVE ID : CVE-

2023-41682 

https://fortig

uard.com/psir

t/FG-IR-23-

280 

A-FOR-FORT-

011123/1355 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1356 
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('Cross-site 

Scripting') 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41680 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1357 
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CVE ID : CVE-

2023-41681 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41843 

https://fortig

uard.com/psir

t/FG-IR-23-

273 

A-FOR-FORT-

011123/1358 

Affected Version(s): From (including) 4.4.0 Up to (including) 4.4.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1359 
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unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41680 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 6.1 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

4.0.0 through 4.0.3 

and 3.2.0 through 

3.2.4 and 3.1.0 

through 3.1.5 and 

3.0.0 through 3.0.7 

and 2.5.0 through 

2.5.2 and 2.4.1 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41681 

https://fortig

uard.com/psir

t/FG-IR-23-

311 

A-FOR-FORT-

011123/1360 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

A improper 

neutralization of 

input during web 

page generation 

('cross-site 

scripting') in 

Fortinet 

FortiSandbox 

version 4.4.1 and 

4.4.0 and 4.2.0 

through 4.2.5 and 

https://fortig

uard.com/psir

t/FG-IR-23-

273 

A-FOR-FORT-

011123/1361 
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4.0.0 through 4.0.3 

allows attacker to 

execute 

unauthorized code 

or commands via 

crafted HTTP 

requests. 

CVE ID : CVE-

2023-41843 

Product: fortisiem 

Affected Version(s): 6.4.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.0.0 and 

6.7.0 through 6.7.5 

and 6.6.0 through 

6.6.3 and 6.5.0 

through 6.5.1 and 

6.4.0 through 6.4.2 

allows attacker to 

execute 

unauthorized code 

or commands 

via crafted API 

requests. 

CVE ID : CVE-

2023-34992 

https://fortig

uard.com/psir

t/FG-IR-23-

130 

A-FOR-FORT-

011123/1362 

Affected Version(s): 6.4.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

https://fortig

uard.com/psir

t/FG-IR-23-

130 

A-FOR-FORT-

011123/1363 
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('OS 

Command 

Injection') 

version 7.0.0 and 

6.7.0 through 6.7.5 

and 6.6.0 through 

6.6.3 and 6.5.0 

through 6.5.1 and 

6.4.0 through 6.4.2 

allows attacker to 

execute 

unauthorized code 

or commands 

via crafted API 

requests. 

CVE ID : CVE-

2023-34992 

Affected Version(s): 6.4.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.0.0 and 

6.7.0 through 6.7.5 

and 6.6.0 through 

6.6.3 and 6.5.0 

through 6.5.1 and 

6.4.0 through 6.4.2 

allows attacker to 

execute 

unauthorized code 

or commands 

via crafted API 

requests. 

CVE ID : CVE-

2023-34992 

https://fortig

uard.com/psir

t/FG-IR-23-

130 

A-FOR-FORT-

011123/1364 

Affected Version(s): 6.5.0 

Improper 

Neutralizat

ion of 

Special 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

https://fortig

uard.com/psir

t/FG-IR-23-

130 

A-FOR-FORT-

011123/1365 
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Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.0.0 and 

6.7.0 through 6.7.5 

and 6.6.0 through 

6.6.3 and 6.5.0 

through 6.5.1 and 

6.4.0 through 6.4.2 

allows attacker to 

execute 

unauthorized code 

or commands 

via crafted API 

requests. 

CVE ID : CVE-

2023-34992 

Affected Version(s): 6.5.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.0.0 and 

6.7.0 through 6.7.5 

and 6.6.0 through 

6.6.3 and 6.5.0 

through 6.5.1 and 

6.4.0 through 6.4.2 

allows attacker to 

execute 

unauthorized code 

or commands 

via crafted API 

requests. 

CVE ID : CVE-

2023-34992 

https://fortig

uard.com/psir

t/FG-IR-23-

130 

A-FOR-FORT-

011123/1366 

Affected Version(s): 7.0.0 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.0.0 and 

6.7.0 through 6.7.5 

and 6.6.0 through 

6.6.3 and 6.5.0 

through 6.5.1 and 

6.4.0 through 6.4.2 

allows attacker to 

execute 

unauthorized code 

or commands 

via crafted API 

requests. 

CVE ID : CVE-

2023-34992 

https://fortig

uard.com/psir

t/FG-IR-23-

130 

A-FOR-FORT-

011123/1367 

Affected Version(s): From (including) 6.6.0 Up to (including) 6.6.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.0.0 and 

6.7.0 through 6.7.5 

and 6.6.0 through 

6.6.3 and 6.5.0 

through 6.5.1 and 

6.4.0 through 6.4.2 

allows attacker to 

execute 

unauthorized code 

or commands 

via crafted API 

requests. 

https://fortig

uard.com/psir

t/FG-IR-23-

130 

A-FOR-FORT-

011123/1368 
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CVE ID : CVE-

2023-34992 

Affected Version(s): From (including) 6.7.0 Up to (including) 6.7.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.0.0 and 

6.7.0 through 6.7.5 

and 6.6.0 through 

6.6.3 and 6.5.0 

through 6.5.1 and 

6.4.0 through 6.4.2 

allows attacker to 

execute 

unauthorized code 

or commands 

via crafted API 

requests. 

CVE ID : CVE-

2023-34992 

https://fortig

uard.com/psir

t/FG-IR-23-

130 

A-FOR-FORT-

011123/1369 

Product: fortiwlm 

Affected Version(s): From (including) 8.5.0 Up to (including) 8.5.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

https://fortig

uard.com/psir

t/FG-IR-23-

140 

A-FOR-FORT-

011123/1370 
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specifically crafted 

http get request 

parameters. 

CVE ID : CVE-

2023-34993 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

http get request 

parameters. 

CVE ID : CVE-

2023-36547 

https://fortig

uard.com/psir

t/FG-IR-23-

140 

A-FOR-FORT-

011123/1371 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

https://fortig

uard.com/psir

t/FG-IR-23-

140 

A-FOR-FORT-

011123/1372 
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http get request 

parameters. 

CVE ID : CVE-

2023-36548 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

http get request 

parameters. 

CVE ID : CVE-

2023-36549 

https://fortig

uard.com/psir

t/FG-IR-23-

140 

A-FOR-FORT-

011123/1373 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

http get request 

parameters. 

https://fortig

uard.com/psir

t/FG-IR-23-

140 

A-FOR-FORT-

011123/1374 
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CVE ID : CVE-

2023-36550 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 8.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

HTTP get request 

parameters. 

CVE ID : CVE-

2023-34985 

https://fortig

uard.com/psir

t/FG-IR-23-

141 

A-FOR-FORT-

011123/1375 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 8.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

HTTP get request 

parameters. 

CVE ID : CVE-

2023-34986 

https://fortig

uard.com/psir

t/FG-IR-23-

141 

A-FOR-FORT-

011123/1376 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 8.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

HTTP get request 

parameters. 

CVE ID : CVE-

2023-34987 

https://fortig

uard.com/psir

t/FG-IR-23-

141 

A-FOR-FORT-

011123/1377 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 8.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

HTTP get request 

parameters. 

CVE ID : CVE-

2023-34988 

https://fortig

uard.com/psir

t/FG-IR-23-

141 

A-FOR-FORT-

011123/1378 

Improper 

Neutralizat

ion of 

10-Oct-2023 8.8 
A improper 

neutralization of 

special elements 

https://fortig

uard.com/psir

A-FOR-FORT-

011123/1379 
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Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

HTTP get request 

parameters. 

CVE ID : CVE-

2023-34989 

t/FG-IR-23-

141 

Affected Version(s): From (including) 8.6.0 Up to (including) 8.6.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

http get request 

parameters. 

CVE ID : CVE-

2023-34993 

https://fortig

uard.com/psir

t/FG-IR-23-

140 

A-FOR-FORT-

011123/1380 

Improper 

Neutralizat

ion of 

Special 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

https://fortig

uard.com/psir

t/FG-IR-23-

140 

A-FOR-FORT-

011123/1381 
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Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

http get request 

parameters. 

CVE ID : CVE-

2023-36547 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

http get request 

parameters. 

CVE ID : CVE-

2023-36548 

https://fortig

uard.com/psir

t/FG-IR-23-

140 

A-FOR-FORT-

011123/1382 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

https://fortig

uard.com/psir

t/FG-IR-23-

140 

A-FOR-FORT-

011123/1383 
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Command 

('OS 

Command 

Injection') 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

http get request 

parameters. 

CVE ID : CVE-

2023-36549 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

http get request 

parameters. 

CVE ID : CVE-

2023-36550 

https://fortig

uard.com/psir

t/FG-IR-23-

140 

A-FOR-FORT-

011123/1384 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

10-Oct-2023 8.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

https://fortig

uard.com/psir

t/FG-IR-23-

141 

A-FOR-FORT-

011123/1385 
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Command 

Injection') 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

HTTP get request 

parameters. 

CVE ID : CVE-

2023-34985 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 8.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

HTTP get request 

parameters. 

CVE ID : CVE-

2023-34986 

https://fortig

uard.com/psir

t/FG-IR-23-

141 

A-FOR-FORT-

011123/1386 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 8.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

https://fortig

uard.com/psir

t/FG-IR-23-

141 

A-FOR-FORT-

011123/1387 
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unauthorized code 

or commands via 

specifically crafted 

HTTP get request 

parameters. 

CVE ID : CVE-

2023-34987 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 8.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

HTTP get request 

parameters. 

CVE ID : CVE-

2023-34988 

https://fortig

uard.com/psir

t/FG-IR-23-

141 

A-FOR-FORT-

011123/1388 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 8.8 

A improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiWLM 

version 8.6.0 

through 8.6.5 and 

8.5.0 through 8.5.4 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

https://fortig

uard.com/psir

t/FG-IR-23-

141 

A-FOR-FORT-

011123/1389 
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HTTP get request 

parameters. 

CVE ID : CVE-

2023-34989 

Vendor: frappe 

Product: frappe_lms 

Affected Version(s): 1.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Oct-2023 6.1 

Cross-site Scripting 

(XSS) - Generic in 

GitHub repository 

frappe/lms prior to 

5614a6203fb7d438

be8e2b1e3030e45

28d170ec4. 

CVE ID : CVE-

2023-5555 

https://huntr.

dev/bounties/

f6d688ee-

b049-4f85-

ac3e-

f4d3e29e7b9f, 

https://github

.com/frappe/l

ms/commit/5

614a6203fb7

d438be8e2b1

e3030e4528d

170ec4 

A-FRA-FRAP-

011123/1390 

Vendor: free5gc 

Product: free5gc 

Affected Version(s): 1.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

02-Oct-2023 9.8 

Cross-Site Request 

Forgery 

vulnerability, 

whose exploitation 

could allow an 

attacker to perform 

different actions on 

the platform as an 

administrator, 

simply by changing 

the token value to 

"admin". It is also 

possible to perform 

POST, GET and 

DELETE requests 

without any token 

value. Therefore, an 

unprivileged 

N/A 
A-FRE-FREE-

011123/1391 
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remote user is able 

to create, delete 

and modify users 

within 

theapplication. 

CVE ID : CVE-

2023-4659 

Vendor: freeopcua 

Product: opcua-asyncio 

Affected Version(s): * Up to (excluding) 0.9.96 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Versions of the 

package asyncua 

before 0.9.96 are 

vulnerable to 

Improper 

Authentication 

such that it is 

possible to access 

Address Space 

without encryption 

and authentication. 

 

**Note:** 

 

This issue is a 

result of missing 

checks for services 

that require an 

active session. 

CVE ID : CVE-

2023-26150 

https://github

.com/FreeOpc

Ua/opcua-

asyncio/com

mit/b4106dfd

5037423c9d1

810b48a9729

6b59cde513, 

https://github

.com/FreeOpc

Ua/opcua-

asyncio/com

mit/2be7ce80

df05de8d6c6a

e1ebce6fa2bb

7147844a, 

https://securi

ty.snyk.io/vul

n/SNYK-

PYTHON-

ASYNCUA-

5673435 

A-FRE-OPCU-

011123/1392 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

03-Oct-2023 7.5 

Versions of the 

package asyncua 

before 0.9.96 are 

vulnerable to 

Denial of Service 

(DoS) such that an 

attacker can send a 

malformed packet 

and as a result, the 

https://securi

ty.snyk.io/vul

n/SNYK-

PYTHON-

ASYNCUA-

5673709, 

https://github

.com/FreeOpc

Ua/opcua-

A-FRE-OPCU-

011123/1393 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 815 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

server will enter 

into an infinite loop 

and consume 

excessive memory. 

CVE ID : CVE-

2023-26151 

asyncio/pull/

1039, 

https://github

.com/FreeOpc

Ua/opcua-

asyncio/com

mit/f6603daa

34a93a658f0e

176cb0b9ee5

a6643b262 

Vendor: Froxlor 

Product: froxlor 

Affected Version(s): * Up to (excluding) 2.0.22 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

froxlor/froxlor 

prior to 2.0.22. 

CVE ID : CVE-

2023-4829 

https://huntr.

dev/bounties/

babd73ca-

6c80-4145-

8c7d-

33a883fe606b

, 

https://github

.com/froxlor/f

roxlor/commi

t/4711a4143

60782fe4fc94f

7c25027077c

bcdf73d 

A-FRO-FROX-

011123/1394 

Affected Version(s): * Up to (excluding) 2.1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 4.8 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

froxlor/froxlor 

prior to 2.1.0-dev1. 

CVE ID : CVE-

2023-5564 

https://github

.com/froxlor/f

roxlor/commi

t/e8ed43056c

1665522a586

e3485da67f2b

df073aa, 

https://huntr.

dev/bounties/

9254d8f3-

a847-4ae8-

8477-

d2ce027cff5c 

A-FRO-FROX-

011123/1395 
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Vendor: fsevents_project 

Product: fsevents 

Affected Version(s): * Up to (excluding) 1.2.11 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

06-Oct-2023 9.8 

fsevents before 

1.2.11 depends on 

the 

https://fsevents-

binaries.s3-us-

west-

2.amazonaws.com 

URL, which might 

allow an adversary 

to execute arbitrary 

code if any 

JavaScript project 

(that depends on 

fsevents) 

distributes code 

that was obtained 

from that URL at a 

time when it was 

controlled by an 

adversary. 

CVE ID : CVE-

2023-45311 

https://github

.com/cloudfla

re/hugo-

cloudflare-

docs/blob/e0f

7cfa195af8ef1

bfa51a487be7

d34ba298ed0

6/package-

lock.json#L49

4, 

https://github

.com/fsevents

/fsevents/co

mpare/v1.2.1

0...v1.2.11 

A-FSE-FSEV-

011123/1396 

Vendor: fugu 

Product: maintenance_switch 

Affected Version(s): * Up to (including) 1.5.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Fugu Maintenance 

Switch plugin 

<= 1.5.2 versions. 

CVE ID : CVE-

2023-29235 

N/A 
A-FUG-MAIN-

011123/1397 

Vendor: futuriowp 

Product: futurio_extra 

Affected Version(s): * Up to (including) 1.8.4 
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Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability 

in FuturioWP 

Futurio Extra 

plugin <= 1.8.4 

versions leads 

to activation of 

arbitrary plugin. 

CVE ID : CVE-

2023-40201 

N/A 
A-FUT-FUTU-

011123/1398 

Vendor: garden 

Product: garden 

Affected Version(s): * Up to (excluding) 0.12.65 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

09-Oct-2023 9 

Garden provides 

automation for 

Kubernetes 

development and 

testing. Prior tov 

ersions 0.13.17 and 

0.12.65, Garden has 

a dependency on 

the cryo library, 

which is vulnerable 

to code injection 

due to an insecure 

implementation of 

deserialization. 

Garden stores 

serialized objects 

using cryo in the 

Kubernetes 

`ConfigMap` 

resources prefixed 

with `test-result` 

and `run-result` to 

cache Garden test 

and run results. 

These `ConfigMaps` 

are stored either in 

the `garden-system` 

namespace or the 

https://github

.com/garden-

io/garden/co

mmit/311796

4da40d3114f

129a6131b4a

da89eaa4eb8c

, 

https://github

.com/garden-

io/garden/sec

urity/advisori

es/GHSA-

hm75-6vc9-

8rpr 

A-GAR-GARD-

011123/1399 
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configured user 

namespace. When a 

user invokes the 

command `garden 

test` or `garden 

run` objects stored 

in the `ConfigMap` 

are retrieved and 

deserialized. This 

can be used by an 

attacker with 

access to the 

Kubernetes cluster 

to store malicious 

objects in the 

`ConfigMap`, which 

can trigger a 

remote code 

execution on the 

users machine 

when cryo 

deserializes the 

object. In order to 

exploit this 

vulnerability, an 

attacker must have 

access to the 

Kubernetes cluster 

used to deploy 

garden remote 

environments. 

Further, a user 

must actively 

invoke either a 

`garden test` or 

`garden run` which 

has previously 

cached results. The 

issue has been 

patched in Garden 

versions `0.13.17` 

(Bonsai) and 

`0.12.65` (Acorn). 

Only Garden 
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versions prior to 

these are 

vulnerable. No 

known 

workarounds are 

available. 

CVE ID : CVE-

2023-44392 

Affected Version(s): From (including) 0.13.0 Up to (excluding) 0.13.17 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

09-Oct-2023 9 

Garden provides 

automation for 

Kubernetes 

development and 

testing. Prior tov 

ersions 0.13.17 and 

0.12.65, Garden has 

a dependency on 

the cryo library, 

which is vulnerable 

to code injection 

due to an insecure 

implementation of 

deserialization. 

Garden stores 

serialized objects 

using cryo in the 

Kubernetes 

`ConfigMap` 

resources prefixed 

with `test-result` 

and `run-result` to 

cache Garden test 

and run results. 

These `ConfigMaps` 

are stored either in 

the `garden-system` 

namespace or the 

configured user 

namespace. When a 

user invokes the 

command `garden 

test` or `garden 

run` objects stored 

https://github

.com/garden-

io/garden/co

mmit/311796

4da40d3114f

129a6131b4a

da89eaa4eb8c

, 

https://github

.com/garden-

io/garden/sec

urity/advisori

es/GHSA-

hm75-6vc9-

8rpr 

A-GAR-GARD-

011123/1400 
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in the `ConfigMap` 

are retrieved and 

deserialized. This 

can be used by an 

attacker with 

access to the 

Kubernetes cluster 

to store malicious 

objects in the 

`ConfigMap`, which 

can trigger a 

remote code 

execution on the 

users machine 

when cryo 

deserializes the 

object. In order to 

exploit this 

vulnerability, an 

attacker must have 

access to the 

Kubernetes cluster 

used to deploy 

garden remote 

environments. 

Further, a user 

must actively 

invoke either a 

`garden test` or 

`garden run` which 

has previously 

cached results. The 

issue has been 

patched in Garden 

versions `0.13.17` 

(Bonsai) and 

`0.12.65` (Acorn). 

Only Garden 

versions prior to 

these are 

vulnerable. No 

known 

workarounds are 

available. 
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CVE ID : CVE-

2023-44392 

Vendor: gdidees 

Product: gdidees_cms 

Affected Version(s): 3.9.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Oct-2023 5.4 

GDidees CMS 3.0 is 

affected by a Cross-

Site Scripting (XSS) 

vulnerability that 

allows attackers to 

execute arbitrary 

code via a crafted 

payload to the Page 

Title. 

CVE ID : CVE-

2023-44758 

N/A 
A-GDI-GDID-

011123/1401 

Vendor: geokit 

Product: geokit-rails 

Affected Version(s): * Up to (excluding) 2.5.0 

Deserializa

tion of 

Untrusted 

Data 

06-Oct-2023 9.8 

Versions of the 

package geokit-

rails before 2.5.0 

are vulnerable to 

Command Injection 

due to unsafe 

deserialisation of 

YAML within the 

'geo_location' 

cookie. This issue 

can be exploited 

remotely via a 

malicious cookie 

value. 

 

**Note:** 

 

 An attacker can use 

this vulnerability to 

https://github

.com/geokit/g

eokit-

rails/commit/

a93dfe49fb9a

eae7164e2f8c

4041450a04b

5482f, 

https://securi

ty.snyk.io/vul

n/SNYK-

RUBY-

GEOKITRAILS

-5920323, 

https://github

.com/geokit/g

eokit-

rails/commit/

7ffc5813e57f6

f417987043e

1039925fd08

65c43 

A-GEO-GEOK-

011123/1402 
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execute commands 

on the host system. 

CVE ID : CVE-

2023-26153 

Vendor: geomywp 

Product: geo_my_wordpress 

Affected Version(s): * Up to (including) 4.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The GEO my 

WordPress plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via 

shortcodes in 

versions up to, and 

including, 4.0 due 

to insufficient input 

sanitization and 

output escaping on 

user supplied 

attributes. This 

makes it possible 

for authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an injected 

page. 

CVE ID : CVE-

2023-5467 

https://plugin

s.trac.wordpre

ss.org/browse

r/geo-my-

wp/tags/4.0.1

/plugins/singl

e-

location/inclu

des/class-

gmw-single-

location.php#

L413 

A-GEO-GEO_-

011123/1403 

Vendor: Gitlab 

Product: gitlab 

Affected Version(s): 16.4.0 

N/A 02-Oct-2023 7.5 
An issue has been 

discovered in 

Ultimate-licensed 

https://gitlab.

com/gitlab-

org/gitlab/-

A-GIT-GITL-

011123/1404 
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GitLab EE affecting 

all versions starting 

13.12 prior to 

16.2.8, 16.3.0 prior 

to 16.3.5, and 

16.4.0 prior to 

16.4.1 that could 

allow an attacker to 

impersonate users 

in CI pipelines 

through direct 

transfer group 

imports. 

CVE ID : CVE-

2023-5106 

/commit/670

39cfcae80b8fc

0496f79be88

714873cd169

b3 

Affected Version(s): From (including) 13.12 Up to (excluding) 16.2.8 

N/A 02-Oct-2023 7.5 

An issue has been 

discovered in 

Ultimate-licensed 

GitLab EE affecting 

all versions starting 

13.12 prior to 

16.2.8, 16.3.0 prior 

to 16.3.5, and 

16.4.0 prior to 

16.4.1 that could 

allow an attacker to 

impersonate users 

in CI pipelines 

through direct 

transfer group 

imports. 

CVE ID : CVE-

2023-5106 

https://gitlab.

com/gitlab-

org/gitlab/-

/commit/670

39cfcae80b8fc

0496f79be88

714873cd169

b3 

A-GIT-GITL-

011123/1405 

Affected Version(s): From (including) 16.3.0 Up to (excluding) 16.3.5 

N/A 02-Oct-2023 7.5 

An issue has been 

discovered in 

Ultimate-licensed 

GitLab EE affecting 

all versions starting 

13.12 prior to 

16.2.8, 16.3.0 prior 

https://gitlab.

com/gitlab-

org/gitlab/-

/commit/670

39cfcae80b8fc

0496f79be88

A-GIT-GITL-

011123/1406 
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to 16.3.5, and 

16.4.0 prior to 

16.4.1 that could 

allow an attacker to 

impersonate users 

in CI pipelines 

through direct 

transfer group 

imports. 

CVE ID : CVE-

2023-5106 

714873cd169

b3 

Vendor: Gnome 

Product: tracker_miners 

Affected Version(s): * Up to (excluding) 3.3.2 

N/A 13-Oct-2023 7.7 

A flaw was found in 

the tracker-miners 

package. A 

weakness in the 

sandbox allows a 

maliciously-crafted 

file to execute code 

outside the 

sandbox if the 

tracker-extract 

process has first 

been compromised 

by a separate 

vulnerability. 

CVE ID : CVE-

2023-5557 

N/A 
A-GNO-TRAC-

011123/1407 

Affected Version(s): From (including) 3.4.0 Up to (excluding) 3.4.5 

N/A 13-Oct-2023 7.7 

A flaw was found in 

the tracker-miners 

package. A 

weakness in the 

sandbox allows a 

maliciously-crafted 

file to execute code 

outside the 

sandbox if the 

tracker-extract 

N/A 
A-GNO-TRAC-

011123/1408 
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process has first 

been compromised 

by a separate 

vulnerability. 

CVE ID : CVE-

2023-5557 

Affected Version(s): From (including) 3.5.0 Up to (excluding) 3.5.3 

N/A 13-Oct-2023 7.7 

A flaw was found in 

the tracker-miners 

package. A 

weakness in the 

sandbox allows a 

maliciously-crafted 

file to execute code 

outside the 

sandbox if the 

tracker-extract 

process has first 

been compromised 

by a separate 

vulnerability. 

CVE ID : CVE-

2023-5557 

N/A 
A-GNO-TRAC-

011123/1409 

Affected Version(s): From (including) 3.6.0 Up to (excluding) 3.6.1 

N/A 13-Oct-2023 7.7 

A flaw was found in 

the tracker-miners 

package. A 

weakness in the 

sandbox allows a 

maliciously-crafted 

file to execute code 

outside the 

sandbox if the 

tracker-extract 

process has first 

been compromised 

by a separate 

vulnerability. 

CVE ID : CVE-

2023-5557 

N/A 
A-GNO-TRAC-

011123/1410 

Vendor: GNU 
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Product: glibc 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

A buffer overflow 

was discovered in 

the GNU C Library's 

dynamic loader 

ld.so while 

processing the 

GLIBC_TUNABLES 

environment 

variable. This issue 

could allow a local 

attacker to use 

maliciously crafted 

GLIBC_TUNABLES 

environment 

variables when 

launching binaries 

with SUID 

permission to 

execute code with 

elevated privileges. 

CVE ID : CVE-

2023-4911 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2238352, 

http://www.o

penwall.com/l

ists/oss-

security/2023

/10/03/3 

A-GNU-GLIB-

011123/1411 

Vendor: Golang 

Product: go 

Affected Version(s): * Up to (excluding) 1.20.10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

A-GOL-GO-

011123/1412 
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CVE ID : CVE-

2023-44487 

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): * Up to (excluding) 1.20.9 

N/A 05-Oct-2023 9.8 

Line directives 

("//line") can be 

used to bypass the 

restrictions on 

"//go:cgo_" 

directives, allowing 

blocked linker and 

compiler flags to be 

passed during 

compilation. This 

can result in 

unexpected 

execution of 

arbitrary code 

when running "go 

build". The line 

directive requires 

the absolute path of 

the file in which the 

directive lives, 

which makes 

exploiting this issue 

significantly more 

complex. 

CVE ID : CVE-

2023-39323 

https://pkg.go

.dev/vuln/GO-

2023-2095, 

https://go.dev

/cl/533215, 

https://go.dev

/issue/63211 

A-GOL-GO-

011123/1413 

Affected Version(s): From (including) 1.21.0 Up to (excluding) 1.21.2 

N/A 05-Oct-2023 9.8 

Line directives 

("//line") can be 

used to bypass the 

restrictions on 

"//go:cgo_" 

directives, allowing 

blocked linker and 

compiler flags to be 

https://pkg.go

.dev/vuln/GO-

2023-2095, 

https://go.dev

/cl/533215, 

https://go.dev

/issue/63211 

A-GOL-GO-

011123/1414 
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passed during 

compilation. This 

can result in 

unexpected 

execution of 

arbitrary code 

when running "go 

build". The line 

directive requires 

the absolute path of 

the file in which the 

directive lives, 

which makes 

exploiting this issue 

significantly more 

complex. 

CVE ID : CVE-

2023-39323 

Affected Version(s): From (including) 1.21.0 Up to (excluding) 1.21.3 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-GOL-GO-

011123/1415 

Product: http2 

Affected Version(s): * Up to (excluding) 0.17.0 
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Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-GOL-HTTP-

011123/1416 

Product: networking 

Affected Version(s): * Up to (excluding) 0.17.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

A-GOL-NETW-

011123/1417 
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nginx-

products/ 

Vendor: Goldplugins 

Product: locations 

Affected Version(s): * Up to (including) 4.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 5.4 

Auth. 

(contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Gold Plugins 

Locations plugin 

<= 4.0 versions. 

CVE ID : CVE-

2023-41797 

N/A 
A-GOL-LOCA-

011123/1418 

Vendor: goodbarber 

Product: goodbarber 

Affected Version(s): * Up to (including) 1.0.22 

Cross-Site 

Request 

Forgery 

(CSRF) 

13-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

GoodBarber plugin 

<= 1.0.22 versions. 

CVE ID : CVE-

2023-45107 

N/A 
A-GOO-GOOD-

011123/1419 

Vendor: Google 

Product: chrome 

Affected Version(s): * Up to (excluding) 117.0.5938.149 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Oct-2023 8.8 

Type confusion in 

V8 in Google 

Chrome prior to 

117.0.5938.149 

allowed a remote 

attacker to 

potentially exploit 

heap corruption via 

a crafted HTML 

page. (Chromium 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop.html 

A-GOO-CHRO-

011123/1420 
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security severity: 

High) 

CVE ID : CVE-

2023-5346 

Affected Version(s): * Up to (excluding) 118.0.5993.70 

Use After 

Free 
11-Oct-2023 8.8 

Use after free in 

Site Isolation in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker to 

potentially exploit 

heap corruption via 

a crafted HTML 

page. (Chromium 

security severity: 

Critical) 

CVE ID : CVE-

2023-5218 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

A-GOO-CHRO-

011123/1421 

Out-of-

bounds 

Write 

11-Oct-2023 8.8 

Heap buffer 

overflow in PDF in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker who 

convinced a user to 

engage in specific 

user interactions to 

potentially exploit 

heap corruption via 

a crafted PDF file. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5474 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

A-GOO-CHRO-

011123/1422 

Use After 

Free 
11-Oct-2023 8.8 

Use after free in 

Blink History in 

Google Chrome 

prior to 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

A-GOO-CHRO-

011123/1423 
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118.0.5993.70 

allowed a remote 

attacker to 

potentially exploit 

heap corruption via 

a crafted HTML 

page. (Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5476 

channel-

update-for-

desktop_10.ht

ml 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

DevTools in Google 

Chrome prior to 

118.0.5993.70 

allowed an attacker 

who convinced a 

user to install a 

malicious extension 

to bypass 

discretionary 

access control via a 

crafted Chrome 

Extension. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5475 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

A-GOO-CHRO-

011123/1424 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Extensions API in 

Google Chrome 

prior to 

118.0.5993.70 

allowed an attacker 

who convinced a 

user to install a 

malicious extension 

to bypass an 

enterprise policy 

via a crafted HTML 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

A-GOO-CHRO-

011123/1425 
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page. (Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5479 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Downloads in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker to spoof 

security UI via a 

crafted HTML page. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5481 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

A-GOO-CHRO-

011123/1426 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Intents in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker to bypass 

content security 

policy via a crafted 

HTML page. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5483 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml, 

https://crbug.

com/1425355 

A-GOO-CHRO-

011123/1427 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Navigation in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

A-GOO-CHRO-

011123/1428 
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attacker to spoof 

security UI via a 

crafted HTML page. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5484 

desktop_10.ht

ml 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Fullscreen in 

Google Chrome 

prior to 

118.0.5993.70 

allowed an attacker 

who convinced a 

user to install a 

malicious extension 

to bypass 

navigation 

restrictions via a 

crafted Chrome 

Extension. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5487 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

A-GOO-CHRO-

011123/1429 

Use After 

Free 
11-Oct-2023 6.3 

Use after free in 

Cast in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker who had 

compromised the 

renderer process to 

potentially exploit 

heap corruption via 

a crafted HTML 

page. (Chromium 

security severity: 

Low) 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

A-GOO-CHRO-

011123/1430 
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CVE ID : CVE-

2023-5473 

N/A 11-Oct-2023 4.3 

Inappropriate 

implementation in 

Installer in Google 

Chrome prior to 

118.0.5993.70 

allowed a local 

attacker to bypass 

discretionary 

access control via a 

crafted command. 

(Chromium 

security severity: 

Low) 

CVE ID : CVE-

2023-5477 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

A-GOO-CHRO-

011123/1431 

N/A 11-Oct-2023 4.3 

Inappropriate 

implementation in 

Autofill in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker to leak 

cross-origin data 

via a crafted HTML 

page. (Chromium 

security severity: 

Low) 

CVE ID : CVE-

2023-5478 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

A-GOO-CHRO-

011123/1432 

N/A 11-Oct-2023 4.3 

Inappropriate 

implementation in 

Autofill in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker to bypass 

autofill restrictions 

via a crafted HTML 

page. (Chromium 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

A-GOO-CHRO-

011123/1433 
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security severity: 

Low) 

CVE ID : CVE-

2023-5485 

N/A 11-Oct-2023 4.3 

Inappropriate 

implementation in 

Input in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker to spoof 

security UI via a 

crafted HTML page. 

(Chromium 

security severity: 

Low) 

CVE ID : CVE-

2023-5486 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

A-GOO-CHRO-

011123/1434 

Vendor: gopiplus 

Product: email_posts_to_subscribers 

Affected Version(s): * Up to (including) 6.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Gopi Ramasamy 

Email posts to 

subscribers plugin 

<= 6.2 versions. 

CVE ID : CVE-

2023-41736 

N/A 
A-GOP-EMAI-

011123/1435 

Product: onclick_show_popup 

Affected Version(s): * Up to (including) 8.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Gopi Ramasamy 

Onclick show 

N/A 
A-GOP-ONCL-

011123/1436 
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('Cross-site 

Scripting') 

popup plugin <= 8.1 

versions. 

CVE ID : CVE-

2023-44228 

Product: popup_contact_form 

Affected Version(s): * Up to (including) 7.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Gopi Ramasamy 

Popup contact form 

plugin <= 7.1 

versions. 

CVE ID : CVE-

2023-44230 

N/A 
A-GOP-POPU-

011123/1437 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Gopi Ramasamy 

Popup contact form 

plugin <= 7.1 

versions. 

CVE ID : CVE-

2023-44265 

N/A 
A-GOP-POPU-

011123/1438 

Product: wp-tell-a-friend-popup-form 

Affected Version(s): * Up to (including) 7.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Gopi Ramasamy 

WP tell a friend 

popup form plugin 

<= 7.1 versions. 

CVE ID : CVE-

2023-25463 

N/A 
A-GOP-WP-T-

011123/1439 

Vendor: gpac 

Product: gpac 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 838 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): * Up to (excluding) 2.2.2 

Out-of-

bounds 

Read 

11-Oct-2023 7.1 

Out-of-bounds 

Read in GitHub 

repository 

gpac/gpac prior to 

2.2.2. 

CVE ID : CVE-

2023-5520 

https://huntr.

dev/bounties/

681e42d0-

18d4-4ebc-

aba0-

c5b0f77ac74a, 

https://github

.com/gpac/gp

ac/commit/5

692dc729491

805e0e5f55c2

1d50ba1e6b1

9e88e 

A-GPA-GPAC-

011123/1440 

Affected Version(s): * Up to (excluding) 2.3.0 

NULL 

Pointer 

Dereferenc

e 

15-Oct-2023 7.8 

NULL Pointer 

Dereference in 

GitHub repository 

gpac/gpac prior to 

2.3.0-DEV. 

CVE ID : CVE-

2023-5586 

https://github

.com/gpac/gp

ac/commit/ca

1b48f0abe71b

f81a58995d7

d75dc27f5a17

ddc, 

https://huntr.

dev/bounties/

d2a6ea71-

3555-47a6-

9b18-

35455d10374

0 

A-GPA-GPAC-

011123/1441 

Affected Version(s): * Up to (including) 2.2.1 

Out-of-

bounds 

Read 

04-Oct-2023 7.1 

Out-of-bounds 

Read in GitHub 

repository 

gpac/gpac prior to 

v2.2.2-DEV. 

CVE ID : CVE-

2023-5377 

https://github

.com/gpac/gp

ac/commit/8e

9d6b38c036a

97020c462ad

48e1132e0dd

c57ce 

A-GPA-GPAC-

011123/1442 

Integer 

Overflow 

or 

12-Oct-2023 5.5 

An issue in GPAC 

GPAC v.2.2.1 and 

before allows a 

local attacker to 

cause a denial of 

https://github

.com/gpac/gp

ac/issues/256

7 

A-GPA-GPAC-

011123/1443 
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Wraparoun

d 

service via the 

Q_DecCoordOnUnit

Sphere function of 

file 

src/bifs/unquantiz

e.c. 

CVE ID : CVE-

2023-42298 

Vendor: Gradle 

Product: gradle 

Affected Version(s): * Up to (excluding) 7.6.3 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

05-Oct-2023 6.5 

Gradle is a build 

tool with a focus on 

build automation 

and support for 

multi-language 

development. 

When copying or 

archiving 

symlinked files, 

Gradle resolves 

them but applies 

the permissions of 

the symlink itself 

instead of the 

permissions of the 

linked file to the 

resulting file. This 

leads to files having 

too much 

permissions given 

that symlinks 

usually are world 

readable and 

writeable. While it 

is unlikely this 

results in a direct 

vulnerability for 

the impacted build, 

it may open up 

attack vectors 

depending on 

https://github

.com/gradle/g

radle/security

/advisories/G

HSA-43r3-

pqhv-f7h9, 

https://github

.com/gradle/g

radle/commit

/3b406191e2

4d69e7e42dc

3f3b5cc50625

aa930b7 

A-GRA-GRAD-

011123/1444 
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where build 

artifacts end up 

being copied to or 

un-archived. In 

versions 7.6.3, 8.4 

and above, Gradle 

will now properly 

use the permissions 

of the file pointed 

at by the symlink to 

set permissions of 

the copied or 

archived file. 

CVE ID : CVE-

2023-44387 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

06-Oct-2023 5.3 

Gradle is a build 

tool with a focus on 

build automation 

and support for 

multi-language 

development. In 

some cases, when 

Gradle parses XML 

files, resolving XML 

external entities is 

not disabled. 

Combined with an 

Out Of Band XXE 

attack (OOB-XXE), 

just parsing XML 

can lead to 

exfiltration of local 

text files to a 

remote server. 

Gradle parses XML 

files for several 

purposes. Most of 

the time, Gradle 

parses XML files it 

generated or were 

already present 

locally. Only Ivy 

XML descriptors 

https://github

.com/gradle/g

radle/security

/advisories/G

HSA-mrff-

q8qj-xvg8 

A-GRA-GRAD-

011123/1445 
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and Maven POM 

files can be fetched 

from remote 

repositories and 

parsed by Gradle. 

In Gradle 7.6.3 and 

8.4, resolving XML 

external entities 

has been disabled 

for all use cases to 

protect against this 

vulnerability. 

Gradle will now 

refuse to parse XML 

files that have XML 

external entities. 

 

CVE ID : CVE-

2023-42445 

Affected Version(s): From (including) 8.0 Up to (excluding) 8.4 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

06-Oct-2023 5.3 

Gradle is a build 

tool with a focus on 

build automation 

and support for 

multi-language 

development. In 

some cases, when 

Gradle parses XML 

files, resolving XML 

external entities is 

not disabled. 

Combined with an 

Out Of Band XXE 

attack (OOB-XXE), 

just parsing XML 

can lead to 

exfiltration of local 

text files to a 

remote server. 

Gradle parses XML 

files for several 

purposes. Most of 

the time, Gradle 

https://github

.com/gradle/g

radle/security

/advisories/G

HSA-mrff-

q8qj-xvg8 

A-GRA-GRAD-

011123/1446 
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parses XML files it 

generated or were 

already present 

locally. Only Ivy 

XML descriptors 

and Maven POM 

files can be fetched 

from remote 

repositories and 

parsed by Gradle. 

In Gradle 7.6.3 and 

8.4, resolving XML 

external entities 

has been disabled 

for all use cases to 

protect against this 

vulnerability. 

Gradle will now 

refuse to parse XML 

files that have XML 

external entities. 

 

CVE ID : CVE-

2023-42445 

Affected Version(s): From (including) 8.0.0 Up to (excluding) 8.4.0 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

05-Oct-2023 6.5 

Gradle is a build 

tool with a focus on 

build automation 

and support for 

multi-language 

development. 

When copying or 

archiving 

symlinked files, 

Gradle resolves 

them but applies 

the permissions of 

the symlink itself 

instead of the 

permissions of the 

linked file to the 

resulting file. This 

leads to files having 

https://github

.com/gradle/g

radle/security

/advisories/G

HSA-43r3-

pqhv-f7h9, 

https://github

.com/gradle/g

radle/commit

/3b406191e2

4d69e7e42dc

3f3b5cc50625

aa930b7 

A-GRA-GRAD-

011123/1447 
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too much 

permissions given 

that symlinks 

usually are world 

readable and 

writeable. While it 

is unlikely this 

results in a direct 

vulnerability for 

the impacted build, 

it may open up 

attack vectors 

depending on 

where build 

artifacts end up 

being copied to or 

un-archived. In 

versions 7.6.3, 8.4 

and above, Gradle 

will now properly 

use the permissions 

of the file pointed 

at by the symlink to 

set permissions of 

the copied or 

archived file. 

CVE ID : CVE-

2023-44387 

Vendor: grandingteco 

Product: utime_master 

Affected Version(s): 9.0.7 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

13-Oct-2023 6.5 

An indirect object 

reference (IDOR) in 

GRANDING UTime 

Master v9.0.7-

Build:Apr 4,2023 

allows 

authenticated 

attackers to access 

sensitive 

information via a 

crafted cookie. 

N/A 
A-GRA-UTIM-

011123/1448 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 844 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-45393 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 4.8 

A stored cross-site 

scripting (XSS) 

vulnerability in the 

Create A New 

Employee function 

of Granding UTime 

Master v9.0.7-

Build:Apr 4,2023 

allows 

authenticated 

attackers to execute 

arbitrary web 

scripts or HTML via 

a crafted payload 

injected into the 

First Name 

parameter. 

CVE ID : CVE-

2023-45391 

N/A 
A-GRA-UTIM-

011123/1449 

Vendor: Grpc 

Product: grpc 

Affected Version(s): * Up to (excluding) 1.56.3 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

A-GRP-GRPC-

011123/1450 
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impacting-f5-

nginx-

products/ 

Affected Version(s): 1.57.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-GRP-GRPC-

011123/1451 

Affected Version(s): From (including) 1.58.0 Up to (excluding) 1.58.3 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

A-GRP-GRPC-

011123/1452 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 846 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attack-

impacting-f5-

nginx-

products/ 

Vendor: gtmetrix 

Product: gtmetrix 

Affected Version(s): * Up to (excluding) 0.4.8 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

GTmetrix GTmetrix 

for WordPress 

plugin <= 0.4.7 

versions. 

CVE ID : CVE-

2023-37996 

N/A 
A-GTM-GTME-

011123/1453 

Vendor: hansuncms_project 

Product: hansuncms 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Oct-2023 9.8 

hansun CMS v1.0 

was discovered to 

contain a SQL 

injection 

vulnerability via 

the component 

/ajax/ajax_login.as

hx. 

CVE ID : CVE-

2023-43899 

N/A 
A-HAN-HANS-

011123/1454 

Vendor: hcltech 

Product: bigfix_platform 

Affected Version(s): From (including) 10.0.0 Up to (excluding) 10.0.10 

Integer 

Overflow 

or 

Wraparoun

d 

11-Oct-2023 8.8 

An integer overflow 

in xerces-c++ 3.2.3 

in BigFix Platform 

allows remote 

attackers to cause 

out-of-bound 

https://suppo

rt.hcltechsw.c

om/csm?id=k

b_article&sysp

arm_article=K

B0107791 

A-HCL-BIGF-

011123/1455 
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access via HTTP 

request. 

CVE ID : CVE-

2023-37536 

Affected Version(s): From (including) 9.0.0 Up to (excluding) 9.5.23 

Integer 

Overflow 

or 

Wraparoun

d 

11-Oct-2023 8.8 

An integer overflow 

in xerces-c++ 3.2.3 

in BigFix Platform 

allows remote 

attackers to cause 

out-of-bound 

access via HTTP 

request. 

CVE ID : CVE-

2023-37536 

https://suppo

rt.hcltechsw.c

om/csm?id=k

b_article&sysp

arm_article=K

B0107791 

A-HCL-BIGF-

011123/1456 

Product: digital_experience 

Affected Version(s): 8.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-Oct-2023 6.1 

HCL Digital 

Experience is 

susceptible to cross 

site scripting (XSS). 

One subcomponent 

is vulnerable to 

reflected XSS. In 

reflected XSS, an 

attacker must 

induce a victim to 

click on a crafted 

URL from some 

delivery 

mechanism (email, 

other web site). 

 

CVE ID : CVE-

2023-37538 

https://suppo

rt.hcltechsw.c

om/csm?id=k

b_article&sysp

arm_article=K

B0108006 

A-HCL-DIGI-

011123/1457 

Affected Version(s): 9.0 

Improper 

Neutralizat

ion of 

Input 

11-Oct-2023 6.1 

HCL Digital 

Experience is 

susceptible to cross 

site scripting (XSS). 

https://suppo

rt.hcltechsw.c

om/csm?id=k

b_article&sysp

A-HCL-DIGI-

011123/1458 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

One subcomponent 

is vulnerable to 

reflected XSS. In 

reflected XSS, an 

attacker must 

induce a victim to 

click on a crafted 

URL from some 

delivery 

mechanism (email, 

other web site). 

 

CVE ID : CVE-

2023-37538 

arm_article=K

B0108006 

Affected Version(s): 9.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-Oct-2023 6.1 

HCL Digital 

Experience is 

susceptible to cross 

site scripting (XSS). 

One subcomponent 

is vulnerable to 

reflected XSS. In 

reflected XSS, an 

attacker must 

induce a victim to 

click on a crafted 

URL from some 

delivery 

mechanism (email, 

other web site). 

 

CVE ID : CVE-

2023-37538 

https://suppo

rt.hcltechsw.c

om/csm?id=k

b_article&sysp

arm_article=K

B0108006 

A-HCL-DIGI-

011123/1459 

Vendor: heigl 

Product: authldap 

Affected Version(s): * Up to (including) 2.5.8 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Andreas Heigl 

N/A 
A-HEI-AUTH-

011123/1460 
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authLdap plugin 

<= 2.5.8 versions. 

CVE ID : CVE-

2023-41654 

Vendor: Helpdezk 

Product: helpdezk 

Affected Version(s): 1.1.10 

N/A 04-Oct-2023 8.6 

Improper 

authorization 

vulnerability in 

HelpDezk 

Community 

affecting version 

1.1.10. This 

vulnerability could 

allow a remote 

attacker to access 

the platform 

without 

authentication and 

retrieve personal 

data via the 

jsonGrid 

parameter. 

CVE ID : CVE-

2023-3037 

N/A 
A-HEL-HELP-

011123/1461 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

04-Oct-2023 7.5 

SQL injection 

vulnerability in 

HelpDezk 

Community 

affecting version 

1.1.10. This 

vulnerability could 

allow a remote 

attacker to send a 

specially crafted 

SQL query to the 

rows parameter of 

the jsonGrid route 

and extract all the 

N/A 
A-HEL-HELP-

011123/1462 
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information stored 

in the application. 

CVE ID : CVE-

2023-3038 

Vendor: hennessey 

Product: attorney 

Affected Version(s): * Up to (including) 3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability 

in Hennessey 

Digital Attorney 

theme <= 3 theme. 

CVE ID : CVE-

2023-41692 

N/A 
A-HEN-ATTO-

011123/1463 

Vendor: hestiacp 

Product: hestiacp 

Affected Version(s): * Up to (excluding) 1.8.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

hestiacp/hestiacp 

prior to 1.8.6. 

CVE ID : CVE-

2023-4517 

https://github

.com/hestiacp

/hestiacp/co

mmit/d30e3e

dbca5915235

643e46ab222

cb7aed9b319

a, 

https://huntr.

dev/bounties/

508d1d21-

c45d-47ff-

833f-

50c671882e5

1 

A-HES-HEST-

011123/1464 

Vendor: Hitachi 

Product: jp1\/performance_management 

Affected Version(s): - 

Incorrect 

Default 
03-Oct-2023 7.8 Incorrect Default 

Permissions 

https://www.

hitachi.com/p

A-HIT-JP1\-

011123/1465 
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Permission

s 

vulnerability in 

Hitachi 

JP1/Performance 

Management on 

Windows allows 

File 

Manipulation.This 

issue affects 

JP1/Performance 

Management - 

Manager: from 09-

00 before 12-50-

07; 

JP1/Performance 

Management - 

Base: from 09-00 

through 10-50-*; 

JP1/Performance 

Management - 

Agent Option for 

Application Server: 

from 11-00 before 

11-50-16; 

JP1/Performance 

Management - 

Agent Option for 

Enterprise 

Applications: from 

09-00 before 12-

00-14; 

JP1/Performance 

Management - 

Agent Option for 

HiRDB: from 09-00 

before 12-00-14; 

JP1/Performance 

Management - 

Agent Option for 

IBM Lotus Domino: 

from 10-00 before 

11-50-16; 

JP1/Performance 

Management - 

Agent Option for 

roducts/it/sof

tware/securit

y/info/vuls/hi

tachi-sec-

2023-

145/index.ht

ml 
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Microsoft(R) 

Exchange Server: 

from 09-00 

before  12-00-14; 

JP1/Performance 

Management - 

Agent Option for 

Microsoft(R) 

Internet 

Information Server: 

from 09-00 before 

12-00-14; 

JP1/Performance 

Management - 

Agent Option for 

Microsoft(R) SQL 

Server: from 09-00 

before 12-50-07; 

JP1/Performance 

Management - 

Agent Option for 

Oracle: from 09-00 

before  12-10-08; 

JP1/Performance 

Management - 

Agent Option for 

Platform: from 09-

00 before 12-50-

07; 

JP1/Performance 

Management - 

Agent Option for 

Service Response: 

from 09-00 before 

11-50-16; 

JP1/Performance 

Management - 

Agent Option for 

Transaction 

System: from 11-00 

before 12-00-14; 

JP1/Performance 

Management - 

Remote Monitor for 
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Microsoft(R) SQL 

Server: from 09-00 

before 12-50-07; 

JP1/Performance 

Management - 

Remote Monitor for 

Oracle: from 09-00 

before 12-10-08; 

JP1/Performance 

Management - 

Remote Monitor for 

Platform: from 09-

00 before 12-10-

08; 

JP1/Performance 

Management - 

Remote Monitor for 

Virtual Machine: 

from 10-00 before 

12-50-07; 

JP1/Performance 

Management - 

Agent Option for 

Domino: from 09-

00 through 09-00-

*; JP1/Performance 

Management - 

Agent Option for 

IBM WebSphere 

Application Server: 

from 09-00 through 

10-00-*; 

JP1/Performance 

Management - 

Agent Option for 

IBM WebSphere 

MQ: from 09-00 

through 10-00-*; 

JP1/Performance 

Management - 

Agent Option for 

JP1/AJS3: from 09-

00 through 10-00-

*; JP1/Performance 
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Management - 

Agent Option for 

OpenTP1: from 09-

00 through 10-00-

*; JP1/Performance 

Management - 

Agent Option for 

Oracle WebLogic 

Server: from 09-00 

through 10-00-*; 

JP1/Performance 

Management - 

Agent Option for 

uCosminexus 

Application Server: 

from 09-00 through 

10-00-*; 

JP1/Performance 

Management - 

Agent Option for 

Virtual Machine: 

from 09-00 through 

09-01-*. 

CVE ID : CVE-

2023-3440 

Product: ops_center_administrator 

Affected Version(s): * Up to (excluding) 10.9.3-00 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

03-Oct-2023 5.5 

Insertion of 

Sensitive 

Information into 

Log File 

vulnerability in 

Hitachi Ops Center 

Administrator on 

Linux allows local 

users  to gain 

sensive 

information.This 

issue affects Hitachi 

Ops Center 

Administrator: 

before 10.9.3-00. 

https://www.

hitachi.com/p

roducts/it/sof

tware/securit

y/info/vuls/hi

tachi-sec-

2023-

140/index.ht

ml 

A-HIT-OPS_-

011123/1466 
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CVE ID : CVE-

2023-3335 

Product: ops_center_common_services 

Affected Version(s): * Up to (excluding) 10.9.3-00 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

03-Oct-2023 7.5 

Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Hitachi Ops Center 

Common Services 

on Linux allows 

DoS.This issue 

affects Hitachi Ops 

Center Common 

Services: before 

10.9.3-00. 

CVE ID : CVE-

2023-3967 

https://www.

hitachi.com/p

roducts/it/sof

tware/securit

y/info/vuls/hi

tachi-sec-

2023-

142/index.ht

ml 

A-HIT-OPS_-

011123/1467 

Vendor: hitsteps 

Product: hitsteps_web_analytics 

Affected Version(s): * Up to (including) 5.86 

Cross-Site 

Request 

Forgery 

(CSRF) 

13-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Hitsteps Hitsteps 

Web Analytics 

plugin <= 5.86 

versions. 

CVE ID : CVE-

2023-45268 

N/A 
A-HIT-HITS-

011123/1468 

Vendor: hotjar 

Product: hotjar 

Affected Version(s): * Up to (including) 1.0.15 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

14-Oct-2023 5.5 

The Hotjar plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

hotjar_site_id in 

N/A 
A-HOT-HOTJ-

011123/1469 
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Generation 

('Cross-site 

Scripting') 

versions up to, and 

including, 1.0.15 

due to insufficient 

input sanitization 

and output 

escaping. This 

makes it possible 

for authenticated 

attackers, with 

administrator-level 

permissions and 

above, to inject 

arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an injected 

page. This only 

affects multi-site 

installations and 

installations where 

unfiltered_html has 

been disabled. 

CVE ID : CVE-

2023-1259 

Vendor: HP 

Product: life 

Affected Version(s): * Up to (excluding) 1.8 

N/A 09-Oct-2023 9.8 

HP LIFE Android 

Mobile application 

is potentially 

vulnerable to 

escalation of 

privilege and/or 

information 

disclosure. 

CVE ID : CVE-

2023-5365 

https://suppo

rt.hp.com/us-

en/document

/ish_9393937

-9393961-

16/hpsbgn03

870 

A-HP-LIFE-

011123/1470 

Product: thinupdate 

Affected Version(s): * Up to (excluding) 2.7.15 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 857 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

A-HP-THIN-

011123/1471 

Vendor: htmlsanitizer_project 

Product: htmlsanitizer 

Affected Version(s): * Up to (excluding) 8.0.723 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

HtmlSanitizer is a 

.NET library for 

cleaning HTML 

fragments and 

documents from 

constructs that can 

lead to XSS attacks. 

The vulnerability 

occurs in 

configurations 

where foreign 

content is allowed, 

i.e. either `svg` or 

`math` are in the 

list of allowed 

elements. In the 

case an application 

sanitizes user input 

with a vulnerable 

configuration, an 

attacker could 

bypass the 

sanitization and 

https://github

.com/mganss/

HtmlSanitizer

/security/advi

sories/GHSA-

43cp-6p3q-

2pc4, 

https://github

.com/mganss/

HtmlSanitizer

/commit/ab2

9319866c020

f0cc11e6b922

28cd8039196

c6e 

A-HTM-HTML-

011123/1472 
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inject arbitrary 

HTML, including 

JavaScript code. 

Note that in the 

default 

configuration the 

vulnerability is not 

present. The 

vulnerability has 

been fixed in 

versions 8.0.723 

and 8.1.722-beta 

(preview version). 

CVE ID : CVE-

2023-44390 

Affected Version(s): 8.1.719 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

HtmlSanitizer is a 

.NET library for 

cleaning HTML 

fragments and 

documents from 

constructs that can 

lead to XSS attacks. 

The vulnerability 

occurs in 

configurations 

where foreign 

content is allowed, 

i.e. either `svg` or 

`math` are in the 

list of allowed 

elements. In the 

case an application 

sanitizes user input 

with a vulnerable 

configuration, an 

attacker could 

bypass the 

sanitization and 

inject arbitrary 

HTML, including 

JavaScript code. 

Note that in the 

https://github

.com/mganss/

HtmlSanitizer

/security/advi

sories/GHSA-

43cp-6p3q-

2pc4, 

https://github

.com/mganss/

HtmlSanitizer

/commit/ab2

9319866c020

f0cc11e6b922

28cd8039196

c6e 

A-HTM-HTML-

011123/1473 
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default 

configuration the 

vulnerability is not 

present. The 

vulnerability has 

been fixed in 

versions 8.0.723 

and 8.1.722-beta 

(preview version). 

CVE ID : CVE-

2023-44390 

Vendor: i13websolution 

Product: thumbnail_slider_with_lightbox 

Affected Version(s): * Up to (including) 1.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 4.3 

The Thumbnail 

Slider With 

Lightbox plugin for 

WordPress is 

vulnerable to 

Cross-Site Request 

Forgery in versions 

up to, and 

including, 1.0. This 

is due to missing or 

incorrect nonce 

validation on the 

delete functionality. 

This makes it 

possible for 

unauthenticated 

attackers to delete 

image lightboxes 

via a forged request 

granted they can 

trick a site 

administrator into 

performing an 

action such as 

clicking on a link. 

CVE ID : CVE-

2023-5531 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=1263536%

40wp-

responsive-

slider-with-

lightbox&new

=1263536%4

0wp-

responsive-

slider-with-

lightbox&sfp_

email=&sfph_

mail= 

A-I13-THUM-

011123/1474 
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Product: wordpress_publish_post_email_notification 

Affected Version(s): * Up to (including) 1.0.2.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in I 

Thirteen Web 

Solution WordPress 

publish post email 

notification plugin 

<= 1.0.2.2 versions. 

CVE ID : CVE-

2023-41731 

N/A 
A-I13-WORD-

011123/1475 

Vendor: IBM 

Product: app_connect_enterprise 

Affected Version(s): From (including) 11.0.0.1 Up to (including) 11.0.0.23 

N/A 14-Oct-2023 5.5 

IBM App Connect 

Enterprise 11.0.0.1 

through 11.0.0.23, 

12.0.1.0 through 

12.0.10.0 and IBM 

Integration Bus 

10.1 through 

10.1.0.1 are 

vulnerable to a 

denial of service for 

integration nodes 

on Windows.  IBM 

X-Force ID:  

247998. 

CVE ID : CVE-

2023-45176 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

67998, 

https://www.i

bm.com/supp

ort/pages/no

de/7051448 

A-IBM-APP_-

011123/1476 

Affected Version(s): From (including) 12.0.1.0 Up to (excluding) 12.0.9.0 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

13-Oct-2023 4.4 

IBM App Connect 

Enterprise 12.0.1.0 

through 12.0.8.0 

contains an 

unspecified 

vulnerability that 

could allow a local 

privileged user to 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

63833, 

https://www.i

bm.com/supp

A-IBM-APP_-

011123/1477 
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obtain sensitive 

information from 

API logs.  IBM X-

Force ID:  263833. 

CVE ID : CVE-

2023-40682 

ort/pages/no

de/7051204 

Affected Version(s): From (including) 12.0.1.0 Up to (including) 12.0.10.0 

N/A 14-Oct-2023 5.5 

IBM App Connect 

Enterprise 11.0.0.1 

through 11.0.0.23, 

12.0.1.0 through 

12.0.10.0 and IBM 

Integration Bus 

10.1 through 

10.1.0.1 are 

vulnerable to a 

denial of service for 

integration nodes 

on Windows.  IBM 

X-Force ID:  

247998. 

CVE ID : CVE-

2023-45176 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

67998, 

https://www.i

bm.com/supp

ort/pages/no

de/7051448 

A-IBM-APP_-

011123/1478 

Product: cloud_pak_for_business_automation 

Affected Version(s): 20.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 7.6 

IBM Cloud Pak for 

Business 

Automation 18.0.0, 

18.0.1, 18.0.2, 

19.0.1, 19.0.2, 

19.0.3, 20.0.1, 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

58349, 

https://www.i

bm.com/supp

ort/pages/no

de/7047198 

A-IBM-CLOU-

011123/1479 
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intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

Affected Version(s): 18.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 7.6 

IBM Cloud Pak for 

Business 

Automation 18.0.0, 

18.0.1, 18.0.2, 

19.0.1, 19.0.2, 

19.0.3, 20.0.1, 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

58349, 

https://www.i

bm.com/supp

ort/pages/no

de/7047198 

A-IBM-CLOU-

011123/1480 

Affected Version(s): 18.0.1 

Improper 

Neutralizat

ion of 

14-Oct-2023 7.6 
IBM Cloud Pak for 

Business 

Automation 18.0.0, 

https://excha

nge.xforce.ibm

cloud.com/vul

A-IBM-CLOU-

011123/1481 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18.0.1, 18.0.2, 

19.0.1, 19.0.2, 

19.0.3, 20.0.1, 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

nerabilities/2

58349, 

https://www.i

bm.com/supp

ort/pages/no

de/7047198 

Affected Version(s): 18.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 7.6 

IBM Cloud Pak for 

Business 

Automation 18.0.0, 

18.0.1, 18.0.2, 

19.0.1, 19.0.2, 

19.0.3, 20.0.1, 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

58349, 

https://www.i

bm.com/supp

ort/pages/no

de/7047198 

A-IBM-CLOU-

011123/1482 
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functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

Affected Version(s): 19.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 7.6 

IBM Cloud Pak for 

Business 

Automation 18.0.0, 

18.0.1, 18.0.2, 

19.0.1, 19.0.2, 

19.0.3, 20.0.1, 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

58349, 

https://www.i

bm.com/supp

ort/pages/no

de/7047198 

A-IBM-CLOU-

011123/1483 

Affected Version(s): 19.0.2 

Improper 

Neutralizat

ion of 

Input 

14-Oct-2023 7.6 

IBM Cloud Pak for 

Business 

Automation 18.0.0, 

18.0.1, 18.0.2, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

A-IBM-CLOU-

011123/1484 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

19.0.1, 19.0.2, 

19.0.3, 20.0.1, 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

58349, 

https://www.i

bm.com/supp

ort/pages/no

de/7047198 

Affected Version(s): 19.0.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 7.6 

IBM Cloud Pak for 

Business 

Automation 18.0.0, 

18.0.1, 18.0.2, 

19.0.1, 19.0.2, 

19.0.3, 20.0.1, 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

58349, 

https://www.i

bm.com/supp

ort/pages/no

de/7047198 

A-IBM-CLOU-

011123/1485 
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potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

Affected Version(s): 20.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 7.6 

IBM Cloud Pak for 

Business 

Automation 18.0.0, 

18.0.1, 18.0.2, 

19.0.1, 19.0.2, 

19.0.3, 20.0.1, 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

58349, 

https://www.i

bm.com/supp

ort/pages/no

de/7047198 

A-IBM-CLOU-

011123/1486 

Affected Version(s): 20.0.3 

Improper 

Neutralizat

ion of 

Input 

During 

14-Oct-2023 7.6 

IBM Cloud Pak for 

Business 

Automation 18.0.0, 

18.0.1, 18.0.2, 

19.0.1, 19.0.2, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

58349, 

A-IBM-CLOU-

011123/1487 
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Web Page 

Generation 

('Cross-site 

Scripting') 

19.0.3, 20.0.1, 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

https://www.i

bm.com/supp

ort/pages/no

de/7047198 

Affected Version(s): 21.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 7.6 

IBM Cloud Pak for 

Business 

Automation 18.0.0, 

18.0.1, 18.0.2, 

19.0.1, 19.0.2, 

19.0.3, 20.0.1, 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

58349, 

https://www.i

bm.com/supp

ort/pages/no

de/7047198 

A-IBM-CLOU-

011123/1488 
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to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

Affected Version(s): 21.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 7.6 

IBM Cloud Pak for 

Business 

Automation 18.0.0, 

18.0.1, 18.0.2, 

19.0.1, 19.0.2, 

19.0.3, 20.0.1, 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

58349, 

https://www.i

bm.com/supp

ort/pages/no

de/7047198 

A-IBM-CLOU-

011123/1489 

Affected Version(s): 21.0.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

14-Oct-2023 7.6 

IBM Cloud Pak for 

Business 

Automation 18.0.0, 

18.0.1, 18.0.2, 

19.0.1, 19.0.2, 

19.0.3, 20.0.1, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

58349, 

https://www.i

A-IBM-CLOU-

011123/1490 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 869 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Generation 

('Cross-site 

Scripting') 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

bm.com/supp

ort/pages/no

de/7047198 

Affected Version(s): 22.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 7.6 

IBM Cloud Pak for 

Business 

Automation 18.0.0, 

18.0.1, 18.0.2, 

19.0.1, 19.0.2, 

19.0.3, 20.0.1, 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

58349, 

https://www.i

bm.com/supp

ort/pages/no

de/7047198 

A-IBM-CLOU-

011123/1491 
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disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

Affected Version(s): 22.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 7.6 

IBM Cloud Pak for 

Business 

Automation 18.0.0, 

18.0.1, 18.0.2, 

19.0.1, 19.0.2, 

19.0.3, 20.0.1, 

20.0.2, 20.0.3, 

21.0.1, 21.0.2, 

21.0.3, 22.0.1, and 

22.0.2 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

258349. 

CVE ID : CVE-

2023-35024 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

58349, 

https://www.i

bm.com/supp

ort/pages/no

de/7047198 

A-IBM-CLOU-

011123/1492 

Product: content_navigator 

Affected Version(s): 3.0.11 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

04-Oct-2023 5.4 

IBM Content 

Navigator 3.0.11, 

3.0.13, and 3.0.14 

with IBM Daeja 

ViewOne Virtual is 

vulnerable to cross-

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

64019 

A-IBM-CONT-

011123/1493 
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Generation 

('Cross-site 

Scripting') 

site scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

264019. 

CVE ID : CVE-

2023-40684 

Affected Version(s): 3.0.13 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

IBM Content 

Navigator 3.0.11, 

3.0.13, and 3.0.14 

with IBM Daeja 

ViewOne Virtual is 

vulnerable to cross-

site scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

264019. 

CVE ID : CVE-

2023-40684 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

64019 

A-IBM-CONT-

011123/1494 

Affected Version(s): 3.0.14 

Improper 

Neutralizat
04-Oct-2023 5.4 IBM Content 

Navigator 3.0.11, 

https://excha

nge.xforce.ibm

A-IBM-CONT-

011123/1495 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

3.0.13, and 3.0.14 

with IBM Daeja 

ViewOne Virtual is 

vulnerable to cross-

site scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

264019. 

CVE ID : CVE-

2023-40684 

cloud.com/vul

nerabilities/2

64019 

Product: filenet_content_manager 

Affected Version(s): 5.5.10 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

IBM FileNet 

Content Manager 

5.5.8, 5.5.10, and 

5.5.11 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

259384. 

https://www.i

bm.com/supp

ort/pages/no

de/7014389, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

59384 

A-IBM-FILE-

011123/1496 
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CVE ID : CVE-

2023-35905 

Affected Version(s): 5.5.11 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

IBM FileNet 

Content Manager 

5.5.8, 5.5.10, and 

5.5.11 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

259384. 

CVE ID : CVE-

2023-35905 

https://www.i

bm.com/supp

ort/pages/no

de/7014389, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

59384 

A-IBM-FILE-

011123/1497 

Affected Version(s): 5.5.8 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

IBM FileNet 

Content Manager 

5.5.8, 5.5.10, and 

5.5.11 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

https://www.i

bm.com/supp

ort/pages/no

de/7014389, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

59384 

A-IBM-FILE-

011123/1498 
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IBM X-Force ID:  

259384. 

CVE ID : CVE-

2023-35905 

Product: integration_bus 

Affected Version(s): 10.1 

N/A 14-Oct-2023 5.5 

IBM App Connect 

Enterprise 11.0.0.1 

through 11.0.0.23, 

12.0.1.0 through 

12.0.10.0 and IBM 

Integration Bus 

10.1 through 

10.1.0.1 are 

vulnerable to a 

denial of service for 

integration nodes 

on Windows.  IBM 

X-Force ID:  

247998. 

CVE ID : CVE-

2023-45176 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

67998, 

https://www.i

bm.com/supp

ort/pages/no

de/7051448 

A-IBM-INTE-

011123/1499 

Product: observability_with_instana 

Affected Version(s): From (including) 1.0.243 Up to (excluding) 1.0.255 

N/A 04-Oct-2023 9.8 

IBM Observability 

with Instana 

1.0.243 through 

1.0.254 could allow 

an attacker on the 

network to execute 

arbitrary code on 

the host after a 

successful DNS 

poisoning attack.  

IBM X-Force ID:  

259789. 

CVE ID : CVE-

2023-37404 

https://www.i

bm.com/supp

ort/pages/no

de/7041863, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

59789 

A-IBM-OBSE-

011123/1500 

Product: qradar_security_information_and_event_manager 

Affected Version(s): 7.5.0 
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Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

14-Oct-2023 7.5 

IBM QRadar SIEM 

7.5.0 uses weaker 

than expected 

cryptographic 

algorithms that 

could allow an 

attacker to decrypt 

highly sensitive 

information.  IBM 

X-Force ID:  254138 

CVE ID : CVE-

2023-30994 

https://www.i

bm.com/supp

ort/pages/no

de/7049133, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

54138 

A-IBM-QRAD-

011123/1501 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 5.4 

IBM QRadar SIEM 

7.5.0 is vulnerable 

to cross-site 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

263376. 

CVE ID : CVE-

2023-40367 

https://www.i

bm.com/supp

ort/pages/no

de/7049133, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

63376 

A-IBM-QRAD-

011123/1502 

Product: robotic_process_automation 

Affected Version(s): 23.0.9 

N/A 06-Oct-2023 9.8 

IBM Robotic 

Process 

Automation 23.0.9 

is vulnerable to 

privilege escalation 

that affects 

ownership of 

projects.  IBM X-

Force ID:  247527. 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

67527, 

https://www.i

bm.com/supp

ort/pages/no

de/7047017 

A-IBM-ROBO-

011123/1503 
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CVE ID : CVE-

2023-43058 

Product: robotic_process_automation_for_cloud_pak 

Affected Version(s): 23.0.9 

N/A 06-Oct-2023 9.8 

IBM Robotic 

Process 

Automation 23.0.9 

is vulnerable to 

privilege escalation 

that affects 

ownership of 

projects.  IBM X-

Force ID:  247527. 

CVE ID : CVE-

2023-43058 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

67527, 

https://www.i

bm.com/supp

ort/pages/no

de/7047017 

A-IBM-ROBO-

011123/1504 

Product: storage_protect 

Affected Version(s): From (including) 8.1.0.0 Up to (including) 8.1.19.0 

Uncontroll

ed Search 

Path 

Element 

06-Oct-2023 7.8 

IBM Spectrum 

Protect Client and 

IBM Storage 

Protect for Virtual 

Environments 

8.1.0.0 through 

8.1.19.0 could allow 

a local user to 

execute arbitrary 

code on the system 

using a specially 

crafted file, caused 

by a DLL hijacking 

flaw.  IBM X-Force 

ID:  259246. 

CVE ID : CVE-

2023-35897 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

59246, 

https://www.i

bm.com/supp

ort/pages/no

de/7037299 

A-IBM-STOR-

011123/1505 

Product: storage_protect_client 

Affected Version(s): From (including) 8.1.0.0 Up to (including) 8.1.19.0 

Uncontroll

ed Search 

Path 

Element 

06-Oct-2023 7.8 

IBM Spectrum 

Protect Client and 

IBM Storage 

Protect for Virtual 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

A-IBM-STOR-

011123/1506 
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Environments 

8.1.0.0 through 

8.1.19.0 could allow 

a local user to 

execute arbitrary 

code on the system 

using a specially 

crafted file, caused 

by a DLL hijacking 

flaw.  IBM X-Force 

ID:  259246. 

CVE ID : CVE-

2023-35897 

59246, 

https://www.i

bm.com/supp

ort/pages/no

de/7037299 

Product: urbancode_deploy 

Affected Version(s): From (including) 7.1 Up to (including) 7.1.2.12 

Improper 

Authentica

tion 

04-Oct-2023 6.5 

IBM UrbanCode 

Deploy (UCD) 7.1 - 

7.1.2.12, 7.2 

through 7.2.3.5, and 

7.3 through 7.3.2.0 

under certain 

configurations 

could allow an 

authenticated user 

to make changes to 

environment 

variables due to 

improper 

authentication 

controls.  IBM X-

Force ID:  263581. 

CVE ID : CVE-

2023-40376 

https://www.i

bm.com/supp

ort/pages/no

de/7037230, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

63581 

A-IBM-URBA-

011123/1507 

Affected Version(s): From (including) 7.2 Up to (including) 7.2.3.5 

Improper 

Authentica

tion 

04-Oct-2023 6.5 

IBM UrbanCode 

Deploy (UCD) 7.1 - 

7.1.2.12, 7.2 

through 7.2.3.5, and 

7.3 through 7.3.2.0 

under certain 

configurations 

could allow an 

https://www.i

bm.com/supp

ort/pages/no

de/7037230, 

https://excha

nge.xforce.ibm

cloud.com/vul

A-IBM-URBA-

011123/1508 
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authenticated user 

to make changes to 

environment 

variables due to 

improper 

authentication 

controls.  IBM X-

Force ID:  263581. 

CVE ID : CVE-

2023-40376 

nerabilities/2

63581 

Affected Version(s): From (including) 7.3 Up to (including) 7.3.2.0 

Improper 

Authentica

tion 

04-Oct-2023 6.5 

IBM UrbanCode 

Deploy (UCD) 7.1 - 

7.1.2.12, 7.2 

through 7.2.3.5, and 

7.3 through 7.3.2.0 

under certain 

configurations 

could allow an 

authenticated user 

to make changes to 

environment 

variables due to 

improper 

authentication 

controls.  IBM X-

Force ID:  263581. 

CVE ID : CVE-

2023-40376 

https://www.i

bm.com/supp

ort/pages/no

de/7037230, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

63581 

A-IBM-URBA-

011123/1509 

Vendor: icecms_project 

Product: icecms 

Affected Version(s): 1.0.0 

N/A 12-Oct-2023 9.8 

An issue in Thecosy 

IceCMS v.1.0.0 

allows a remote 

attacker to gain 

privileges via the Id 

and key parameters 

in getCosSetting. 

CVE ID : CVE-

2023-40833 

N/A 
A-ICE-ICEC-

011123/1510 
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Vendor: Ietf 

Product: http 

Affected Version(s): 2.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-IET-HTTP-

011123/1511 

Vendor: Imagemagick 

Product: imagemagick 

Affected Version(s): * Up to (excluding) 7.1.1-19 

Out-of-

bounds 

Write 

04-Oct-2023 5.5 

A heap-based 

buffer overflow 

vulnerability was 

found  in 

coders/tiff.c in 

ImageMagick. This 

issue may allow a 

local attacker to 

trick the user into 

opening a specially 

crafted file, 

resulting in an 

application crash 

N/A 
A-IMA-IMAG-

011123/1512 
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and denial of 

service. 

CVE ID : CVE-

2023-3428 

Vendor: infinispan 

Product: hot_rod 

Affected Version(s): - 

Improper 

Certificate 

Validation 

04-Oct-2023 7.4 

A vulnerability was 

found in the Hot 

Rod client. This 

security issue 

occurs as the Hot 

Rod client does not 

enable hostname 

validation when 

using TLS, possibly 

resulting in a man-

in-the-middle 

(MITM) attack. 

CVE ID : CVE-

2023-4586 

N/A 
A-INF-HOT_-

011123/1513 

Vendor: ink361 

Product: instagram_for_wordpress 

Affected Version(s): * Up to (including) 2.1.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

The Instagram for 

WordPress plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via 

shortcodes in 

versions up to, and 

including, 2.1.6 due 

to insufficient input 

sanitization and 

output escaping on 

user supplied 

attributes. This 

makes it possible 

for authenticated 

attackers with 

https://plugin

s.trac.wordpre

ss.org/browse

r/instagram-

for-

wordpress/ta

gs/2.1.6/temp

lates/instagra

mPost.php#L

12 

A-INK-INST-

011123/1514 
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contributor-level 

and above 

permissions to 

inject arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an injected 

page. 

CVE ID : CVE-

2023-5357 

Vendor: iohk 

Product: hydra 

Affected Version(s): * Up to (excluding) 0.12.0 

N/A 04-Oct-2023 9.1 

Hydra is the layer-

two scalability 

solution for 

Cardano. Users of 

the Hydra head 

protocol send the 

UTxOs they wish to 

commit into the 

Hydra head first to 

the `commit` 

validator, where 

they remain until 

they are either 

collected into the 

`head` validator or 

the protocol 

initialisation is 

aborted and the 

value in the 

committed UTxOs 

is returned to the 

users who 

committed them. 

Prior to version 

0.12.0, the `commit` 

validator contains a 

flawed check when 

the `ViaAbort` 

N/A 
A-IOH-HYDR-

011123/1515 
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redeemer is used, 

which allows any 

user to spend any 

UTxO which is at 

the validator 

arbitrarily, 

meaning an 

attacker can steal 

the funds that users 

are trying to 

commit into the 

head validator. The 

intended behavior 

is that the funds 

must be returned to 

the user which 

committed the 

funds and can only 

be performed by a 

participant of the 

head. The `initial` 

validator also is 

similarly affected as 

the same flawed 

check is performed 

for the `ViaAbort` 

redeemer. Due to 

this issue, an 

attacker can steal 

any funds that 

user's try to 

commit into a 

Hydra head. Also, 

an attacker can 

prevent any Hydra 

head from being 

successfully 

opened. It does not 

allow an attacker to 

take funds which 

have been 

successfully 

collected into and 

currently reside in 
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the `head` validator. 

Version 0.12.0 

contains a fix for 

this issue. 

CVE ID : CVE-

2023-38701 

Affected Version(s): * Up to (excluding) 0.13.0 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

04-Oct-2023 8.1 

Hydra is the layer-

two scalability 

solution for 

Cardano. Prior to 

version 0.13.0, the 

specification states 

that the 

contestation period 

in the datum of the 

UTxO at the head 

validator must stay 

unchanged as the 

state progresses 

from Open to 

Closed (Close 

transaction), but no 

such check appears 

to be performed in 

the `checkClose` 

function of the head 

validator. This 

would allow a 

malicious 

participant to 

modify the 

contestation 

deadline of the 

head to either allow 

them to fanout the 

head without giving 

another participant 

the chance to 

contest, or prevent 

any participant 

from ever 

redistributing the 

https://github

.com/input-

output-

hk/hydra/sec

urity/advisori

es/GHSA-

mgcx-6p7h-

5996, 

https://github

.com/input-

output-

hk/hydra/co

mmit/2f4552

9729e28254a

62f7a7c8d664

9066923ed1f 

A-IOH-HYDR-

011123/1516 
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funds locked in the 

head via a fan-out. 

Version 0.13.0 

contains a patch for 

this issue. 

CVE ID : CVE-

2023-42448 

N/A 04-Oct-2023 8.1 

Hydra is the two-

layer scalability 

solution for 

Cardano. Prior to 

version 0.13.0, it is 

possible for a 

malicious head 

initializer to extract 

one or more PTs for 

the head they are 

initializing due to 

incorrect data 

validation logic in 

the head token 

minting policy 

which then results 

in an flawed check 

for burning the 

head ST in the 

`initial` validator. 

This is possible 

because it is not 

checked in 

`HeadTokens.hs` 

that the datums of 

the outputs at the 

`initial` validator 

are equal to the real 

head ID, and it is 

also not checked in 

the `off-chain code`. 

 

During the `Initial` 

state of the 

protocol, if the 

malicious initializer 

https://github

.com/input-

output-

hk/hydra/sec

urity/advisori

es/GHSA-

9m8q-7wxv-

v65p 

A-IOH-HYDR-

011123/1517 
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removes a PT from 

the Hydra scripts it 

becomes 

impossible for any 

other participant to 

reclaim any funds 

they have 

attempted to 

commit into the 

head, as to do so 

the Abort 

transaction must 

burn all the PTs for 

the head, but they 

cannot burn the PT 

which the attacker 

controls and so 

cannot satisfy this 

requirement. That 

means the 

initializer can lock 

the other 

participants 

committed funds 

forever or until 

they choose to 

return the PT 

(ransom). 

 

The malicious 

initializer can also 

use the PT to spoof 

that they have 

committed a 

particular TxO 

when progressing 

the head into the 

`Open` state. For 

example, they could 

say they committed 

a TxO residing at 

their address 

containing 100 
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ADA, but in fact this 

100 ADA was not 

moved into the 

head, and thus in 

order for an other 

participant to 

perform the fanout 

they will be forced 

to pay the attacker 

the 100 ADA out of 

their own funds, as 

the fanout 

transaction must 

pay all the 

committed TxOs 

(even though the 

attacker did not 

really commit that 

TxO). They can do 

this by placing the 

PT in a UTxO with a 

well-formed 

`Commit` datum 

with whatever 

contents they like, 

then use this UTxO 

in the `collectCom` 

transaction. There 

may be other 

possible ways to 

abuse having 

control of a PT. 

 

Version 0.13.0 fixes 

this issue. 

CVE ID : CVE-

2023-42449 

Vendor: istio 

Product: istio 

Affected Version(s): * Up to (excluding) 1.17.6 
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Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-IST-ISTI-

011123/1518 

Affected Version(s): From (including) 1.18.0 Up to (excluding) 1.18.3 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-IST-ISTI-

011123/1519 
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Affected Version(s): From (including) 1.19.0 Up to (excluding) 1.19.1 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-IST-ISTI-

011123/1520 

Vendor: iwebss 

Product: update_theme_and_plugins_from_zip_file 

Affected Version(s): * Up to (including) 2.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

04-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in Jeff 

Sherk Update 

Theme and Plugins 

from Zip File plugin 

<= 2.0.0 versions. 

CVE ID : CVE-

2023-25489 

N/A 
A-IWE-UPDA-

011123/1521 

Vendor: Jenkins 

Product: jenkins 

Affected Version(s): * Up to (including) 2.414.2 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 
The HTTP/2 

protocol allows a 

denial of service 

https://aws.a

mazon.com/s

ecurity/securi

A-JEN-JENK-

011123/1522 
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Consumpti

on 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): * Up to (including) 2.427 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-JEN-JENK-

011123/1523 

Vendor: jesweb 

Product: anchor_episodes_index_\(spotify_for_podcasters\) 
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Affected Version(s): * Up to (including) 2.1.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 5.4 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

jesweb.Dev Anchor 

Episodes Index 

(Spotify for 

Podcasters) plugin 

<= 2.1.7 versions. 

CVE ID : CVE-

2023-44145 

N/A 
A-JES-ANCH-

011123/1524 

Vendor: Jetbrains 

Product: ktor 

Affected Version(s): * Up to (excluding) 2.3.5 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

09-Oct-2023 9.8 

In JetBrains Ktor 

before 2.3.5 default 

configuration of 

ContentNegotiation 

with XML format 

was vulnerable to 

XXE 

CVE ID : CVE-

2023-45612 

https://www.j

etbrains.com/

privacy-

security/issue

s-fixed/ 

A-JET-KTOR-

011123/1525 

Improper 

Certificate 

Validation 

09-Oct-2023 9.1 

In JetBrains Ktor 

before 2.3.5 server 

certificates were 

not verified 

CVE ID : CVE-

2023-45613 

https://www.j

etbrains.com/

privacy-

security/issue

s-fixed/ 

A-JET-KTOR-

011123/1526 

Vendor: Jfrog 

Product: artifactory 

Affected Version(s): From (including) 7.0.0 Up to (excluding) 7.66.0 

N/A 03-Oct-2023 6.5 

JFrog Artifactory 

prior to version 

7.66.0 is vulnerable 

to specific endpoint 

abuse with a 

specially crafted 

https://jfrog.c

om/help/r/jfr

og-release-

information/jf

rog-security-

advisories 

A-JFR-ARTI-

011123/1527 
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payload, which can 

lead to 

unauthenticated 

users being able to 

send emails with 

manipulated email 

body. 

CVE ID : CVE-

2023-42508 

Vendor: jizhicms 

Product: jizhicms 

Affected Version(s): 2.4.9 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Oct-2023 6.5 

There is a SQL 

injection 

vulnerability in the 

Jizhicms 2.4.9 

backend, which 

users can use to 

obtain database 

information 

CVE ID : CVE-

2023-43836 

N/A 
A-JIZ-JIZH-

011123/1528 

Vendor: joakimling 

Product: remove_slug_from_custom_post_type 

Affected Version(s): * Up to (including) 1.0.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Joakim Ling 

Remove slug from 

custom post type 

plugin <= 1.0.3 

versions. 

CVE ID : CVE-

2023-44238 

N/A 
A-JOA-REMO-

011123/1529 

Vendor: jorani 

Product: jorani 

Affected Version(s): 1.0.0 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

03-Oct-2023 8.8 

An SQL Injection 

vulnerability has 

been found on 

Jorani version 1.0.0. 

This vulnerability 

allows an 

authenticated 

remote user, with 

low privileges, to 

send queries with 

malicious SQL code 

on the 

"/leaves/validate" 

path and the “id” 

parameter, 

managing to extract 

arbritary 

information from 

the database. 

CVE ID : CVE-

2023-2681 

N/A 
A-JOR-JORA-

011123/1530 

Vendor: json-java_project 

Product: json-java 

Affected Version(s): * Up to (including) 20230618 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

12-Oct-2023 7.5 

Denial of Service  in 

JSON-Java versions 

up to and including 

20230618.  A bug 

in the parser means 

that an input string 

of modest size can 

lead to indefinite 

amounts of 

memory being 

used.  

 

CVE ID : CVE-

2023-5072 

N/A 
A-JSO-JSON-

011123/1531 

Vendor: justdan96 

Product: tsmuxer 
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Affected Version(s): nightly-2023-10-05-01-55-56 

N/A 12-Oct-2023 7.5 

tsMuxer version 

git-2539d07 was 

discovered to 

contain an alloc-

dealloc-mismatch 

(operator new [] vs 

operator delete) 

error. 

CVE ID : CVE-

2023-45510 

N/A 
A-JUS-TSMU-

011123/1532 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 5.5 

A memory leak in 

tsMuxer version 

git-2539d07 allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

MP4 file. 

CVE ID : CVE-

2023-45511 

N/A 
A-JUS-TSMU-

011123/1533 

Vendor: kaizencoders 

Product: short_url 

Affected Version(s): * Up to (including) 1.6.8 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

KaizenCoders Short 

URL plugin <= 1.6.8 

versions. 

CVE ID : CVE-

2023-45058 

N/A 
A-KAI-SHOR-

011123/1534 

Vendor: kau-boys 

Product: backend_localization 

Affected Version(s): * Up to (including) 2.1.10 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Bernhard Kau 

Backend 

N/A 
A-KAU-BACK-

011123/1535 
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Localization plugin 

<= 2.1.10 versions. 

CVE ID : CVE-

2023-44471 

Vendor: kazu-yamamoto 

Product: http2 

Affected Version(s): * Up to (excluding) 4.2.2 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-KAZ-HTTP-

011123/1536 

Vendor: keap 

Product: keap_landing_pages 

Affected Version(s): * Up to (including) 1.4.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Keap Keap Landing 

Pages plugin 

<= 1.4.2 versions. 

CVE ID : CVE-

2023-44241 

N/A 
A-KEA-KEAP-

011123/1537 

Vendor: kernelsu 
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Product: kernelsu 

Affected Version(s): * Up to (excluding) 0.6.9 

Incorrect 

Authorizati

on 

11-Oct-2023 9.8 

Incorrect 

Authorization in 

GitHub repository 

tiann/kernelsu 

prior to v0.6.9. 

CVE ID : CVE-

2023-5521 

https://huntr.

dev/bounties/

d438eff7-

4e24-45e0-

bc75-

d3a5b3ab2ea

1, 

https://github

.com/tiann/ke

rnelsu/commi

t/a22959beae

1aad96b1f727

10a5daadf529

c41bda 

A-KER-KERN-

011123/1538 

Vendor: keyence 

Product: kv_replay_viewer 

Affected Version(s): * Up to (excluding) 2.63 

Out-of-

bounds 

Read 

11-Oct-2023 7.8 

Out-of-bounds read 

vulnerability exists 

in KV STUDIO Ver. 

11.62 and earlier 

and KV REPLAY 

VIEWER Ver. 2.62 

and earlier. If this 

vulnerability is 

exploited, 

information may be 

disclosed or 

arbitrary code may 

be executed by 

having a user of KV 

STUDIO PLAYER 

open a specially 

crafted file. 

CVE ID : CVE-

2023-42138 

https://www.

keyence.com/

vulnerability2

31001 

A-KEY-KV_R-

011123/1539 

Product: kv_studio 

Affected Version(s): * Up to (excluding) 11.63 
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Out-of-

bounds 

Read 

11-Oct-2023 7.8 

Out-of-bounds read 

vulnerability exists 

in KV STUDIO Ver. 

11.62 and earlier 

and KV REPLAY 

VIEWER Ver. 2.62 

and earlier. If this 

vulnerability is 

exploited, 

information may be 

disclosed or 

arbitrary code may 

be executed by 

having a user of KV 

STUDIO PLAYER 

open a specially 

crafted file. 

CVE ID : CVE-

2023-42138 

https://www.

keyence.com/

vulnerability2

31001 

A-KEY-KV_S-

011123/1540 

Vendor: knime 

Product: knime_analytics_platform 

Affected Version(s): * Up to (excluding) 5.2.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Oct-2023 6.1 

An unsafe default 

configuration in 

KNIME Analytics 

Platform before 

5.2.0 allows for a 

cross-site scripting 

attack. When 

KNIME Analytics 

Platform is used as 

an executor for 

either KNIME 

Server or KNIME 

Business Hub 

several JavaScript-

based view nodes 

do not sanitize the 

data that is 

displayed by 

default. If the data 

to be displayed 

https://www.

knime.com/se

curity/advisor

ies#CVE-

2023-5562 

A-KNI-KNIM-

011123/1541 
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contains JavaScript 

this code is 

executed in the 

browser and can 

perform any 

operations that the 

current user is 

allowed to perform 

silently. 

 

 

 

 

KNIME Analytics 

Platform already 

has configuration 

options with which 

sanitization of data 

can be actived, see  

https://docs.knime.

com/latest/webpor

tal_admin_guide/in

dex.html#html-

sanitization-

webportal 

https://docs.knime.

com/latest/webpor

tal_admin_guide/in

dex.html#html-

sanitization-

webportal . 

However, these are 

off by default which 

allows for cross-

site scripting 

attacks. 

 

 

KNIME Analytics 

Platform 5.2.0 will 

enable sanitization 
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by default. For all 

previous releases 

we recommend 

users to add the 

corresponding 

settings to the 

executor's 

knime.ini. 

 

 

 

CVE ID : CVE-

2023-5562 

Vendor: knowband 

Product: one_page_checkout\,_social_login_\&_mailchimp 

Affected Version(s): * Up to (including) 8.0.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

05-Oct-2023 9.8 

SQL injection 

vulnerability in 

KnowBand Module 

One Page Checkout, 

Social Login & 

Mailchimp 

(supercheckout) 

v.8.0.3 and before 

allows a remote 

attacker to execute 

arbitrary code via a 

crafted request to 

the 

updateCheckoutBe

haviour function in 

the 

supercheckout.php 

component. 

CVE ID : CVE-

2023-44024 

https://securi

ty.friendsofpr

esta.org/mod

ules/2023/10

/05/superche

ckout.html 

A-KNO-ONE_-

011123/1542 

Vendor: koha-community 

Product: koha_library_software 

Affected Version(s): * Up to (including) 23.05.04 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

11-Oct-2023 7.5 

SQL Injection 

vulnerability in 

Koha Library 

Software 23.0.5.04 

and before allows a 

remote attacker to 

obtain sensitive 

information via the 

intranet/cgi 

bin/cataloging/yse

arch.pl. component. 

CVE ID : CVE-

2023-44961 

N/A 
A-KOH-KOHA-

011123/1543 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

11-Oct-2023 5.3 

File Upload 

vulnerability in 

Koha Library 

Software 23.05.04 

and before allows a 

remote attacker to 

read arbitrary files 

via the upload-

cover-image.pl 

component. 

CVE ID : CVE-

2023-44962 

N/A 
A-KOH-KOHA-

011123/1544 

Vendor: konghq 

Product: insomnia 

Affected Version(s): 2023.4.0 

N/A 04-Oct-2023 7.8 

Kong Insomnia 

2023.4.0 on macOS 

allows attackers to 

execute code and 

access restricted 

files, or make 

requests for TCC 

permissions, by 

using the 

DYLD_INSERT_LIB

RARIES 

environment 

variable. 

https://github

.com/Kong/in

somnia/pull/

6217/commit

s 

A-KON-INSO-

011123/1545 
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CVE ID : CVE-

2023-40299 

Product: kong_gateway 

Affected Version(s): * Up to (excluding) 3.4.2 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-KON-KONG-

011123/1546 

Vendor: kpherox 

Product: pleroma 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

15-Oct-2023 5.3 

A vulnerability was 

found in kphrx 

pleroma. It has 

been classified as 

problematic. This 

affects the function 

Pleroma.Emoji.Pack 

of the file 

lib/pleroma/emoji/

pack.ex. The 

manipulation of the 

argument name 

leads to path 

traversal. The 

https://github

.com/kphrx/p

leroma/pull/1

97, 

https://github

.com/kphrx/p

leroma/comm

it/2c7950945

35537a8607c

c0d3b7f076a6

09636f40 

A-KPH-PLER-

011123/1547 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 901 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

complexity of an 

attack is rather 

high. The 

exploitability is told 

to be difficult. This 

product does not 

use versioning. This 

is why information 

about affected and 

unaffected releases 

are unavailable. 

The patch is named 

2c795094535537a

8607cc0d3b7f076a

609636f40. It is 

recommended to 

apply a patch to fix 

this issue. The 

associated 

identifier of this 

vulnerability is 

VDB-242187. 

CVE ID : CVE-

2023-5588 

Vendor: krillwebdesign 

Product: wp-jump-menu 

Affected Version(s): * Up to (including) 3.6.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in Jim 

Krill WP Jump 

Menu plugin 

<= 3.6.4 versions. 

CVE ID : CVE-

2023-44479 

N/A 
A-KRI-WP-J-

011123/1548 

Vendor: Kubernetes 

Product: operations 

Affected Version(s): * Up to (excluding) 1.25.4 
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N/A 12-Oct-2023 8.8 

Privilege Escalation 

in kOps using 

GCE/GCP Provider 

in Gossip Mode. 

 

CVE ID : CVE-

2023-1943 

N/A 
A-KUB-OPER-

011123/1549 

Affected Version(s): From (including) 1.26.0 Up to (excluding) 1.26.2 

N/A 12-Oct-2023 8.8 

Privilege Escalation 

in kOps using 

GCE/GCP Provider 

in Gossip Mode. 

 

CVE ID : CVE-

2023-1943 

N/A 
A-KUB-OPER-

011123/1550 

Vendor: kvvaradha 

Product: kv_tinymce_editor_add_fonts 

Affected Version(s): * Up to (including) 1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Kvvaradha Kv 

TinyMCE Editor 

Add Fonts plugin 

<= 1.1 versions. 

CVE ID : CVE-

2023-44470 

N/A 
A-KVV-KV_T-

011123/1551 

Vendor: langchain 

Product: langchain_experimental 

Affected Version(s): 0.0.14 

N/A 09-Oct-2023 9.8 

langchain_experime

ntal 0.0.14 allows 

an attacker to 

bypass the CVE-

2023-36258 fix and 

execute arbitrary 

code via the 

PALChain in the 

https://github

.com/langchai

n-

ai/langchain/

commit/4c97

a10bd0d9385

cfee234a63b5

A-LAN-LANG-

011123/1552 
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python exec 

method. 

CVE ID : CVE-

2023-44467 

bd826a295e4

83 

Vendor: laposta 

Product: laposta_signup_basic 

Affected Version(s): * Up to (excluding) 1.4.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Laposta - Roel 

Bousardt Laposta 

Signup Basic plugin 

<= 1.4.1 versions. 

CVE ID : CVE-

2023-41950 

N/A 
A-LAP-LAPO-

011123/1553 

Vendor: lcdf 

Product: gifsicle 

Affected Version(s): * Up to (including) 1.94 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

09-Oct-2023 5.5 

** DISPUTED ** 

Gifsicle through 

1.94, if deployed in 

a way that allows 

untrusted input to 

affect Gif_Realloc 

calls, might allow a 

denial of service 

(memory 

consumption). 

NOTE: this has 

been disputed by 

multiple parties 

because the Gifsicle 

code is not 

commonly used for 

unattended 

operation in which 

new input arrives 

for a long-running 

process, does not 

ship with 

https://github

.com/kohler/g

ifsicle/issues/

195 

A-LCD-GIFS-

011123/1554 
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functionality to link 

it into another 

application as a 

library, and does 

not have realistic 

use cases in which 

an adversary 

controls the entire 

command line. 

CVE ID : CVE-

2023-44821 

Vendor: leadsquared 

Product: leadsquared_suite 

Affected Version(s): * Up to (including) 0.7.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

LeadSquared, Inc 

LeadSquared Suite 

plugin <= 0.7.4 

versions. 

CVE ID : CVE-

2023-45047 

N/A 
A-LEA-LEAD-

011123/1555 

Vendor: leadster 

Product: leadster 

Affected Version(s): * Up to (including) 1.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Leadster plugin 

<= 1.1.2 versions. 

CVE ID : CVE-

2023-41668 

N/A 
A-LEA-LEAD-

011123/1556 

Vendor: leaptodigital 

Product: contact_form_website_to_workflow_tool 

Affected Version(s): * Up to (including) 4.0.0 

Improper 

Neutralizat

ion of 

02-Oct-2023 6.1 
Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability 

N/A 
A-LEA-CONT-

011123/1557 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

in Leap Contractor 

Contact Form 

Website to 

Workflow Tool 

plugin <= 4.0.0 

versions. 

CVE ID : CVE-

2023-44245 

Vendor: leechesnutt 

Product: slick_contact_forms 

Affected Version(s): * Up to (including) 1.3.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Slick Contact 

Forms plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via 'dcscf-

link' shortcode in 

versions up to, and 

including, 1.3.7 due 

to insufficient input 

sanitization and 

output escaping on 

user supplied 

attributes. This 

makes it possible 

for authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an injected 

page. 

CVE ID : CVE-

2023-5468 

N/A 
A-LEE-SLIC-

011123/1558 

Vendor: library_system_project 

Product: library_system 
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Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

14-Oct-2023 9.8 

A vulnerability 

classified as critical 

has been found in 

SourceCodester 

Library System 1.0. 

This affects an 

unknown part of 

the file index.php. 

The manipulation 

of the argument 

category leads to 

sql injection. It is 

possible to initiate 

the attack remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier VDB-

242145 was 

assigned to this 

vulnerability. 

CVE ID : CVE-

2023-5580 

N/A 
A-LIB-LIBR-

011123/1559 

Vendor: Libtiff 

Product: libtiff 

Affected Version(s): * Up to (excluding) 4.5.1 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

04-Oct-2023 5.5 

A memory leak flaw 

was found in 

Libtiff's tiffcrop 

utility. This issue 

occurs when 

tiffcrop operates on 

a TIFF image file, 

allowing an 

attacker to pass a 

crafted TIFF image 

file to tiffcrop 

utility, which 

causes this memory 

leak issue, resulting 

N/A 
A-LIB-LIBT-

011123/1560 
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an application 

crash, eventually 

leading to a denial 

of service. 

CVE ID : CVE-

2023-3576 

Affected Version(s): * Up to (excluding) 4.6.0 

Integer 

Overflow 

or 

Wraparoun

d 

05-Oct-2023 6.5 

LibTIFF is 

vulnerable to an 

integer overflow. 

This flaw allows 

remote attackers to 

cause a denial of 

service (application 

crash) or possibly 

execute an 

arbitrary code via a 

crafted tiff image, 

which triggers a 

heap-based buffer 

overflow. 

CVE ID : CVE-

2023-40745 

N/A 
A-LIB-LIBT-

011123/1561 

Integer 

Overflow 

or 

Wraparoun

d 

05-Oct-2023 6.5 

A vulnerability was 

found in libtiff due 

to multiple 

potential integer 

overflows in 

raw2tiff.c. This flaw 

allows remote 

attackers to cause a 

denial of service or 

possibly execute an 

arbitrary code via a 

crafted tiff image, 

which triggers a 

heap-based buffer 

overflow. 

CVE ID : CVE-

2023-41175 

N/A 
A-LIB-LIBT-

011123/1562 

Vendor: libxpm_project 
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Product: libxpm 

Affected Version(s): * Up to (excluding) 3.5.17 

Out-of-

bounds 

Read 

12-Oct-2023 5.5 

A vulnerability was 

found in libXpm 

where a 

vulnerability exists 

due to a boundary 

condition, a local 

user can trigger an 

out-of-bounds read 

error and read 

contents of 

memory on the 

system. 

CVE ID : CVE-

2023-43789 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

43789, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2242249 

A-LIB-LIBX-

011123/1563 

Vendor: Linecorp 

Product: armeria 

Affected Version(s): * Up to (excluding) 1.26.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-LIN-ARME-

011123/1564 

Product: line 
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Affected Version(s): * Up to (excluding) 13.16.0 

Improper 

Certificate 

Validation 

12-Oct-2023 9.8 

Lack of TLS 

certificate 

verification in log 

transmission of a 

financial module 

within LINE Client 

for iOS prior to 

13.16.0. 

CVE ID : CVE-

2023-5554 

N/A 
A-LIN-LINE-

011123/1565 

Affected Version(s): 13.6.1 

Improper 

Enforceme

nt of 

Message 

Integrity 

During 

Transmissi

on in a 

Communic

ation 

Channel 

02-Oct-2023 5.4 

An issue in animal-

art-lab v13.6.1 

allows attackers to 

send crafted 

notifications via 

leakage of the 

channel access 

token. 

CVE ID : CVE-

2023-43297 

N/A 
A-LIN-LINE-

011123/1566 

Vendor: linkerd 

Product: linkerd 

Affected Version(s): 2.13.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

A-LIN-LINK-

011123/1567 
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g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): 2.13.1 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-LIN-LINK-

011123/1568 

Affected Version(s): 2.14.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

A-LIN-LINK-

011123/1569 
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CVE ID : CVE-

2023-44487 

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): 2.14.1 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-LIN-LINK-

011123/1570 

Affected Version(s): From (including) 2.12.0 Up to (including) 2.12.5 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

A-LIN-LINK-

011123/1571 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Vendor: Linuxfoundation 

Product: yocto 

Affected Version(s): 3.1 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

A-LIN-YOCT-

011123/1572 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

A-LIN-YOCT-

011123/1573 
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exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

Affected Version(s): 3.3 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

A-LIN-YOCT-

011123/1574 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

A-LIN-YOCT-

011123/1575 
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CVE ID : CVE-

2023-32829 

Affected Version(s): 4.0 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

A-LIN-YOCT-

011123/1576 

Vendor: macrium 

Product: reflect 

Affected Version(s): 8.1.7544 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

10-Oct-2023 7.8 

A buffer overflow in 

Macrium Reflect 

8.1.7544 and below 

allows attackers to 

escalate privileges 

or execute arbitrary 

code. 

CVE ID : CVE-

2023-43896 

https://knowl

edgebase.mac

rium.com/dis

play/KNOW8

0/CVE-2023-

43896+Adviso

ry 

A-MAC-REFL-

011123/1577 

Vendor: mailmunch 

Product: mailmunch 

Affected Version(s): * Up to (including) 3.1.2 

Cross-Site 

Request 
10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

MailMunch 

N/A 
A-MAI-MAIL-

011123/1578 
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Forgery 

(CSRF) 

MailMunch – Grow 

your Email List 

plugin <= 3.1.2 

versions. 

CVE ID : CVE-

2023-41852 

Vendor: mailrelay 

Product: mailrelay 

Affected Version(s): * Up to (including) 2.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

13-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Mailrelay plugin 

<= 2.1.1 versions. 

CVE ID : CVE-

2023-45108 

N/A 
A-MAI-MAIL-

011123/1579 

Vendor: mainwp 

Product: mainwp_google_analytics_extension 

Affected Version(s): * Up to (including) 4.0.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Oct-2023 8.8 

Auth. (subscriber+) 

SQL Injection 

(SQLi) vulnerability 

in MainWP Google 

Analytics 

Extension plugin <= 

4.0.4 versions. 

CVE ID : CVE-

2023-23651 

N/A 
A-MAI-MAIN-

011123/1580 

Vendor: makestories 

Product: makestories_\(for_google_web_stories\) 

Affected Version(s): * Up to (including) 2.8.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

MakeStories Team 

MakeStories (for 

Google Web 

N/A 
A-MAK-MAKE-

011123/1581 
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Stories) plugin 

<= 2.8.0 versions. 

CVE ID : CVE-

2023-27448 

Vendor: managewp 

Product: broken_link_checker 

Affected Version(s): * Up to (including) 4.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Oct-2023 9.8 

Unauth. SQL 

Injection (SQLi) 

vulnerability in 

MainWP MainWP 

Broken Links 

Checker Extension 

plugin <= 4.0 

versions. 

CVE ID : CVE-

2023-23737 

N/A 
A-MAN-BROK-

011123/1582 

Vendor: mangboard 

Product: mang_board 

Affected Version(s): * Up to (including) 1.7.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Hometory Mang 

Board WP plugin 

<= 1.7.6 versions. 

CVE ID : CVE-

2023-44257 

N/A 
A-MAN-MANG-

011123/1583 

Vendor: matiass 

Product: shockingly_simple_favicon 

Affected Version(s): * Up to (including) 1.8.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Matias s Shockingly 

Simple Favicon 

plugin <= 1.8.2 

versions. 

N/A 
A-MAT-SHOC-

011123/1584 
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CVE ID : CVE-

2023-44246 

Vendor: Matrix 

Product: synapse 

Affected Version(s): * Up to (excluding) 1.94.0 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 4.9 

Synapse is an open-

source Matrix 

homeserver written 

and maintained by 

the Matrix.org 

Foundation. Prior 

to version 1.94.0, a 

malicious server 

ACL event can 

impact 

performance 

temporarily or 

permanently 

leading to a 

persistent denial of 

service. 

Homeservers 

running on a closed 

federation (which 

presumably do not 

need to use server 

ACLs) are not 

affected. Server 

administrators are 

advised to upgrade 

to Synapse 1.94.0 

or later. As a 

workaround, rooms 

with malicious 

server ACL events 

can be purged and 

blocked using the 

admin API. 

CVE ID : CVE-

2023-45129 

https://github

.com/matrix-

org/synapse/

pull/16360, 

https://github

.com/matrix-

org/synapse/

security/advis

ories/GHSA-

5chr-wjw5-

3gq4 

A-MAT-SYNA-

011123/1585 

Vendor: mattermost 
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Product: mattermost 

Affected Version(s): From (including) 7.0.0 Up to (excluding) 7.8.10 

N/A 02-Oct-2023 4.3 

Mattermost fails to 

check the Show Full 

Name option at the 

/api/v4/teams/TE

AM_ID/top/team_m

embers endpoint 

allowing a member 

to get the full name 

of another user 

even if the Show 

Full Name option 

was disabled 

 

 

 

CVE ID : CVE-

2023-5160 

https://matte

rmost.com/se

curity-updates 

A-MAT-MATT-

011123/1586 

Affected Version(s): From (including) 8.0.0 Up to (excluding) 8.1.1 

N/A 02-Oct-2023 4.3 

Mattermost fails to 

check the Show Full 

Name option at the 

/api/v4/teams/TE

AM_ID/top/team_m

embers endpoint 

allowing a member 

to get the full name 

of another user 

even if the Show 

Full Name option 

was disabled 

 

 

 

CVE ID : CVE-

2023-5160 

https://matte

rmost.com/se

curity-updates 

A-MAT-MATT-

011123/1587 

Product: mattermost_server 

Affected Version(s): * Up to (excluding) 7.8.11 
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Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

09-Oct-2023 7.5 

Mattermost fails 

to enforce a limit 

for the size of the 

cache entry for  

OpenGraph data 

allowing an 

attacker to send a 

specially crafted 

request to the 

/api/v4/opengraph 

filling the cache and 

turning the server 

unavailable. 

 

 

CVE ID : CVE-

2023-5330 

https://matte

rmost.com/se

curity-updates 

A-MAT-MATT-

011123/1588 

N/A 09-Oct-2023 6.5 

Mattermost fails to 

deduplicate input 

IDs allowing 

a simple user to 

cause the 

application to 

consume excessive 

resources and 

possibly crash by 

sending a specially 

crafted request to 

/api/v4/users/ids 

with multiple 

identical IDs.  

 

 

CVE ID : CVE-

2023-5333 

https://matte

rmost.com/se

curity-updates 

A-MAT-MATT-

011123/1589 

Missing 

Authorizati

on 

09-Oct-2023 5.3 

Mattermost fails to 

properly check the 

creator of an 

attached file when 

adding the file to a 

draft 

https://matte

rmost.com/se

curity-updates 

A-MAT-MATT-

011123/1590 
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post, potentially 

exposing 

unauthorized file 

information. 

 

 

CVE ID : CVE-

2023-5331 

Affected Version(s): From (including) 8.0.0 Up to (excluding) 8.0.3 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

09-Oct-2023 7.5 

Mattermost fails 

to enforce a limit 

for the size of the 

cache entry for  

OpenGraph data 

allowing an 

attacker to send a 

specially crafted 

request to the 

/api/v4/opengraph 

filling the cache and 

turning the server 

unavailable. 

 

 

CVE ID : CVE-

2023-5330 

https://matte

rmost.com/se

curity-updates 

A-MAT-MATT-

011123/1591 

N/A 09-Oct-2023 6.5 

Mattermost fails to 

deduplicate input 

IDs allowing 

a simple user to 

cause the 

application to 

consume excessive 

resources and 

possibly crash by 

sending a specially 

crafted request to 

/api/v4/users/ids 

with multiple 

identical IDs.  

https://matte

rmost.com/se

curity-updates 

A-MAT-MATT-

011123/1592 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 921 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

CVE ID : CVE-

2023-5333 

Missing 

Authorizati

on 

09-Oct-2023 5.3 

Mattermost fails to 

properly check the 

creator of an 

attached file when 

adding the file to a 

draft 

post, potentially 

exposing 

unauthorized file 

information. 

 

 

CVE ID : CVE-

2023-5331 

https://matte

rmost.com/se

curity-updates 

A-MAT-MATT-

011123/1593 

Affected Version(s): From (including) 8.1.0 Up to (excluding) 8.1.2 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

09-Oct-2023 7.5 

Mattermost fails 

to enforce a limit 

for the size of the 

cache entry for  

OpenGraph data 

allowing an 

attacker to send a 

specially crafted 

request to the 

/api/v4/opengraph 

filling the cache and 

turning the server 

unavailable. 

 

 

CVE ID : CVE-

2023-5330 

https://matte

rmost.com/se

curity-updates 

A-MAT-MATT-

011123/1594 

N/A 09-Oct-2023 6.5 

Mattermost fails to 

deduplicate input 

IDs allowing 

a simple user to 

https://matte

rmost.com/se

curity-updates 

A-MAT-MATT-

011123/1595 
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cause the 

application to 

consume excessive 

resources and 

possibly crash by 

sending a specially 

crafted request to 

/api/v4/users/ids 

with multiple 

identical IDs.  

 

 

CVE ID : CVE-

2023-5333 

Missing 

Authorizati

on 

09-Oct-2023 5.3 

Mattermost fails to 

properly check the 

creator of an 

attached file when 

adding the file to a 

draft 

post, potentially 

exposing 

unauthorized file 

information. 

 

 

CVE ID : CVE-

2023-5331 

https://matte

rmost.com/se

curity-updates 

A-MAT-MATT-

011123/1596 

Vendor: md_jakir_hosen 

Product: tiger_forms_-_drag_and_drop_form_builder 

Affected Version(s): * Up to (including) 2.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability 

in MD Jakir Hosen 

Tiger Forms – Drag 

and Drop Form 

Builder plugin 

<= 2.0.0 versions. 

N/A 
A-MD_-TIGE-

011123/1597 
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CVE ID : CVE-

2023-44474 

Vendor: mediatek 

Product: iot_yocto 

Affected Version(s): 23.0 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

A-MED-IOT_-

011123/1598 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

A-MED-IOT_-

011123/1599 
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CVE ID : CVE-

2023-32828 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

A-MED-IOT_-

011123/1600 

Vendor: mediavine 

Product: mediavine_control_panel 

Affected Version(s): * Up to (including) 2.10.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Mediavine 

Mediavine Control 

Panel plugin 

<= 2.10.2 versions. 

CVE ID : CVE-

2023-44259 

N/A 
A-MED-MEDI-

011123/1601 

Vendor: Mediawiki 

Product: mediawiki 

Affected Version(s): * Up to (excluding) 1.35.12 

Loop with 

Unreachabl

e Exit 

Condition 

09-Oct-2023 7.5 

An issue was 

discovered in 

ApiPageSet.php in 

MediaWiki before 

1.35.12, 1.36.x 

https://phabr

icator.wikime

dia.org/T3330

50 

A-MED-MEDI-

011123/1602 
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('Infinite 

Loop') 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. It allows 

attackers to cause a 

denial of service 

(unbounded loop 

and 

RequestTimeoutEx

ception) when 

querying pages 

redirected to other 

variants with 

redirects and 

converttitles set. 

CVE ID : CVE-

2023-45363 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

09-Oct-2023 7.5 

An issue was 

discovered in the 

Wikibase extension 

for MediaWiki 

before 1.35.12, 

1.36.x through 

1.39.x before 

1.39.5, and 1.40.x 

before 1.40.1. 

There is no rate 

limit for merging 

items. 

CVE ID : CVE-

2023-45371 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/Wikibase/+/

961264 

A-MED-MEDI-

011123/1603 

N/A 09-Oct-2023 6.5 

An issue was 

discovered in the 

CheckUser 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. A user can 

use a 

rest.php/checkuser

https://phabr

icator.wikime

dia.org/T3449

23 

A-MED-MEDI-

011123/1604 
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/v0/useragent-

clienthints/revision

/ URL to store an 

arbitrary number of 

rows in 

cu_useragent_client

hints, leading to a 

denial of service. 

CVE ID : CVE-

2023-45367 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Oct-2023 6.1 

An issue was 

discovered in the 

ProofreadPage 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. XSS can 

occur via 

formatNumNoSepa

rators. 

CVE ID : CVE-

2023-45373 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/ProofreadPa

ge/+/961262, 

https://phabr

icator.wikime

dia.org/T3456

93 

A-MED-MEDI-

011123/1605 

N/A 09-Oct-2023 5.3 

An issue was 

discovered in the 

SportsTeams 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. 

SportsTeams: 

Special:SportsMana

gerLogo and 

Special:SportsTeam

sManagerLogo do 

not check for the 

sportsteamsmanag

er user right, and 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/SportsTeams

/+/959699/, 

https://phabr

icator.wikime

dia.org/T3456

80 

A-MED-MEDI-

011123/1606 
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thus an attacker 

may be able to 

affect pages that 

are concerned with 

sports teams. 

CVE ID : CVE-

2023-45370 

N/A 09-Oct-2023 5.3 

An issue was 

discovered in the 

Wikibase extension 

for MediaWiki 

before 1.35.12, 

1.36.x through 

1.39.x before 

1.39.5, and 1.40.x 

before 1.40.1. 

During item 

merging, 

ItemMergeInteract

or does not have an 

edit filter running 

(e.g., AbuseFilter). 

CVE ID : CVE-

2023-45372 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/Wikibase/+/

961264 

A-MED-MEDI-

011123/1607 

N/A 09-Oct-2023 5.3 

An issue was 

discovered in the 

SportsTeams 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. It does not 

check for the anti-

CSRF edit token in 

Special:SportsTeam

sManager and 

Special:UpdateFavo

riteTeams. 

CVE ID : CVE-

2023-45374 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/SportsTeams

/+/952552/, 

https://phabr

icator.wikime

dia.org/T3450

40 

A-MED-MEDI-

011123/1608 
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Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

09-Oct-2023 4.3 

An issue was 

discovered in the 

PageTriage 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. Usernames 

of hidden users are 

exposed. 

CVE ID : CVE-

2023-45369 

https://phabr

icator.wikime

dia.org/T3443

59, 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/PageTriage/

+/960676 

A-MED-MEDI-

011123/1609 

Affected Version(s): 1.40.0 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

09-Oct-2023 7.5 

An issue was 

discovered in 

ApiPageSet.php in 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. It allows 

attackers to cause a 

denial of service 

(unbounded loop 

and 

RequestTimeoutEx

ception) when 

querying pages 

redirected to other 

variants with 

redirects and 

converttitles set. 

CVE ID : CVE-

2023-45363 

https://phabr

icator.wikime

dia.org/T3330

50 

A-MED-MEDI-

011123/1610 

Allocation 

of 

Resources 

Without 

09-Oct-2023 7.5 

An issue was 

discovered in the 

Wikibase extension 

for MediaWiki 

before 1.35.12, 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

A-MED-MEDI-

011123/1611 
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Limits or 

Throttling 

1.36.x through 

1.39.x before 

1.39.5, and 1.40.x 

before 1.40.1. 

There is no rate 

limit for merging 

items. 

CVE ID : CVE-

2023-45371 

/Wikibase/+/

961264 

N/A 09-Oct-2023 6.5 

An issue was 

discovered in the 

CheckUser 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. A user can 

use a 

rest.php/checkuser

/v0/useragent-

clienthints/revision

/ URL to store an 

arbitrary number of 

rows in 

cu_useragent_client

hints, leading to a 

denial of service. 

CVE ID : CVE-

2023-45367 

https://phabr

icator.wikime

dia.org/T3449

23 

A-MED-MEDI-

011123/1612 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Oct-2023 6.1 

An issue was 

discovered in the 

ProofreadPage 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. XSS can 

occur via 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/ProofreadPa

ge/+/961262, 

https://phabr

icator.wikime

dia.org/T3456

93 

A-MED-MEDI-

011123/1613 
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formatNumNoSepa

rators. 

CVE ID : CVE-

2023-45373 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

09-Oct-2023 5.3 

An issue was 

discovered in 

includes/page/Arti

cle.php in 

MediaWiki 1.36.x 

through 1.39.x 

before 1.39.5 and 

1.40.x before 

1.40.1. Deleted 

revision existence 

is leaked due to 

incorrect 

permissions being 

checked. This 

reveals that a given 

revision ID 

belonged to the 

given page title, and 

its timestamp, both 

of which are not 

supposed to be 

public information. 

CVE ID : CVE-

2023-45364 

https://phabr

icator.wikime

dia.org/T2647

65 

A-MED-MEDI-

011123/1614 

N/A 09-Oct-2023 5.3 

An issue was 

discovered in the 

SportsTeams 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. 

SportsTeams: 

Special:SportsMana

gerLogo and 

Special:SportsTeam

sManagerLogo do 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/SportsTeams

/+/959699/, 

https://phabr

icator.wikime

dia.org/T3456

80 

A-MED-MEDI-

011123/1615 
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not check for the 

sportsteamsmanag

er user right, and 

thus an attacker 

may be able to 

affect pages that 

are concerned with 

sports teams. 

CVE ID : CVE-

2023-45370 

N/A 09-Oct-2023 5.3 

An issue was 

discovered in the 

Wikibase extension 

for MediaWiki 

before 1.35.12, 

1.36.x through 

1.39.x before 

1.39.5, and 1.40.x 

before 1.40.1. 

During item 

merging, 

ItemMergeInteract

or does not have an 

edit filter running 

(e.g., AbuseFilter). 

CVE ID : CVE-

2023-45372 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/Wikibase/+/

961264 

A-MED-MEDI-

011123/1616 

N/A 09-Oct-2023 5.3 

An issue was 

discovered in the 

SportsTeams 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. It does not 

check for the anti-

CSRF edit token in 

Special:SportsTeam

sManager and 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/SportsTeams

/+/952552/, 

https://phabr

icator.wikime

dia.org/T3450

40 

A-MED-MEDI-

011123/1617 
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Special:UpdateFavo

riteTeams. 

CVE ID : CVE-

2023-45374 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

09-Oct-2023 4.3 

An issue was 

discovered in the 

PageTriage 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. Usernames 

of hidden users are 

exposed. 

CVE ID : CVE-

2023-45369 

https://phabr

icator.wikime

dia.org/T3443

59, 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/PageTriage/

+/960676 

A-MED-MEDI-

011123/1618 

Affected Version(s): From (including) 1.36.0 Up to (excluding) 1.39.5 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

09-Oct-2023 7.5 

An issue was 

discovered in 

ApiPageSet.php in 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. It allows 

attackers to cause a 

denial of service 

(unbounded loop 

and 

RequestTimeoutEx

ception) when 

querying pages 

redirected to other 

variants with 

redirects and 

converttitles set. 

CVE ID : CVE-

2023-45363 

https://phabr

icator.wikime

dia.org/T3330

50 

A-MED-MEDI-

011123/1619 
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Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

09-Oct-2023 7.5 

An issue was 

discovered in the 

Wikibase extension 

for MediaWiki 

before 1.35.12, 

1.36.x through 

1.39.x before 

1.39.5, and 1.40.x 

before 1.40.1. 

There is no rate 

limit for merging 

items. 

CVE ID : CVE-

2023-45371 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/Wikibase/+/

961264 

A-MED-MEDI-

011123/1620 

N/A 09-Oct-2023 6.5 

An issue was 

discovered in the 

CheckUser 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. A user can 

use a 

rest.php/checkuser

/v0/useragent-

clienthints/revision

/ URL to store an 

arbitrary number of 

rows in 

cu_useragent_client

hints, leading to a 

denial of service. 

CVE ID : CVE-

2023-45367 

https://phabr

icator.wikime

dia.org/T3449

23 

A-MED-MEDI-

011123/1621 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

09-Oct-2023 6.1 

An issue was 

discovered in the 

ProofreadPage 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/ProofreadPa

ge/+/961262, 

https://phabr

A-MED-MEDI-

011123/1622 
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('Cross-site 

Scripting') 

before 1.39.5, and 

1.40.x before 

1.40.1. XSS can 

occur via 

formatNumNoSepa

rators. 

CVE ID : CVE-

2023-45373 

icator.wikime

dia.org/T3456

93 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

09-Oct-2023 5.3 

An issue was 

discovered in 

includes/page/Arti

cle.php in 

MediaWiki 1.36.x 

through 1.39.x 

before 1.39.5 and 

1.40.x before 

1.40.1. Deleted 

revision existence 

is leaked due to 

incorrect 

permissions being 

checked. This 

reveals that a given 

revision ID 

belonged to the 

given page title, and 

its timestamp, both 

of which are not 

supposed to be 

public information. 

CVE ID : CVE-

2023-45364 

https://phabr

icator.wikime

dia.org/T2647

65 

A-MED-MEDI-

011123/1623 

N/A 09-Oct-2023 5.3 

An issue was 

discovered in the 

SportsTeams 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. 

SportsTeams: 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/SportsTeams

/+/959699/, 

https://phabr

icator.wikime

dia.org/T3456

80 

A-MED-MEDI-

011123/1624 
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Special:SportsMana

gerLogo and 

Special:SportsTeam

sManagerLogo do 

not check for the 

sportsteamsmanag

er user right, and 

thus an attacker 

may be able to 

affect pages that 

are concerned with 

sports teams. 

CVE ID : CVE-

2023-45370 

N/A 09-Oct-2023 5.3 

An issue was 

discovered in the 

Wikibase extension 

for MediaWiki 

before 1.35.12, 

1.36.x through 

1.39.x before 

1.39.5, and 1.40.x 

before 1.40.1. 

During item 

merging, 

ItemMergeInteract

or does not have an 

edit filter running 

(e.g., AbuseFilter). 

CVE ID : CVE-

2023-45372 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/Wikibase/+/

961264 

A-MED-MEDI-

011123/1625 

N/A 09-Oct-2023 5.3 

An issue was 

discovered in the 

SportsTeams 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. It does not 

check for the anti-

CSRF edit token in 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/SportsTeams

/+/952552/, 

https://phabr

icator.wikime

dia.org/T3450

40 

A-MED-MEDI-

011123/1626 
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Special:SportsTeam

sManager and 

Special:UpdateFavo

riteTeams. 

CVE ID : CVE-

2023-45374 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

09-Oct-2023 4.3 

An issue was 

discovered in the 

PageTriage 

extension for 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. Usernames 

of hidden users are 

exposed. 

CVE ID : CVE-

2023-45369 

https://phabr

icator.wikime

dia.org/T3443

59, 

https://gerrit.

wikimedia.org

/r/c/mediawi

ki/extensions

/PageTriage/

+/960676 

A-MED-MEDI-

011123/1627 

Vendor: mekshq 

Product: meks_audio_player 

Affected Version(s): * Up to (including) 1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Meks Video 

Importer, Meks 

Time Ago, Meks 

ThemeForest Smart 

Widget, Meks Smart 

Author Widget, 

Meks Audio Player, 

Meks Easy Maps, 

Meks Easy Photo 

Feed Widget, Meks 

Simple Flickr 

Widget, Meks Easy 

Ads Widget, Meks 

Smart Social 

Widget plugins 

N/A 
A-MEK-MEKS-

011123/1628 
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leading to dismiss 

or the popup. 

CVE ID : CVE-

2023-25989 

Product: meks_easy_ads_widget 

Affected Version(s): * Up to (including) 2.0.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Meks Video 

Importer, Meks 

Time Ago, Meks 

ThemeForest Smart 

Widget, Meks Smart 

Author Widget, 

Meks Audio Player, 

Meks Easy Maps, 

Meks Easy Photo 

Feed Widget, Meks 

Simple Flickr 

Widget, Meks Easy 

Ads Widget, Meks 

Smart Social 

Widget plugins 

leading to dismiss 

or the popup. 

CVE ID : CVE-

2023-25989 

N/A 
A-MEK-MEKS-

011123/1629 

Product: meks_easy_maps 

Affected Version(s): * Up to (including) 2.1.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Meks Video 

Importer, Meks 

Time Ago, Meks 

ThemeForest Smart 

Widget, Meks Smart 

Author Widget, 

Meks Audio Player, 

Meks Easy Maps, 

N/A 
A-MEK-MEKS-

011123/1630 
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Meks Easy Photo 

Feed Widget, Meks 

Simple Flickr 

Widget, Meks Easy 

Ads Widget, Meks 

Smart Social 

Widget plugins 

leading to dismiss 

or the popup. 

CVE ID : CVE-

2023-25989 

Product: meks_easy_photo_feed_widget 

Affected Version(s): * Up to (including) 1.2.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Meks Video 

Importer, Meks 

Time Ago, Meks 

ThemeForest Smart 

Widget, Meks Smart 

Author Widget, 

Meks Audio Player, 

Meks Easy Maps, 

Meks Easy Photo 

Feed Widget, Meks 

Simple Flickr 

Widget, Meks Easy 

Ads Widget, Meks 

Smart Social 

Widget plugins 

leading to dismiss 

or the popup. 

CVE ID : CVE-

2023-25989 

N/A 
A-MEK-MEKS-

011123/1631 

Product: meks_simple_flickr_widget 

Affected Version(s): * Up to (including) 1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Meks Video 

N/A 
A-MEK-MEKS-

011123/1632 
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Importer, Meks 

Time Ago, Meks 

ThemeForest Smart 

Widget, Meks Smart 

Author Widget, 

Meks Audio Player, 

Meks Easy Maps, 

Meks Easy Photo 

Feed Widget, Meks 

Simple Flickr 

Widget, Meks Easy 

Ads Widget, Meks 

Smart Social 

Widget plugins 

leading to dismiss 

or the popup. 

CVE ID : CVE-

2023-25989 

Product: meks_smart_author_widget 

Affected Version(s): * Up to (including) 1.1.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Meks Video 

Importer, Meks 

Time Ago, Meks 

ThemeForest Smart 

Widget, Meks Smart 

Author Widget, 

Meks Audio Player, 

Meks Easy Maps, 

Meks Easy Photo 

Feed Widget, Meks 

Simple Flickr 

Widget, Meks Easy 

Ads Widget, Meks 

Smart Social 

Widget plugins 

leading to dismiss 

or the popup. 

CVE ID : CVE-

2023-25989 

N/A 
A-MEK-MEKS-

011123/1633 
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Product: meks_smart_social_widget 

Affected Version(s): * Up to (including) 1.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Meks Video 

Importer, Meks 

Time Ago, Meks 

ThemeForest Smart 

Widget, Meks Smart 

Author Widget, 

Meks Audio Player, 

Meks Easy Maps, 

Meks Easy Photo 

Feed Widget, Meks 

Simple Flickr 

Widget, Meks Easy 

Ads Widget, Meks 

Smart Social 

Widget plugins 

leading to dismiss 

or the popup. 

CVE ID : CVE-

2023-25989 

N/A 
A-MEK-MEKS-

011123/1634 

Product: meks_themeforest_smart_widget 

Affected Version(s): * Up to (including) 1.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Meks Video 

Importer, Meks 

Time Ago, Meks 

ThemeForest Smart 

Widget, Meks Smart 

Author Widget, 

Meks Audio Player, 

Meks Easy Maps, 

Meks Easy Photo 

Feed Widget, Meks 

Simple Flickr 

Widget, Meks Easy 

Ads Widget, Meks 

N/A 
A-MEK-MEKS-

011123/1635 
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Smart Social 

Widget plugins 

leading to dismiss 

or the popup. 

CVE ID : CVE-

2023-25989 

Product: meks_time_ago 

Affected Version(s): * Up to (including) 1.1.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Meks Video 

Importer, Meks 

Time Ago, Meks 

ThemeForest Smart 

Widget, Meks Smart 

Author Widget, 

Meks Audio Player, 

Meks Easy Maps, 

Meks Easy Photo 

Feed Widget, Meks 

Simple Flickr 

Widget, Meks Easy 

Ads Widget, Meks 

Smart Social 

Widget plugins 

leading to dismiss 

or the popup. 

CVE ID : CVE-

2023-25989 

N/A 
A-MEK-MEKS-

011123/1636 

Product: meks_video_importer 

Affected Version(s): * Up to (including) 1.0.10 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Meks Video 

Importer, Meks 

Time Ago, Meks 

ThemeForest Smart 

Widget, Meks Smart 

Author Widget, 

N/A 
A-MEK-MEKS-

011123/1637 
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Meks Audio Player, 

Meks Easy Maps, 

Meks Easy Photo 

Feed Widget, Meks 

Simple Flickr 

Widget, Meks Easy 

Ads Widget, Meks 

Smart Social 

Widget plugins 

leading to dismiss 

or the popup. 

CVE ID : CVE-

2023-25989 

Vendor: mendix 

Product: forgot_password 

Affected Version(s): * Up to (excluding) 3.7.3 

Observable 

Discrepanc

y 

10-Oct-2023 5.3 

A vulnerability has 

been identified in 

Mendix Forgot 

Password (Mendix 

10 compatible) (All 

versions < V5.4.0), 

Mendix Forgot 

Password (Mendix 

7 compatible) (All 

versions < V3.7.3), 

Mendix Forgot 

Password (Mendix 

8 compatible) (All 

versions < V4.1.3), 

Mendix Forgot 

Password (Mendix 

9 compatible) (All 

versions < V5.4.0). 

Applications using 

the affected module 

are vulnerable to 

user enumeration 

due to 

distinguishable 

responses. This 

could allow an 

N/A 
A-MEN-FORG-

011123/1638 
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unauthenticated 

remote attacker to 

determine if a user 

is valid or not, 

enabling a brute 

force attack with 

valid users. 

CVE ID : CVE-

2023-43623 

Affected Version(s): From (including) 4.0.0 Up to (excluding) 4.1.3 

Observable 

Discrepanc

y 

10-Oct-2023 5.3 

A vulnerability has 

been identified in 

Mendix Forgot 

Password (Mendix 

10 compatible) (All 

versions < V5.4.0), 

Mendix Forgot 

Password (Mendix 

7 compatible) (All 

versions < V3.7.3), 

Mendix Forgot 

Password (Mendix 

8 compatible) (All 

versions < V4.1.3), 

Mendix Forgot 

Password (Mendix 

9 compatible) (All 

versions < V5.4.0). 

Applications using 

the affected module 

are vulnerable to 

user enumeration 

due to 

distinguishable 

responses. This 

could allow an 

unauthenticated 

remote attacker to 

determine if a user 

is valid or not, 

enabling a brute 

force attack with 

valid users. 

N/A 
A-MEN-FORG-

011123/1639 
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CVE ID : CVE-

2023-43623 

Affected Version(s): From (including) 5.0.0 Up to (excluding) 5.4.0 

Observable 

Discrepanc

y 

10-Oct-2023 5.3 

A vulnerability has 

been identified in 

Mendix Forgot 

Password (Mendix 

10 compatible) (All 

versions < V5.4.0), 

Mendix Forgot 

Password (Mendix 

7 compatible) (All 

versions < V3.7.3), 

Mendix Forgot 

Password (Mendix 

8 compatible) (All 

versions < V4.1.3), 

Mendix Forgot 

Password (Mendix 

9 compatible) (All 

versions < V5.4.0). 

Applications using 

the affected module 

are vulnerable to 

user enumeration 

due to 

distinguishable 

responses. This 

could allow an 

unauthenticated 

remote attacker to 

determine if a user 

is valid or not, 

enabling a brute 

force attack with 

valid users. 

CVE ID : CVE-

2023-43623 

N/A 
A-MEN-FORG-

011123/1640 

Vendor: mhlw 

Product: fd_application 

Affected Version(s): * Up to (including) 9.01 
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Improper 

Restriction 

of XML 

External 

Entity 

Reference 

02-Oct-2023 5.5 

FD Application Apr. 

2022 Edition 

(Version 9.01) and 

earlier improperly 

restricts XML 

external entity 

references (XXE). 

By processing a 

specially crafted 

XML file, arbitrary 

files on the system 

may be read by an 

attacker. 

CVE ID : CVE-

2023-42132 

N/A 
A-MHL-FD_A-

011123/1641 

Vendor: Microsoft 

Product: .net 

Affected Version(s): From (including) 6.0.0 Up to (excluding) 6.0.23 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-MIC-.NET-

011123/1642 

Affected Version(s): From (including) 7.0.0 Up to (excluding) 7.0.12 
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N/A 10-Oct-2023 7.5 

Microsoft QUIC 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-38171 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38171 

A-MIC-.NET-

011123/1643 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-MIC-.NET-

011123/1644 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.12 

N/A 10-Oct-2023 7.5 

Microsoft QUIC 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36435 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36435 

A-MIC-.NET-

011123/1645 

Product: 365_apps 

Affected Version(s): - 

N/A 10-Oct-2023 8.4 

Microsoft Office 

Elevation of 

Privilege 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36569 

A-MIC-365_-

011123/1646 
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CVE ID : CVE-

2023-36569 

N/A 10-Oct-2023 7 

Microsoft Office 

Click-To-Run 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36568 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36568 

A-MIC-365_-

011123/1647 

Product: asp.net_core 

Affected Version(s): From (including) 6.0.0 Up to (excluding) 6.0.23 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-MIC-ASP.-

011123/1648 

Affected Version(s): From (including) 7.0.0 Up to (excluding) 7.0.12 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

A-MIC-ASP.-

011123/1649 
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exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: azure_hdinsights 

Affected Version(s): - 

N/A 10-Oct-2023 9.8 

Azure HDInsight 

Apache Oozie 

Workflow 

Scheduler Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36419 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36419 

A-MIC-AZUR-

011123/1650 

Product: azure_identity_sdk 

Affected Version(s): * Up to (excluding) 1.10.2 

N/A 10-Oct-2023 8.8 

Azure Identity SDK 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36414 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36414 

A-MIC-AZUR-

011123/1651 

N/A 10-Oct-2023 8.8 

Azure Identity SDK 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36415 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36415 

A-MIC-AZUR-

011123/1652 

Affected Version(s): * Up to (excluding) 1.14.1 

N/A 10-Oct-2023 8.8 Azure Identity SDK 

Remote Code 

https://msrc.

microsoft.com

/update-

A-MIC-AZUR-

011123/1653 
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Execution 

Vulnerability 

CVE ID : CVE-

2023-36415 

guide/vulnera

bility/CVE-

2023-36415 

Affected Version(s): * Up to (excluding) 3.3.1 

N/A 10-Oct-2023 8.8 

Azure Identity SDK 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36415 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36415 

A-MIC-AZUR-

011123/1654 

Product: azure_kubernetes_service 

Affected Version(s): * Up to (excluding) 2023-10-08 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-MIC-AZUR-

011123/1655 

Product: azure_network_watcher 

Affected Version(s): * Up to (excluding) 1.4.2798.3 

N/A 10-Oct-2023 7.8 
Azure Network 

Watcher VM Agent 

Elevation of 

https://msrc.

microsoft.com

/update-

guide/vulnera

A-MIC-AZUR-

011123/1656 
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Privilege 

Vulnerability 

CVE ID : CVE-

2023-36737 

bility/CVE-

2023-36737 

Product: azure_rtos_guix_studio 

Affected Version(s): From (including) 6.0 Up to (excluding) 6.3.0 

N/A 10-Oct-2023 7.8 

Azure RTOS GUIX 

Studio Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36418 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36418 

A-MIC-AZUR-

011123/1657 

Product: cbl-mariner 

Affected Version(s): * Up to (excluding) 2023-10-11 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-MIC-CBL--

011123/1658 

Product: common_data_model_sdk 

Affected Version(s): * Up to (excluding) 1.7.4 

N/A 10-Oct-2023 6.5 Microsoft Common 

Data Model SDK 

https://msrc.

microsoft.com

/update-

A-MIC-COMM-

011123/1659 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 951 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36566 

guide/vulnera

bility/CVE-

2023-36566 

Product: dynamics_365 

Affected Version(s): From (including) 9.0 Up to (excluding) 9.0.47.08 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 6.1 

Microsoft Dynamics 

365 (on-premises) 

Cross-site Scripting 

Vulnerability 

CVE ID : CVE-

2023-36416 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36416 

A-MIC-DYNA-

011123/1660 

Affected Version(s): From (including) 9.0 Up to (excluding) 9.0.49.04 

N/A 10-Oct-2023 6.5 

Microsoft Dynamics 

365 (On-Premises) 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36433 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36433 

A-MIC-DYNA-

011123/1661 

Affected Version(s): From (including) 9.0 Up to (excluding) 9.0.50.03 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 6.5 

Microsoft Dynamics 

365 (On-Premises) 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36429 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36429 

A-MIC-DYNA-

011123/1662 

Affected Version(s): From (including) 9.1 Up to (excluding) 9.1.18.22 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

10-Oct-2023 6.1 

Microsoft Dynamics 

365 (on-premises) 

Cross-site Scripting 

Vulnerability 

CVE ID : CVE-

2023-36416 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36416 

A-MIC-DYNA-

011123/1663 
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('Cross-site 

Scripting') 

Affected Version(s): From (including) 9.1 Up to (excluding) 9.1.21.05 

N/A 10-Oct-2023 6.5 

Microsoft Dynamics 

365 (On-Premises) 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36433 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36433 

A-MIC-DYNA-

011123/1664 

Affected Version(s): From (including) 9.1 Up to (excluding) 9.1.22.04 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 6.5 

Microsoft Dynamics 

365 (On-Premises) 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36429 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36429 

A-MIC-DYNA-

011123/1665 

Product: edge_chromium 

Affected Version(s): * Up to (excluding) 118.0.2088.46 

N/A 13-Oct-2023 4.2 

Microsoft Edge 

(Chromium-based) 

Spoofing 

Vulnerability 

CVE ID : CVE-

2023-36559 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36559 

A-MIC-EDGE-

011123/1666 

Product: exchange_server 

Affected Version(s): 2019 

N/A 10-Oct-2023 8 

Microsoft Exchange 

Server Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36778 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36778 

A-MIC-EXCH-

011123/1667 

Affected Version(s): 2016 

N/A 10-Oct-2023 8 Microsoft Exchange 

Server Remote 

https://msrc.

microsoft.com

/update-

A-MIC-EXCH-

011123/1668 
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Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36778 

guide/vulnera

bility/CVE-

2023-36778 

Product: odbc_driver_for_sql_server 

Affected Version(s): From (including) 17 Up to (excluding) 17.10.5.1 

N/A 10-Oct-2023 7.8 

Microsoft ODBC 

Driver for SQL 

Server Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36420 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36420 

A-MIC-ODBC-

011123/1669 

Affected Version(s): From (including) 17.0 Up to (excluding) 17.10.5.1 

N/A 10-Oct-2023 7.8 

Microsoft ODBC 

Driver for SQL 

Server Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36730 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36730 

A-MIC-ODBC-

011123/1670 

N/A 10-Oct-2023 5.5 

Microsoft SQL 

Server Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36728 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36728 

A-MIC-ODBC-

011123/1671 

Affected Version(s): From (including) 17.0.1.1 Up to (excluding) 17.10.5.1 

N/A 10-Oct-2023 7.8 

Microsoft ODBC 

Driver for SQL 

Server Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36420 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36420 

A-MIC-ODBC-

011123/1672 

N/A 10-Oct-2023 7.8 
Microsoft ODBC 

Driver for SQL 

Server Remote 

https://msrc.

microsoft.com

/update-

guide/vulnera

A-MIC-ODBC-

011123/1673 
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Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36785 

bility/CVE-

2023-36785 

Affected Version(s): From (including) 18.0 Up to (excluding) 18.3.2.1 

N/A 10-Oct-2023 7.8 

Microsoft ODBC 

Driver for SQL 

Server Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36420 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36420 

A-MIC-ODBC-

011123/1674 

N/A 10-Oct-2023 7.8 

Microsoft ODBC 

Driver for SQL 

Server Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36730 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36730 

A-MIC-ODBC-

011123/1675 

N/A 10-Oct-2023 5.5 

Microsoft SQL 

Server Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36728 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36728 

A-MIC-ODBC-

011123/1676 

Affected Version(s): From (including) 18.0.1.1 Up to (excluding) 18.3.2.1 

N/A 10-Oct-2023 7.8 

Microsoft ODBC 

Driver for SQL 

Server Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36420 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36420 

A-MIC-ODBC-

011123/1677 

N/A 10-Oct-2023 7.8 

Microsoft ODBC 

Driver for SQL 

Server Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36785 

A-MIC-ODBC-

011123/1678 
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CVE ID : CVE-

2023-36785 

Affected Version(s): From (including) 18.0.2 Up to (excluding) 19.3.0002.0 

N/A 10-Oct-2023 7.8 

Microsoft SQL OLE 

DB Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36417 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36417 

A-MIC-ODBC-

011123/1679 

Product: office 

Affected Version(s): 2019 

N/A 10-Oct-2023 8.4 

Microsoft Office 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36569 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36569 

A-MIC-OFFI-

011123/1680 

N/A 10-Oct-2023 7 

Microsoft Office 

Graphics Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36565 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36565 

A-MIC-OFFI-

011123/1681 

N/A 10-Oct-2023 7 

Microsoft Office 

Click-To-Run 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36568 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36568 

A-MIC-OFFI-

011123/1682 

Affected Version(s): * Up to (excluding) 16.0.14326.21606 

N/A 10-Oct-2023 7 

Microsoft Office 

Graphics Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36565 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36565 

A-MIC-OFFI-

011123/1683 

Affected Version(s): * Up to (excluding) 16.0.16827.20138 
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N/A 10-Oct-2023 7 

Microsoft Office 

Graphics Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36565 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36565 

A-MIC-OFFI-

011123/1684 

Product: office_long_term_servicing_channel 

Affected Version(s): 2021 

N/A 10-Oct-2023 8.4 

Microsoft Office 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36569 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36569 

A-MIC-OFFI-

011123/1685 

N/A 10-Oct-2023 7 

Microsoft Office 

Graphics Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36565 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36565 

A-MIC-OFFI-

011123/1686 

N/A 10-Oct-2023 7 

Microsoft Office 

Click-To-Run 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36568 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36568 

A-MIC-OFFI-

011123/1687 

Product: ole_db_driver_for_sql_server 

Affected Version(s): From (including) 18.0 Up to (excluding) 19.3.0002.0 

N/A 10-Oct-2023 5.5 

Microsoft SQL 

Server Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36728 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36728 

A-MIC-OLE_-

011123/1688 

Product: skype_for_business_server 

Affected Version(s): 2019 
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N/A 10-Oct-2023 7.2 

Skype for Business 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36780 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36780 

A-MIC-SKYP-

011123/1689 

N/A 10-Oct-2023 7.2 

Skype for Business 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36786 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36786 

A-MIC-SKYP-

011123/1690 

N/A 10-Oct-2023 7.2 

Skype for Business 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36789 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36789 

A-MIC-SKYP-

011123/1691 

N/A 10-Oct-2023 5.3 

Skype for Business 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41763 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41763 

A-MIC-SKYP-

011123/1692 

Affected Version(s): 2015 

N/A 10-Oct-2023 7.2 

Skype for Business 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36780 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36780 

A-MIC-SKYP-

011123/1693 

N/A 10-Oct-2023 7.2 

Skype for Business 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36786 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36786 

A-MIC-SKYP-

011123/1694 

N/A 10-Oct-2023 7.2 Skype for Business 

Remote Code 

https://msrc.

microsoft.com

/update-

A-MIC-SKYP-

011123/1695 
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Execution 

Vulnerability 

CVE ID : CVE-

2023-36789 

guide/vulnera

bility/CVE-

2023-36789 

N/A 10-Oct-2023 5.3 

Skype for Business 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41763 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41763 

A-MIC-SKYP-

011123/1696 

Product: sql_server 

Affected Version(s): 2019 

N/A 10-Oct-2023 7.8 

Microsoft SQL OLE 

DB Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36417 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36417 

A-MIC-SQL_-

011123/1697 

N/A 10-Oct-2023 7.8 

Microsoft ODBC 

Driver for SQL 

Server Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36420 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36420 

A-MIC-SQL_-

011123/1698 

N/A 10-Oct-2023 7.8 

Microsoft ODBC 

Driver for SQL 

Server Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36730 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36730 

A-MIC-SQL_-

011123/1699 

N/A 10-Oct-2023 7.8 

Microsoft ODBC 

Driver for SQL 

Server Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36785 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36785 

A-MIC-SQL_-

011123/1700 
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N/A 10-Oct-2023 5.5 

Microsoft SQL 

Server Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36728 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36728 

A-MIC-SQL_-

011123/1701 

Affected Version(s): 2016 

N/A 10-Oct-2023 5.5 

Microsoft SQL 

Server Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36728 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36728 

A-MIC-SQL_-

021123/1702 

Affected Version(s): 2014 

N/A 10-Oct-2023 5.5 

Microsoft SQL 

Server Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36728 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36728 

A-MIC-SQL_-

021123/1703 

Affected Version(s): 2017 

N/A 10-Oct-2023 5.5 

Microsoft SQL 

Server Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36728 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36728 

A-MIC-SQL_-

021123/1704 

Affected Version(s): 2022 

N/A 10-Oct-2023 7.8 

Microsoft SQL OLE 

DB Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36417 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36417 

A-MIC-SQL_-

021123/1705 

N/A 10-Oct-2023 7.8 

Microsoft ODBC 

Driver for SQL 

Server Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

A-MIC-SQL_-

021123/1706 
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CVE ID : CVE-

2023-36420 

bility/CVE-

2023-36420 

N/A 10-Oct-2023 7.8 

Microsoft ODBC 

Driver for SQL 

Server Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36730 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36730 

A-MIC-SQL_-

021123/1707 

N/A 10-Oct-2023 7.8 

Microsoft ODBC 

Driver for SQL 

Server Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36785 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36785 

A-MIC-SQL_-

021123/1708 

N/A 10-Oct-2023 5.5 

Microsoft SQL 

Server Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36728 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36728 

A-MIC-SQL_-

021123/1709 

Product: visual_studio_2022 

Affected Version(s): From (including) 17.0 Up to (excluding) 17.2.20 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

A-MIC-VISU-

021123/1710 
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attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 17.2.0 Up to (excluding) 17.2.20 

N/A 10-Oct-2023 7.5 

Microsoft QUIC 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-38171 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38171 

A-MIC-VISU-

021123/1711 

Affected Version(s): From (including) 17.4 Up to (excluding) 17.4.12 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-MIC-VISU-

021123/1712 

Affected Version(s): From (including) 17.4.0 Up to (excluding) 17.4.12 

N/A 10-Oct-2023 7.5 

Microsoft QUIC 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-38171 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38171 

A-MIC-VISU-

021123/1713 

Affected Version(s): From (including) 17.6 Up to (excluding) 17.6.8 
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Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-MIC-VISU-

021123/1714 

Affected Version(s): From (including) 17.6.0 Up to (excluding) 17.6.8 

N/A 10-Oct-2023 7.5 

Microsoft QUIC 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-38171 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38171 

A-MIC-VISU-

021123/1715 

Affected Version(s): From (including) 17.7 Up to (excluding) 17.7.5 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

A-MIC-VISU-

021123/1716 
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CVE ID : CVE-

2023-44487 

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 17.7.0 Up to (excluding) 17.7.5 

N/A 10-Oct-2023 7.5 

Microsoft QUIC 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-38171 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38171 

A-MIC-VISU-

021123/1717 

Vendor: misskey 

Product: misskey 

Affected Version(s): * Up to (excluding) 2023.9.0 

Improper 

Authentica

tion 

04-Oct-2023 7.5 

Misskey is an open 

source, 

decentralized social 

media platform. 

Prior to version 

2023.9.0, by editing 

the URL, a user can 

bypass the 

authentication of 

the Bull dashboard, 

which is the job 

queue management 

UI, and access it. 

Version 2023.9.0 

contains a fix. 

There are no 

known 

workarounds. 

CVE ID : CVE-

2023-43793 

https://github

.com/misskey

-

dev/misskey/

security/advis

ories/GHSA-

9fj2-gjcf-cqqc, 

https://github

.com/misskey

-

dev/misskey/

commit/c9aec

cb2ab260ceed

c126e6e366d

a8cd13ece4b2 

A-MIS-MISS-

021123/1718 

Vendor: mojoportal 

Product: mojoportal 

Affected Version(s): 2.7.0.0 
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Unrestricte

d Upload of 

File with 

Dangerous 

Type 

02-Oct-2023 9.8 

File Upload 

vulnerability in 

mojoPortal v.2.7.0.0 

allows a remote 

attacker to execute 

arbitrary code via 

the File Manager 

function. 

CVE ID : CVE-

2023-44008 

N/A 
A-MOJ-MOJO-

021123/1719 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

02-Oct-2023 9.8 

File Upload 

vulnerability in 

mojoPortal v.2.7.0.0 

allows a remote 

attacker to execute 

arbitrary code via 

the Skin 

Management 

function. 

CVE ID : CVE-

2023-44009 

N/A 
A-MOJ-MOJO-

021123/1720 

N/A 02-Oct-2023 9.8 

An issue in 

mojoPortal v.2.7.0.0 

allows a remote 

attacker to execute 

arbitrary code via a 

crafted script to the 

layout.master skin 

file at the Skin 

management 

component. 

CVE ID : CVE-

2023-44011 

N/A 
A-MOJ-MOJO-

021123/1721 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 6.1 

Cross Site Scripting 

vulnerability in 

mojoPortal v.2.7.0.0 

allows a remote 

attacker to execute 

arbitrary code via 

the helpkey 

parameter in the 

N/A 
A-MOJ-MOJO-

021123/1722 
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Help.aspx 

component. 

CVE ID : CVE-

2023-44012 

Vendor: monchito 

Product: wp_emoji_one 

Affected Version(s): * Up to (including) 0.6.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Monchito.Net WP 

Emoji One plugin 

<= 0.6.0 versions. 

CVE ID : CVE-

2023-37991 

N/A 
A-MON-WP_E-

021123/1723 

Vendor: moosocial 

Product: moosocial 

Affected Version(s): 3.1.8 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross Site Request 

Forgery (CSRF) 

vulnerability in 

MooSocial v.3.1.8 

allows a remote 

attacker to execute 

arbitrary code and 

obtain sensitive 

information via the 

admin Password 

Change Function. 

CVE ID : CVE-

2023-44811 

N/A 
A-MOO-MOOS-

021123/1724 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Oct-2023 6.1 

Cross Site Scripting 

(XSS) vulnerability 

in mooSocial v.3.1.8 

allows a remote 

attacker to execute 

arbitrary code via a 

crafted payload to 

the 

admin_redirect_url 

N/A 
A-MOO-MOOS-

021123/1725 
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parameter of the 

user login function. 

CVE ID : CVE-

2023-44812 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Oct-2023 6.1 

Cross Site Scripting 

(XSS) vulnerability 

in mooSocial v.3.1.8 

allows a remote 

attacker to execute 

arbitrary code via a 

crafted payload to 

the mode 

parameter of the 

invite friend login 

function. 

CVE ID : CVE-

2023-44813 

N/A 
A-MOO-MOOS-

021123/1726 

Vendor: moriyan_jay 

Product: wp_site_protector 

Affected Version(s): * Up to (including) 2.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Moriyan Jay WP 

Site Protector 

plugin <= 2.0 

versions. 

CVE ID : CVE-

2023-44237 

N/A 
A-MOR-WP_S-

021123/1727 

Vendor: mosparo 

Product: mosparo 

Affected Version(s): * Up to (excluding) 1.0.2 

URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

04-Oct-2023 6.1 

Open Redirect in 

GitHub repository 

mosparo/mosparo 

prior to 1.0.2. 

CVE ID : CVE-

2023-5375 

https://github

.com/mospar

o/mosparo/co

mmit/9d5da3

67b78b8c883

bfef5f332ffea

26292f99e8 

A-MOS-MOSP-

021123/1728 
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Vendor: Mozilla 

Product: common_voice 

Affected Version(s): 1.88.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Common Voice is 

the web app for 

Mozilla Common 

Voice, a platform 

for collecting 

speech donations in 

order to create 

public domain 

datasets for 

training voice 

recognition-related 

tools. Version 

1.88.2 is vulnerable 

to reflected Cross-

Site Scripting given 

that user-

controlled data 

flows to a path 

expression (path of 

a network request). 

This issue may lead 

to reflected Cross-

Site Scripting (XSS) 

in the context of 

Common Voice’s 

server origin. As of 

time of publication, 

it is unknown 

whether any 

patches or 

workarounds exist. 

CVE ID : CVE-

2023-42808 

N/A 
A-MOZ-COMM-

021123/1729 

Vendor: msimpson 

Product: add_shortcodes_actions_and_filters 

Affected Version(s): * Up to (including) 2.0.9 

Cross-Site 

Request 
10-Oct-2023 8.8 Cross-Site Request 

Forgery (CSRF) 
N/A 

A-MSI-ADD_-

021123/1730 
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Forgery 

(CSRF) 

vulnerability in 

Michael Simpson 

Add Shortcodes 

Actions And Filters 

plugin <= 2.0.9 

versions. 

CVE ID : CVE-

2023-44475 

Vendor: mtproto 

Product: mt_proto_proxy 

Affected Version(s): * Up to (including) 0.7.2 

Insecure 

Default 

Initializatio

n of 

Resource 

10-Oct-2023 8.8 

In the 

mtproto_proxy (aka 

MTProto proxy) 

component through 

0.7.2 for Erlang, a 

low-privileged 

remote attacker can 

access an 

improperly secured 

default installation 

without 

authenticating and 

achieve remote 

command 

execution ability. 

CVE ID : CVE-

2023-45312 

N/A 
A-MTP-MT_P-

021123/1731 

Vendor: multidots 

Product: banner_management_for_woocommerce 

Affected Version(s): * Up to (including) 2.4.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 6.5 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

theDotstore Banner 

Management For 

WooCommerce 

plugin <= 2.4.2 

versions. 

N/A 
A-MUL-BANN-

021123/1732 
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CVE ID : CVE-

2023-39158 

Product: dynamic_pricing_and_discount_rules_for_woocommerce 

Affected Version(s): * Up to (excluding) 2.4.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

04-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

theDotstore 

Dynamic Pricing 

and Discount Rules 

for WooCommerce 

plugin <= 2.4.0 

versions. 

CVE ID : CVE-

2023-40559 

N/A 
A-MUL-DYNA-

021123/1733 

Product: enhanced_ecommerce_google_analytics_for_woocommerce 

Affected Version(s): * Up to (excluding) 3.7.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

04-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

theDotstore 

Enhanced 

Ecommerce Google 

Analytics for 

WooCommerce 

plugin <= 3.7.1 

versions. 

CVE ID : CVE-

2023-40561 

N/A 
A-MUL-ENHA-

021123/1734 

Product: fraud_prevention_for_woocommerce 

Affected Version(s): * Up to (including) 2.1.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 6.5 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

theDotstore Fraud 

Prevention For 

Woocommerce 

plugin <= 2.1.5 

versions. 

N/A 
A-MUL-FRAU-

021123/1735 
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CVE ID : CVE-

2023-39159 

Product: product_attachment_for_woocommerce 

Affected Version(s): * Up to (including) 2.1.8 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 6.5 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

theDotstore 

Product 

Attachment for 

WooCommerce 

plugin <= 2.1.8 

versions. 

CVE ID : CVE-

2023-40212 

N/A 
A-MUL-PROD-

021123/1736 

Vendor: myback.link 

Product: whitepage 

Affected Version(s): * Up to (including) 1.1.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

13-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

ZAKSTAN 

WhitePage plugin 

<= 1.1.5 versions. 

CVE ID : CVE-

2023-45109 

N/A 
A-MYB-WHIT-

021123/1737 

Vendor: nareshparmar827 

Product: post_view_count 

Affected Version(s): * Up to (including) 1.8.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Naresh Parmar 

Post View Count 

plugin <= 1.8.2 

versions. 

CVE ID : CVE-

2023-44996 

N/A 
A-NAR-POST-

021123/1738 
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Vendor: nasa 

Product: openmct 

Affected Version(s): 2.2.5 

Improperly 

Controlled 

Modificatio

n of Object 

Prototype 

Attributes 

('Prototype 

Pollution') 

06-Oct-2023 7.5 

In NASA Open MCT 

(aka openmct) 

before 3.1.0, 

prototype pollution 

can occur via an 

import action. 

CVE ID : CVE-

2023-45282 

https://github

.com/nasa/op

enmct/pull/7

094/commits

/545a1770c5

23ecc3410dca

884c6809d5ff

0f9d52, 

https://github

.com/nasa/op

enmct/compa

re/v3.0.2...v3.

1.0 

A-NAS-OPEN-

021123/1739 

Vendor: nbluis 

Product: static-server 

Affected Version(s): * Up to (including) 3.0.0 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

03-Oct-2023 7.5 

All versions of the 

package static-

server are 

vulnerable to 

Directory Traversal 

due to improper 

input sanitization 

passed via the 

validPath function 

of server.js. 

CVE ID : CVE-

2023-26152 

N/A 
A-NBL-STAT-

021123/1740 

Vendor: Netapp 

Product: astra_control_center 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

A-NET-ASTR-

021123/1741 
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cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: clustered_data_ontap 

Affected Version(s): 9.10.0 

N/A 12-Oct-2023 7.5 

ONTAP 9 versions 

prior to 9.8P19, 

9.9.1P16, 

9.10.1P12, 

9.11.1P8,  

9.12.1P2 and 9.13.1 

are susceptible to a 

vulnerability which 

could allow 

 a remote 

unauthenticated 

attacker to cause a 

crash of the HTTP 

service. 

CVE ID : CVE-

2023-27314 

https://securi

ty.netapp.com

/advisory/nta

p-20231009-

0001/ 

A-NET-CLUS-

021123/1742 

Affected Version(s): 9.10.1 

N/A 12-Oct-2023 7.5 

ONTAP 9 versions 

prior to 9.8P19, 

9.9.1P16, 

9.10.1P12, 

9.11.1P8,  

9.12.1P2 and 9.13.1 

are susceptible to a 

https://securi

ty.netapp.com

/advisory/nta

p-20231009-

0001/ 

A-NET-CLUS-

021123/1743 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 973 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

vulnerability which 

could allow 

 a remote 

unauthenticated 

attacker to cause a 

crash of the HTTP 

service. 

CVE ID : CVE-

2023-27314 

Affected Version(s): 9.12.0 

N/A 12-Oct-2023 7.5 

ONTAP 9 versions 

prior to 9.8P19, 

9.9.1P16, 

9.10.1P12, 

9.11.1P8,  

9.12.1P2 and 9.13.1 

are susceptible to a 

vulnerability which 

could allow 

 a remote 

unauthenticated 

attacker to cause a 

crash of the HTTP 

service. 

CVE ID : CVE-

2023-27314 

https://securi

ty.netapp.com

/advisory/nta

p-20231009-

0001/ 

A-NET-CLUS-

021123/1744 

Affected Version(s): 9.13.0 

N/A 12-Oct-2023 7.5 

ONTAP 9 versions 

prior to 9.8P19, 

9.9.1P16, 

9.10.1P12, 

9.11.1P8,  

9.12.1P2 and 9.13.1 

are susceptible to a 

vulnerability which 

could allow 

 a remote 

unauthenticated 

attacker to cause a 

https://securi

ty.netapp.com

/advisory/nta

p-20231009-

0001/ 

A-NET-CLUS-

021123/1745 
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crash of the HTTP 

service. 

CVE ID : CVE-

2023-27314 

Affected Version(s): 9.8 

N/A 12-Oct-2023 7.5 

ONTAP 9 versions 

prior to 9.8P19, 

9.9.1P16, 

9.10.1P12, 

9.11.1P8,  

9.12.1P2 and 9.13.1 

are susceptible to a 

vulnerability which 

could allow 

 a remote 

unauthenticated 

attacker to cause a 

crash of the HTTP 

service. 

CVE ID : CVE-

2023-27314 

https://securi

ty.netapp.com

/advisory/nta

p-20231009-

0001/ 

A-NET-CLUS-

021123/1746 

Affected Version(s): 9.9.1 

N/A 12-Oct-2023 7.5 

ONTAP 9 versions 

prior to 9.8P19, 

9.9.1P16, 

9.10.1P12, 

9.11.1P8,  

9.12.1P2 and 9.13.1 

are susceptible to a 

vulnerability which 

could allow 

 a remote 

unauthenticated 

attacker to cause a 

crash of the HTTP 

service. 

CVE ID : CVE-

2023-27314 

https://securi

ty.netapp.com

/advisory/nta

p-20231009-

0001/ 

A-NET-CLUS-

021123/1747 

Affected Version(s): From (including) 9.0 Up to (excluding) 9.8 
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N/A 12-Oct-2023 7.5 

ONTAP 9 versions 

prior to 9.8P19, 

9.9.1P16, 

9.10.1P12, 

9.11.1P8,  

9.12.1P2 and 9.13.1 

are susceptible to a 

vulnerability which 

could allow 

 a remote 

unauthenticated 

attacker to cause a 

crash of the HTTP 

service. 

CVE ID : CVE-

2023-27314 

https://securi

ty.netapp.com

/advisory/nta

p-20231009-

0001/ 

A-NET-CLUS-

021123/1748 

Product: snapcenter 

Affected Version(s): From (including) 3.0 Up to (excluding) 4.9 

N/A 12-Oct-2023 8.8 

SnapCenter 

versions 3.x and 4.x 

prior to 4.9 are 

susceptible to a  

vulnerability which 

may allow an 

authenticated 

unprivileged user 

to gain 

 access as an admin 

user. 

 

 

CVE ID : CVE-

2023-27313 

https://securi

ty.netapp.com

/advisory/nta

p-20230713-

0002/ 

A-NET-SNAP-

021123/1749 

Affected Version(s): From (including) 4.8 Up to (including) 4.9 

N/A 12-Oct-2023 7.8 

SnapCenter 

versions 4.8 

through 4.9 are 

susceptible to a  

https://securi

ty.netapp.com

/advisory/NT

AP-

20231012-

0001/, 

A-NET-SNAP-

021123/1750 
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vulnerability which 

may allow an 

authenticated 

SnapCenter Server 

user to 

 become an admin 

user on a remote 

system where a 

SnapCenter plug-in 

has  

been installed.  

 

 

CVE ID : CVE-

2023-27316 

https://securi

ty.netapp.com

/advisory/nta

p-20231012-

0001/ 

Product: snapcenter_plug-in 

Affected Version(s): From (including) 4.6 Up to (excluding) 4.9 

N/A 12-Oct-2023 4.3 

SnapCenter Plugin 

for VMware 

vSphere versions 

4.6 prior to 4.9 are  

susceptible to a 

vulnerability which 

may allow 

authenticated  

unprivileged users 

to modify email and 

snapshot name 

settings within the 

 VMware vSphere 

user interface. 

 

 

 

CVE ID : CVE-

2023-27312 

https://securi

ty.netapp.com

/advisory/nta

p-20230713-

0001/ 

A-NET-SNAP-

021123/1751 

Product: snapgathers 

Affected Version(s): * Up to (excluding) 4.9 
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Insufficient

ly 

Protected 

Credentials 

12-Oct-2023 5.5 

SnapGathers 

versions prior to 

4.9 are susceptible 

to a vulnerability  

which could allow a 

local authenticated 

attacker to discover 

plaintext  

domain user 

credentials 

CVE ID : CVE-

2023-27315 

https://securi

ty.netapp.com

/advisory/nta

p-20231009-

0002/ 

A-NET-SNAP-

021123/1752 

Vendor: Netbsd 

Product: ftpd 

Affected Version(s): * Up to (excluding) 2023-09-30 

N/A 05-Oct-2023 7.5 

ftpd before 

"NetBSD-ftpd 

20230930" can leak 

information about 

the host filesystem 

before 

authentication via 

an MLSD or MLST 

command. tnftpd 

(the portable 

version of NetBSD 

ftpd) before 

20231001 is also 

vulnerable. 

CVE ID : CVE-

2023-45198 

https://mail-

index.netbsd.o

rg/source-

changes/2023

/09/22/msg1

47669.html, 

http://cvsweb

.netbsd.org/bs

dweb.cgi/src/

libexec/ftpd/f

tpcmd.y.diff?r

1=1.94&r2=1.

95 

A-NET-FTPD-

021123/1753 

Product: tnftpd 

Affected Version(s): * Up to (excluding) 2023-10-01 

N/A 05-Oct-2023 7.5 

ftpd before 

"NetBSD-ftpd 

20230930" can leak 

information about 

the host filesystem 

before 

authentication via 

https://mail-

index.netbsd.o

rg/source-

changes/2023

/09/22/msg1

47669.html, 

http://cvsweb

A-NET-TNFT-

021123/1754 
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an MLSD or MLST 

command. tnftpd 

(the portable 

version of NetBSD 

ftpd) before 

20231001 is also 

vulnerable. 

CVE ID : CVE-

2023-45198 

.netbsd.org/bs

dweb.cgi/src/

libexec/ftpd/f

tpcmd.y.diff?r

1=1.94&r2=1.

95 

Vendor: netty 

Product: netty 

Affected Version(s): * Up to (excluding) 4.1.100 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-NET-NETT-

021123/1755 

Affected Version(s): From (including) 4.1.0 Up to (excluding) 5.0.0 

Improper 

Certificate 

Validation 

04-Oct-2023 7.4 

A vulnerability was 

found in the Hot 

Rod client. This 

security issue 

occurs as the Hot 

Rod client does not 

enable hostname 

validation when 

N/A 
A-NET-NETT-

021123/1756 
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using TLS, possibly 

resulting in a man-

in-the-middle 

(MITM) attack. 

CVE ID : CVE-

2023-4586 

Vendor: nexryai 

Product: nexkey 

Affected Version(s): * Up to (excluding) 12.121.9 

Improper 

Authentica

tion 

04-Oct-2023 7.5 

Nexkey is a fork of 

Misskey, an open 

source, 

decentralized social 

media platform. 

Prior to version 

12.121.9, 

incomplete URL 

validation can 

allow users to 

bypass 

authentication for 

access to the job 

queue dashboard. 

Version 12.121.9 

contains a fix for 

this issue. As a 

workaround, it may 

be possible to avoid 

this by blocking 

access using tools 

such as Cloudflare's 

WAF. 

CVE ID : CVE-

2023-43805 

https://github

.com/nexryai/

nexkey/comm

it/d89575c52

1fd4492f5e2b

a5a221c5e8f1

382081d, 

https://github

.com/nexryai/

nexkey/securi

ty/advisories/

GHSA-g8w5-

568f-ffwf 

A-NEX-NEXK-

021123/1757 

Vendor: Nextcloud 

Product: nextcloud_server 

Affected Version(s): From (including) 22.0.0 Up to (excluding) 22.2.10.14 

Improper 

Restriction 

of 

Excessive 

13-Oct-2023 7.5 

Nextcloud Server 

provides data 

storage for 

Nextcloud, an open 

https://github

.com/nextclou

d/security-

advisories/sec

A-NEX-NEXT-

021123/1758 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 980 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Authentica

tion 

Attempts 

source cloud 

platform. In 

Nextcloud Server 

starting with 25.0.0 

and prior to 25.09 

and 26.04; as well 

as Nextcloud 

Enterprise Server 

starting with 22.0.0 

and prior to 

22.2.10.14, 

23.0.12.9, 24.0.12.5, 

25.0.9, and 26.0.4; 

missing protection 

allows an attacker 

to brute force 

passwords on the 

WebDAV API. 

Nextcloud Server 

25.0.9 and 26.0.4 

and Nextcloud 

Enterprise Server 

22.2.10.14, 

23.0.12.9, 24.0.12.5, 

25.0.9, and 26.0.4 

contain patches for 

this issue. No 

known 

workarounds are 

available. 

CVE ID : CVE-

2023-39960 

urity/advisori

es/GHSA-

2hrc-5fgp-

c9c9, 

https://github

.com/nextclou

d/server/pull

/38046 

Affected Version(s): From (including) 23.0.0 Up to (excluding) 23.0.12.9 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

13-Oct-2023 7.5 

Nextcloud Server 

provides data 

storage for 

Nextcloud, an open 

source cloud 

platform. In 

Nextcloud Server 

starting with 25.0.0 

and prior to 25.09 

and 26.04; as well 

https://github

.com/nextclou

d/security-

advisories/sec

urity/advisori

es/GHSA-

2hrc-5fgp-

c9c9, 

https://github

.com/nextclou

A-NEX-NEXT-

021123/1759 
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as Nextcloud 

Enterprise Server 

starting with 22.0.0 

and prior to 

22.2.10.14, 

23.0.12.9, 24.0.12.5, 

25.0.9, and 26.0.4; 

missing protection 

allows an attacker 

to brute force 

passwords on the 

WebDAV API. 

Nextcloud Server 

25.0.9 and 26.0.4 

and Nextcloud 

Enterprise Server 

22.2.10.14, 

23.0.12.9, 24.0.12.5, 

25.0.9, and 26.0.4 

contain patches for 

this issue. No 

known 

workarounds are 

available. 

CVE ID : CVE-

2023-39960 

d/server/pull

/38046 

Affected Version(s): From (including) 24.0.0 Up to (excluding) 24.0.12.5 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

13-Oct-2023 7.5 

Nextcloud Server 

provides data 

storage for 

Nextcloud, an open 

source cloud 

platform. In 

Nextcloud Server 

starting with 25.0.0 

and prior to 25.09 

and 26.04; as well 

as Nextcloud 

Enterprise Server 

starting with 22.0.0 

and prior to 

22.2.10.14, 

23.0.12.9, 24.0.12.5, 

https://github

.com/nextclou

d/security-

advisories/sec

urity/advisori

es/GHSA-

2hrc-5fgp-

c9c9, 

https://github

.com/nextclou

d/server/pull

/38046 

A-NEX-NEXT-

021123/1760 
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25.0.9, and 26.0.4; 

missing protection 

allows an attacker 

to brute force 

passwords on the 

WebDAV API. 

Nextcloud Server 

25.0.9 and 26.0.4 

and Nextcloud 

Enterprise Server 

22.2.10.14, 

23.0.12.9, 24.0.12.5, 

25.0.9, and 26.0.4 

contain patches for 

this issue. No 

known 

workarounds are 

available. 

CVE ID : CVE-

2023-39960 

Affected Version(s): From (including) 25.0.0 Up to (excluding) 25.0.9 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

13-Oct-2023 7.5 

Nextcloud Server 

provides data 

storage for 

Nextcloud, an open 

source cloud 

platform. In 

Nextcloud Server 

starting with 25.0.0 

and prior to 25.09 

and 26.04; as well 

as Nextcloud 

Enterprise Server 

starting with 22.0.0 

and prior to 

22.2.10.14, 

23.0.12.9, 24.0.12.5, 

25.0.9, and 26.0.4; 

missing protection 

allows an attacker 

to brute force 

passwords on the 

WebDAV API. 

https://github

.com/nextclou

d/security-

advisories/sec

urity/advisori

es/GHSA-

2hrc-5fgp-

c9c9, 

https://github

.com/nextclou

d/server/pull

/38046 

A-NEX-NEXT-

021123/1761 
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Nextcloud Server 

25.0.9 and 26.0.4 

and Nextcloud 

Enterprise Server 

22.2.10.14, 

23.0.12.9, 24.0.12.5, 

25.0.9, and 26.0.4 

contain patches for 

this issue. No 

known 

workarounds are 

available. 

CVE ID : CVE-

2023-39960 

Affected Version(s): From (including) 26.0.0 Up to (excluding) 26.0.4 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

13-Oct-2023 7.5 

Nextcloud Server 

provides data 

storage for 

Nextcloud, an open 

source cloud 

platform. In 

Nextcloud Server 

starting with 25.0.0 

and prior to 25.09 

and 26.04; as well 

as Nextcloud 

Enterprise Server 

starting with 22.0.0 

and prior to 

22.2.10.14, 

23.0.12.9, 24.0.12.5, 

25.0.9, and 26.0.4; 

missing protection 

allows an attacker 

to brute force 

passwords on the 

WebDAV API. 

Nextcloud Server 

25.0.9 and 26.0.4 

and Nextcloud 

Enterprise Server 

22.2.10.14, 

23.0.12.9, 24.0.12.5, 

https://github

.com/nextclou

d/security-

advisories/sec

urity/advisori

es/GHSA-

2hrc-5fgp-

c9c9, 

https://github

.com/nextclou

d/server/pull

/38046 

A-NEX-NEXT-

021123/1762 
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25.0.9, and 26.0.4 

contain patches for 

this issue. No 

known 

workarounds are 

available. 

CVE ID : CVE-

2023-39960 

Vendor: Nghttp2 

Product: nghttp2 

Affected Version(s): * Up to (excluding) 1.57.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-NGH-NGHT-

021123/1763 

Vendor: NI 

Product: measurementlink 

Affected Version(s): From (including) 1.0.0 Up to (excluding) 1.1.1 

N/A 05-Oct-2023 8.8 

An improper access 

restriction in NI 

MeasurementLink 

Python services 

could allow an 

attacker on an 

https://www.

ni.com/en/su

pport/docum

entation/supp

lemental/23/i

mproper-

A-NI-MEAS-

021123/1764 
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adjacent network 

to reach services 

exposed on 

localhost.  These 

services were 

previously thought 

to be unreachable 

outside of the node.  

This affects 

measurement plug-

ins written in 

Python using 

version 1.1.0 of the 

ni-

measurementlink-

service Python 

package and all 

previous versions. 

 

CVE ID : CVE-

2023-4570 

restriction-in-

ni-

measurementl

ink-python-

services.html 

Vendor: nickduncan 

Product: contact_form 

Affected Version(s): * Up to (including) 2.0.10 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

NickDuncan 

Contact Form 

plugin <= 2.0.10 

versions. 

CVE ID : CVE-

2023-44231 

N/A 
A-NIC-CONT-

021123/1765 

Vendor: nigauri 

Product: insert_estimated_reading_time 

Affected Version(s): * Up to (including) 1.2 

Improper 

Neutralizat

ion of 

Input 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

N/A 
A-NIG-INSE-

021123/1766 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

nigauri Insert 

Estimated Reading 

Time plugin <= 1.2 

versions. 

CVE ID : CVE-

2023-41734 

Vendor: nikunjsoni 

Product: easy_wp_cleaner 

Affected Version(s): * Up to (including) 1.9 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Nikunj Soni Easy 

WP Cleaner plugin 

<= 1.9 versions. 

CVE ID : CVE-

2023-41697 

N/A 
A-NIK-EASY-

021123/1767 

Vendor: nitinrathod 

Product: wp_forms_puzzle_captcha 

Affected Version(s): * Up to (including) 4.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

11-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Nitin Rathod WP 

Forms Puzzle 

Captcha plugin 

<= 4.1 versions. 

CVE ID : CVE-

2023-44997 

N/A 
A-NIT-WP_F-

021123/1768 

Vendor: Nodejs 

Product: node.js 

Affected Version(s): From (including) 18.0.0 Up to (excluding) 18.18.2 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

A-NOD-NODE-

021123/1769 
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reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): From (including) 20.0.0 Up to (excluding) 20.8.1 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-NOD-NODE-

021123/1770 

Product: undici 

Affected Version(s): * Up to (excluding) 5.26.2 

N/A 12-Oct-2023 3.5 

Undici is an 

HTTP/1.1 client 

written from 

scratch for Node.js. 

https://github

.com/nodejs/

undici/securit

y/advisories/

A-NOD-UNDI-

021123/1771 
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Prior to version 

5.26.2, Undici 

already cleared 

Authorization 

headers on cross-

origin redirects, but 

did not clear 

`Cookie` headers. 

By design, `cookie` 

headers are 

forbidden request 

headers, 

disallowing them to 

be set in 

RequestInit.header

s in browser 

environments. 

Since undici 

handles headers 

more liberally than 

the spec, there was 

a disconnect from 

the assumptions 

the spec made, and 

undici's 

implementation of 

fetch. As such this 

may lead to 

accidental leakage 

of cookie to a third-

party site or a 

malicious attacker 

who can control the 

redirection target 

(ie. an open 

redirector) to leak 

the cookie to the 

third party site. 

This was patched in 

version 5.26.2. 

There are no 

known 

workarounds. 

GHSA-wqq4-

5wpv-mx2g, 

https://github

.com/nodejs/

undici/commi

t/e041de3592

21ebeae04c46

9e8aff414576

4e6d76 
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CVE ID : CVE-

2023-45143 

Vendor: nothings 

Product: stb 

Affected Version(s): 2.28 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 5.5 

Nothings stb 2.28 

was discovered to 

contain a Null 

Pointer 

Dereference via the 

function 

stbi__convert_forma

t. This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted pic file. 

CVE ID : CVE-

2023-43898 

N/A 
A-NOT-STB-

021123/1772 

Vendor: nrhirani 

Product: node-qpdf 

Affected Version(s): * 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

14-Oct-2023 9.8 

All versions of the 

package node-qpdf 

are vulnerable to 

Command Injection 

such that the 

package-exported 

method encrypt() 

fails to sanitize its 

parameter input, 

which later flows 

into a sensitive 

command 

execution API. As a 

result, attackers 

may inject 

malicious 

commands once 

they can specify the 

input pdf file path. 

N/A 
A-NRH-NODE-

021123/1773 
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CVE ID : CVE-

2023-26155 

Vendor: nxlog 

Product: nxlog_manager 

Affected Version(s): 5.6.5633 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 6.5 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

NXLog Manager 

5.6.5633 version. 

This vulnerability 

allows an attacker 

to manipulate and 

delete user 

accounts within the 

platform by 

sending a 

specifically crafted 

query to the server. 

The vulnerability is 

based on the lack of 

proper validation of 

the origin of 

incoming requests. 

CVE ID : CVE-

2023-32791 

N/A 
A-NXL-NXLO-

021123/1774 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 6.5 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

NXLog Manager 

5.6.5633 version. 

This vulnerability 

allows an attacker 

to eliminate roles 

within the platform 

by sending a 

specifically crafted 

query to the server. 

The vulnerability is 

based on the 

absence of proper 

validation of the 

N/A 
A-NXL-NXLO-

021123/1775 
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origin of incoming 

requests. 

CVE ID : CVE-

2023-32792 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 6.1 

Cross-Site Scripting 

(XSS) vulnerability 

in NXLog Manager 

5.6.5633 version. 

This vulnerability 

allows an attacker 

to inject a malicious 

JavaScript payload 

into the 'Full Name' 

field during a user 

edit, due to 

improper 

sanitization of the 

input parameter. 

CVE ID : CVE-

2023-32790 

N/A 
A-NXL-NXLO-

021123/1776 

Vendor: nxsn 

Product: wp_hide_pages 

Affected Version(s): * Up to (including) 1.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Huseyin Berberoglu 

WP Hide Pages 

plugin <= 1.0 

versions. 

CVE ID : CVE-

2023-44232 

N/A 
A-NXS-WP_H-

021123/1777 

Vendor: objectcomputing 

Product: micronaut_security 

Affected Version(s): From (including) 3.5.0 Up to (excluding) 3.5.3 

Improper 

Access 

Control 

09-Oct-2023 6.5 

Micronaut Security 

is a security 

solution for 

applications. Prior 

to versions 3.1.2, 

https://github

.com/microna

ut-

projects/micr

onaut-

A-OBJ-MICR-

021123/1778 
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3.2.4, 3.3.2, 3.4.3, 

3.5.3, 3.6.6, 3.7.4, 

3.8.4, 3.9.6, 3.10.2, 

and 3.11.1, 

IdTokenClaimsVali

dator skips `aud` 

claim validation if 

token is issued by 

same identity 

issuer/provider. 

Any OIDC setup 

using Micronaut 

where multiple 

OIDC applications 

exists for the same 

issuer but token 

auth are not meant 

to be shared. This 

issue has been 

patched in versions 

3.1.2, 3.2.4, 3.3.2, 

3.4.3, 3.5.3, 3.6.6, 

3.7.4, 3.8.4, 3.9.6, 

3.10.2, and 3.11.1. 

 

CVE ID : CVE-

2023-36820 

security/com

mit/9728b92

5221a0d8779

8ccf250657a3

c214b7e980 

Affected Version(s): * Up to (excluding) 3.1.2 

Improper 

Access 

Control 

09-Oct-2023 6.5 

Micronaut Security 

is a security 

solution for 

applications. Prior 

to versions 3.1.2, 

3.2.4, 3.3.2, 3.4.3, 

3.5.3, 3.6.6, 3.7.4, 

3.8.4, 3.9.6, 3.10.2, 

and 3.11.1, 

IdTokenClaimsVali

dator skips `aud` 

claim validation if 

token is issued by 

same identity 

issuer/provider. 

https://github

.com/microna

ut-

projects/micr

onaut-

security/com

mit/9728b92

5221a0d8779

8ccf250657a3

c214b7e980 

A-OBJ-MICR-

021123/1779 
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Any OIDC setup 

using Micronaut 

where multiple 

OIDC applications 

exists for the same 

issuer but token 

auth are not meant 

to be shared. This 

issue has been 

patched in versions 

3.1.2, 3.2.4, 3.3.2, 

3.4.3, 3.5.3, 3.6.6, 

3.7.4, 3.8.4, 3.9.6, 

3.10.2, and 3.11.1. 

 

CVE ID : CVE-

2023-36820 

Affected Version(s): 3.11.0 

Improper 

Access 

Control 

09-Oct-2023 6.5 

Micronaut Security 

is a security 

solution for 

applications. Prior 

to versions 3.1.2, 

3.2.4, 3.3.2, 3.4.3, 

3.5.3, 3.6.6, 3.7.4, 

3.8.4, 3.9.6, 3.10.2, 

and 3.11.1, 

IdTokenClaimsVali

dator skips `aud` 

claim validation if 

token is issued by 

same identity 

issuer/provider. 

Any OIDC setup 

using Micronaut 

where multiple 

OIDC applications 

exists for the same 

issuer but token 

auth are not meant 

to be shared. This 

issue has been 

patched in versions 

https://github

.com/microna

ut-

projects/micr

onaut-

security/com

mit/9728b92

5221a0d8779

8ccf250657a3

c214b7e980 

A-OBJ-MICR-

021123/1780 
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3.1.2, 3.2.4, 3.3.2, 

3.4.3, 3.5.3, 3.6.6, 

3.7.4, 3.8.4, 3.9.6, 

3.10.2, and 3.11.1. 

 

CVE ID : CVE-

2023-36820 

Affected Version(s): From (including) 3.10.0 Up to (excluding) 3.10.2 

Improper 

Access 

Control 

09-Oct-2023 6.5 

Micronaut Security 

is a security 

solution for 

applications. Prior 

to versions 3.1.2, 

3.2.4, 3.3.2, 3.4.3, 

3.5.3, 3.6.6, 3.7.4, 

3.8.4, 3.9.6, 3.10.2, 

and 3.11.1, 

IdTokenClaimsVali

dator skips `aud` 

claim validation if 

token is issued by 

same identity 

issuer/provider. 

Any OIDC setup 

using Micronaut 

where multiple 

OIDC applications 

exists for the same 

issuer but token 

auth are not meant 

to be shared. This 

issue has been 

patched in versions 

3.1.2, 3.2.4, 3.3.2, 

3.4.3, 3.5.3, 3.6.6, 

3.7.4, 3.8.4, 3.9.6, 

3.10.2, and 3.11.1. 

 

CVE ID : CVE-

2023-36820 

https://github

.com/microna

ut-

projects/micr

onaut-

security/com

mit/9728b92

5221a0d8779

8ccf250657a3

c214b7e980 

A-OBJ-MICR-

021123/1781 

Affected Version(s): From (including) 3.2.0 Up to (excluding) 3.2.4 
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Improper 

Access 

Control 

09-Oct-2023 6.5 

Micronaut Security 

is a security 

solution for 

applications. Prior 

to versions 3.1.2, 

3.2.4, 3.3.2, 3.4.3, 

3.5.3, 3.6.6, 3.7.4, 

3.8.4, 3.9.6, 3.10.2, 

and 3.11.1, 

IdTokenClaimsVali

dator skips `aud` 

claim validation if 

token is issued by 

same identity 

issuer/provider. 

Any OIDC setup 

using Micronaut 

where multiple 

OIDC applications 

exists for the same 

issuer but token 

auth are not meant 

to be shared. This 

issue has been 

patched in versions 

3.1.2, 3.2.4, 3.3.2, 

3.4.3, 3.5.3, 3.6.6, 

3.7.4, 3.8.4, 3.9.6, 

3.10.2, and 3.11.1. 

 

CVE ID : CVE-

2023-36820 

https://github

.com/microna

ut-

projects/micr

onaut-

security/com

mit/9728b92

5221a0d8779

8ccf250657a3

c214b7e980 

A-OBJ-MICR-

021123/1782 

Affected Version(s): From (including) 3.3.0 Up to (excluding) 3.3.2 

Improper 

Access 

Control 

09-Oct-2023 6.5 

Micronaut Security 

is a security 

solution for 

applications. Prior 

to versions 3.1.2, 

3.2.4, 3.3.2, 3.4.3, 

3.5.3, 3.6.6, 3.7.4, 

3.8.4, 3.9.6, 3.10.2, 

and 3.11.1, 

IdTokenClaimsVali

https://github

.com/microna

ut-

projects/micr

onaut-

security/com

mit/9728b92

5221a0d8779

A-OBJ-MICR-

021123/1783 
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dator skips `aud` 

claim validation if 

token is issued by 

same identity 

issuer/provider. 

Any OIDC setup 

using Micronaut 

where multiple 

OIDC applications 

exists for the same 

issuer but token 

auth are not meant 

to be shared. This 

issue has been 

patched in versions 

3.1.2, 3.2.4, 3.3.2, 

3.4.3, 3.5.3, 3.6.6, 

3.7.4, 3.8.4, 3.9.6, 

3.10.2, and 3.11.1. 

 

CVE ID : CVE-

2023-36820 

8ccf250657a3

c214b7e980 

Affected Version(s): From (including) 3.4.0 Up to (excluding) 3.4.3 

Improper 

Access 

Control 

09-Oct-2023 6.5 

Micronaut Security 

is a security 

solution for 

applications. Prior 

to versions 3.1.2, 

3.2.4, 3.3.2, 3.4.3, 

3.5.3, 3.6.6, 3.7.4, 

3.8.4, 3.9.6, 3.10.2, 

and 3.11.1, 

IdTokenClaimsVali

dator skips `aud` 

claim validation if 

token is issued by 

same identity 

issuer/provider. 

Any OIDC setup 

using Micronaut 

where multiple 

OIDC applications 

exists for the same 

https://github

.com/microna

ut-

projects/micr

onaut-

security/com

mit/9728b92

5221a0d8779

8ccf250657a3

c214b7e980 

A-OBJ-MICR-

021123/1784 
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issuer but token 

auth are not meant 

to be shared. This 

issue has been 

patched in versions 

3.1.2, 3.2.4, 3.3.2, 

3.4.3, 3.5.3, 3.6.6, 

3.7.4, 3.8.4, 3.9.6, 

3.10.2, and 3.11.1. 

 

CVE ID : CVE-

2023-36820 

Affected Version(s): From (including) 3.6.0 Up to (excluding) 3.6.6 

Improper 

Access 

Control 

09-Oct-2023 6.5 

Micronaut Security 

is a security 

solution for 

applications. Prior 

to versions 3.1.2, 

3.2.4, 3.3.2, 3.4.3, 

3.5.3, 3.6.6, 3.7.4, 

3.8.4, 3.9.6, 3.10.2, 

and 3.11.1, 

IdTokenClaimsVali

dator skips `aud` 

claim validation if 

token is issued by 

same identity 

issuer/provider. 

Any OIDC setup 

using Micronaut 

where multiple 

OIDC applications 

exists for the same 

issuer but token 

auth are not meant 

to be shared. This 

issue has been 

patched in versions 

3.1.2, 3.2.4, 3.3.2, 

3.4.3, 3.5.3, 3.6.6, 

3.7.4, 3.8.4, 3.9.6, 

3.10.2, and 3.11.1. 

https://github

.com/microna

ut-

projects/micr

onaut-

security/com

mit/9728b92

5221a0d8779

8ccf250657a3

c214b7e980 

A-OBJ-MICR-

021123/1785 
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CVE ID : CVE-

2023-36820 

Affected Version(s): From (including) 3.7.0 Up to (excluding) 3.7.4 

Improper 

Access 

Control 

09-Oct-2023 6.5 

Micronaut Security 

is a security 

solution for 

applications. Prior 

to versions 3.1.2, 

3.2.4, 3.3.2, 3.4.3, 

3.5.3, 3.6.6, 3.7.4, 

3.8.4, 3.9.6, 3.10.2, 

and 3.11.1, 

IdTokenClaimsVali

dator skips `aud` 

claim validation if 

token is issued by 

same identity 

issuer/provider. 

Any OIDC setup 

using Micronaut 

where multiple 

OIDC applications 

exists for the same 

issuer but token 

auth are not meant 

to be shared. This 

issue has been 

patched in versions 

3.1.2, 3.2.4, 3.3.2, 

3.4.3, 3.5.3, 3.6.6, 

3.7.4, 3.8.4, 3.9.6, 

3.10.2, and 3.11.1. 

 

CVE ID : CVE-

2023-36820 

https://github

.com/microna

ut-

projects/micr

onaut-

security/com

mit/9728b92

5221a0d8779

8ccf250657a3

c214b7e980 

A-OBJ-MICR-

021123/1786 

Affected Version(s): From (including) 3.8.0 Up to (excluding) 3.8.4 

Improper 

Access 

Control 

09-Oct-2023 6.5 

Micronaut Security 

is a security 

solution for 

applications. Prior 

to versions 3.1.2, 

https://github

.com/microna

ut-

projects/micr

onaut-

A-OBJ-MICR-

021123/1787 
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3.2.4, 3.3.2, 3.4.3, 

3.5.3, 3.6.6, 3.7.4, 

3.8.4, 3.9.6, 3.10.2, 

and 3.11.1, 

IdTokenClaimsVali

dator skips `aud` 

claim validation if 

token is issued by 

same identity 

issuer/provider. 

Any OIDC setup 

using Micronaut 

where multiple 

OIDC applications 

exists for the same 

issuer but token 

auth are not meant 

to be shared. This 

issue has been 

patched in versions 

3.1.2, 3.2.4, 3.3.2, 

3.4.3, 3.5.3, 3.6.6, 

3.7.4, 3.8.4, 3.9.6, 

3.10.2, and 3.11.1. 

 

CVE ID : CVE-

2023-36820 

security/com

mit/9728b92

5221a0d8779

8ccf250657a3

c214b7e980 

Affected Version(s): From (including) 3.9.0 Up to (excluding) 3.9.6 

Improper 

Access 

Control 

09-Oct-2023 6.5 

Micronaut Security 

is a security 

solution for 

applications. Prior 

to versions 3.1.2, 

3.2.4, 3.3.2, 3.4.3, 

3.5.3, 3.6.6, 3.7.4, 

3.8.4, 3.9.6, 3.10.2, 

and 3.11.1, 

IdTokenClaimsVali

dator skips `aud` 

claim validation if 

token is issued by 

same identity 

issuer/provider. 

https://github

.com/microna

ut-

projects/micr

onaut-

security/com

mit/9728b92

5221a0d8779

8ccf250657a3

c214b7e980 

A-OBJ-MICR-

021123/1788 
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Any OIDC setup 

using Micronaut 

where multiple 

OIDC applications 

exists for the same 

issuer but token 

auth are not meant 

to be shared. This 

issue has been 

patched in versions 

3.1.2, 3.2.4, 3.3.2, 

3.4.3, 3.5.3, 3.6.6, 

3.7.4, 3.8.4, 3.9.6, 

3.10.2, and 3.11.1. 

 

CVE ID : CVE-

2023-36820 

Vendor: octoprint 

Product: octoprint 

Affected Version(s): * Up to (excluding) 1.9.3 

N/A 09-Oct-2023 6.5 

OctoPrint is a web 

interface for 3D 

printers. OctoPrint 

versions up until 

and including 1.9.2 

contain a 

vulnerability that 

allows malicious 

admins to configure 

a specially crafted 

GCODE script that 

will allow code 

execution during 

rendering of that 

script. An attacker 

might use this to 

extract data 

managed by 

OctoPrint, or 

manipulate data 

managed by 

OctoPrint, as well 

https://github

.com/OctoPri

nt/OctoPrint/

commit/d007

2cff894509c7

7e243d65622

45ad3079e17

db, 

https://github

.com/OctoPri

nt/OctoPrint/

security/advis

ories/GHSA-

fwfg-vprh-

97ph 

A-OCT-OCTO-

021123/1789 
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as execute arbitrary 

commands with the 

rights of the 

OctoPrint process 

on the server 

system. OctoPrint 

versions from 1.9.3 

onward have been 

patched. 

Administrators of 

OctoPrint instances 

are advised to make 

sure they can trust 

all other 

administrators on 

their instance and 

to also not blindly 

configure arbitrary 

GCODE scripts 

found online or 

provided to them 

by third parties. 

CVE ID : CVE-

2023-41047 

Vendor: opart 

Product: multi_html_block 

Affected Version(s): * Up to (excluding) 2.0.12 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 5.4 

Multiple Stored 

Cross Site Scripting 

(XSS) 

vulnerabilities in 

Opart 

opartmultihtmlbloc

k before version 

2.0.12 and Opart 

multihtmlblock* 

version 1.0.0, 

allows remote 

authenticated users 

to inject arbitrary 

web script or HTML 

via the body_text or 

https://securi

ty.friendsofpr

esta.org/mod

ules/2023/10

/10/opartmul

tihtmlblock.ht

ml 

A-OPA-MULT-

021123/1790 
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body_text_rude 

field in 

/sourcefiles/Blockh

tmlClass.php and 

/sourcefiles/blockh

tml.php. 

CVE ID : CVE-

2023-30148 

Vendor: open5gs 

Product: open5gs 

Affected Version(s): * Up to (including) 2.4.10 

Improper 

Resource 

Shutdown 

or Release 

03-Oct-2023 7.5 

DOS vulnerability 

that could allow an 

attacker to register 

a new VNF (Virtual 

Network Function) 

value. This action 

could trigger the 

args_assets() 

function defined in 

the arg-log.php file, 

which would then 

execute the args-

abort.c file, causing 

the service to crash. 

CVE ID : CVE-

2023-4882 

N/A 
A-OPE-OPEN-

021123/1791 

Release of 

Invalid 

Pointer or 

Reference 

03-Oct-2023 7.5 

 Invalid pointer 

release 

vulnerability. 

Exploitation of this 

vulnerability could 

allow an attacker to 

interrupt the 

correct operation of 

the service by 

sending a specially 

crafted json string 

to the VNF (Virtual 

Network Function), 

and triggering the 

ogs_sbi_message_fr

N/A 
A-OPE-OPEN-

021123/1792 
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ee function, which 

could cause a 

service outage. 

CVE ID : CVE-

2023-4883 

Missing 

Authentica

tion for 

Critical 

Function 

03-Oct-2023 7.5 

An attacker could 

send an HTTP 

request to an 

Open5GS endpoint 

and retrieve the 

information stored 

on the device due 

to the lack of 

Authentication. 

CVE ID : CVE-

2023-4884 

N/A 
A-OPE-OPEN-

021123/1793 

N/A 03-Oct-2023 5.9 

Man in the Middle 

vulnerability, which 

could allow an 

attacker to 

intercept VNF 

(Virtual Network 

Function) 

communications 

resulting in the 

exposure of 

sensitive 

information. 

CVE ID : CVE-

2023-4885 

N/A 
A-OPE-OPEN-

021123/1794 

Vendor: opendatahub 

Product: open_data_hub_dashboard 

Affected Version(s): * Up to (excluding) 1.28.1 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

04-Oct-2023 7.5 

A flaw was found in 

Red Hat OpenShift 

Data Science. When 

exporting a pipeline 

from the Elyra 

notebook pipeline 

editor as Python 

DSL or YAML, it 

N/A 
A-OPE-OPEN-

021123/1795 
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reads S3 

credentials from 

the cluster (ds 

pipeline server) 

and saves them in 

plain text in the 

generated output 

instead of an ID for 

a Kubernetes 

secret. 

CVE ID : CVE-

2023-3361 

Vendor: Opensolution 

Product: quick_cms 

Affected Version(s): 6.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 5.4 

Cross-site scripting 

(XSS) vulnerability 

in opensolution 

Quick CMS v.6.7 

allows a local 

attacker to execute 

arbitrary code via a 

crafted script to the 

Files - Description 

parameter in the 

Pages Menu 

component. 

CVE ID : CVE-

2023-43343 

N/A 
A-OPE-QUIC-

021123/1796 

Vendor: opentelemetry 

Product: opentelemetry 

Affected Version(s): * Up to (excluding) 0.41b0 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Oct-2023 7.5 

OpenTelemetry, 

also known as OTel 

for short, is a 

vendor-neutral 

open-source 

Observability 

framework for 

instrumenting, 

generating, 

https://github

.com/open-

telemetry/ope

ntelemetry-

python-

contrib/comm

it/6007e0c01

3071e7f8b96

12d3bc68aeb

A-OPE-OPEN-

021123/1797 
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collecting, and 

exporting telemetry 

data such as traces, 

metrics, logs. 

Autoinstrumentatio

n out of the box 

adds the label 

`http_method` that 

has unbound 

cardinality. It leads 

to the server's 

potential memory 

exhaustion when 

many malicious 

requests are sent. 

HTTP method for 

requests can be 

easily set by an 

attacker to be 

random and long. 

In order to be 

affected program 

has to be 

instrumented for 

HTTP handlers and 

does not filter any 

unknown HTTP 

methods on the 

level of CDN, LB, 

previous 

middleware, etc. 

This issue has been 

patched in version 

0.41b0. 

CVE ID : CVE-

2023-43810 

9d600d74e, 

https://github

.com/open-

telemetry/ope

ntelemetry-

python-

contrib/securi

ty/advisories/

GHSA-5rv5-

6h4r-h22v 

Affected Version(s): * Up to (excluding) 0.44.0 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

12-Oct-2023 7.5 

OpenTelemetry-Go 

Contrib is a 

collection of third-

party packages for 

OpenTelemetry-Go. 

A handler wrapper 

https://github

.com/open-

telemetry/ope

ntelemetry-

go-

contrib/securi

A-OPE-OPEN-

021123/1798 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1006 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

out of the box adds 

labels 

`http.user_agent` 

and `http.method` 

that have unbound 

cardinality. It leads 

to the server's 

potential memory 

exhaustion when 

many malicious 

requests are sent to 

it. HTTP header 

User-Agent or 

HTTP method for 

requests can be 

easily set by an 

attacker to be 

random and long. 

The library 

internally uses 

`httpconv.ServerRe

quest` that records 

every value for 

HTTP `method` and 

`User-Agent`. In 

order to be 

affected, a program 

has to use the 

`otelhttp.NewHandl

er` wrapper and 

not filter any 

unknown HTTP 

methods or User 

agents on the level 

of CDN, LB, 

previous 

middleware, etc. 

Version 0.44.0 fixed 

this issue when the 

values collected for 

attribute 

`http.request.metho

d` were changed to 

be restricted to a 

ty/advisories/

GHSA-rcjv-

mgp8-qvmr, 

https://github

.com/open-

telemetry/ope

ntelemetry-

go-

contrib/securi

ty/advisories/

GHSA-5r5m-

65gx-7vrh 
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set of well-known 

values and other 

high cardinality 

attributes were 

removed. As a 

workaround to stop 

being affected, 

`otelhttp.WithFilter

()` can be used, but 

it requires manual 

careful 

configuration to not 

log certain requests 

entirely. For 

convenience and 

safe usage of this 

library, it should by 

default mark with 

the label `unknown` 

non-standard HTTP 

methods and User 

agents to show that 

such requests were 

made but do not 

increase 

cardinality. In case 

someone wants to 

stay with the 

current behavior, 

library API should 

allow to enable it. 

CVE ID : CVE-

2023-45142 

Vendor: Openvswitch 

Product: openvswitch 

Affected Version(s): * Up to (excluding) 2023-02-28 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

06-Oct-2023 5.5 

A flaw was found in 

Open vSwitch that 

allows ICMPv6 

Neighbor 

Advertisement 

packets between 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2006347 

A-OPE-OPEN-

021123/1799 
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virtual machines to 

bypass OpenFlow 

rules. This issue 

may allow a local 

attacker to create 

specially crafted 

packets with a 

modified or 

spoofed target IP 

address field that 

can redirect 

ICMPv6 traffic to 

arbitrary IP 

addresses. 

CVE ID : CVE-

2023-5366 

Vendor: optimonk 

Product: optimonk\ 

Affected Version(s): popups\\,_personalization_\\&_a\\/b_testing Up to (excluding) 2.0.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

OptiMonk 

OptiMonk: Popups, 

Personalization & 

A/B Testing plugin 

<= 2.0.4 versions. 

CVE ID : CVE-

2023-37891 

N/A 
A-OPT-OPTI-

021123/1800 

Vendor: optipng_project 

Product: optipng 

Affected Version(s): 0.7.7 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

01-Oct-2023 7.8 

OptiPNG v0.7.7 was 

discovered to 

contain a global 

buffer overflow via 

the 'buffer' variable 

at gifread.c. 

CVE ID : CVE-

2023-43907 

N/A 
A-OPT-OPTI-

021123/1801 
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Buffer 

Overflow') 

Vendor: oretnom23 

Product: medicine_tracker_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 6.1 

A vulnerability 

classified as 

problematic was 

found in 

SourceCodester 

Medicine Tracker 

System 1.0. This 

vulnerability affects 

unknown code of 

the file index.php. 

The manipulation 

of the argument 

page leads to cross 

site scripting. The 

attack can be 

initiated remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

242146 is the 

identifier assigned 

to this 

vulnerability. 

CVE ID : CVE-

2023-5581 

N/A 
A-ORE-MEDI-

021123/1802 

Product: online_computer_and_laptop_store 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

04-Oct-2023 9.8 

A vulnerability 

classified as critical 

has been found in 

SourceCodester 

Online Computer 

and Laptop Store 

1.0. Affected is the 

function register of 

N/A 
A-ORE-ONLI-

021123/1803 
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('SQL 

Injection') 

the file Master.php. 

The manipulation 

of the argument 

email leads to sql 

injection. It is 

possible to launch 

the attack remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241254 is the 

identifier assigned 

to this 

vulnerability. 

CVE ID : CVE-

2023-5373 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

04-Oct-2023 9.8 

A vulnerability 

classified as critical 

was found in 

SourceCodester 

Online Computer 

and Laptop Store 

1.0. Affected by this 

vulnerability is an 

unknown 

functionality of the 

file products.php. 

The manipulation 

of the argument c 

leads to sql 

injection. The 

attack can be 

launched remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

associated 

identifier of this 

vulnerability is 

VDB-241255. 

N/A 
A-ORE-ONLI-

021123/1804 
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CVE ID : CVE-

2023-5374 

Product: online_motorcycle_\(bike\)_rental_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

15-Oct-2023 6.1 

A vulnerability was 

found in 

SourceCodester 

Online Motorcycle 

Rental System 1.0. 

It has been 

declared as 

problematic. This 

vulnerability affects 

unknown code of 

the file 

/admin/?page=bike 

of the component 

Bike List. The 

manipulation of the 

argument Model 

with the input 

"><script>confirm 

(document.cookie)

</script> leads to 

cross site scripting. 

The attack can be 

initiated remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

242170 is the 

identifier assigned 

to this 

vulnerability. 

CVE ID : CVE-

2023-5585 

N/A 
A-ORE-ONLI-

021123/1805 

Vendor: otwthemes 

Product: blog_manager_light 

Affected Version(s): * Up to (including) 1.20 
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Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

OTWthemes Blog 

Manager Light 

plugin <= 1.20 

versions. 

CVE ID : CVE-

2023-45102 

N/A 
A-OTW-BLOG-

021123/1806 

Vendor: ovn 

Product: open_virtual_network 

Affected Version(s): * Up to (excluding) 22.03.3 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

04-Oct-2023 5.3 

A flaw was found in 

Open Virtual 

Network where the 

service monitor 

MAC does not 

properly rate limit. 

This issue could 

allow an attacker to 

cause a denial of 

service, including 

on deployments 

with CoPP enabled 

and properly 

configured. 

CVE ID : CVE-

2023-3153 

https://mail.o

penvswitch.or

g/pipermail/o

vs-

announce/20

23-

August/00032

7.html, 

https://mail.o

penvswitch.or

g/pipermail/o

vs-dev/2023-

August/40755

3.html, 

https://github

.com/ovn-

org/ovn/com

mit/9a3f7ed9

05e525ebdcb

14541e77521

1cbb0203bd 

A-OVN-OPEN-

021123/1807 

Affected Version(s): From (including) 22.03.4 Up to (excluding) 22.09.2 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

04-Oct-2023 5.3 

A flaw was found in 

Open Virtual 

Network where the 

service monitor 

MAC does not 

properly rate limit. 

This issue could 

allow an attacker to 

https://mail.o

penvswitch.or

g/pipermail/o

vs-

announce/20

23-

August/00032

7.html, 

A-OVN-OPEN-

021123/1808 
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cause a denial of 

service, including 

on deployments 

with CoPP enabled 

and properly 

configured. 

CVE ID : CVE-

2023-3153 

https://mail.o

penvswitch.or

g/pipermail/o

vs-dev/2023-

August/40755

3.html, 

https://github

.com/ovn-

org/ovn/com

mit/9a3f7ed9

05e525ebdcb

14541e77521

1cbb0203bd 

Affected Version(s): From (including) 22.09.3 Up to (excluding) 22.12.1 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

04-Oct-2023 5.3 

A flaw was found in 

Open Virtual 

Network where the 

service monitor 

MAC does not 

properly rate limit. 

This issue could 

allow an attacker to 

cause a denial of 

service, including 

on deployments 

with CoPP enabled 

and properly 

configured. 

CVE ID : CVE-

2023-3153 

https://mail.o

penvswitch.or

g/pipermail/o

vs-

announce/20

23-

August/00032

7.html, 

https://mail.o

penvswitch.or

g/pipermail/o

vs-dev/2023-

August/40755

3.html, 

https://github

.com/ovn-

org/ovn/com

mit/9a3f7ed9

05e525ebdcb

14541e77521

1cbb0203bd 

A-OVN-OPEN-

021123/1809 

Affected Version(s): From (including) 22.12.2 Up to (excluding) 23.03.1 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

04-Oct-2023 5.3 

A flaw was found in 

Open Virtual 

Network where the 

service monitor 

MAC does not 

properly rate limit. 

This issue could 

https://mail.o

penvswitch.or

g/pipermail/o

vs-

announce/20

23-

August/00032

A-OVN-OPEN-

021123/1810 
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allow an attacker to 

cause a denial of 

service, including 

on deployments 

with CoPP enabled 

and properly 

configured. 

CVE ID : CVE-

2023-3153 

7.html, 

https://mail.o

penvswitch.or

g/pipermail/o

vs-dev/2023-

August/40755

3.html, 

https://github

.com/ovn-

org/ovn/com

mit/9a3f7ed9

05e525ebdcb

14541e77521

1cbb0203bd 

Affected Version(s): From (including) 23.03.2 Up to (excluding) 23.06.1 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

04-Oct-2023 5.3 

A flaw was found in 

Open Virtual 

Network where the 

service monitor 

MAC does not 

properly rate limit. 

This issue could 

allow an attacker to 

cause a denial of 

service, including 

on deployments 

with CoPP enabled 

and properly 

configured. 

CVE ID : CVE-

2023-3153 

https://mail.o

penvswitch.or

g/pipermail/o

vs-

announce/20

23-

August/00032

7.html, 

https://mail.o

penvswitch.or

g/pipermail/o

vs-dev/2023-

August/40755

3.html, 

https://github

.com/ovn-

org/ovn/com

mit/9a3f7ed9

05e525ebdcb

14541e77521

1cbb0203bd 

A-OVN-OPEN-

021123/1811 

Vendor: palasthotel 

Product: use_memcached 

Affected Version(s): * Up to (including) 1.0.4 

Cross-Site 

Request 
09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

N/A 
A-PAL-USE_-

021123/1812 
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Forgery 

(CSRF) 

Palasthotel (in 

person: Edward 

Bock) Use 

Memcached plugin 

<= 1.0.4 versions. 

CVE ID : CVE-

2023-41670 

Vendor: Pandorafms 

Product: pandora_fms 

Affected Version(s): * Up to (including) 767 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 7.1 

A Cross-site 

Request Forgery 

(CSRF) 

vulnerability in 

Pandora FMS 

allows an attacker 

to force 

authenticated users 

to send a request to 

a web application 

they are currently 

authenticated 

against. This issue 

affects Pandora 

FMS version 767 

and earlier versions 

on all platforms. 

CVE ID : CVE-

2023-24518 

https://pando

rafms.com/en

/security/com

mon-

vulnerabilities

-and-

exposures/ 

A-PAN-PAND-

021123/1813 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 6.1 

Cross-site Scripting 

(XSS) vulnerability 

in Syslog Section of 

Pandora FMS 

allows attacker to 

cause that users 

cookie value will be 

transferred to the 

attackers users 

server. This issue 

affects Pandora 

FMS v767 version 

https://pando

rafms.com/en

/security/com

mon-

vulnerabilities

-and-

exposures/ 

A-PAN-PAND-

021123/1814 
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and prior versions 

on all platforms. 

CVE ID : CVE-

2023-0828 

Vendor: parity 

Product: frontier 

Affected Version(s): * Up to (including) 0.1.0 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

Frontier is 

Substrate's 

Ethereum 

compatibility layer. 

Prior to commit 

aea528198b3b226

e0d20cce878551fd

4c0e3d5d0, at the 

end of a contract 

execution, when 

opcode SUICIDE 

marks a contract to 

be deleted, the 

software uses 

`storage::remove_p

refix` (now 

renamed to 

`storage::clear_prefi

x`) to remove all 

storages associated 

with it. This is a 

single IO primitive 

call passing the 

WebAssembly 

boundary. For large 

contracts, the call 

(without providing 

a `limit` parameter) 

can be slow. In 

addition, for 

parachains, all 

storages to be 

deleted will be part 

of the PoV, which 

easily exceed relay 

https://github

.com/parityte

ch/frontier/se

curity/advisor

ies/GHSA-

gc88-2gvv-

gp3v, 

https://github

.com/parityte

ch/frontier/p

ull/1212, 

https://github

.com/parityte

ch/frontier/c

ommit/aea52

8198b3b226e

0d20cce8785

51fd4c0e3d5d

0 

A-PAR-FRON-

021123/1815 
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chain PoV size limit. 

On the other hand, 

Frontier's 

maintainers only 

charge a fixed cost 

for opcode 

SUICIDE. The 

maintainers 

consider the 

severity of this 

issue high, because 

an attacker can 

craft a contract 

with a lot of storage 

values on a 

parachain, and then 

call opcode 

SUICIDE on the 

contract. If the 

transaction makes 

into a parachain 

block, the 

parachain will then 

stall because the 

PoV size will 

exceed relay chain's 

limit. This is 

especially an issue 

for XCM 

transactions, 

because they can't 

be skipped. Commit 

aea528198b3b226

e0d20cce878551fd

4c0e3d5d0 

contains a patch for 

this issue. For 

parachains, it's 

recommended to 

issue an emergency 

runtime upgrade as 

soon as possible. 

For standalone 

chains, the impact 
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is less severe 

because the issue 

mainly affects PoV 

sizes. It's 

recommended to 

issue a normal 

runtime upgrade as 

soon as possible. 

There are no 

known 

workarounds. 

CVE ID : CVE-

2023-45130 

Vendor: perelink_pro_project 

Product: perelink_pro 

Affected Version(s): * Up to (including) 2.1.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Mike Perelink Pro 

plugin <= 2.1.4 

versions. 

CVE ID : CVE-

2023-37990 

N/A 
A-PER-PERE-

021123/1816 

Vendor: personal-management-system 

Product: personal_management_system 

Affected Version(s): 1.4.64 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

04-Oct-2023 7.8 

An arbitrary file 

upload 

vulnerability in 

Personal 

Management 

System v1.4.64 

allows attackers to 

execute arbitrary 

code via uploading 

a crafted SVG file 

into a user profile's 

avatar. 

https://github

.com/Volmarg

/personal-

management-

system/blob/

39d3c0df641a

5435f2028b3

7a27d26ba61

a3b97b/src/a

ssets/scripts/

core/ui/DataP

rocessor/Spec

A-PER-PERS-

021123/1817 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1019 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-43838 

ialAction.ts#L

35 

Vendor: peterbutler 

Product: timthumb_vulnerability_scanner 

Affected Version(s): * Up to (including) 1.54 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Peter Butler 

Timthumb 

Vulnerability 

Scanner plugin 

<= 1.54 versions. 

CVE ID : CVE-

2023-44240 

N/A 
A-PET-TIMT-

021123/1818 

Vendor: Phpipam 

Product: phpipam 

Affected Version(s): * Up to (excluding) 1.5.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

02-Oct-2023 7.5 

Phpipam before 

v1.5.2 was 

discovered to 

contain a LDAP 

injection 

vulnerability via 

the dname 

parameter at 

/users/ad-search-

result.php. This 

vulnerability allows 

attackers to 

enumerate 

arbitrary fields in 

the LDAP server 

and access sensitive 

data via a crafted 

POST request. 

CVE ID : CVE-

2023-41580 

https://github

.com/phpipa

m/phpipam/c

ommit/c4510

85476074943

eb405694100

5c0b61db566

c5 

A-PHP-PHPI-

021123/1819 

Vendor: Phpjabbers 
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Product: appointment_scheduler 

Affected Version(s): 3.0 

Observable 

Discrepanc

y 

10-Oct-2023 7.5 

User enumeration 

is found in in 

PHPJabbers 

Appointment 

Scheduler 3.0. This 

issue occurs during 

password recovery, 

where a difference 

in messages could 

allow an attacker to 

determine if the 

user is valid or not, 

enabling a brute 

force attack with 

valid users. 

CVE ID : CVE-

2023-36127 

N/A 
A-PHP-APPO-

021123/1820 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 6.1 

There is a Cross 

Site Scripting (XSS) 

vulnerability in the 

"theme" parameter 

of preview.php in 

PHPJabbers 

Appointment 

Scheduler v3.0 

CVE ID : CVE-

2023-36126 

N/A 
A-PHP-APPO-

021123/1821 

Product: limo_booking_software 

Affected Version(s): 1.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

PHPJabbers Limo 

Booking Software 

1.0 is vulnerable to 

Cross Site Request 

Forgery (CSRF) to 

add an admin user 

via the Add Users 

Function, aka an 

index.php?controlle

r=pjAdminUsers&a

N/A 
A-PHP-LIMO-

021123/1822 
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ction=pjActionCrea

te URI. 

CVE ID : CVE-

2023-43147 

Vendor: pigcms 

Product: pigcms 

Affected Version(s): * Up to (including) 7.0 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

05-Oct-2023 9.8 

pigcms up to 7.0 

was discovered to 

contain an 

arbitrary file 

upload 

vulnerability. 

CVE ID : CVE-

2023-43269 

N/A 
A-PIG-PIGC-

021123/1823 

Vendor: pinpoint 

Product: pinpoint_booking_system 

Affected Version(s): * Up to (including) 2.9.9.4.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

13-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

PINPOINT.WORLD 

Pinpoint Booking 

System plugin 

<= 2.9.9.4.0 

versions. 

CVE ID : CVE-

2023-45270 

N/A 
A-PIN-PINP-

021123/1824 

Vendor: Piwigo 

Product: piwigo 

Affected Version(s): * Up to (including) 13.8.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

09-Oct-2023 6.1 

Piwigo is an open 

source photo 

gallery application. 

Prior to version 

14.0.0beta4, a 

reflected cross-site 

scripting (XSS) 

vulnerability is in 

https://github

.com/Piwigo/

Piwigo/comm

it/cc99c0f1e9

67c5f1722a0c

ce30ff42374a

7bbc23 

A-PIW-PIWI-

021123/1825 
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('Cross-site 

Scripting') 

the` 

/admin.php?page=

plugins&tab=new&i

nstallstatus=ok&pl

ugin_id=[here]` 

page. This 

vulnerability can be 

exploited by an 

attacker to inject 

malicious HTML 

and JS code into the 

HTML page, which 

could then be 

executed by admin 

users when they 

visit the URL with 

the payload. The 

vulnerability is 

caused by the 

insecure injection 

of the `plugin_id` 

value from the URL 

into the HTML 

page. An attacker 

can exploit this 

vulnerability by 

crafting a malicious 

URL that contains a 

specially crafted 

`plugin_id` value. 

When a victim who 

is logged in as an 

administrator visits 

this URL, the 

malicious code will 

be injected into the 

HTML page and 

executed. This 

vulnerability can be 

exploited by any 

attacker who has 

access to a 

malicious URL. 

However, only 
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users who are 

logged in as 

administrators are 

affected. This is 

because the 

vulnerability is only 

present on the 

`/admin.php?page=

plugins&tab=new&i

nstallstatus=ok&pl

ugin_id=[here]` 

page, which is only 

accessible to 

administrators. 

Version 

14.0.0.beta4 

contains a patch for 

this issue. 

CVE ID : CVE-

2023-44393 

Affected Version(s): 14.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Oct-2023 6.1 

Piwigo is an open 

source photo 

gallery application. 

Prior to version 

14.0.0beta4, a 

reflected cross-site 

scripting (XSS) 

vulnerability is in 

the` 

/admin.php?page=

plugins&tab=new&i

nstallstatus=ok&pl

ugin_id=[here]` 

page. This 

vulnerability can be 

exploited by an 

attacker to inject 

malicious HTML 

and JS code into the 

HTML page, which 

could then be 

executed by admin 

https://github

.com/Piwigo/

Piwigo/comm

it/cc99c0f1e9

67c5f1722a0c

ce30ff42374a

7bbc23 

A-PIW-PIWI-

021123/1826 
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users when they 

visit the URL with 

the payload. The 

vulnerability is 

caused by the 

insecure injection 

of the `plugin_id` 

value from the URL 

into the HTML 

page. An attacker 

can exploit this 

vulnerability by 

crafting a malicious 

URL that contains a 

specially crafted 

`plugin_id` value. 

When a victim who 

is logged in as an 

administrator visits 

this URL, the 

malicious code will 

be injected into the 

HTML page and 

executed. This 

vulnerability can be 

exploited by any 

attacker who has 

access to a 

malicious URL. 

However, only 

users who are 

logged in as 

administrators are 

affected. This is 

because the 

vulnerability is only 

present on the 

`/admin.php?page=

plugins&tab=new&i

nstallstatus=ok&pl

ugin_id=[here]` 

page, which is only 

accessible to 

administrators. 
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Version 

14.0.0.beta4 

contains a patch for 

this issue. 

CVE ID : CVE-

2023-44393 

Vendor: plainviewplugins 

Product: mycryptocheckout 

Affected Version(s): * Up to (including) 2.125 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

edward_plainview 

MyCryptoCheckout 

plugin <= 2.125 

versions. 

CVE ID : CVE-

2023-41693 

N/A 
A-PLA-MYCR-

021123/1827 

Vendor: plain_craft_launcher_2_project 

Product: plain_craft_launcher_2 

Affected Version(s): 1.3.9 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

07-Oct-2023 7.8 

Directory Traversal 

vulnerability in 

Hex-Dragon Plain 

Craft Launcher 2 

version Alpha 1.3.9, 

allows local 

attackers to execute 

arbitrary code and 

gain sensitive 

information. 

CVE ID : CVE-

2023-36123 

N/A 
A-PLA-PLAI-

021123/1828 

Vendor: pleasantsolutions 

Product: pleasant_password_server 

Affected Version(s): 7.11.41 

Improper 

Neutralizat

ion of 

04-Oct-2023 6.1 
A cross-site 

scripting (XSS) 

vulnerability in the 

N/A 
A-PLE-PLEA-

021123/1829 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

component 

/framework/cron/

action/humanize of 

Pleasant Solutions 

Pleasant Password 

Server v7.11.41.0 

allows attackers to 

execute arbitrary 

web scripts or 

HTML via a crafted 

payload injected 

into the cronString 

parameter. 

CVE ID : CVE-

2023-27121 

Vendor: plixer 

Product: scrutinizer 

Affected Version(s): * Up to (excluding) 19.3.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Oct-2023 9.8 

An issue was 

discovered in 

/fcgi/scrut_fcgi.fcgi 

in Plixer Scrutinizer 

before 19.3.1. The 

csvExportReport 

endpoint action 

generateCSV is 

vulnerable to SQL 

injection through 

the sorting 

parameter, 

allowing an 

unauthenticated 

user to execute 

arbitrary SQL 

statements in the 

context of the 

application's 

backend database 

server. 

CVE ID : CVE-

2023-41262 

N/A 
A-PLI-SCRU-

021123/1830 
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Improper 

Authentica

tion 

12-Oct-2023 5.3 

An issue was 

discovered in 

/fcgi/scrut_fcgi.fcgi 

in Plixer Scrutinizer 

before 19.3.1. The 

csvExportReport 

endpoint action 

generateCSV does 

not require 

authentication and 

allows an 

unauthenticated 

user to export a 

report and access 

the results. 

CVE ID : CVE-

2023-41261 

N/A 
A-PLI-SCRU-

021123/1831 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

12-Oct-2023 3.7 

An issue was 

discovered in Plixer 

Scrutinizer before 

19.3.1. It exposes 

debug logs to 

unauthenticated 

users at the 

/debug/ URL path. 

With knowledge of 

valid IP addresses 

and source types, 

an unauthenticated 

attacker can 

download debug 

logs containing 

application-related 

information. 

CVE ID : CVE-

2023-41263 

N/A 
A-PLI-SCRU-

021123/1832 

Vendor: poeditor 

Product: poeditor 

Affected Version(s): * Up to (including) 0.9.4 

Cross-Site 

Request 
03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

N/A 
A-POE-POED-

021123/1833 
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Forgery 

(CSRF) 

POEditor plugin 

<= 0.9.4 versions. 

CVE ID : CVE-

2023-32091 

Vendor: portabilis 

Product: i-educar 

Affected Version(s): * Up to (including) 2.7.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Oct-2023 5.4 

A vulnerability was 

found in Portábilis 

i-Educar up to 2.7.5. 

It has been 

declared as 

problematic. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

file 

\intranet\agenda_i

mprimir.php of the 

component HTTP 

GET Request 

Handler. The 

manipulation of the 

argument 

cod_agenda with 

the input ");'> 

<script>alert(docu

ment.cookie)</scri

pt> leads to cross 

site scripting. The 

attack can be 

launched remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

associated 

identifier of this 

vulnerability is 

VDB-242143. 

NOTE: The vendor 

N/A 
A-POR-I-ED-

021123/1834 
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was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5578 

Vendor: pressified 

Product: sendpress 

Affected Version(s): * Up to (including) 1.22.3.31 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

SendPress 

Newsletters plugin 

<= 1.22.3.31 

versions. 

CVE ID : CVE-

2023-41730 

N/A 
A-PRE-SEND-

021123/1835 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

SendPress 

Newsletters plugin 

<= 1.22.3.31 

versions. 

CVE ID : CVE-

2023-41729 

N/A 
A-PRE-SEND-

021123/1836 

Vendor: presspage 

Product: smarty_for_wordpress 

Affected Version(s): * Up to (including) 3.1.35 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

PressPage 

Entertainment Inc. 

Smarty for 

WordPress plugin 

<= 3.1.35 versions. 

N/A 
A-PRE-SMAR-

021123/1837 
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CVE ID : CVE-

2023-37992 

Vendor: Presto-changeo 

Product: attribute_grid 

Affected Version(s): * Up to (including) 2.0.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

05-Oct-2023 9.8 

Presto Changeo 

attributegrid up to 

2.0.3 was 

discovered to 

contain a SQL 

injection 

vulnerability via 

the component 

disable_json.php. 

CVE ID : CVE-

2023-43983 

https://securi

ty.friendsofpr

esta.org/mod

ules/2023/10

/03/attribute

grid.html 

A-PRE-ATTR-

021123/1838 

Product: testsitecreator 

Affected Version(s): * Up to (including) 1.1.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Oct-2023 9.8 

Presto Changeo 

testsitecreator up 

to v1.1.1 was 

discovered to 

contain a SQL 

injection 

vulnerability via 

the component 

disable_json.php. 

CVE ID : CVE-

2023-43980 

N/A 
A-PRE-TEST-

021123/1839 

Product: test_site_creator 

Affected Version(s): * Up to (including) 1.1.1 

Deserializa

tion of 

Untrusted 

Data 

05-Oct-2023 9.8 

Presto Changeo 

testsitecreator up 

to 1.1.1 was 

discovered to 

contain a 

deserialization 

vulnerability via 

the component 

https://securi

ty.friendsofpr

esta.org/mod

ules/2023/10

/03/testsitecr

eator.html 

A-PRE-TEST-

021123/1840 
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delete_excluded_fol

der.php. 

CVE ID : CVE-

2023-43981 

Vendor: prixan 

Product: prixanconnect 

Affected Version(s): * Up to (including) 1.61 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

05-Oct-2023 9.8 

Prixan 

prixanconnect up 

to v1.62 was 

discovered to 

contain a SQL 

injection 

vulnerability via 

the component 

CartsGuruCatalogM

oduleFrontControll

er::importProducts

(). 

CVE ID : CVE-

2023-40920 

https://securi

ty.friendsofpr

esta.org/mod

ules/2023/10

/05/prixanco

nnect.html 

A-PRI-PRIX-

021123/1841 

Vendor: prointegra 

Product: uptimedc 

Affected Version(s): * Up to (excluding) 2.0.0.33940 

Incorrect 

Authorizati

on 

04-Oct-2023 8.8 

Improper 

authorisation of 

regular users in 

ProIntegra Uptime 

DC software 

(versions below 

2.0.0.33940) allows 

them to change 

passwords of all 

other users 

including 

administrators 

leading to a 

privilege escalation. 

 

N/A 
A-PRO-UPTI-

021123/1842 
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CVE ID : CVE-

2023-4997 

Vendor: projectcontour 

Product: contour 

Affected Version(s): * Up to (excluding) 2023-10-11 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-PRO-CONT-

021123/1843 

Vendor: Puppet 

Product: bolt 

Affected Version(s): * Up to (excluding) 3.27.4 

Improper 

Privilege 

Manageme

nt 

06-Oct-2023 9.8 

In Puppet Bolt 

versions prior to 

3.27.4, a path to 

escalate privileges 

was identified. 

 

CVE ID : CVE-

2023-5214 

N/A 
A-PUP-BOLT-

021123/1844 

Product: puppet 

Affected Version(s): 2023.3 
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Improper 

Resource 

Shutdown 

or Release 

03-Oct-2023 7.5 

For certificates that 

utilize the auto-

renew feature in 

Puppet Server, a 

flaw exists which 

prevents the 

certificates from 

being revoked.  

CVE ID : CVE-

2023-5255 

https://www.

puppet.com/s

ecurity/cve/c

ve-2023-

5255-denial-

service-

revocation-

auto-

renewed-

certificates 

A-PUP-PUPP-

021123/1845 

Product: puppet_server 

Affected Version(s): 8.2.0 

Improper 

Resource 

Shutdown 

or Release 

03-Oct-2023 7.5 

For certificates that 

utilize the auto-

renew feature in 

Puppet Server, a 

flaw exists which 

prevents the 

certificates from 

being revoked.  

CVE ID : CVE-

2023-5255 

https://www.

puppet.com/s

ecurity/cve/c

ve-2023-

5255-denial-

service-

revocation-

auto-

renewed-

certificates 

A-PUP-PUPP-

021123/1846 

Affected Version(s): 8.2.1 

Improper 

Resource 

Shutdown 

or Release 

03-Oct-2023 7.5 

For certificates that 

utilize the auto-

renew feature in 

Puppet Server, a 

flaw exists which 

prevents the 

certificates from 

being revoked.  

CVE ID : CVE-

2023-5255 

https://www.

puppet.com/s

ecurity/cve/c

ve-2023-

5255-denial-

service-

revocation-

auto-

renewed-

certificates 

A-PUP-PUPP-

021123/1847 

Vendor: purestorage 

Product: purity 

Affected Version(s): From (including) 4.0.0 Up to (including) 4.0.4 

N/A 02-Oct-2023 4.3 

A flaw exists in 

FlashBlade Purity 

whereby an 

authenticated user 

https://suppo

rt.purestorage

.com/Employe

e_Handbooks/

A-PUR-PURI-

021123/1848 
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with access to 

FlashBlade’s object 

store protocol can 

impact the 

availability of the 

system’s data 

access and 

replication 

protocols.  

 

 

CVE ID : CVE-

2023-31042 

Technical_Ser

vices/PSIRT/S

ecurity_Bulleti

n_for_FlashBla

de_Object_Sto

re_Protocol_C

VE-2023-

31042 

Affected Version(s): * Up to (including) 3.3.6 

N/A 02-Oct-2023 4.3 

A flaw exists in 

FlashBlade Purity 

whereby an 

authenticated user 

with access to 

FlashBlade’s object 

store protocol can 

impact the 

availability of the 

system’s data 

access and 

replication 

protocols.  

 

 

CVE ID : CVE-

2023-31042 

https://suppo

rt.purestorage

.com/Employe

e_Handbooks/

Technical_Ser

vices/PSIRT/S

ecurity_Bulleti

n_for_FlashBla

de_Object_Sto

re_Protocol_C

VE-2023-

31042 

A-PUR-PURI-

021123/1849 

Affected Version(s): * Up to (including) 3.3.7 

N/A 02-Oct-2023 2.7 

A flaw exists in 

FlashBlade Purity 

whereby a user 

with access to an 

administrative 

account on a 

FlashBlade that is 

configured with 

timezone-

https://suppo

rt.purestorage

.com/Pure_Sto

rage_Technica

l_Services/Fiel

d_Bulletins/Se

curity_Bulletin

s/Security_Bul

letin_for_Flash

A-PUR-PURI-

021123/1850 
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dependent 

snapshot schedules 

can configure a 

timezone to 

prevent the 

schedule from 

functioning 

properly.  

 

CVE ID : CVE-

2023-36627 

Blade_Snapsh

ot_Scheduler_

CVE-2023-

36627 

Affected Version(s): * Up to (including) 4.1.0 

N/A 02-Oct-2023 2.7 

A flaw exists in 

FlashBlade Purity 

(OE) Version 4.1.0 

whereby a user 

with privileges to 

extend an object’s 

retention period 

can  affect the 

availability of the 

object lock. 

 

CVE ID : CVE-

2023-28372 

https://suppo

rt.purestorage

.com/Pure_Sto

rage_Technica

l_Services/Fiel

d_Bulletins/Se

curity_Bulletin

s/Security_Bul

letin_for_Flash

Blade_Object_

Store_Privileg

ed_Access_Vul

nerability_CV

E-2023-28372 

A-PUR-PURI-

021123/1851 

Affected Version(s): From (including) 4.0.0 Up to (including) 4.0.5 

N/A 02-Oct-2023 2.7 

A flaw exists in 

FlashBlade Purity 

whereby a user 

with access to an 

administrative 

account on a 

FlashBlade that is 

configured with 

timezone-

dependent 

snapshot schedules 

can configure a 

timezone to 

prevent the 

schedule from 

https://suppo

rt.purestorage

.com/Pure_Sto

rage_Technica

l_Services/Fiel

d_Bulletins/Se

curity_Bulletin

s/Security_Bul

letin_for_Flash

Blade_Snapsh

ot_Scheduler_

CVE-2023-

36627 

A-PUR-PURI-

021123/1852 
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functioning 

properly.  

 

CVE ID : CVE-

2023-36627 

Affected Version(s): From (including) 4.1.0 Up to (including) 4.1.1 

N/A 02-Oct-2023 4.3 

A flaw exists in 

FlashBlade Purity 

whereby an 

authenticated user 

with access to 

FlashBlade’s object 

store protocol can 

impact the 

availability of the 

system’s data 

access and 

replication 

protocols.  

 

 

CVE ID : CVE-

2023-31042 

https://suppo

rt.purestorage

.com/Employe

e_Handbooks/

Technical_Ser

vices/PSIRT/S

ecurity_Bulleti

n_for_FlashBla

de_Object_Sto

re_Protocol_C

VE-2023-

31042 

A-PUR-PURI-

021123/1853 

Affected Version(s): From (including) 4.1.0 Up to (including) 4.1.2 

N/A 02-Oct-2023 2.7 

A flaw exists in 

FlashBlade Purity 

whereby a user 

with access to an 

administrative 

account on a 

FlashBlade that is 

configured with 

timezone-

dependent 

snapshot schedules 

can configure a 

timezone to 

prevent the 

schedule from 

functioning 

properly.  

https://suppo

rt.purestorage

.com/Pure_Sto

rage_Technica

l_Services/Fiel

d_Bulletins/Se

curity_Bulletin

s/Security_Bul

letin_for_Flash

Blade_Snapsh

ot_Scheduler_

CVE-2023-

36627 

A-PUR-PURI-

021123/1854 
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CVE ID : CVE-

2023-36627 

Product: purity\/\/fa 

Affected Version(s): 6.4.0 

N/A 03-Oct-2023 2.7 

A flaw exists in 

FlashArray Purity 

whereby an array 

administrator by 

configuring an 

external key 

manager can affect 

the availability of 

data on the system 

including snapshots 

protected by 

SafeMode.  

 

CVE ID : CVE-

2023-28373 

https://suppo

rt.purestorage

.com/Employe

e_Handbooks/

Technical_Ser

vices/PSIRT/S

ecurity_Bulleti

n_for_FlashAr

ray_SafeMode

_Immutable_V

ulnerability_C

VE-2023-

28373 

A-PUR-PURI-

021123/1855 

Affected Version(s): From (including) 6.1.0 Up to (including) 6.1.22 

N/A 03-Oct-2023 2.7 

A flaw exists in 

FlashArray Purity 

whereby an array 

administrator by 

configuring an 

external key 

manager can affect 

the availability of 

data on the system 

including snapshots 

protected by 

SafeMode.  

 

CVE ID : CVE-

2023-28373 

https://suppo

rt.purestorage

.com/Employe

e_Handbooks/

Technical_Ser

vices/PSIRT/S

ecurity_Bulleti

n_for_FlashAr

ray_SafeMode

_Immutable_V

ulnerability_C

VE-2023-

28373 

A-PUR-PURI-

021123/1856 

Affected Version(s): From (including) 6.1.0 Up to (including) 6.3.11 

N/A 03-Oct-2023 8.8 
A flaw exists in 

VASA which allows 

users with access to 

https://suppo

rt.purestorage

.com/Pure_Sto

A-PUR-PURI-

021123/1857 
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a vSphere/ESXi 

VMware admin on a 

FlashArray to gain 

root access through 

privilege escalation. 

 

CVE ID : CVE-

2023-36628 

rage_Technica

l_Services/Fiel

d_Bulletins/Se

curity_Bulletin

s/Security_Bul

letin_for_Privil

ege_Escalation

_in_VASA_CVE

-2023-36628 

Affected Version(s): From (including) 6.2.0 Up to (including) 6.2.15 

N/A 03-Oct-2023 2.7 

A flaw exists in 

FlashArray Purity 

whereby an array 

administrator by 

configuring an 

external key 

manager can affect 

the availability of 

data on the system 

including snapshots 

protected by 

SafeMode.  

 

CVE ID : CVE-

2023-28373 

https://suppo

rt.purestorage

.com/Employe

e_Handbooks/

Technical_Ser

vices/PSIRT/S

ecurity_Bulleti

n_for_FlashAr

ray_SafeMode

_Immutable_V

ulnerability_C

VE-2023-

28373 

A-PUR-PURI-

021123/1858 

Affected Version(s): From (including) 6.3.0 Up to (including) 6.3.6 

N/A 03-Oct-2023 2.7 

A flaw exists in 

FlashArray Purity 

whereby an array 

administrator by 

configuring an 

external key 

manager can affect 

the availability of 

data on the system 

including snapshots 

protected by 

SafeMode.  

 

CVE ID : CVE-

2023-28373 

https://suppo

rt.purestorage

.com/Employe

e_Handbooks/

Technical_Ser

vices/PSIRT/S

ecurity_Bulleti

n_for_FlashAr

ray_SafeMode

_Immutable_V

ulnerability_C

VE-2023-

28373 

A-PUR-PURI-

021123/1859 
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Affected Version(s): From (including) 6.3.0 Up to (including) 6.3.7 

N/A 03-Oct-2023 4.9 

A flaw exists in 

FlashArray Purity 

wherein under 

limited 

circumstances, an 

array administrator 

can alter the 

retention lock of a 

pgroup and disable 

pgroup SafeMode 

protection.   

 

CVE ID : CVE-

2023-32572 

https://https:

//support.pur

estorage.com/

Pure_Storage_

Technical_Ser

vices/Field_B

ulletins/Secur

ity_Bulletins/

Security_Bulle

tin_-

_FlashArray_p

group_Retenti

on_Lock_Safe

Mode_Protecti

on_CVE-2023-

32572 

A-PUR-PURI-

021123/1860 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.1 

N/A 03-Oct-2023 4.9 

A flaw exists in 

FlashArray Purity 

wherein under 

limited 

circumstances, an 

array administrator 

can alter the 

retention lock of a 

pgroup and disable 

pgroup SafeMode 

protection.   

 

CVE ID : CVE-

2023-32572 

https://https:

//support.pur

estorage.com/

Pure_Storage_

Technical_Ser

vices/Field_B

ulletins/Secur

ity_Bulletins/

Security_Bulle

tin_-

_FlashArray_p

group_Retenti

on_Lock_Safe

Mode_Protecti

on_CVE-2023-

32572 

A-PUR-PURI-

021123/1861 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.5 

N/A 03-Oct-2023 8.8 

A flaw exists in 

VASA which allows 

users with access to 

a vSphere/ESXi 

VMware admin on a 

FlashArray to gain 

https://suppo

rt.purestorage

.com/Pure_Sto

rage_Technica

l_Services/Fiel

d_Bulletins/Se

curity_Bulletin

A-PUR-PURI-

021123/1862 
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root access through 

privilege escalation. 

 

CVE ID : CVE-

2023-36628 

s/Security_Bul

letin_for_Privil

ege_Escalation

_in_VASA_CVE

-2023-36628 

Vendor: Python 

Product: urllib3 

Affected Version(s): * Up to (excluding) 1.26.17 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

04-Oct-2023 8.1 

urllib3 is a user-

friendly HTTP 

client library for 

Python. urllib3 

doesn't treat the 

`Cookie` HTTP 

header special or 

provide any helpers 

for managing 

cookies over HTTP, 

that is the 

responsibility of 

the user. However, 

it is possible for a 

user to specify a 

`Cookie` header and 

unknowingly leak 

information via 

HTTP redirects to a 

different origin if 

that user doesn't 

disable redirects 

explicitly. This 

issue has been 

patched in urllib3 

version 1.26.17 or 

2.0.5. 

CVE ID : CVE-

2023-43804 

https://github

.com/urllib3/

urllib3/comm

it/644124ecd

0b6e417c527

191f866daa05

a5a2056d, 

https://github

.com/urllib3/

urllib3/securi

ty/advisories/

GHSA-v845-

jxx5-vc9f, 

https://github

.com/urllib3/

urllib3/comm

it/01220354d

389cd054747

13f8c982d05c

9b17aafb 

A-PYT-URLL-

021123/1863 

Affected Version(s): From (including) 2.0.0 Up to (excluding) 2.0.6 

Exposure 

of Sensitive 

Informatio

04-Oct-2023 8.1 
urllib3 is a user-

friendly HTTP 

client library for 

https://github

.com/urllib3/

urllib3/comm

A-PYT-URLL-

021123/1864 
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n to an 

Unauthoriz

ed Actor 

Python. urllib3 

doesn't treat the 

`Cookie` HTTP 

header special or 

provide any helpers 

for managing 

cookies over HTTP, 

that is the 

responsibility of 

the user. However, 

it is possible for a 

user to specify a 

`Cookie` header and 

unknowingly leak 

information via 

HTTP redirects to a 

different origin if 

that user doesn't 

disable redirects 

explicitly. This 

issue has been 

patched in urllib3 

version 1.26.17 or 

2.0.5. 

CVE ID : CVE-

2023-43804 

it/644124ecd

0b6e417c527

191f866daa05

a5a2056d, 

https://github

.com/urllib3/

urllib3/securi

ty/advisories/

GHSA-v845-

jxx5-vc9f, 

https://github

.com/urllib3/

urllib3/comm

it/01220354d

389cd054747

13f8c982d05c

9b17aafb 

Vendor: Qbittorrent 

Product: qbittorrent 

Affected Version(s): * Up to (including) 4.5.5 

Use of 

Hard-

coded 

Credentials 

10-Oct-2023 9.8 

All versions of the 

qBittorrent client 

through 4.5.5 use 

default credentials 

when the web user 

interface is enabled. 

The administrator 

is not forced to 

change the default 

credentials. As of 

4.5.5, this issue has 

not been fixed. A 

remote attacker can 

N/A 
A-QBI-QBIT-

021123/1865 
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use the default 

credentials to 

authenticate and 

execute arbitrary 

operating system 

commands using 

the "external 

program" feature in 

the web user 

interface. This was 

reportedly 

exploited in the 

wild in March 2023. 

 

CVE ID : CVE-

2023-30801 

Vendor: qdocs 

Product: smart_school 

Affected Version(s): 6.4.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

10-Oct-2023 9.8 

A vulnerability was 

found in QDocs 

Smart School 6.4.1. 

It has been 

classified as critical. 

This affects an 

unknown part of 

the file 

/course/filterRecor

ds/ of the 

component HTTP 

POST Request 

Handler. The 

manipulation of the 

argument 

searchdata[0][title]

/searchdata[0][sea

rchfield]/searchdat

a[0][searchvalue] 

leads to sql 

injection. It is 

possible to initiate 

the attack remotely. 

N/A 
A-QDO-SMAR-

021123/1866 
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The associated 

identifier of this 

vulnerability is 

VDB-241647. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5495 

Vendor: Qdpm 

Product: qdpm 

Affected Version(s): 9.2 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

14-Oct-2023 9.8 

qdPM 9.2 allows 

remote code 

execution by using 

the Add 

Attachments 

feature of Edit 

Project to upload a 

.php file to the 

/uploads URI. 

CVE ID : CVE-

2023-45856 

N/A 
A-QDP-QDPM-

021123/1867 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

14-Oct-2023 7.5 

qdPM 9.2 allows 

Directory Traversal 

to list files and 

directories by 

navigating to the 

/uploads URI. 

CVE ID : CVE-

2023-45855 

N/A 
A-QDP-QDPM-

021123/1868 

Vendor: Qnap 

Product: music_station 

Affected Version(s): From (including) 5.3.0 Up to (excluding) 5.3.22 

Improper 

Limitation 
06-Oct-2023 6.5 A path traversal 

vulnerability has 

https://www.

qnap.com/en/

A-QNA-MUSI-

021123/1869 
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of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

been reported to 

affect Music 

Station. If exploited, 

the vulnerability 

could allow 

authenticated users 

to read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following version: 

Music Station 

5.3.22 and later 

 

CVE ID : CVE-

2023-23365 

security-

advisory/qsa-

23-28 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

06-Oct-2023 6.5 

A path traversal 

vulnerability has 

been reported to 

affect Music 

Station. If exploited, 

the vulnerability 

could allow 

authenticated users 

to read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following version: 

Music Station 

5.3.22 and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-28 

A-QNA-MUSI-

021123/1870 
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CVE ID : CVE-

2023-23366 

Product: qvpn 

Affected Version(s): From (including) 2.1.0 Up to (excluding) 2.1.0.0518 

Insufficient

ly 

Protected 

Credentials 

06-Oct-2023 4.4 

An insufficiently 

protected 

credentials 

vulnerability has 

been reported to 

affect QVPN Device 

Client. If exploited, 

the vulnerability 

could allow local 

authenticated 

administrators to 

gain access to user 

accounts and access 

sensitive data used 

by the user account 

via unspecified 

vectors. 

We have already 

fixed the 

vulnerability in the 

following version: 

QVPN Windows 

2.1.0.0518 and later 

CVE ID : CVE-

2023-23370 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-36 

A-QNA-QVPN-

021123/1871 

Affected Version(s): From (including) 2.2.0 Up to (excluding) 2.2.0.0823 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-Oct-2023 4.4 

A cleartext 

transmission of 

sensitive 

information 

vulnerability has 

been reported to 

affect QVPN Device 

Client. If exploited, 

the vulnerability 

could allow local 

authenticated 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-39 

A-QNA-QVPN-

021123/1872 
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administrators to 

read sensitive data 

via unspecified 

vectors. 

We have already 

fixed the 

vulnerability in the 

following version: 

QVPN Windows 

2.2.0.0823 and later 

CVE ID : CVE-

2023-23371 

Product: video_station 

Affected Version(s): * Up to (excluding) 2023.07.27 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

A cross-site 

scripting (XSS) 

vulnerability has 

been reported to 

affect Video Station. 

If exploited, the 

vulnerability could 

allow authenticated 

users to inject 

malicious code via a 

network. 

We have already 

fixed the 

vulnerability in the 

following version: 

Video Station 5.7.0 

( 2023/07/27 ) and 

later 

CVE ID : CVE-

2023-34977 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-52 

A-QNA-VIDE-

021123/1873 

Affected Version(s): * Up to (excluding) 5.7.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

13-Oct-2023 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect Video Station. 

If exploited, the 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-52 

A-QNA-VIDE-

021123/1874 
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used in an 

SQL 

Command 

('SQL 

Injection') 

vulnerability could 

allow authenticated 

users to inject 

malicious code via a 

network. 

We have already 

fixed the 

vulnerability in the 

following version: 

Video Station 5.7.0 

( 2023/07/27 ) and 

later 

CVE ID : CVE-

2023-34975 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Oct-2023 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect Video Station. 

If exploited, the 

vulnerability could 

allow authenticated 

users to inject 

malicious code via a 

network. 

We have already 

fixed the 

vulnerability in the 

following version: 

Video Station 5.7.0 

( 2023/07/27 ) and 

later 

CVE ID : CVE-

2023-34976 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-52 

A-QNA-VIDE-

021123/1875 

Vendor: qognify 

Product: nicevision 

Affected Version(s): * Up to (including) 3.1 

Use of 

Hard-

coded 

Credentials 

05-Oct-2023 9.1 

Qognify NiceVision 

versions 3.1 and 

prior are 

vulnerable to 

N/A 
A-QOG-NICE-

021123/1876 
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exposing sensitive 

information using 

hard-coded 

credentials. With 

these credentials an 

attacker can 

retrieve 

information about 

the cameras, user 

information, and 

modify database 

records. 

 

 

 

 

 

CVE ID : CVE-

2023-2306 

Vendor: qsige 

Product: qsige 

Affected Version(s): 3.0.0.0 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

03-Oct-2023 8.8 

The file upload 

functionality is not 

implemented 

correctly and 

allows uploading of 

any type of file. As a 

prerequisite, it is 

necessary for the 

attacker to log into 

the application with 

a valid username. 

CVE ID : CVE-

2023-4097 

N/A 
A-QSI-QSIG-

021123/1877 

Improper 

Neutralizat

ion of 

Special 

Elements 

03-Oct-2023 8.8 

It has been 

identified that the 

web application 

does not correctly 

filter input 

N/A 
A-QSI-QSIG-

021123/1878 
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used in an 

SQL 

Command 

('SQL 

Injection') 

parameters, 

allowing SQL 

injections, DoS or 

information 

disclosure. As a 

prerequisite, it is 

necessary to log 

into the application. 

CVE ID : CVE-

2023-4098 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

03-Oct-2023 8.8 

QSige login SSO 

does not have an 

access control 

mechanism to 

verify whether the 

user requesting a 

resource has 

sufficient 

permissions to do 

so. As a 

prerequisite, it is 

necessary to log 

into the application. 

CVE ID : CVE-

2023-4102 

N/A 
A-QSI-QSIG-

021123/1879 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

03-Oct-2023 8.8 

QSige statistics are 

affected by a 

remote SQLi 

vulnerability. It has 

been identified that 

the web application 

does not correctly 

filter input 

parameters, 

allowing SQL 

injections, DoS or 

information 

disclosure. As a 

prerequisite, it is 

necessary to log 

into the application. 

N/A 
A-QSI-QSIG-

021123/1880 
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CVE ID : CVE-

2023-4103 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 8.2 

Allows an attacker 

to perform XSS 

attacks stored on 

certain resources. 

Exploiting this 

vulnerability can 

lead to a DoS 

condition, among 

other actions. 

CVE ID : CVE-

2023-4100 

N/A 
A-QSI-QSIG-

021123/1881 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

03-Oct-2023 6.5 

The QSige Monitor 

application does 

not have an access 

control mechanism 

to verify whether 

the user requesting 

a resource has 

sufficient 

permissions to do 

so. As a 

prerequisite, it is 

necessary to log 

into the application. 

CVE ID : CVE-

2023-4099 

N/A 
A-QSI-QSIG-

021123/1882 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

03-Oct-2023 6.5 

The QSige login SSO 

does not have an 

access control 

mechanism to 

verify whether the 

user requesting a 

resource has 

sufficient 

permissions to do 

so. As a 

prerequisite, it is 

necessary to log 

into the application. 

N/A 
A-QSI-QSIG-

021123/1883 
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CVE ID : CVE-

2023-4101 

Vendor: quantumcloud 

Product: ai_chatbot 

Affected Version(s): * Up to (including) 4.7.8 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

QuantumCloud AI 

ChatBot plugin 

<= 4.7.8 versions. 

CVE ID : CVE-

2023-44993 

N/A 
A-QUA-AI_C-

021123/1884 

Vendor: quarkus 

Product: quarkus 

Affected Version(s): * Up to (excluding) 2.13.8 

N/A 04-Oct-2023 7.5 

A flaw was found in 

Quarkus. Quarkus 

OIDC can leak both 

ID and access 

tokens in the 

authorization code 

flow when an 

insecure HTTP 

protocol is used, 

which can allow 

attackers to access 

sensitive user data 

directly from the ID 

token or by using 

the access token to 

access user data 

from OIDC provider 

services. Please 

note that 

passwords are not 

stored in access 

tokens. 

CVE ID : CVE-

2023-1584 

https://github

.com/quarkus

io/quarkus/p

ull/32192, 

https://github

.com/quarkus

io/quarkus/p

ull/33414 

A-QUA-QUAR-

021123/1885 
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Vendor: radiustheme 

Product: the_post_grid 

Affected Version(s): * Up to (including) 7.2.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

RadiusTheme The 

Post Grid plugin 

<= 7.2.7 versions. 

CVE ID : CVE-

2023-39923 

N/A 
A-RAD-THE_-

021123/1886 

Vendor: rami 

Product: pretix 

Affected Version(s): * Up to (excluding) 2023.7.1 

N/A 02-Oct-2023 5.3 

An issue was 

discovered in pretix 

before 2023.7.1. 

Incorrect parsing of 

configuration files 

causes the 

application to trust 

unchecked X-

Forwarded-For 

headers even 

though it has not 

been configured to 

do so. This can lead 

to IP address 

spoofing by users of 

the application. 

CVE ID : CVE-

2023-44463 

https://github

.com/pretix/p

retix/compare

/v2023.7.0...v

2023.7.1, 

https://github

.com/pretix/p

retix/commit/

ccdce2ccb820

7b82501af3c0

3f50abc0f819

b469, 

https://pretix.

eu/about/en/

blog/2023091

1-release-

2023-7-1/ 

A-RAM-PRET-

021123/1887 

Vendor: randyhoyt 

Product: category_meta 

Affected Version(s): * Up to (including) 1.2.8 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

josecoelho, Randy 

N/A 
A-RAN-CATE-

021123/1888 
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Hoyt, 

steveclarkcouk, 

Vitaliy Kukin, Eric 

Le Bail, Tom 

Ransom Category 

Meta plugin plugin 

<= 1.2.8 versions. 

CVE ID : CVE-

2023-44998 

Vendor: rayhan1 

Product: ai_content_writing_assistant 

Affected Version(s): * Up to (including) 1.1.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

ReCorp AI Content 

Writing Assistant 

(Content Writer, 

GPT 3 & 4, 

ChatGPT, Image 

Generator) All in 

One plugin <= 1.1.5 

versions. 

CVE ID : CVE-

2023-45063 

N/A 
A-RAY-AI_C-

021123/1889 

Vendor: realbig 

Product: realbig 

Affected Version(s): * Up to (including) 1.0.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Realbig Team 

Realbig For 

WordPress plugin 

<= 1.0.3 versions. 

CVE ID : CVE-

2023-41694 

N/A 
A-REA-REAL-

021123/1890 

Vendor: rebing 

Product: woocommerce_esto 
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Affected Version(s): * Up to (including) 2.23.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Mikk Mihkel 

Nurges, Rebing OÜ 

Woocommerce 

ESTO plugin 

<= 2.23.1 versions. 

CVE ID : CVE-

2023-44260 

N/A 
A-REB-WOOC-

021123/1891 

Vendor: Redhat 

Product: 3scale_api_management_platform 

Affected Version(s): 2.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-3SCA-

021123/1892 

Product: advanced_cluster_management_for_kubernetes 

Affected Version(s): 2.0 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

https://aws.a

mazon.com/s

ecurity/securi

ty-

A-RED-ADVA-

021123/1893 
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Consumpti

on 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: advanced_cluster_security 

Affected Version(s): 4.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-ADVA-

021123/1894 

Affected Version(s): 3.0 
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Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-ADVA-

021123/1895 

Product: ansible_automation_controller 

Affected Version(s): * Up to (excluding) 4.3.11 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

An HTML injection 

flaw was found in 

Controller in the 

user interface 

settings. This flaw 

allows an attacker 

to capture 

credentials by 

creating a custom 

login page by 

injecting HTML, 

resulting in a 

complete 

compromise. 

CVE ID : CVE-

2023-3971 

https://access

.redhat.com/e

rrata/RHSA-

2023:4340, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

3971, 

https://access

.redhat.com/e

rrata/RHSA-

2023:4590, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226965 

A-RED-ANSI-

021123/1896 

Affected Version(s): 4.4 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

An HTML injection 

flaw was found in 

Controller in the 

user interface 

settings. This flaw 

allows an attacker 

to capture 

credentials by 

creating a custom 

login page by 

injecting HTML, 

resulting in a 

complete 

compromise. 

CVE ID : CVE-

2023-3971 

https://access

.redhat.com/e

rrata/RHSA-

2023:4340, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

3971, 

https://access

.redhat.com/e

rrata/RHSA-

2023:4590, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226965 

A-RED-ANSI-

021123/1897 

Product: ansible_automation_platform 

Affected Version(s): 2.4 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 6.3 

A logic flaw exists 

in Ansible. 

Whenever a private 

project is created 

with incorrect 

credentials, they 

are logged in 

plaintext. This flaw 

allows an attacker 

to retrieve the 

credentials from 

the log, resulting in 

the loss of 

confidentiality, 

integrity, and 

availability. 

CVE ID : CVE-

2023-4380 

https://access

.redhat.com/e

rrata/RHSA-

2023:4693, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2232324, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

4380 

A-RED-ANSI-

021123/1898 

Improper 

Neutralizat

ion of 

Input 

During 

04-Oct-2023 5.4 

An HTML injection 

flaw was found in 

Controller in the 

user interface 

settings. This flaw 

https://access

.redhat.com/e

rrata/RHSA-

2023:4340, 

https://access

A-RED-ANSI-

021123/1899 
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Web Page 

Generation 

('Cross-site 

Scripting') 

allows an attacker 

to capture 

credentials by 

creating a custom 

login page by 

injecting HTML, 

resulting in a 

complete 

compromise. 

CVE ID : CVE-

2023-3971 

.redhat.com/s

ecurity/cve/C

VE-2023-

3971, 

https://access

.redhat.com/e

rrata/RHSA-

2023:4590, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226965 

Affected Version(s): 2.0 

N/A 04-Oct-2023 7.8 

A flaw was found in 

the Ansible 

Automation 

Platform. When 

creating a new 

keypair, the 

ec2_key module 

prints out the 

private key directly 

to the standard 

output. This flaw 

allows an attacker 

to fetch those keys 

from the log files, 

compromising the 

system's 

confidentiality, 

integrity, and 

availability. 

CVE ID : CVE-

2023-4237 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

4237, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2229979 

A-RED-ANSI-

021123/1900 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

A-RED-ANSI-

021123/1901 
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exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): 2.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

An HTML injection 

flaw was found in 

Controller in the 

user interface 

settings. This flaw 

allows an attacker 

to capture 

credentials by 

creating a custom 

login page by 

injecting HTML, 

resulting in a 

complete 

compromise. 

CVE ID : CVE-

2023-3971 

https://access

.redhat.com/e

rrata/RHSA-

2023:4340, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

3971, 

https://access

.redhat.com/e

rrata/RHSA-

2023:4590, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226965 

A-RED-ANSI-

021123/1902 

Product: ansible_collection 

Affected Version(s): * 

N/A 04-Oct-2023 7.8 

A flaw was found in 

the Ansible 

Automation 

Platform. When 

creating a new 

keypair, the 

ec2_key module 

prints out the 

private key directly 

to the standard 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

4237, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2229979 

A-RED-ANSI-

021123/1903 
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output. This flaw 

allows an attacker 

to fetch those keys 

from the log files, 

compromising the 

system's 

confidentiality, 

integrity, and 

availability. 

CVE ID : CVE-

2023-4237 

Product: ansible_developer 

Affected Version(s): 1.1 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 6.3 

A logic flaw exists 

in Ansible. 

Whenever a private 

project is created 

with incorrect 

credentials, they 

are logged in 

plaintext. This flaw 

allows an attacker 

to retrieve the 

credentials from 

the log, resulting in 

the loss of 

confidentiality, 

integrity, and 

availability. 

CVE ID : CVE-

2023-4380 

https://access

.redhat.com/e

rrata/RHSA-

2023:4693, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2232324, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

4380 

A-RED-ANSI-

021123/1904 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

An HTML injection 

flaw was found in 

Controller in the 

user interface 

settings. This flaw 

allows an attacker 

to capture 

credentials by 

creating a custom 

login page by 

https://access

.redhat.com/e

rrata/RHSA-

2023:4340, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

3971, 

https://access

A-RED-ANSI-

021123/1905 
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injecting HTML, 

resulting in a 

complete 

compromise. 

CVE ID : CVE-

2023-3971 

.redhat.com/e

rrata/RHSA-

2023:4590, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226965 

Product: ansible_inside 

Affected Version(s): 1.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

An HTML injection 

flaw was found in 

Controller in the 

user interface 

settings. This flaw 

allows an attacker 

to capture 

credentials by 

creating a custom 

login page by 

injecting HTML, 

resulting in a 

complete 

compromise. 

CVE ID : CVE-

2023-3971 

https://access

.redhat.com/e

rrata/RHSA-

2023:4340, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

3971, 

https://access

.redhat.com/e

rrata/RHSA-

2023:4590, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226965 

A-RED-ANSI-

021123/1906 

Affected Version(s): 1.2 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 6.3 

A logic flaw exists 

in Ansible. 

Whenever a private 

project is created 

with incorrect 

credentials, they 

are logged in 

plaintext. This flaw 

allows an attacker 

to retrieve the 

credentials from 

the log, resulting in 

the loss of 

confidentiality, 

https://access

.redhat.com/e

rrata/RHSA-

2023:4693, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2232324, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

4380 

A-RED-ANSI-

021123/1907 
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integrity, and 

availability. 

CVE ID : CVE-

2023-4380 

Product: build_of_optaplanner 

Affected Version(s): 8.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-BUIL-

021123/1908 

Product: build_of_quarkus 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

A-RED-BUIL-

021123/1909 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: ceph_storage 

Affected Version(s): 5.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-CEPH-

021123/1910 

Product: cert-manager_operator_for_red_hat_openshift 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

A-RED-CERT-

021123/1911 
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exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: certification_for_red_hat_enterprise_linux 

Affected Version(s): 8.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-CERT-

021123/1912 

Affected Version(s): 9.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

A-RED-CERT-

021123/1913 
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cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: cost_management 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-COST-

021123/1914 

Product: cryostat 

Affected Version(s): 2.0 

Uncontroll

ed 
10-Oct-2023 7.5 The HTTP/2 

protocol allows a 

https://aws.a

mazon.com/s

A-RED-CRYO-

021123/1915 
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Resource 

Consumpti

on 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: data_grid 

Affected Version(s): 8.0.0 

Improper 

Certificate 

Validation 

04-Oct-2023 7.4 

A vulnerability was 

found in the Hot 

Rod client. This 

security issue 

occurs as the Hot 

Rod client does not 

enable hostname 

validation when 

using TLS, possibly 

resulting in a man-

in-the-middle 

(MITM) attack. 

CVE ID : CVE-

2023-4586 

N/A 
A-RED-DATA-

021123/1916 

Product: decision_manager 

Affected Version(s): 7.0 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

A-RED-DECI-

021123/1917 
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Consumpti

on 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: fast_datapath 

Affected Version(s): - 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

06-Oct-2023 5.5 

A flaw was found in 

Open vSwitch that 

allows ICMPv6 

Neighbor 

Advertisement 

packets between 

virtual machines to 

bypass OpenFlow 

rules. This issue 

may allow a local 

attacker to create 

specially crafted 

packets with a 

modified or 

spoofed target IP 

address field that 

can redirect 

ICMPv6 traffic to 

arbitrary IP 

addresses. 

CVE ID : CVE-

2023-5366 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2006347 

A-RED-FAST-

021123/1918 

Allocation 

of 
04-Oct-2023 5.3 A flaw was found in 

Open Virtual 

https://mail.o

penvswitch.or

A-RED-FAST-

021123/1919 
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Resources 

Without 

Limits or 

Throttling 

Network where the 

service monitor 

MAC does not 

properly rate limit. 

This issue could 

allow an attacker to 

cause a denial of 

service, including 

on deployments 

with CoPP enabled 

and properly 

configured. 

CVE ID : CVE-

2023-3153 

g/pipermail/o

vs-

announce/20

23-

August/00032

7.html, 

https://mail.o

penvswitch.or

g/pipermail/o

vs-dev/2023-

August/40755

3.html, 

https://github

.com/ovn-

org/ovn/com

mit/9a3f7ed9

05e525ebdcb

14541e77521

1cbb0203bd 

Product: fence_agents_remediation_operator 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-FENC-

021123/1920 
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Product: integration_camel_for_spring_boot 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-INTE-

021123/1921 

Product: integration_camel_k 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

A-RED-INTE-

021123/1922 
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attack-

impacting-f5-

nginx-

products/ 

Product: integration_service_registry 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-INTE-

021123/1923 

Product: jboss_a-mq 

Affected Version(s): 7 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

A-RED-JBOS-

021123/1924 
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CVE ID : CVE-

2023-44487 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: jboss_a-mq_streams 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-JBOS-

021123/1925 

Product: jboss_core_services 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

A-RED-JBOS-

021123/1926 
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exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: jboss_data_grid 

Affected Version(s): 7.0.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-JBOS-

021123/1927 

Product: jboss_enterprise_application_platform 

Affected Version(s): 7.0.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

A-RED-JBOS-

021123/1928 
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because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): 6.0.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-JBOS-

021123/1929 

Product: jboss_fuse 

Affected Version(s): 7.0.0 

Uncontroll

ed 
10-Oct-2023 7.5 The HTTP/2 

protocol allows a 

https://aws.a

mazon.com/s

A-RED-JBOS-

021123/1930 
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Resource 

Consumpti

on 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): 6.0.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-JBOS-

021123/1931 

Product: keycloak 
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Affected Version(s): - 

Improper 

Certificate 

Validation 

04-Oct-2023 7.1 

A flaw was found in 

Keycloak. A 

Keycloak server 

configured to 

support mTLS 

authentication for 

OAuth/OpenID 

clients does not 

properly verify the 

client certificate 

chain. A client that 

possesses a proper 

certificate can 

authorize itself as 

any other client, 

therefore, access 

data that belongs to 

other clients. 

CVE ID : CVE-

2023-2422 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

2422, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3892, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2191668, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3885, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3884 

A-RED-KEYC-

021123/1932 

Product: logging_subsystem_for_red_hat_openshift 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

A-RED-LOGG-

021123/1933 
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nginx-

products/ 

Product: machine_deletion_remediation_operator 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-MACH-

021123/1934 

Product: migration_toolkit_for_applications 

Affected Version(s): 6.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

A-RED-MIGR-

021123/1935 
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CVE ID : CVE-

2023-44487 

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: migration_toolkit_for_containers 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-MIGR-

021123/1936 

Product: migration_toolkit_for_virtualization 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

A-RED-MIGR-

021123/1937 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: network_observability_operator 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-NETW-

021123/1938 

Product: node_healthcheck_operator 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

A-RED-NODE-

021123/1939 
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reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: node_maintenance_operator 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-NODE-

021123/1940 

Product: openshift 

Affected Version(s): - 

N/A 06-Oct-2023 9.8 
IBM Robotic 

Process 

Automation 23.0.9 

https://excha

nge.xforce.ibm

cloud.com/vul

A-RED-OPEN-

021123/1941 
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is vulnerable to 

privilege escalation 

that affects 

ownership of 

projects.  IBM X-

Force ID:  247527. 

CVE ID : CVE-

2023-43058 

nerabilities/2

67527, 

https://www.i

bm.com/supp

ort/pages/no

de/7047017 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-OPEN-

021123/1942 

Product: openshift_api_for_data_protection 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

A-RED-OPEN-

021123/1943 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: openshift_container_platform 

Affected Version(s): 4.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-OPEN-

021123/1944 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

06-Oct-2023 5.5 

A flaw was found in 

Open vSwitch that 

allows ICMPv6 

Neighbor 

Advertisement 

packets between 

virtual machines to 

bypass OpenFlow 

rules. This issue 

may allow a local 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2006347 

A-RED-OPEN-

021123/1945 
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attacker to create 

specially crafted 

packets with a 

modified or 

spoofed target IP 

address field that 

can redirect 

ICMPv6 traffic to 

arbitrary IP 

addresses. 

CVE ID : CVE-

2023-5366 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

04-Oct-2023 5.3 

A flaw was found in 

Open Virtual 

Network where the 

service monitor 

MAC does not 

properly rate limit. 

This issue could 

allow an attacker to 

cause a denial of 

service, including 

on deployments 

with CoPP enabled 

and properly 

configured. 

CVE ID : CVE-

2023-3153 

https://mail.o

penvswitch.or

g/pipermail/o

vs-

announce/20

23-

August/00032

7.html, 

https://mail.o

penvswitch.or

g/pipermail/o

vs-dev/2023-

August/40755

3.html, 

https://github

.com/ovn-

org/ovn/com

mit/9a3f7ed9

05e525ebdcb

14541e77521

1cbb0203bd 

A-RED-OPEN-

021123/1946 

Affected Version(s): 4.10 

Improper 

Certificate 

Validation 

04-Oct-2023 7.1 

A flaw was found in 

Keycloak. A 

Keycloak server 

configured to 

support mTLS 

authentication for 

OAuth/OpenID 

clients does not 

properly verify the 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

2422, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3892, 

A-RED-OPEN-

021123/1947 
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client certificate 

chain. A client that 

possesses a proper 

certificate can 

authorize itself as 

any other client, 

therefore, access 

data that belongs to 

other clients. 

CVE ID : CVE-

2023-2422 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2191668, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3885, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3884 

Affected Version(s): 4.11 

Improper 

Certificate 

Validation 

04-Oct-2023 7.1 

A flaw was found in 

Keycloak. A 

Keycloak server 

configured to 

support mTLS 

authentication for 

OAuth/OpenID 

clients does not 

properly verify the 

client certificate 

chain. A client that 

possesses a proper 

certificate can 

authorize itself as 

any other client, 

therefore, access 

data that belongs to 

other clients. 

CVE ID : CVE-

2023-2422 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

2422, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3892, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2191668, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3885, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3884 

A-RED-OPEN-

021123/1948 

Affected Version(s): 4.12 

Improper 

Certificate 

Validation 

04-Oct-2023 7.1 

A flaw was found in 

Keycloak. A 

Keycloak server 

configured to 

support mTLS 

authentication for 

OAuth/OpenID 

clients does not 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

2422, 

https://access

.redhat.com/e

rrata/RHSA-

A-RED-OPEN-

021123/1949 
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properly verify the 

client certificate 

chain. A client that 

possesses a proper 

certificate can 

authorize itself as 

any other client, 

therefore, access 

data that belongs to 

other clients. 

CVE ID : CVE-

2023-2422 

2023:3892, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2191668, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3885, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3884 

Affected Version(s): 4.9 

Improper 

Certificate 

Validation 

04-Oct-2023 7.1 

A flaw was found in 

Keycloak. A 

Keycloak server 

configured to 

support mTLS 

authentication for 

OAuth/OpenID 

clients does not 

properly verify the 

client certificate 

chain. A client that 

possesses a proper 

certificate can 

authorize itself as 

any other client, 

therefore, access 

data that belongs to 

other clients. 

CVE ID : CVE-

2023-2422 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

2422, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3892, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2191668, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3885, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3884 

A-RED-OPEN-

021123/1950 

Product: openshift_container_platform_assisted_installer 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

A-RED-OPEN-

021123/1951 
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because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: openshift_data_science 

Affected Version(s): - 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

04-Oct-2023 7.5 

A flaw was found in 

Red Hat OpenShift 

Data Science. When 

exporting a pipeline 

from the Elyra 

notebook pipeline 

editor as Python 

DSL or YAML, it 

reads S3 

credentials from 

the cluster (ds 

pipeline server) 

and saves them in 

plain text in the 

generated output 

instead of an ID for 

a Kubernetes 

secret. 

CVE ID : CVE-

2023-3361 

N/A 
A-RED-OPEN-

021123/1952 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

https://aws.a

mazon.com/s

ecurity/securi

ty-

A-RED-OPEN-

021123/1953 
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Consumpti

on 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: openshift_developer_tools_and_services 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-OPEN-

021123/1954 

Product: openshift_dev_spaces 

Affected Version(s): - 
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Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-OPEN-

021123/1955 

Product: openshift_distributed_tracing 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

A-RED-OPEN-

021123/1956 
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nginx-

products/ 

Product: openshift_gitops 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-OPEN-

021123/1957 

Product: openshift_pipelines 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

A-RED-OPEN-

021123/1958 
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CVE ID : CVE-

2023-44487 

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: openshift_sandboxed_containers 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-OPEN-

021123/1959 

Product: openshift_secondary_scheduler_operator 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

A-RED-OPEN-

021123/1960 
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through October 

2023. 

CVE ID : CVE-

2023-44487 

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: openshift_serverless 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-OPEN-

021123/1961 

Product: openshift_service_mesh 

Affected Version(s): 2.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

A-RED-OPEN-

021123/1962 
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reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: openshift_virtualization 

Affected Version(s): 4 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-OPEN-

021123/1963 

Product: openstack_platform 

Affected Version(s): 16.1 

Uncontroll

ed 

Resource 

10-Oct-2023 7.5 
The HTTP/2 

protocol allows a 

denial of service 

https://aws.a

mazon.com/s

ecurity/securi

A-RED-OPEN-

021123/1964 
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Consumpti

on 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Affected Version(s): 16.2 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-OPEN-

021123/1965 

Affected Version(s): 17.1 
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Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-OPEN-

021123/1966 

Product: process_automation 

Affected Version(s): 7.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

A-RED-PROC-

021123/1967 
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nginx-

products/ 

Product: quay 

Affected Version(s): 3.0.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-QUAY-

021123/1968 

Product: run_once_duration_override_operator 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

A-RED-RUN_-

021123/1969 
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CVE ID : CVE-

2023-44487 

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Product: satellite 

Affected Version(s): 6.0 

Incorrect 

Authorizati

on 

04-Oct-2023 8.1 

An improper access 

control flaw was 

found in Candlepin. 

An attacker can 

create data scoped 

under another 

customer/tenant, 

which can result in 

loss of 

confidentiality and 

availability for the 

affected 

customer/tenant. 

CVE ID : CVE-

2023-1832 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2184364, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

1832 

A-RED-SATE-

021123/1970 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

A-RED-SATE-

021123/1971 
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nginx-

products/ 

N/A 03-Oct-2023 4.4 

A sensitive 

information 

exposure 

vulnerability was 

found in foreman. 

Contents of 

tomcat's server.xml 

file, which contain 

passwords to 

candlepin's 

keystore and 

truststore, were 

found to be world 

readable. 

CVE ID : CVE-

2023-4886 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

4886, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2230135 

A-RED-SATE-

021123/1972 

Product: self_node_remediation_operator 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-SELF-

021123/1973 

Product: service_interconnect 
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Affected Version(s): 1.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-SERV-

021123/1974 

Product: service_telemetry_framework 

Affected Version(s): 1.5 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

A-RED-SERV-

021123/1975 
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nginx-

products/ 

Product: single_sign-on 

Affected Version(s): 7.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-SING-

021123/1976 

Affected Version(s): 7.6 

Improper 

Certificate 

Validation 

04-Oct-2023 7.1 

A flaw was found in 

Keycloak. A 

Keycloak server 

configured to 

support mTLS 

authentication for 

OAuth/OpenID 

clients does not 

properly verify the 

client certificate 

chain. A client that 

possesses a proper 

certificate can 

authorize itself as 

any other client, 

therefore, access 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

2422, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3892, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2191668, 

https://access

.redhat.com/e

rrata/RHSA-

A-RED-SING-

021123/1977 
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data that belongs to 

other clients. 

CVE ID : CVE-

2023-2422 

2023:3885, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3884 

Product: support_for_spring_boot 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-RED-SUPP-

021123/1978 

Product: virtualization 

Affected Version(s): 4.0 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

A buffer overflow 

was discovered in 

the GNU C Library's 

dynamic loader 

ld.so while 

processing the 

GLIBC_TUNABLES 

environment 

variable. This issue 

could allow a local 

attacker to use 

maliciously crafted 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2238352, 

http://www.o

penwall.com/l

ists/oss-

security/2023

/10/03/3 

A-RED-VIRT-

021123/1979 
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GLIBC_TUNABLES 

environment 

variables when 

launching binaries 

with SUID 

permission to 

execute code with 

elevated privileges. 

CVE ID : CVE-

2023-4911 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

06-Oct-2023 5.5 

A flaw was found in 

Open vSwitch that 

allows ICMPv6 

Neighbor 

Advertisement 

packets between 

virtual machines to 

bypass OpenFlow 

rules. This issue 

may allow a local 

attacker to create 

specially crafted 

packets with a 

modified or 

spoofed target IP 

address field that 

can redirect 

ICMPv6 traffic to 

arbitrary IP 

addresses. 

CVE ID : CVE-

2023-5366 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2006347 

A-RED-VIRT-

021123/1980 

Product: web_terminal 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

A-RED-WEB_-

021123/1981 
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quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Vendor: redisson 

Product: redisson 

Affected Version(s): * Up to (excluding) 3.22.0 

Deserializa

tion of 

Untrusted 

Data 

04-Oct-2023 8.8 

Redisson is a Java 

Redis client that 

uses the Netty 

framework. Prior to 

version 3.22.0, 

some of the 

messages received 

from the Redis 

server contain Java 

objects that the 

client deserializes 

without further 

validation. 

Attackers that 

manage to trick 

clients into 

communicating 

with a malicious 

server can include 

especially crafted 

objects in its 

responses that, 

once deserialized 

by the client, force 

it to execute 

arbitrary code. This 

can be abused to 

https://github

.com/redisson

/redisson/co

mmit/fe6a257

1801656ff159

9ef87bdee20f

519a5d1fe 

A-RED-REDI-

021123/1982 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1102 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

take control of the 

machine the client 

is running in. 

Version 3.22.0 

contains a patch for 

this issue. 

 

Some post-fix 

advice is available. 

Do NOT use 

`Kryo5Codec` as 

deserialization 

codec, as it is still 

vulnerable to 

arbitrary object 

deserialization due 

to the 

`setRegistrationReq

uired(false)` call. 

On the contrary, 

`KryoCodec` is safe 

to use. The fix 

applied to 

`SerializationCodec` 

only consists of 

adding an optional 

allowlist of class 

names, even though 

making this 

behavior the 

default is 

recommended. 

When instantiating 

`SerializationCodec` 

please use the 

`SerializationCodec

(ClassLoader 

classLoader, 

Set<String> 

allowedClasses)` 

constructor to 

restrict the allowed 
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classes for 

deserialization. 

CVE ID : CVE-

2023-42809 

Vendor: regpacks 

Product: regpack 

Affected Version(s): * Up to (including) 0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Regpacks Regpack 

plugin <= 0.1 

versions. 

CVE ID : CVE-

2023-41855 

N/A 
A-REG-REGP-

021123/1983 

Vendor: remileclercq 

Product: hide_admin_notices_-_admin_notification_center_plugin 

Affected Version(s): * Up to (including) 2.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Rémi Leclercq Hide 

admin notices – 

Admin Notification 

Center plugin 

<= 2.3.2 versions. 

CVE ID : CVE-

2023-41672 

N/A 
A-REM-HIDE-

021123/1984 

Vendor: remove\/hide_author\,_date\,_category_like_entry-meta_project 

Product: remove\/hide_author\,_date\,_category_like_entry-meta 

Affected Version(s): * Up to (including) 2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Venugopal 

Remove/hide 

Author, Date, 

Category Like 

N/A 
A-REM-REMO-

021123/1985 
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Entry-Meta plugin 

<= 2.1 versions. 

CVE ID : CVE-

2023-41650 

Vendor: renzojohnson 

Product: blocks 

Affected Version(s): * Up to (including) 1.6.41 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Renzo Johnson 

Blocks plugin 

<= 1.6.41 versions. 

CVE ID : CVE-

2023-44262 

N/A 
A-REN-BLOC-

021123/1986 

Vendor: reportportal 

Product: reportportal 

Affected Version(s): * Up to (excluding) 23.2 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

09-Oct-2023 6.5 

ReportPortal is an 

AI-powered test 

automation 

platform. Prior to 

version 5.10.0 of 

the 

`com.epam.reportp

ortal:service-api` 

module, 

corresponding to 

ReportPortal 

version 23.2, the 

ReportPortal 

database becomes 

unstable and 

reporting almost 

fully stops except 

for small launches 

with approximately 

1 test inside when 

the test_item.path 

field is exceeded 

https://github

.com/reportp

ortal/reportp

ortal/security

/advisories/G

HSA-mj24-

gpw7-23m9 

A-REP-REPO-

021123/1987 
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the allowable `ltree` 

field type indexing 

limit (path 

length>=120, 

approximately 

recursive nesting of 

the nested steps). 

REINDEX INDEX 

path_gist_idx and 

path_idx aren't 

helped. The 

problem was fixed 

in 

`com.epam.reportp

ortal:service-api` 

module version 

5.10.0 (product 

release 23.2), 

where the 

maximum number 

of nested elements 

were 

programmatically 

limited. A 

workaround is 

available. After 

deletion of the data 

with long paths, 

and reindexing 

both indexes 

(path_gist_idx and 

path_idx), the 

database becomes 

stable and 

ReportPortal works 

properly. 

CVE ID : CVE-

2023-25822 

Product: service-api 

Affected Version(s): * Up to (excluding) 5.10.0 

Allocation 

of 

Resources 

09-Oct-2023 6.5 
ReportPortal is an 

AI-powered test 

automation 

https://github

.com/reportp

ortal/reportp

A-REP-SERV-

021123/1988 
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Without 

Limits or 

Throttling 

platform. Prior to 

version 5.10.0 of 

the 

`com.epam.reportp

ortal:service-api` 

module, 

corresponding to 

ReportPortal 

version 23.2, the 

ReportPortal 

database becomes 

unstable and 

reporting almost 

fully stops except 

for small launches 

with approximately 

1 test inside when 

the test_item.path 

field is exceeded 

the allowable `ltree` 

field type indexing 

limit (path 

length>=120, 

approximately 

recursive nesting of 

the nested steps). 

REINDEX INDEX 

path_gist_idx and 

path_idx aren't 

helped. The 

problem was fixed 

in 

`com.epam.reportp

ortal:service-api` 

module version 

5.10.0 (product 

release 23.2), 

where the 

maximum number 

of nested elements 

were 

programmatically 

limited. A 

workaround is 

ortal/security

/advisories/G

HSA-mj24-

gpw7-23m9 
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available. After 

deletion of the data 

with long paths, 

and reindexing 

both indexes 

(path_gist_idx and 

path_idx), the 

database becomes 

stable and 

ReportPortal works 

properly. 

CVE ID : CVE-

2023-25822 

Vendor: repuso 

Product: repuso 

Affected Version(s): * Up to (including) 5.00 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Repuso Social proof 

testimonials and 

reviews by Repuso 

plugin <= 5.00 

versions. 

CVE ID : CVE-

2023-45048 

N/A 
A-REP-REPU-

021123/1989 

Vendor: rescuethemes 

Product: rescue_shortcodes 

Affected Version(s): * Up to (including) 2.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 5.4 

Auth. 

(contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Rescue Themes 

Rescue Shortcodes 

plugin <= 2.5 

versions. 

CVE ID : CVE-

2023-41728 

N/A 
A-RES-RESC-

021123/1990 
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Vendor: Ritecms 

Product: ritecms 

Affected Version(s): 3.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 4.8 

Rite CMS 3.0 has 

Multiple Cross-Site 

scripting (XSS) 

vulnerabilities that 

allow attackers to 

execute arbitrary 

code via a payload 

crafted in the Home 

Page fields in the 

Administration 

menu. 

CVE ID : CVE-

2023-43877 

N/A 
A-RIT-RITE-

021123/1991 

Vendor: riyaz 

Product: social_metrics 

Affected Version(s): * Up to (including) 2.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Riyaz Social Metrics 

plugin <= 2.2 

versions. 

CVE ID : CVE-

2023-44263 

N/A 
A-RIY-SOCI-

021123/1992 

Vendor: Rockwellautomation 

Product: factorytalk_linx 

Affected Version(s): 6.20 

Out-of-

bounds 

Write 

13-Oct-2023 9.1 

 

FactoryTalk Linx, in 

the Rockwell 

Automation 

PanelView Plus, 

allows an 

unauthenticated 

threat actor to read 

https://rockw

ellautomation.

custhelp.com/

app/answers/

answer_view/

a_id/1141040 

A-ROC-FACT-

021123/1993 
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data from memory 

via crafted 

malicious packets. 

Sending a size 

larger than the 

buffer size results 

in leakage of data 

from memory 

resulting in an 

information 

disclosure. If the 

size is large 

enough, it causes 

communications 

over the common 

industrial protocol 

to become 

unresponsive to 

any type of packet, 

resulting in a 

denial-of-service to 

FactoryTalk Linx 

over the common 

industrial protocol. 

CVE ID : CVE-

2023-29464 

Affected Version(s): 6.30 

Out-of-

bounds 

Write 

13-Oct-2023 9.1 

FactoryTalk Linx, in 

the Rockwell 

Automation 

PanelView Plus, 

allows an 

unauthenticated 

threat actor to read 

data from memory 

via crafted 

malicious packets. 

Sending a size 

larger than the 

buffer size results 

in leakage of data 

from memory 

resulting in an 

https://rockw

ellautomation.

custhelp.com/

app/answers/

answer_view/

a_id/1141040 

A-ROC-FACT-

021123/1994 
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information 

disclosure. If the 

size is large 

enough, it causes 

communications 

over the common 

industrial protocol 

to become 

unresponsive to 

any type of packet, 

resulting in a 

denial-of-service to 

FactoryTalk Linx 

over the common 

industrial protocol. 

CVE ID : CVE-

2023-29464 

Vendor: saas 

Product: disabler 

Affected Version(s): * Up to (including) 3.0.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Saas Disabler 

plugin <= 3.0.3 

versions. 

CVE ID : CVE-

2023-37998 

N/A 
A-SAA-DISA-

021123/1995 

Vendor: Sage 

Product: sage_200_spain 

Affected Version(s): 2023.38.001 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

04-Oct-2023 9.8 

Plaintext credential 

usage vulnerability 

in Sage 200 Spain 

2023.38.001 

version, the 

exploitation of 

which could allow a 

remote attacker to 

extract SQL 

database 

N/A 
A-SAG-SAGE-

021123/1996 
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credentials from 

the DLL application. 

This vulnerability 

could be linked to 

known techniques 

to obtain remote 

execution of MS 

SQL commands and 

escalate privileges 

on Windows 

systems because 

the credentials are 

stored in plaintext. 

CVE ID : CVE-

2023-2809 

Vendor: salesagility 

Product: suitecrm 

Affected Version(s): * Up to (excluding) 7.14.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

03-Oct-2023 9.1 

 SQL Injection in 

GitHub repository 

salesagility/suitecr

m prior to 7.14.1. 

CVE ID : CVE-

2023-5350 

https://github

.com/salesagil

ity/suitecrm/

commit/c43ea

a311fb010b7

928983e6afc6

f9075c3996aa

, 

https://huntr.

dev/bounties/

c56563cb-

b74e-4174-

a09a-

cd07689d673

6 

A-SAL-SUIT-

021123/1997 

N/A 03-Oct-2023 6.5 

Improper Access 

Control in GitHub 

repository 

salesagility/suitecr

m prior to 7.14.1. 

CVE ID : CVE-

2023-5353 

https://github

.com/salesagil

ity/suitecrm/

commit/c43ea

a311fb010b7

928983e6afc6

f9075c3996aa

, 

https://huntr.

A-SAL-SUIT-

021123/1998 
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dev/bounties/

3b3bb4f1-

1aea-4134-

99eb-

157f245fa752 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

salesagility/suitecr

m prior to 7.14.1. 

CVE ID : CVE-

2023-5351 

https://github

.com/salesagil

ity/suitecrm/

commit/c43ea

a311fb010b7

928983e6afc6

f9075c3996aa

, 

https://huntr.

dev/bounties/

f7c7fcbc-

5421-4a29-

9385-

346a1caa485

b 

A-SAL-SUIT-

021123/1999 

Vendor: Samsung 

Product: health 

Affected Version(s): * Up to (excluding) 6.24.3.007 

N/A 04-Oct-2023 5.5 

Improper access 

control 

vulnerability in 

Samsung Health 

prior to version 

6.24.3.007 allows 

attackers to access 

sensitive 

information via 

implicit intent. 

CVE ID : CVE-

2023-30734 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2023&mo

nth=10 

A-SAM-HEAL-

021123/2000 

N/A 04-Oct-2023 5.5 

Improper access 

control 

vulnerability in 

Samsung Health 

prior to version 

6.24.3.007 allows 

attackers to access 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2023&mo

nth=10 

A-SAM-HEAL-

021123/2001 
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sensitive 

information via 

implicit intent. 

CVE ID : CVE-

2023-30737 

Product: samsung_assistant 

Affected Version(s): * Up to (excluding) 8.7.00.1 

N/A 04-Oct-2023 5.4 

Improper 

authorization in 

PushMsgReceiver 

of Samsung 

Assistant prior to 

version 8.7.00.1 

allows attacker to 

execute javascript 

interface. To trigger 

this vulnerability, 

user interaction is 

required. 

CVE ID : CVE-

2023-30736 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2023&mo

nth=10 

A-SAM-SAMS-

021123/2002 

Product: sassistant 

Affected Version(s): * Up to (excluding) 8.7 

Improper 

Preservati

on of 

Permission

s 

04-Oct-2023 3.3 

Improper 

Preservation of 

Permissions 

vulnerability in 

SAssistant prior to 

version 8.7 allows 

local attackers to 

access backup data 

in SAssistant. 

CVE ID : CVE-

2023-30735 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2023&mo

nth=10 

A-SAM-SASS-

021123/2003 

Vendor: sangfor 

Product: next-gen_application_firewall 

Affected Version(s): 8.0.17 

Authentica

tion 
10-Oct-2023 9.8 The Sangfor Next-

Gen Application 
N/A 

A-SAN-NEXT-

021123/2004 
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Bypass by 

Spoofing 

Firewall version 

NGAF8.0.17 is 

vulnerable to an 

authentication 

bypass 

vulnerability. A 

remote and 

unauthenticated 

attacker can bypass 

authentication and 

access 

administrative 

functionality by 

sending HTTP 

requests using a 

crafted Y-

forwarded-for 

header. 

CVE ID : CVE-

2023-30803 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

The Sangfor Next-

Gen Application 

Firewall version 

NGAF8.0.17 is 

vulnerable to an 

operating system 

command injection 

vulnerability. A 

remote and 

unauthenticated 

attacker can 

execute arbitrary 

commands by 

sending a crafted 

HTTP POST request 

to the 

/LogInOut.php 

endpoint. This is 

due to mishandling 

of shell meta-

characters in the 

"un" parameter. 

N/A 
A-SAN-NEXT-

021123/2005 
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CVE ID : CVE-

2023-30805 

N/A 10-Oct-2023 6.5 

The Sangfor Next-

Gen Application 

Firewall version 

NGAF8.0.17 is 

vulnerable to an 

authenticated file 

disclosure 

vulnerability. A 

remote and 

authenticated 

attacker can read 

arbitrary system 

files using the 

svpn_html/loadfile.

php endpoint. This 

issue is exploitable 

by a remote and 

unauthenticated 

attacker when 

paired with CVE-

2023-30803. 

CVE ID : CVE-

2023-30804 

N/A 
A-SAN-NEXT-

021123/2006 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 5.3 

The Sangfor Next-

Gen Application 

Firewall version 

NGAF8.0.17 is 

vulnerable to a 

source code 

disclosure 

vulnerability. A 

remote and 

unauthenticated 

attacker can obtain 

PHP source code by 

sending an HTTP 

request with an 

invalid Content-

Length field. 

N/A 
A-SAN-NEXT-

021123/2007 
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CVE ID : CVE-

2023-30802 

Affected Version(s): ngaf8.0.17 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 9.8 

The Sangfor Next-

Gen Application 

Firewall version 

NGAF8.0.17 is 

vulnerable to an 

operating system 

command injection 

vulnerability. A 

remote and 

unauthenticated 

attacker can 

execute arbitrary 

commands by 

sending a crafted 

HTTP POST request 

to the /cgi-

bin/login.cgi 

endpoint. This is 

due to mishandling 

of shell meta-

characters in the 

PHPSESSID cookie. 

CVE ID : CVE-

2023-30806 

N/A 
A-SAN-NEXT-

021123/2008 

Vendor: SAP 

Product: businessobjects_web_intelligence 

Affected Version(s): 420 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

SAP 

BusinessObjects 

Web Intelligence - 

version 420, has a 

URL with 

parameter that 

could be vulnerable 

to XSS attack. The 

attacker could send 

a malicious link to a 

user that would 

possibly allow an 

https://www.

sap.com/docu

ments/2022/

02/fa865ea4-

167e-0010-

bca6-

c68f7e60039b

.html 

A-SAP-BUSI-

021123/2009 
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attacker to retrieve 

the sensitive 

information. 

CVE ID : CVE-

2023-42474 

Product: business_one 

Affected Version(s): 10.0 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

10-Oct-2023 4.3 

SAP Business One 

(B1i) - version 10.0, 

allows an 

authorized attacker 

to retrieve the 

details stack trace 

of the fault message 

to conduct the XXE 

injection, which 

will lead to 

information 

disclosure. After 

successful 

exploitation, an 

attacker can cause 

limited impact on 

the confidentiality 

and no impact to 

the integrity and 

availability. 

CVE ID : CVE-

2023-41365 

https://www.

sap.com/docu

ments/2022/

02/fa865ea4-

167e-0010-

bca6-

c68f7e60039b

.html 

A-SAP-BUSI-

021123/2010 

Product: netweaver_application_server_java 

Affected Version(s): 7.50 

Server-

Side 

Request 

Forgery 

(SSRF) 

10-Oct-2023 6.5 

SAP NetWeaver AS 

Java (GRMG 

Heartbeat 

application) - 

version 7.50, allows 

an attacker to send 

a crafted request 

from a vulnerable 

web application, 

causing limited 

https://www.

sap.com/docu

ments/2022/

02/fa865ea4-

167e-0010-

bca6-

c68f7e60039b

.html 

A-SAP-NETW-

021123/2011 
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impact on 

confidentiality and 

integrity of the 

application. 

CVE ID : CVE-

2023-42477 

Product: powerdesigner 

Affected Version(s): 16.7 

Missing 

XML 

Validation 

10-Oct-2023 7.5 

SAP 

PowerDesigner Clie

nt - version 16.7, 

does not 

sufficiently validate 

BPMN2 XML 

document imported 

from an untrusted 

source. As a result, 

URLs of external 

entities in BPMN2 

file, although not 

used, would be 

accessed during 

import. A 

successful attack 

could impact 

availability of SAP 

PowerDesigner Clie

nt. 

CVE ID : CVE-

2023-40310 

https://www.

sap.com/docu

ments/2022/

02/fa865ea4-

167e-0010-

bca6-

c68f7e60039b

.html 

A-SAP-POWE-

021123/2012 

Product: s\/4hana 

Affected Version(s): 102 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

10-Oct-2023 4.3 

The Statutory 

Reporting 

application has a 

vulnerable file 

storage location, 

potentially enabling 

low privileged 

attacker to read 

server files with 

https://www.

sap.com/docu

ments/2022/

02/fa865ea4-

167e-0010-

bca6-

c68f7e60039b

.html 

A-SAP-S\/4-

021123/2013 
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minimal impact on 

confidentiality. 

CVE ID : CVE-

2023-42475 

Affected Version(s): 103 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

10-Oct-2023 4.3 

The Statutory 

Reporting 

application has a 

vulnerable file 

storage location, 

potentially enabling 

low privileged 

attacker to read 

server files with 

minimal impact on 

confidentiality. 

CVE ID : CVE-

2023-42475 

https://www.

sap.com/docu

ments/2022/

02/fa865ea4-

167e-0010-

bca6-

c68f7e60039b

.html 

A-SAP-S\/4-

021123/2014 

Affected Version(s): 104 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

10-Oct-2023 4.3 

The Statutory 

Reporting 

application has a 

vulnerable file 

storage location, 

potentially enabling 

low privileged 

attacker to read 

server files with 

minimal impact on 

confidentiality. 

CVE ID : CVE-

2023-42475 

https://www.

sap.com/docu

ments/2022/

02/fa865ea4-

167e-0010-

bca6-

c68f7e60039b

.html 

A-SAP-S\/4-

021123/2015 

Affected Version(s): 105 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

10-Oct-2023 4.3 

The Statutory 

Reporting 

application has a 

vulnerable file 

storage location, 

potentially enabling 

low privileged 

attacker to read 

https://www.

sap.com/docu

ments/2022/

02/fa865ea4-

167e-0010-

bca6-

c68f7e60039b

.html 

A-SAP-S\/4-

021123/2016 
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server files with 

minimal impact on 

confidentiality. 

CVE ID : CVE-

2023-42475 

Affected Version(s): 106 

Missing 

Authorizati

on 

10-Oct-2023 5.4 

S/4HANA Manage 

(Withholding Tax 

Items) - version 

106, does not 

perform necessary 

authorization 

checks for an 

authenticated user, 

resulting in 

escalation of 

privileges which 

has low impact on 

the confidentiality 

and integrity of the 

application. 

CVE ID : CVE-

2023-42473 

https://www.

sap.com/docu

ments/2022/

02/fa865ea4-

167e-0010-

bca6-

c68f7e60039b

.html 

A-SAP-S\/4-

021123/2017 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

10-Oct-2023 4.3 

The Statutory 

Reporting 

application has a 

vulnerable file 

storage location, 

potentially enabling 

low privileged 

attacker to read 

server files with 

minimal impact on 

confidentiality. 

CVE ID : CVE-

2023-42475 

https://www.

sap.com/docu

ments/2022/

02/fa865ea4-

167e-0010-

bca6-

c68f7e60039b

.html 

A-SAP-S\/4-

021123/2018 

Affected Version(s): 128 

Exposure 

of Sensitive 

Informatio

n to an 

10-Oct-2023 4.3 

The Statutory 

Reporting 

application has a 

vulnerable file 

https://www.

sap.com/docu

ments/2022/

02/fa865ea4-

A-SAP-S\/4-

021123/2019 
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Unauthoriz

ed Actor 

storage location, 

potentially enabling 

low privileged 

attacker to read 

server files with 

minimal impact on 

confidentiality. 

 

 

CVE ID : CVE-

2023-42475 

167e-0010-

bca6-

c68f7e60039b

.html 

Vendor: saphali 

Product: woocommerce 

Affected Version(s): * Up to (including) 1.8.13 

Cross-Site 

Request 

Forgery 

(CSRF) 

04-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Saphali Saphali 

Woocommerce Lite 

plugin <= 1.8.13 

versions. 

CVE ID : CVE-

2023-25788 

N/A 
A-SAP-WOOC-

021123/2020 

Vendor: Schneider-electric 

Product: c-bus_toolkit 

Affected Version(s): * Up to (including) 1.16.3 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 9.8 

A CWE-269: 

Improper Privilege 

Management 

vulnerability exists 

that could cause a 

remote 

code execution 

when the transfer 

command is used 

over the network. 

CVE ID : CVE-

2023-5402 

https://downl

oad.schneider

-

electric.com/fi

les?p_Doc_Ref

=SEVD-2023-

283-

01&p_enDocT

ype=Security+

and+Safety+N

otice&p_File_

Name=SEVD-

2023-283-

01.pdf 

A-SCH-C-BU-

021123/2021 
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Product: ecostruxure_power_monitoring_expert 

Affected Version(s): * 

Deserializa

tion of 

Untrusted 

Data 

04-Oct-2023 9.8 

A CWE-502: 

Deserialization of 

untrusted data 

vulnerability exists 

that could allow an 

attacker to 

execute arbitrary 

code on the 

targeted system by 

sending a 

specifically crafted 

packet to the 

application. 

CVE ID : CVE-

2023-5391 

https://downl

oad.schneider

-

electric.com/fi

les?p_Doc_Ref

=SEVD-2023-

283-

02&p_enDocT

ype=Security+

and+Safety+N

otice&p_File_

Name=SEVD-

2023-283-

02.pdf 

A-SCH-ECOS-

021123/2022 

Product: ecostruxure_power_operation_with_advanced_reports 

Affected Version(s): * 

Deserializa

tion of 

Untrusted 

Data 

04-Oct-2023 9.8 

A CWE-502: 

Deserialization of 

untrusted data 

vulnerability exists 

that could allow an 

attacker to 

execute arbitrary 

code on the 

targeted system by 

sending a 

specifically crafted 

packet to the 

application. 

CVE ID : CVE-

2023-5391 

https://downl

oad.schneider

-

electric.com/fi

les?p_Doc_Ref

=SEVD-2023-

283-

02&p_enDocT

ype=Security+

and+Safety+N

otice&p_File_

Name=SEVD-

2023-283-

02.pdf 

A-SCH-ECOS-

021123/2023 

Product: ecostruxure_power_scada_operation_with_advanced_reports 

Affected Version(s): * 

Deserializa

tion of 
04-Oct-2023 9.8 

A CWE-502: 

Deserialization of 

untrusted data 

https://downl

oad.schneider

-

A-SCH-ECOS-

021123/2024 
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Untrusted 

Data 

vulnerability exists 

that could allow an 

attacker to 

execute arbitrary 

code on the 

targeted system by 

sending a 

specifically crafted 

packet to the 

application. 

CVE ID : CVE-

2023-5391 

electric.com/fi

les?p_Doc_Ref

=SEVD-2023-

283-

02&p_enDocT

ype=Security+

and+Safety+N

otice&p_File_

Name=SEVD-

2023-283-

02.pdf 

Product: spacelogic_c-bus_toolkit 

Affected Version(s): * Up to (excluding) 1.16.4 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

04-Oct-2023 9.8 

A CWE-22: 

Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory ('Path 

Traversal') 

vulnerability exists 

that could cause 

tampering of files 

on the personal 

computer 

running C-Bus 

when using the File 

Command. 

CVE ID : CVE-

2023-5399 

https://downl

oad.schneider

-

electric.com/fi

les?p_Doc_Ref

=SEVD-2023-

283-

01&p_enDocT

ype=Security+

and+Safety+N

otice&p_File_

Name=SEVD-

2023-283-

01.pdf 

A-SCH-SPAC-

021123/2025 

Vendor: seacms 

Product: seacms 

Affected Version(s): * Up to (including) 12.8 

N/A 10-Oct-2023 8.8 

An issue in SeaCMS 

v.12.8 allows an 

attacker to execute 

arbitrary code via 

the admin_ 

N/A 
A-SEA-SEAC-

021123/2026 
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notify.php 

component. 

CVE ID : CVE-

2023-44846 

N/A 10-Oct-2023 8.1 

An issue in SeaCMS 

v.12.8 allows an 

attacker to execute 

arbitrary code via 

the 

admin_template.ph

p component. 

CVE ID : CVE-

2023-44848 

N/A 
A-SEA-SEAC-

021123/2027 

N/A 10-Oct-2023 7.2 

An issue in SeaCMS 

v.12.8 allows an 

attacker to execute 

arbitrary code via 

the admin_ 

Weixin.php 

component. 

CVE ID : CVE-

2023-44847 

N/A 
A-SEA-SEAC-

021123/2028 

Vendor: sean-barton 

Product: sb_child_list 

Affected Version(s): * Up to (including) 4.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Sean Barton 

(Tortoise IT) SB 

Child List plugin 

<= 4.5 versions. 

CVE ID : CVE-

2023-40210 

N/A 
A-SEA-SB_C-

021123/2029 

Vendor: selenium 

Product: selenium 

Affected Version(s): * Up to (excluding) 4.14.0 

NULL 

Pointer 
15-Oct-2023 7.5 NULL Pointer 

Dereference in 

https://github

.com/seleniu

A-SEL-SELE-

021123/2030 
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Dereferenc

e 

GitHub repository 

seleniumhq/seleni

um prior to 4.14.0. 

CVE ID : CVE-

2023-5590 

mhq/seleniu

m/commit/02

3a0d52f1063

21838ab1c09

97e76693f4dc

bdf6, 

https://huntr.

dev/bounties/

e268cd68-

4f34-49bd-

878b-

82b96dcc0c9

9 

Vendor: setelsa-security 

Product: conacwin 

Affected Version(s): * Up to (including) 3.8.2.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

04-Oct-2023 7.5 

Relative path 

traversal 

vulnerability in 

Setelsa Security's 

ConacWin CB, in its 

3.8.2.2 version and 

earlier, the 

exploitation of 

which could allow 

an attacker to 

perform an 

arbitrary download 

of files from the 

system via the 

"Download file" 

parameter. 

CVE ID : CVE-

2023-3512 

N/A 
A-SET-CONA-

021123/2031 

Affected Version(s): 3.7.1.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

04-Oct-2023 5.5 

Blind SQL injection 

vulnerability in the 

Conacwin 3.7.1.2 

web interface, the 

exploitation of 

which could allow a 

local attacker to 

N/A 
A-SET-CONA-

021123/2032 
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Command 

('SQL 

Injection') 

obtain sensitive 

data stored in the 

database by 

sending a specially 

crafted SQL query 

to the xml 

parameter. 

CVE ID : CVE-

2023-4037 

Vendor: sharkdropship 

Product: irivyou 

Affected Version(s): * Up to (including) 2.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

13-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Zizou1988 IRivYou 

plugin <= 2.2.1 

versions. 

CVE ID : CVE-

2023-45267 

N/A 
A-SHA-IRIV-

021123/2033 

Vendor: shoprunners 

Product: aftermail 

Affected Version(s): * Up to (excluding) 2.2.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

14-Oct-2023 9.8 

Multiple improper 

neutralization of 

SQL parameters in 

module AfterMail 

(aftermailpresta) 

for PrestaShop, 

before version 

2.2.1, allows 

remote attackers to 

perform SQL 

injection attacks via 

`id_customer`, 

`id_conf`, 

`id_product` and 

`token` parameters 

in 

`aftermailajax.php 

via the 'id_product' 

https://securi

ty.friendsofpr

esta.org/mod

ules/2023/10

/10/aftermail

presta.html 

A-SHO-AFTE-

021123/2034 
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parameter in hooks 

DisplayRightColum

nProduct and 

DisplayProductButt

ons. 

CVE ID : CVE-

2023-30154 

Vendor: Siemens 

Product: parasolid 

Affected Version(s): From (including) 35.0 Up to (excluding) 35.0.262 

Out-of-

bounds 

Write 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Parasolid V35.0 (All 

versions < 

V35.0.262), 

Parasolid V35.1 (All 

versions < 

V35.1.250), 

Parasolid V36.0 (All 

versions < 

V36.0.169), 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain a stack 

overflow 

vulnerability while 

parsing specially 

crafted IGS files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process. (ZDI-CAN-

21290) 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-PARA-

021123/2035 
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CVE ID : CVE-

2023-45601 

Affected Version(s): From (including) 35.1 Up to (excluding) 35.1.250 

Out-of-

bounds 

Write 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Parasolid V35.0 (All 

versions < 

V35.0.262), 

Parasolid V35.1 (All 

versions < 

V35.1.250), 

Parasolid V36.0 (All 

versions < 

V36.0.169), 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain a stack 

overflow 

vulnerability while 

parsing specially 

crafted IGS files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process. (ZDI-CAN-

21290) 

CVE ID : CVE-

2023-45601 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-PARA-

021123/2036 

Affected Version(s): From (including) 36.0 Up to (excluding) 36.0.169 

Out-of-

bounds 

Write 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Parasolid V35.0 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

A-SIE-PARA-

021123/2037 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1129 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

V35.0.262), 

Parasolid V35.1 (All 

versions < 

V35.1.250), 

Parasolid V36.0 (All 

versions < 

V36.0.169), 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain a stack 

overflow 

vulnerability while 

parsing specially 

crafted IGS files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process. (ZDI-CAN-

21290) 

CVE ID : CVE-

2023-45601 

tcert/pdf/ssa-

524778.pdf 

Product: sicam_pas\/pqs 

Affected Version(s): From (including) 8.00 Up to (excluding) 8.20 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

SICAM PAS/PQS 

(All versions >= 

V8.00 < V8.20). The 

affected application 

is installed with 

specific files and 

folders with 

insecure 

permissions. This 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

035466.pdf 

A-SIE-SICA-

021123/2038 
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could allow an 

authenticated local 

attacker to inject 

arbitrary code and 

escalate privileges 

to `NT 

AUTHORITY/SYSTE

M`. 

CVE ID : CVE-

2023-45205 

Affected Version(s): From (including) 8.00 Up to (excluding) 8.22 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 4.4 

A vulnerability has 

been identified in 

SICAM PAS/PQS 

(All versions >= 

V8.00 < V8.22). The 

affected application 

is installed with 

specific files and 

folders with 

insecure 

permissions. This 

could allow an 

authenticated local 

attacker to read 

and modify 

configuration data 

in the context of the 

application process. 

CVE ID : CVE-

2023-38640 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

035466.pdf 

A-SIE-SICA-

021123/2039 

Product: simcenter_amesim 

Affected Version(s): * Up to (excluding) 2021.1 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

10-Oct-2023 9.8 

A vulnerability has 

been identified in 

Simcenter Amesim 

(All versions < 

V2021.1). The 

affected application 

contains a SOAP 

endpoint that could 

allow an 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

386812.pdf 

A-SIE-SIMC-

031123/2040 
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unauthenticated 

remote attacker to 

perform DLL 

injection and 

execute arbitrary 

code in the context 

of the affected 

application process. 

CVE ID : CVE-

2023-43625 

Product: sinec_nms 

Affected Version(s): * Up to (excluding) 2.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

A vulnerability has 

been identified in 

SINEC NMS (All 

versions < V2.0). 

The affected 

application 

improperly 

sanitizes certain 

SNMP configuration 

data retrieved from 

monitored devices. 

An attacker with 

access to a 

monitored device 

could prepare a 

stored cross-site 

scripting (XSS) 

attack that may 

lead to 

unintentional 

modification of 

application data by 

legitimate users. 

CVE ID : CVE-

2023-44315 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

160243.pdf 

A-SIE-SINE-

031123/2041 

Product: sinema_server 

Affected Version(s): 14.0 

Improper 

Neutralizat
10-Oct-2023 9 A vulnerability has 

been identified in 

https://cert-

portal.siemen

A-SIE-SINE-

031123/2042 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

SINEMA Server V14 

(All versions). The 

affected application 

improperly 

sanitizes certain 

SNMP configuration 

data retrieved from 

monitored devices. 

An attacker with 

access to a 

monitored device 

could perform a 

stored cross-site 

scripting (XSS) 

attack that may 

lead to arbitrary 

code execution 

with `SYSTEM` 

privileges on the 

application server. 

(ZDI-CAN-19823) 

CVE ID : CVE-

2023-35796 

s.com/produc

tcert/pdf/ssa-

594373.pdf 

Product: tecnomatix 

Affected Version(s): From (including) 2201 Up to (excluding) 2201.0009 

Out-of-

bounds 

Write 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing a 

specially crafted 

SPP file. This could 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2043 
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allow an attacker to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44081 

Out-of-

bounds 

Write 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing a 

specially crafted 

SPP file. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44082 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2044 

Out-of-

bounds 

Write 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected application 

contains an out of 

bounds write past 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2045 
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the end of an 

allocated buffer 

while parsing a 

specially crafted 

SPP file. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44083 

Out-of-

bounds 

Read 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain an out of 

bounds read past 

the end of an 

allocated structure 

while parsing 

specially crafted 

SPP files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44084 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2046 

Out-of-

bounds 

Read 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2047 
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Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain an out of 

bounds read past 

the end of an 

allocated structure 

while parsing 

specially crafted 

SPP files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44085 

Out-of-

bounds 

Read 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain an out of 

bounds read past 

the end of an 

allocated structure 

while parsing 

specially crafted 

SPP files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44086 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2048 
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Out-of-

bounds 

Read 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain an out of 

bounds read past 

the end of an 

allocated structure 

while parsing 

specially crafted 

SPP files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44087 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2049 

Incorrect 

Type 

Conversion 

or Cast 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain a type 

confusion 

vulnerability while 

parsing specially 

crafted IGS files. 

This could allow an 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2050 
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attacker to execute 

code in the context 

of the current 

process.  (ZDI-CAN-

21268) 

CVE ID : CVE-

2023-45204 

Out-of-

bounds 

Write 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Parasolid V35.0 (All 

versions < 

V35.0.262), 

Parasolid V35.1 (All 

versions < 

V35.1.250), 

Parasolid V36.0 (All 

versions < 

V36.0.169), 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain a stack 

overflow 

vulnerability while 

parsing specially 

crafted IGS files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process. (ZDI-CAN-

21290) 

CVE ID : CVE-

2023-45601 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2051 

Affected Version(s): From (including) 2302 Up to (excluding) 2302.0003 
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Out-of-

bounds 

Write 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing a 

specially crafted 

SPP file. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44081 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2052 

Out-of-

bounds 

Write 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing a 

specially crafted 

SPP file. This could 

allow an attacker to 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2053 
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execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44082 

Out-of-

bounds 

Write 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing a 

specially crafted 

SPP file. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44083 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2054 

Out-of-

bounds 

Read 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain an out of 

bounds read past 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2055 
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the end of an 

allocated structure 

while parsing 

specially crafted 

SPP files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44084 

Out-of-

bounds 

Read 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain an out of 

bounds read past 

the end of an 

allocated structure 

while parsing 

specially crafted 

SPP files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44085 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2056 

Out-of-

bounds 

Read 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2057 
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Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain an out of 

bounds read past 

the end of an 

allocated structure 

while parsing 

specially crafted 

SPP files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44086 

Out-of-

bounds 

Read 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain an out of 

bounds read past 

the end of an 

allocated structure 

while parsing 

specially crafted 

SPP files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-44087 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2058 
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Incorrect 

Type 

Conversion 

or Cast 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0003). The 

affected 

applications 

contain a type 

confusion 

vulnerability while 

parsing specially 

crafted IGS files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process.  (ZDI-CAN-

21268) 

CVE ID : CVE-

2023-45204 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2059 

Out-of-

bounds 

Write 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Parasolid V35.0 (All 

versions < 

V35.0.262), 

Parasolid V35.1 (All 

versions < 

V35.1.250), 

Parasolid V36.0 (All 

versions < 

V36.0.169), 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0009), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

524778.pdf 

A-SIE-TECN-

031123/2060 
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V2302.0003). The 

affected 

applications 

contain a stack 

overflow 

vulnerability while 

parsing specially 

crafted IGS files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process. (ZDI-CAN-

21290) 

CVE ID : CVE-

2023-45601 

Product: xpedition_layout_browser 

Affected Version(s): * Up to (excluding) vx.2.14 

Stack-

based 

Buffer 

Overflow 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

Xpedition Layout 

Browser (All 

versions < VX.2.14). 

Affected application 

contains a stack 

overflow 

vulnerability when 

parsing a PCB file. 

An attacker can 

leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-

2023-30900 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

829656.pdf 

A-SIE-XPED-

031123/2061 

Vendor: silabs 

Product: emberznet 

Affected Version(s): From (including) 7.2.0 Up to (including) 7.2.3 

Operation 

on a 
04-Oct-2023 9.8  N/A 

A-SIL-EMBE-

031123/2062 
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Resource 

after 

Expiration 

or Release 

TouchLink packets 

processed after 

timeout or out of 

range due to 

Operation on a 

Resource after 

Expiration and 

Missing Release of 

Resource after 

Effective Lifetime 

may allow a device 

to be added outside 

of valid TouchLink 

range or pairing 

duration 

 

This issue affects 

Ember ZNet 7.1.x 

from 7.1.3 through 

7.1.5; 7.2.x from 

7.2.0 through 7.2.3; 

Version 7.3 and 

later are unaffected 

 

 

 

CVE ID : CVE-

2023-41094 

Affected Version(s): From (including) 7.1.3 Up to (including) 7.1.5 

Operation 

on a 

Resource 

after 

Expiration 

or Release 

04-Oct-2023 9.8 

 

TouchLink packets 

processed after 

timeout or out of 

range due to 

Operation on a 

Resource after 

Expiration and 

Missing Release of 

Resource after 

Effective Lifetime 

may allow a device 

N/A 
A-SIL-EMBE-

031123/2063 
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to be added outside 

of valid TouchLink 

range or pairing 

duration 

 

This issue affects 

Ember ZNet 7.1.x 

from 7.1.3 through 

7.1.5; 7.2.x from 

7.2.0 through 7.2.3; 

Version 7.3 and 

later are unaffected 

 

 

 

CVE ID : CVE-

2023-41094 

Vendor: simple_and_nice_shopping_cart_script_project 

Product: simple_and_nice_shopping_cart_script 

Affected Version(s): 1.0 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

06-Oct-2023 8.8 

File Upload 

vulnerability in 

Simple and Nice 

Shopping Cart 

Script v.1.0 allows a 

remote attacker to 

execute arbitrary 

code via the upload 

function in the edit 

profile component. 

CVE ID : CVE-

2023-44061 

N/A 
A-SIM-SIMP-

031123/2064 

Vendor: Slims 

Product: senayan_library_management_system 

Affected Version(s): 9.6.0 

Server-

Side 

Request 

02-Oct-2023 8.8 

Server-Side 

Request Forgery 

vulnerability in 

SLims version 9.6.0. 

N/A 
A-SLI-SENA-

031123/2065 
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Forgery 

(SSRF) 

This vulnerability 

could allow an 

authenticated 

attacker to send 

requests to internal 

services or upload 

the contents of 

relevant files via 

the 

"scrape_image.php" 

file in the 

imageURL 

parameter. 

CVE ID : CVE-

2023-3744 

Vendor: small_crm_project 

Product: small_crm 

Affected Version(s): 3.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

Cross Site Scripting 

vulnerability in 

Small CRM in PHP 

v.3.0 allows a 

remote attacker to 

execute arbitrary 

code via a crafted 

payload to the 

Address parameter. 

CVE ID : CVE-

2023-44075 

N/A 
A-SMA-SMAL-

031123/2066 

Vendor: smod 

Product: smodbip 

Affected Version(s): * 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

** UNSUPPPORTED 

WHEN ASSIGNED 

** SmodBIP is 

vulnerable to 

Cross-Site Request 

Forgery, that could 

be used to induce 

logged in users to 

perform 

N/A 
A-SMO-SMOD-

031123/2067 
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unintended actions, 

including creation 

of additional 

accounts with 

administrative 

privileges.  

This issue affects all 

versions of 

SmodBIP. SmodBIP 

is no longer 

maintained and the 

vulnerability will 

not be fixed. 

 

 

CVE ID : CVE-

2023-4837 

Vendor: snipeitapp 

Product: snipe-it 

Affected Version(s): * Up to (excluding) 6.2.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Oct-2023 5.4 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

snipe/snipe-it prior 

to v6.2.2. 

CVE ID : CVE-

2023-5452 

https://huntr.

dev/bounties/

d6ed5ac1-

2ad6-45fd-

9492-

979820bf60c

8, 

https://github

.com/snipe/s

nipe-

it/commit/ee

a2eabaeef16fc

8f3a1d61b19c

06e9fc8ed942

a 

A-SNI-SNIP-

031123/2068 

Affected Version(s): * Up to (excluding) 6.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

11-Oct-2023 8.8 
Cross-Site Request 

Forgery (CSRF) in 

GitHub repository 

https://github

.com/snipe/s

nipe-

it/commit/6d

55d782806c9

A-SNI-SNIP-

031123/2069 
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snipe/snipe-it prior 

to v.6.2.3. 

CVE ID : CVE-

2023-5511 

660e9e65dc5

250faacb5d00

33ed, 

https://huntr.

dev/bounties/

43206801-

9862-48da-

b379-

e55e341d78bf 

Vendor: softether 

Product: vpn 

Affected Version(s): 4.41-9782 

Out-of-

bounds 

Write 

12-Oct-2023 8.1 

A heap-based 

buffer overflow 

vulnerability exists 

in the vpnserver 

WpcParsePacket() 

functionality of 

SoftEther VPN 4.41-

9782-beta, 

5.01.9674 and 5.02. 

A specially crafted 

network packet can 

lead to arbitrary 

code execution. An 

attacker can 

perform a man-in-

the-middle attack 

to trigger this 

vulnerability. 

CVE ID : CVE-

2023-27395 

https://www.

softether.org/

9-

about/News/

904-

SEVPN202301 

A-SOF-VPN-

031123/2070 

Insecure 

Default 

Initializatio

n of 

Resource 

12-Oct-2023 7.8 

An authentication 

bypass 

vulnerability exists 

in the 

CiRpcAccepted() 

functionality of 

SoftEther VPN 4.41-

9782-beta and 

5.01.9674. A 

specially crafted 

https://www.

softether.org/

9-

about/News/

904-

SEVPN202301 

A-SOF-VPN-

031123/2071 
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network packet can 

lead to 

unauthorized 

access. An attacker 

can send a network 

request to trigger 

this vulnerability. 

CVE ID : CVE-

2023-27516 

N/A 12-Oct-2023 7.4 

An authentication 

bypass 

vulnerability exists 

in the 

CiRpcServerThread

() functionality of 

SoftEther VPN 

5.01.9674 and 4.41-

9782-beta. An 

attacker can 

perform a local 

man-in-the-middle 

attack to trigger 

this vulnerability. 

CVE ID : CVE-

2023-32634 

https://www.

softether.org/

9-

about/News/

904-

SEVPN202301 

A-SOF-VPN-

031123/2072 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

12-Oct-2023 5.9 

A denial of service 

vulnerability exists 

in the DCRegister 

DDNS_RPC_MAX_R

ECV_SIZE 

functionality of 

SoftEther VPN 4.41-

9782-beta, 

5.01.9674 and 5.02. 

A specially crafted 

network packet can 

lead to denial of 

service. An attacker 

can perform a man-

in-the-middle 

attack to trigger 

this vulnerability. 

https://www.

softether.org/

9-

about/News/

904-

SEVPN202301 

A-SOF-VPN-

031123/2073 
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CVE ID : CVE-

2023-22325 

Exposure 

of 

Resource 

to Wrong 

Sphere 

12-Oct-2023 4.4 

An information 

disclosure 

vulnerability exists 

in the CtEnumCa() 

functionality of 

SoftEther VPN 4.41-

9782-beta and 

5.01.9674. Specially 

crafted network 

packets can lead to 

a disclosure of 

sensitive 

information. An 

attacker can send 

packets to trigger 

this vulnerability. 

CVE ID : CVE-

2023-32275 

https://www.

softether.org/

9-

about/News/

904-

SEVPN202301 

A-SOF-VPN-

031123/2074 

Affected Version(s): 5.01.9674 

Out-of-

bounds 

Write 

12-Oct-2023 8.1 

A heap-based 

buffer overflow 

vulnerability exists 

in the vpnserver 

WpcParsePacket() 

functionality of 

SoftEther VPN 4.41-

9782-beta, 

5.01.9674 and 5.02. 

A specially crafted 

network packet can 

lead to arbitrary 

code execution. An 

attacker can 

perform a man-in-

the-middle attack 

to trigger this 

vulnerability. 

CVE ID : CVE-

2023-27395 

https://www.

softether.org/

9-

about/News/

904-

SEVPN202301 

A-SOF-VPN-

031123/2075 
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Insecure 

Default 

Initializatio

n of 

Resource 

12-Oct-2023 7.8 

An authentication 

bypass 

vulnerability exists 

in the 

CiRpcAccepted() 

functionality of 

SoftEther VPN 4.41-

9782-beta and 

5.01.9674. A 

specially crafted 

network packet can 

lead to 

unauthorized 

access. An attacker 

can send a network 

request to trigger 

this vulnerability. 

CVE ID : CVE-

2023-27516 

https://www.

softether.org/

9-

about/News/

904-

SEVPN202301 

A-SOF-VPN-

031123/2076 

Integer 

Underflow 

(Wrap or 

Wraparoun

d) 

12-Oct-2023 7.5 

An integer 

underflow 

vulnerability exists 

in the vpnserver 

OvsProcessData 

functionality of 

SoftEther VPN 

5.01.9674 and 5.02. 

A specially crafted 

network packet can 

lead to denial of 

service. An attacker 

can send a 

malicious packet to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-22308 

N/A 
A-SOF-VPN-

031123/2077 

Out-of-

bounds 

Read 

12-Oct-2023 7.5 

A denial-of-service 

vulnerability exists 

in the vpnserver 

EnSafeHttpHeaderV

alueStr 

functionality of 

N/A 
A-SOF-VPN-

031123/2078 
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SoftEther VPN 

5.01.9674 and 5.02. 

A specially crafted 

network packet can 

lead to denial of 

service. 

CVE ID : CVE-

2023-23581 

N/A 12-Oct-2023 7.4 

An authentication 

bypass 

vulnerability exists 

in the 

CiRpcServerThread

() functionality of 

SoftEther VPN 

5.01.9674 and 4.41-

9782-beta. An 

attacker can 

perform a local 

man-in-the-middle 

attack to trigger 

this vulnerability. 

CVE ID : CVE-

2023-32634 

https://www.

softether.org/

9-

about/News/

904-

SEVPN202301 

A-SOF-VPN-

031123/2079 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

12-Oct-2023 5.9 

A denial of service 

vulnerability exists 

in the DCRegister 

DDNS_RPC_MAX_R

ECV_SIZE 

functionality of 

SoftEther VPN 4.41-

9782-beta, 

5.01.9674 and 5.02. 

A specially crafted 

network packet can 

lead to denial of 

service. An attacker 

can perform a man-

in-the-middle 

attack to trigger 

this vulnerability. 

https://www.

softether.org/

9-

about/News/

904-

SEVPN202301 

A-SOF-VPN-

031123/2080 
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CVE ID : CVE-

2023-22325 

Use of 

Uninitialize

d Resource 

12-Oct-2023 5.3 

An information 

disclosure 

vulnerability exists 

in the 

ClientConnect() 

functionality of 

SoftEther VPN 

5.01.9674. A 

specially crafted 

network packet can 

lead to a disclosure 

of sensitive 

information. An 

attacker can 

perform a man-in-

the-middle attack 

to trigger this 

vulnerability. 

CVE ID : CVE-

2023-31192 

https://www.

softether.org/

9-

about/News/

904-

SEVPN202301 

A-SOF-VPN-

031123/2081 

Exposure 

of 

Resource 

to Wrong 

Sphere 

12-Oct-2023 4.4 

An information 

disclosure 

vulnerability exists 

in the CtEnumCa() 

functionality of 

SoftEther VPN 4.41-

9782-beta and 

5.01.9674. Specially 

crafted network 

packets can lead to 

a disclosure of 

sensitive 

information. An 

attacker can send 

packets to trigger 

this vulnerability. 

CVE ID : CVE-

2023-32275 

https://www.

softether.org/

9-

about/News/

904-

SEVPN202301 

A-SOF-VPN-

031123/2082 

Affected Version(s): 5.02 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1154 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

12-Oct-2023 8.1 

A heap-based 

buffer overflow 

vulnerability exists 

in the vpnserver 

WpcParsePacket() 

functionality of 

SoftEther VPN 4.41-

9782-beta, 

5.01.9674 and 5.02. 

A specially crafted 

network packet can 

lead to arbitrary 

code execution. An 

attacker can 

perform a man-in-

the-middle attack 

to trigger this 

vulnerability. 

CVE ID : CVE-

2023-27395 

https://www.

softether.org/

9-

about/News/

904-

SEVPN202301 

A-SOF-VPN-

031123/2083 

Integer 

Underflow 

(Wrap or 

Wraparoun

d) 

12-Oct-2023 7.5 

An integer 

underflow 

vulnerability exists 

in the vpnserver 

OvsProcessData 

functionality of 

SoftEther VPN 

5.01.9674 and 5.02. 

A specially crafted 

network packet can 

lead to denial of 

service. An attacker 

can send a 

malicious packet to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-22308 

N/A 
A-SOF-VPN-

031123/2084 

Out-of-

bounds 

Read 

12-Oct-2023 7.5 

A denial-of-service 

vulnerability exists 

in the vpnserver 

EnSafeHttpHeaderV

alueStr 

N/A 
A-SOF-VPN-

031123/2085 
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functionality of 

SoftEther VPN 

5.01.9674 and 5.02. 

A specially crafted 

network packet can 

lead to denial of 

service. 

CVE ID : CVE-

2023-23581 

N/A 12-Oct-2023 7.5 

A denial-of-service 

vulnerability exists 

in the vpnserver 

ConnectionAccept() 

functionality of 

SoftEther VPN 5.02. 

A set of specially 

crafted network 

connections can 

lead to denial of 

service. An attacker 

can send a 

sequence of 

malicious packets 

to trigger this 

vulnerability. 

CVE ID : CVE-

2023-25774 

N/A 
A-SOF-VPN-

031123/2086 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

12-Oct-2023 5.9 

A denial of service 

vulnerability exists 

in the DCRegister 

DDNS_RPC_MAX_R

ECV_SIZE 

functionality of 

SoftEther VPN 4.41-

9782-beta, 

5.01.9674 and 5.02. 

A specially crafted 

network packet can 

lead to denial of 

service. An attacker 

can perform a man-

in-the-middle 

https://www.

softether.org/

9-

about/News/

904-

SEVPN202301 

A-SOF-VPN-

031123/2087 
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attack to trigger 

this vulnerability. 

CVE ID : CVE-

2023-22325 

Vendor: Sonicwall 

Product: netextender 

Affected Version(s): * Up to (including) 10.2.336 

N/A 03-Oct-2023 7.8 

 

A local privilege 

escalation 

vulnerability in 

SonicWall Net 

Extender MSI client 

for Windows 

10.2.336 and 

earlier versions 

allows a local low-

privileged user to 

gain system 

privileges through 

running repair 

functionality. 

 

 

CVE ID : CVE-

2023-44217 

N/A 
A-SON-NETE-

031123/2088 

N/A 03-Oct-2023 7.8 

 

A flaw within the 

SonicWall 

NetExtender Pre-

Logon feature 

enables an 

unauthorized user 

to gain access to the 

host Windows 

operating system 

with 'SYSTEM' level 

privileges, leading 

to a local privilege 

https://psirt.g

lobal.sonicwal

l.com/vuln-

detail/SNWLI

D-2023-0014 

A-SON-NETE-

031123/2089 
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escalation (LPE) 

vulnerability. 

 

 

CVE ID : CVE-

2023-44218 

Vendor: spa-cart 

Product: spa-cart 

Affected Version(s): 1.9.0.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

SPA-Cart 1.9.0.3 is 

vulnerable to Cross 

Site Request 

Forgery (CSRF) that 

allows a remote 

attacker to add an 

admin user with 

role status. 

CVE ID : CVE-

2023-43149 

N/A 
A-SPA-SPA--

031123/2090 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.1 

SPA-Cart 1.9.0.3 

has a Cross Site 

Request Forgery 

(CSRF) 

vulnerability that 

allows a remote 

attacker to delete 

all accounts. 

CVE ID : CVE-

2023-43148 

N/A 
A-SPA-SPA--

031123/2091 

Vendor: sparro 

Product: outbound_link_manager 

Affected Version(s): * Up to (including) 1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Morris Bryant, 

Ruben Sargsyan 

Outbound Link 

N/A 
A-SPA-OUTB-

031123/2092 
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Manager plugin 

<= 1.2 versions. 

CVE ID : CVE-

2023-41850 

Vendor: sscms_project 

Product: sscms 

Affected Version(s): 7.2.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

SSCMS 7.2.2 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the Column 

Management 

component. 

CVE ID : CVE-

2023-43951 

N/A 
A-SSC-SSCM-

031123/2093 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

SSCMS 7.2.2 was 

discovered to 

contain a stored 

cross-site scripting 

(XSS) vulnerability 

via the Material 

Management 

component. 

CVE ID : CVE-

2023-43952 

N/A 
A-SSC-SSCM-

031123/2094 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

SSCMS 7.2.2 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the Content 

Management 

component. 

CVE ID : CVE-

2023-43953 

N/A 
A-SSC-SSCM-

031123/2095 

Vendor: structurizr 

Product: on-premises_installation 
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Affected Version(s): * Up to (excluding) 3194 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Oct-2023 6.1 

Cross-site Scripting 

(XSS) - Reflected in 

GitHub repository 

structurizr/onprem

ises prior to 3194. 

CVE ID : CVE-

2023-5556 

https://huntr.

dev/bounties/

a3ee0f98-

6898-41ae-

b1bd-

242a03a73d1

b, 

https://github

.com/structuri

zr/onpremise

s/commit/6cff

4f792b010dfb

1ff6a0b4ae1c

6e398f8f8a18 

A-STR-ON-P-

031123/2096 

Vendor: sumo 

Product: social_share_boost 

Affected Version(s): * Up to (including) 4.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Sumo Social Share 

Boost plugin <= 4.5 

versions. 

CVE ID : CVE-

2023-25033 

N/A 
A-SUM-SOCI-

031123/2097 

Vendor: superstorefinder 

Product: super_store_finder 

Affected Version(s): * Up to (including) 3.7 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

02-Oct-2023 8.8 

Super Store Finder 

3.7 and below is 

vulnerable to 

authenticated 

Arbitrary PHP Code 

Injection that could 

lead to Remote 

Code Execution 

when settings 

overwrite 

N/A 
A-SUP-SUPE-

031123/2098 
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('Injection'

) 

config.inc.php 

content. 

CVE ID : CVE-

2023-43835 

Vendor: supsystic 

Product: contact_form 

Affected Version(s): * Up to (including) 1.7.27 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Supsystic Contact 

Form by Supsystic 

plugin <= 1.7.27 

versions. 

CVE ID : CVE-

2023-45068 

N/A 
A-SUP-CONT-

031123/2099 

Vendor: synaptics 

Product: displaylink_usb_graphics 

Affected Version(s): * Up to (excluding) 11.2m0 

Uncontroll

ed Search 

Path 

Element 

11-Oct-2023 7.8 

It is possible to 

sideload a 

compromised DLL 

during the 

installation at 

elevated privilege. 

CVE ID : CVE-

2023-4936 

https://www.

synaptics.com

/sites/default

/files/nr-

154525-tc-

synaptics_disp

laylink_windo

ws_driver_sec

urity_brief_-

_oct2023.pdf 

A-SYN-DISP-

031123/2100 

Vendor: tablooa 

Product: tablooa 

Affected Version(s): * Up to (including) 2.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Taboola plugin 

<= 2.0.1 versions. 

N/A 
A-TAB-TABL-

031123/2101 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1161 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-38398 

Vendor: teluu 

Product: pjsip 

Affected Version(s): * Up to (including) 2.13.1 

Use After 

Free 
06-Oct-2023 9.8 

PJSIP is a free and 

open source 

multimedia 

communication 

library written in C 

with high level API 

in C, C++, Java, C#, 

and Python 

languages. SRTP is 

a higher level 

media transport 

which is stacked 

upon a lower level 

media transport 

such as UDP and 

ICE. Currently a 

higher level 

transport is not 

synchronized with 

its lower level 

transport that may 

introduce use-after-

free issue. This 

vulnerability affects 

applications that 

have SRTP 

capability 

(`PJMEDIA_HAS_SR

TP` is set) and use 

underlying media 

transport other 

than UDP. This 

vulnerability’s 

impact may range 

from unexpected 

application 

termination to 

control flow 

https://github

.com/pjsip/pj

project/comm

it/6dc9b8c18

1aff39845f02

b4626e08128

20d4ef0d, 

https://github

.com/pjsip/pj

project/securi

ty/advisories/

GHSA-f76w-

fh7c-pc66 

A-TEL-PJSI-

031123/2102 
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hijack/memory 

corruption. The 

patch is available as 

a commit in the 

master branch. 

 

CVE ID : CVE-

2023-38703 

Vendor: Tencent 

Product: enterprise_wechat_privatization 

Affected Version(s): 2.5.0 

Incorrect 

Authorizati

on 

12-Oct-2023 7.5 

There is an 

interface 

unauthorized 

access vulnerability 

in the background 

of Tencent 

Enterprise Wechat 

Privatization 2.5.x 

and 2.6.930000. 

CVE ID : CVE-

2023-40829 

N/A 
A-TEN-ENTE-

031123/2103 

Affected Version(s): 2.6.930000 

Incorrect 

Authorizati

on 

12-Oct-2023 7.5 

There is an 

interface 

unauthorized 

access vulnerability 

in the background 

of Tencent 

Enterprise Wechat 

Privatization 2.5.x 

and 2.6.930000. 

CVE ID : CVE-

2023-40829 

N/A 
A-TEN-ENTE-

031123/2104 

Vendor: Theforeman 

Product: foreman 

Affected Version(s): * Up to (excluding) 3.8.0 

N/A 03-Oct-2023 4.4 A sensitive 

information 

https://access

.redhat.com/s

A-THE-FORE-

031123/2105 
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exposure 

vulnerability was 

found in foreman. 

Contents of 

tomcat's server.xml 

file, which contain 

passwords to 

candlepin's 

keystore and 

truststore, were 

found to be world 

readable. 

CVE ID : CVE-

2023-4886 

ecurity/cve/C

VE-2023-

4886, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2230135 

Vendor: themevolty 

Product: cms_payment_icon 

Affected Version(s): * Up to (excluding) 4.0.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

03-Oct-2023 9.8 

Improper 

neutralization of 

SQL parameter in 

Theme Volty CMS 

Payment Icon 

module for 

PrestaShop. In the 

module “Theme 

Volty CMS Payment 

Icon” 

(tvcmspaymenticon

) up to version 4.0.1 

from Theme Volty 

for PrestaShop, a 

guest can perform 

SQL injection in 

affected versions. 

CVE ID : CVE-

2023-39645 

https://securi

ty.friendsofpr

esta.org/mod

ules/2023/09

/26/tvcmspay

menticon.html 

A-THE-CMS_-

031123/2106 

Product: theme_volty_cms_brandlist 

Affected Version(s): * Up to (including) 4.0.1 

Improper 

Neutralizat

ion of 

03-Oct-2023 9.8 
Improper 

neutralization of 

SQL parameter in 

https://securi

ty.friendsofpr

esta.org/mod

A-THE-THEM-

031123/2107 
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Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

Theme Volty CMS 

BrandList module 

for PrestaShop In 

the module “Theme 

Volty CMS 

BrandList” 

(tvcmsbrandlist) up 

to version 4.0.1 

from Theme Volty 

for PrestaShop, a 

guest can perform 

SQL injection in 

affected versions. 

CVE ID : CVE-

2023-39651 

ules/2023/09

/26/tvcmsbra

ndlist.html 

Product: theme_volty_cms_category_chain_slider 

Affected Version(s): * Up to (including) 4.0.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

03-Oct-2023 9.8 

Improper 

neutralization of 

SQL parameter in 

Theme Volty CMS 

Category Chain 

Slider module for 

PrestaShop. In the 

module “Theme 

Volty CMS Category 

Chain 

Slide"(tvcmscatego

rychainslider) up to 

version 4.0.1 from 

Theme Volty for 

PrestaShop, a guest 

can perform SQL 

injection in affected 

versions. 

CVE ID : CVE-

2023-39646 

https://securi

ty.friendsofpr

esta.org/mod

ules/2023/09

/26/tvcmscat

egorychainsli

der.html 

A-THE-THEM-

031123/2108 

Product: theme_volty_cms_category_product 

Affected Version(s): * Up to (including) 4.0.1 

Improper 

Neutralizat
03-Oct-2023 9.8 Improper 

neutralization of 

https://securi

ty.friendsofpr

A-THE-THEM-

031123/2109 
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ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

SQL parameter in 

Theme Volty CMS 

Category Product 

module for 

PrestaShop. In the 

module “Theme 

Volty CMS Category 

Product” 

(tvcmscategorypro

duct) up to version 

4.0.1 from Theme 

Volty for 

PrestaShop, a guest 

can perform SQL 

injection in affected 

versions. 

CVE ID : CVE-

2023-39647 

esta.org/mod

ules/2023/09

/26/tvcmscat

egoryproduct.

html 

Product: theme_volty_cms_category_slider 

Affected Version(s): * Up to (including) 4.0.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

03-Oct-2023 9.8 

Improper 

neutralization of 

SQL parameter in 

Theme Volty CMS 

Category Slider 

module for 

PrestaShop. In the 

module “Theme 

Volty CMS Category 

Slider” 

(tvcmscategoryslid

er) up to version 

4.0.1 from Theme 

Volty for 

PrestaShop, a guest 

can perform SQL 

injection in affected 

versions. 

CVE ID : CVE-

2023-39649 

https://securi

ty.friendsofpr

esta.org/mod

ules/2023/09

/26/tvcmscat

egoryslider.ht

ml 

A-THE-THEM-

031123/2110 

Product: theme_volty_cms_testimonial 
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Affected Version(s): * Up to (including) 4.0.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

03-Oct-2023 9.8 

Improper 

neutralization of 

SQL parameter in 

Theme Volty CMS 

Testimonial module 

for PrestaShop. In 

the module “Theme 

Volty CMS 

Testimonial” 

(tvcmstestimonial) 

up to version 4.0.1 

from Theme Volty 

for PrestaShop, a 

guest can perform 

SQL injection in 

affected versions. 

CVE ID : CVE-

2023-39648 

https://securi

ty.friendsofpr

esta.org/mod

ules/2023/09

/26/tvcmstest

imonial.html 

A-THE-THEM-

031123/2111 

Vendor: thimpress 

Product: wp_pipes 

Affected Version(s): * Up to (including) 1.4.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 6.5 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

ThimPress WP 

Pipes plugin 

<= 1.4.0 versions. 

CVE ID : CVE-

2023-40009 

N/A 
A-THI-WP_P-

031123/2112 

Vendor: thingsboard 

Product: thingsboard 

Affected Version(s): * Up to (excluding) 3.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

06-Oct-2023 8.8 

ThingsBoard before 

3.5 allows Server-

Side Template 

Injection if users 

are allowed to 

modify an email 

template, because 

N/A 
A-THI-THIN-

031123/2113 
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Downstrea

m 

Componen

t 

('Injection'

) 

Apache FreeMarker 

supports 

freemarker.templat

e.utility.Execute 

(for content sent to 

the 

/api/admin/setting

s endpoint). 

CVE ID : CVE-

2023-45303 

Vendor: Tibco 

Product: spotfire_analyst 

Affected Version(s): * Up to (including) 11.4.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2114 
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11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 11.5.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2115 
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interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 11.6.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2116 
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with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 11.7.0 

Improper 

Neutralizat
10-Oct-2023 5.4 The Spotfire 

Library component 

https://www.

tibco.com/ser

A-TIB-SPOT-

031123/2117 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

vices/support

/advisories 
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CVE ID : CVE-

2023-26220 

Affected Version(s): 11.8.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2118 
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11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 12.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2119 
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11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 12.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2120 
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interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 12.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2121 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1176 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 12.0.3 

Improper 

Neutralizat
10-Oct-2023 5.4 The Spotfire 

Library component 

https://www.

tibco.com/ser

A-TIB-SPOT-

031123/2122 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

vices/support

/advisories 
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CVE ID : CVE-

2023-26220 

Affected Version(s): 12.0.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2123 
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11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 12.1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2124 
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11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 12.1.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2125 
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interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Product: spotfire_server 

Affected Version(s): 11.5.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2126 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1182 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 11.6.0 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2127 
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12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 11.7.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2128 
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Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 11.8.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2129 
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Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 12.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2130 
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using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 12.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2131 
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('Cross-site 

Scripting') 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 
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Affected Version(s): 12.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2132 
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12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 12.0.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2133 
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12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 12.0.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2134 
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Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 12.1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2135 
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A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 12.1.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2136 
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('Cross-site 

Scripting') 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 
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Affected Version(s): * Up to (including) 11.4.11 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2137 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1196 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 11.6.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2138 
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12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 11.6.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2139 
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Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 11.6.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2140 
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A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Affected Version(s): 11.8.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2141 
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('Cross-site 

Scripting') 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 
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Affected Version(s): 12.0.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

The Spotfire 

Library component 

of TIBCO Software 

Inc.'s Spotfire 

Analyst and 

Spotfire Server 

contains an easily 

exploitable 

vulnerability that 

allows a low 

privileged attacker 

with network 

access to execute a 

Stored Cross Site 

Scripting (XSS) on 

the affected system. 

A successful attack 

using this 

vulnerability 

requires human 

interaction from a 

person other than 

the attacker. 

Affected releases 

are TIBCO Software 

Inc.'s Spotfire 

Analyst: versions 

11.4.7 and below, 

versions 11.5.0, 

11.6.0, 11.7.0, 

11.8.0, 12.0.0, 

12.0.1, 12.0.2, 

12.0.3, and 12.0.4, 

versions 12.1.0 and 

12.1.1 and Spotfire 

Server: versions 

11.4.11 and below, 

versions 11.5.0, 

11.6.0, 11.6.1, 

11.6.2, 11.6.3, 

11.7.0, 11.8.0, 

11.8.1, 12.0.0, 

12.0.1, 12.0.2, 

https://www.

tibco.com/ser

vices/support

/advisories 

A-TIB-SPOT-

031123/2142 
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12.0.3, 12.0.4, and 

12.0.5, versions 

12.1.0 and 12.1.1. 

 

 

CVE ID : CVE-

2023-26220 

Vendor: toolstack 

Product: schedule_posts_calendar 

Affected Version(s): * Up to (including) 5.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Greg Ross Schedule 

Posts Calendar 

plugin <= 5.2 

versions. 

CVE ID : CVE-

2023-40556 

N/A 
A-TOO-SCHE-

031123/2143 

Vendor: traefik 

Product: traefik 

Affected Version(s): 3.0.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

A-TRA-TRAE-

031123/2144 
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impacting-f5-

nginx-

products/ 

Affected Version(s): * Up to (excluding) 2.10.5 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

A-TRA-TRAE-

031123/2145 

Vendor: trellix 

Product: endpoint_security 

Affected Version(s): * Up to (including) 10.7.0 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

04-Oct-2023 7.8 

 

A code injection 

vulnerability in 

Trellix ENS 10.7.0 

April 2023 release 

and earlier, allowed 

a local user to 

disable the ENS 

AMSI component 

via environment 

variables, 

leading to denial of 

service and or the 

https://kcm.tr

ellix.com/corp

orate/index?p

age=content&i

d=SB10405 

A-TRE-ENDP-

031123/2146 
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execution of 

arbitrary code. 

 

 

CVE ID : CVE-

2023-3665 

Vendor: tribalsystems 

Product: zenario 

Affected Version(s): 9.4.59197 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Oct-2023 5.4 

A Cross-Site 

Scripting (XSS) 

vulnerability in 

Zenario CMS 

v.9.4.59197 allows 

an attacker to 

execute arbitrary 

code via a crafted 

script to the 

Organizer - Spare 

alias. 

CVE ID : CVE-

2023-44770 

N/A 
A-TRI-ZENA-

031123/2147 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Oct-2023 5.4 

A Cross-Site 

Scripting (XSS) 

vulnerability in 

Zenario CMS 

v.9.4.59197 allows 

a local attacker to 

execute arbitrary 

code via a crafted 

script to the Page 

Layout. 

CVE ID : CVE-

2023-44771 

N/A 
A-TRI-ZENA-

031123/2148 

Vendor: trustindex 

Product: wp_testimonials 

Affected Version(s): * Up to (including) 1.4.2 

Cross-Site 

Request 
03-Oct-2023 8.8 Cross-Site Request 

Forgery (CSRF) 
N/A 

A-TRU-WP_T-

031123/2149 
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Forgery 

(CSRF) 

vulnerability in 

Trustindex.Io WP 

Testimonials plugin 

<= 1.4.2 versions. 

CVE ID : CVE-

2023-2830 

Vendor: turnatasarim 

Product: advertising_administration_panel 

Affected Version(s): * Up to (excluding) 1.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Oct-2023 9.8 

Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability in 

Turna Advertising 

Administration 

Panel allows SQL 

Injection.This issue 

affects Advertising 

Administration 

Panel: before 1.1. 

 

 

CVE ID : CVE-

2023-4530 

N/A 
A-TUR-ADVE-

031123/2150 

Vendor: tychesoftwares 

Product: order_delivery_date_for_woocommerce 

Affected Version(s): * Up to (including) 1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Ashok Rane Order 

Delivery Date for 

WP e-Commerce 

plugin <= 1.2 

versions. 

N/A 
A-TYC-ORDE-

031123/2151 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1206 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-41858 

Product: order_delivery_date_for_wp_e-commerce 

Affected Version(s): * Up to (including) 1.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Ashok Rane Order 

Delivery Date for 

WP e-Commerce 

plugin <= 1.2 

versions. 

CVE ID : CVE-

2023-41859 

N/A 
A-TYC-ORDE-

031123/2152 

Vendor: ulfbenjaminsson 

Product: wp-dtree 

Affected Version(s): * Up to (including) 4.4.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in Ulf 

Benjaminsson WP-

dTree plugin 

<= 4.4.5 versions. 

CVE ID : CVE-

2023-41667 

N/A 
A-ULF-WP-D-

031123/2153 

Vendor: uniconsent 

Product: cmp_for_gdpr_cpra_gpp_tcf 

Affected Version(s): * Up to (including) 1.4.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

UniConsent 

UniConsent CMP 

for GDPR CPRA GPP 

TCF plugin <= 1.4.2 

versions. 

N/A 
A-UNI-CMP_-

031123/2154 
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CVE ID : CVE-

2023-41800 

Vendor: Unify 

Product: session_border_controller 

Affected Version(s): 10_r3.01.03 

Improper 

Input 

Validation 

04-Oct-2023 9.8 

Atos Unify 

OpenScape Session 

Border Controller 

through V10 

R3.01.03 allows 

execution of 

administrative 

scripts by 

unauthenticated 

users. 

CVE ID : CVE-

2023-36619 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2307-01.pdf 

A-UNI-SESS-

031123/2155 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

04-Oct-2023 8.8 

Atos Unify 

OpenScape Session 

Border Controller 

through V10 

R3.01.03 allows 

execution of OS 

commands as root 

user by low-

privileged 

authenticated 

users. 

CVE ID : CVE-

2023-36618 

https://netwo

rks.unify.com/

security/advis

ories/OBSO-

2307-01.pdf 

A-UNI-SESS-

031123/2156 

Vendor: uptime.kuma 

Product: uptime_kuma 

Affected Version(s): * Up to (excluding) 1.23.3 

Session 

Fixation 
09-Oct-2023 7.8 

Uptime Kuma is a 

self-hosted 

monitoring tool. 

Prior to version 

1.23.3, attackers 

with access to a 

user's device can 

https://github

.com/louislam

/uptime-

kuma/commit

/88afab6571e

f7d4d41bb39

5cdb6ecd396

A-UPT-UPTI-

031123/2157 
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gain persistent 

account access. 

This is caused by 

missing verification 

of Session Tokens 

after password 

changes and/or 

elapsed inactivity 

periods. Version 

1.23.3 has a patch 

for the issue. 

CVE ID : CVE-

2023-44400 

8835a4a, 

https://github

.com/louislam

/uptime-

kuma/securit

y/advisories/

GHSA-g9v2-

wqcj-j99g 

Vendor: upv 

Product: peix 

Affected Version(s): * 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

03-Oct-2023 6.5 

Authorization 

bypass 

vulnerability in 

UPV PEIX, affecting 

the component 

"pdf_curri_new.php

". Through a POST 

request, an 

authenticated user 

could change the ID 

parameter to 

retrieve all the 

stored information 

of other registered 

users. 

CVE ID : CVE-

2023-2544 

N/A 
A-UPV-PEIX-

031123/2158 

Vendor: urvanov 

Product: urvanov_syntax_highlighter 

Affected Version(s): * Up to (including) 2.8.33 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Fedor Urvanov, 

Aram Kocharyan 

N/A 
A-URV-URVA-

031123/2159 
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Urvanov Syntax 

Highlighter plugin 

<= 2.8.33 versions. 

CVE ID : CVE-

2023-45106 

Vendor: Valvesoftware 

Product: counter-strike 

Affected Version(s): 8684 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

15-Oct-2023 7.5 

A directory 

traversal 

vulnerability in 

Valve Counter-

Strike 8684 allows 

a client (with 

remote control 

access to a game 

server) to read 

arbitrary files from 

the underlying 

server via the 

motdfile console 

variable. 

CVE ID : CVE-

2023-38312 

N/A 
A-VAL-COUN-

031123/2160 

Vendor: vantage6 

Product: vantage6 

Affected Version(s): * Up to (excluding) 4.0.2 

Deserializa

tion of 

Untrusted 

Data 

11-Oct-2023 7.2 

vantage6 is privacy 

preserving 

federated learning 

infrastructure. 

Versions prior to 

4.0.0 use pickle, 

which has known 

security issue, as a 

default serialization 

module but that has 

known security 

issues. All users of 

vantage6 that post 

tasks with the 

https://github

.com/vantage

6/vantage6/s

ecurity/advis

ories/GHSA-

5m22-cfq9-

86x6, 

https://github

.com/vantage

6/vantage6/c

ommit/e62f0

3bacf2247bd5

A-VAN-VANT-

031123/2161 
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default serialization 

are affected. 

Version 4.0.0 

contains a patch. 

Users may specify 

JSON serialization 

as a workaround. 

CVE ID : CVE-

2023-23930 

9eed217e2e7

338c3a01a5f0 

Affected Version(s): * Up to (excluding) 4.0.0 

Incorrect 

Authorizati

on 

11-Oct-2023 5.4 

vantage6 is privacy 

preserving 

federated learning 

infrastructure. 

Prior to version 

4.0.0, malicious 

users may try to get 

access to resources 

they are not 

allowed to see, by 

creating resources 

with integers as 

names. One 

example where this 

is a risk, is when 

users define which 

users are allowed 

to run algorithms 

on their node. This 

may be defined by 

username or user 

id. Now, for 

example, if user id 

13 is allowed to run 

tasks, and an 

attacker creates a 

username with 

username '13', they 

would be wrongly 

allowed to run an 

algorithm. There 

may also be other 

places in the code 

https://github

.com/vantage

6/vantage6/s

ecurity/advis

ories/GHSA-

7x94-6g2m-

3hp2, 

https://github

.com/vantage

6/vantage6/p

ull/744 

A-VAN-VANT-

031123/2162 
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where such a mixup 

of resource ID or 

name leads to 

issues. Version 

4.0.0 contains a 

patch for this issue. 

The best solution is 

to check when 

resources are 

created or 

modified, that the 

resource name 

always starts with a 

character. 

CVE ID : CVE-

2023-28635 

N/A 11-Oct-2023 4.3 

vantage6 is privacy 

preserving 

federated learning 

infrastructure. 

When a 

collaboration is 

deleted, the linked 

resources (such as 

tasks from that 

collaboration) 

should be deleted. 

This is partly to 

manage data 

properly, but also 

to prevent a 

potential (but 

unlikely) side-effect 

that affects 

versions prior to 

4.0.0, where if a 

collaboration with 

id=10 is deleted, 

and subsequently a 

new collaboration 

is created with 

id=10, the 

authenticated users 

https://github

.com/vantage

6/vantage6/p

ull/748 

A-VAN-VANT-

031123/2163 
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in that 

collaboration could 

potentially see 

results of the 

deleted 

collaboration in 

some cases. Version 

4.0.0 contains a 

patch for this issue. 

There are no 

known 

workarounds. 

CVE ID : CVE-

2023-41881 

Improper 

Access 

Control 

11-Oct-2023 4.3 

vantage6 is privacy 

preserving 

federated learning 

infrastructure. The 

endpoint 

/api/collaboration/

{id}/task is used to 

collect all tasks 

from a certain 

collaboration. To 

get such tasks, a 

user should have 

permission to view 

the collaboration 

and to view the 

tasks in it. 

However, prior to 

version 4.0.0, it is 

only checked if the 

user has 

permission to view 

the collaboration. 

Version 4.0.0 

contains a patch. 

There are no 

known 

workarounds. 

CVE ID : CVE-

2023-41882 

https://github

.com/vantage

6/vantage6/p

ull/711 

A-VAN-VANT-

031123/2164 
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Vendor: vapor 

Product: vapor 

Affected Version(s): From (including) 4.83.2 Up to (excluding) 4.84.2 

Improper 

Handling 

of Extra 

Values 

05-Oct-2023 5.3 

Vapor is an HTTP 

web framework for 

Swift. There is a 

denial of service 

vulnerability 

impacting all users 

of affected versions 

of Vapor. The 

HTTP1 error 

handler closed 

connections when 

HTTP parse errors 

occur instead of 

passing them on. 

The issue is fixed as 

of Vapor release 

4.84.2. 

CVE ID : CVE-

2023-44386 

https://github

.com/vapor/v

apor/commit/

090464a654b

03148b139a8

1f8f5ac63b08

56f6f3 

A-VAP-VAPO-

031123/2165 

Vendor: varnish_cache_project 

Product: varnish_cache 

Affected Version(s): * Up to (excluding) 2023-10-10 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

A-VAR-VARN-

031123/2166 
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rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

Vendor: VIM 

Product: vim 

Affected Version(s): * Up to (excluding) 9.0.1969 

Out-of-

bounds 

Write 

02-Oct-2023 7.5 

Heap-based Buffer 

Overflow in GitHub 

repository vim/vim 

prior to 9.0.1969. 

CVE ID : CVE-

2023-5344 

https://huntr.

dev/bounties/

530cb762-

899e-48d7-

b50e-

dad09eb775bf

, 

https://github

.com/vim/vim

/commit/3bd

7fa12e146c60

51490d048a4

acbfba974eeb

04 

A-VIM-VIM-

031123/2167 

Affected Version(s): * Up to (excluding) 9.0.1994 

NULL 

Pointer 

Dereferenc

e 

05-Oct-2023 5.5 

NULL Pointer 

Dereference in 

GitHub repository 

vim/vim prior to 

20d161ace307e28

690229b68584f2d

84556f8960. 

CVE ID : CVE-

2023-5441 

https://huntr.

dev/bounties/

b54cbdf5-

3e85-458d-

bb38-

9ea2c0b669f2

, 

https://github

.com/vim/vim

/commit/20d

161ace307e2

8690229b685

84f2d84556f8

960 

A-VIM-VIM-

031123/2168 

Affected Version(s): * Up to (excluding) 9.0.2010 

Use After 

Free 
11-Oct-2023 7.8 Use After Free in 

GitHub repository 

https://github

.com/vim/vim

/commit/41e

A-VIM-VIM-

031123/2169 
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vim/vim prior to 

v9.0.2010. 

CVE ID : CVE-

2023-5535 

6f7d6ba67b6

1d911f9b1d7

6325cd79224

753d, 

https://huntr.

dev/bounties/

2c2d85a7-

1171-4014-

bf7f-

a2451745861

f 

Vendor: vrite 

Product: vrite 

Affected Version(s): * Up to (excluding) 0.3.0 

Server-

Side 

Request 

Forgery 

(SSRF) 

13-Oct-2023 9.8 

Server-Side 

Request Forgery 

(SSRF) in GitHub 

repository 

vriteio/vrite prior 

to 0.3.0. 

CVE ID : CVE-

2023-5572 

https://github

.com/vriteio/

vrite/commit/

1877683b932

bb33fb20d68

8e476284b70

bb9fe23 

A-VRI-VRIT-

031123/2170 

Improper 

Input 

Validation 

13-Oct-2023 7.5 

Improper Input 

Validation in 

GitHub repository 

vriteio/vrite prior 

to 0.3.0. 

CVE ID : CVE-

2023-5571 

https://github

.com/vriteio/

vrite/commit/

1877683b932

bb33fb20d68

8e476284b70

bb9fe23, 

https://huntr.

dev/bounties/

926ca25f-

dd4a-40cf-

8e6b-

9d7b5938e95

a 

A-VRI-VRIT-

031123/2171 

Allocation 

of 

Resources 

Without 

13-Oct-2023 6.5 

Allocation of 

Resources Without 

Limits or Throttling 

in GitHub 

repository 

https://huntr.

dev/bounties/

46a2bb2c-

712a-4008-

a147-

b862e3af7d72

A-VRI-VRIT-

031123/2172 
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Limits or 

Throttling 

vriteio/vrite prior 

to 0.3.0. 

CVE ID : CVE-

2023-5573 

, 

https://github

.com/vriteio/

vrite/commit/

1877683b932

bb33fb20d68

8e476284b70

bb9fe23 

Vendor: walkswithme 

Product: social_share_on_image_hover 

Affected Version(s): * Up to (including) 2.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Jobin Jose WWM 

Social Share On 

Image Hover plugin 

<= 2.2 versions. 

CVE ID : CVE-

2023-44239 

N/A 
A-WAL-SOCI-

031123/2173 

Vendor: wargio 

Product: naxsi 

Affected Version(s): From (including) 1.3 Up to (excluding) 1.6 

N/A 11-Oct-2023 9.8 

NAXSI is an open-

source 

maintenance web 

application firewall 

(WAF) for NGINX. 

An issue present 

starting in version 

1.3 and prior to 

version 1.6 allows 

someone to bypass 

the WAF when a 

malicious `X-

Forwarded-For` IP 

matches `IgnoreIP` 

`IgnoreCIDR` rules. 

This old code was 

arranged to allow 

https://github

.com/wargio/

naxsi/commit

/1b712526ed

3314dd6be7e

8b0259eabda

63c19537, 

https://github

.com/wargio/

naxsi/pull/10

3 

A-WAR-NAXS-

031123/2174 
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older NGINX 

versions to also 

support `IgnoreIP` 

`IgnoreCIDR` when 

multiple reverse 

proxies were 

present. The issue 

is patched in 

version 1.6. As a 

workaround, do not 

set any `IgnoreIP` 

`IgnoreCIDR` for 

older versions. 

 

CVE ID : CVE-

2023-45132 

Vendor: wazuh 

Product: wazuh-dashboard 

Affected Version(s): From (including) 4.4.0 Up to (excluding) 4.4.2 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

09-Oct-2023 8.8 

Wazuh is a security 

detection, visibility, 

and compliance 

open source 

project. In versions 

4.4.0 and 4.4.1, it is 

possible to get the 

Wazuh API 

administrator key 

used by the 

Dashboard using 

the browser 

development tools. 

This allows a 

logged user to the 

dashboard to 

become 

administrator of 

the API, even if 

their dashboard 

role is not. Version 

4.4.2 contains a fix. 

There are no 

https://github

.com/wazuh/

wazuh-

kibana-

app/security/

advisories/GH

SA-8w7x-

52r7-qvjf, 

https://github

.com/wazuh/

wazuh-

kibana-

app/pull/542

8 

A-WAZ-WAZU-

031123/2175 
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known 

workarounds. 

CVE ID : CVE-

2023-42455 

Product: wazuh-kibana-app 

Affected Version(s): From (including) 4.4.0 Up to (excluding) 4.4.2 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

09-Oct-2023 8.8 

Wazuh is a security 

detection, visibility, 

and compliance 

open source 

project. In versions 

4.4.0 and 4.4.1, it is 

possible to get the 

Wazuh API 

administrator key 

used by the 

Dashboard using 

the browser 

development tools. 

This allows a 

logged user to the 

dashboard to 

become 

administrator of 

the API, even if 

their dashboard 

role is not. Version 

4.4.2 contains a fix. 

There are no 

known 

workarounds. 

CVE ID : CVE-

2023-42455 

https://github

.com/wazuh/

wazuh-

kibana-

app/security/

advisories/GH

SA-8w7x-

52r7-qvjf, 

https://github

.com/wazuh/

wazuh-

kibana-

app/pull/542

8 

A-WAZ-WAZU-

031123/2176 

Vendor: web-argument 

Product: google-map-shortcode 

Affected Version(s): * Up to (including) 3.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Alain Gonzalez 

N/A 
A-WEB-GOOG-

031123/2177 
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plugin <= 3.1.2 

versions. 

CVE ID : CVE-

2023-38396 

Vendor: Webkitgtk 

Product: webkitgtk 

Affected Version(s): 2.40.5 

Use After 

Free 
06-Oct-2023 8.8 

A use-after-free 

vulnerability exists 

in the 

MediaRecorder API 

of Webkit 

WebKitGTK 2.40.5. 

A specially crafted 

web page can abuse 

this vulnerability to 

cause memory 

corruption and 

potentially 

arbitrary code 

execution. A user 

would need to to 

visit a malicious 

webpage to trigger 

this vulnerability. 

CVE ID : CVE-

2023-39928 

https://webki

tgtk.org/secur

ity/WSA-

2023-

0009.html 

A-WEB-WEBK-

031123/2178 

Vendor: websivu 

Product: wp_power_stats 

Affected Version(s): * Up to (including) 2.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in Igor 

Buyanov WP Power 

Stats plugin 

<= 2.2.3 versions. 

CVE ID : CVE-

2023-45011 

N/A 
A-WEB-WP_P-

031123/2179 

Vendor: webtechforce 
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Product: simple_org_chart 

Affected Version(s): * Up to (including) 2.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Gangesh Matta 

Simple Org Chart 

plugin <= 2.3.4 

versions. 

CVE ID : CVE-

2023-28791 

N/A 
A-WEB-SIMP-

031123/2180 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Gangesh Matta 

Simple Org Chart 

plugin <= 2.3.4 

versions. 

CVE ID : CVE-

2023-40008 

N/A 
A-WEB-SIMP-

031123/2181 

Vendor: wensolutions 

Product: notice_bar 

Affected Version(s): * Up to (including) 3.1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 5.4 

Auth. 

(contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

WEN Solutions 

Notice Bar plugin 

<= 3.1.0 versions. 

CVE ID : CVE-

2023-41847 

N/A 
A-WEN-NOTI-

031123/2182 

Vendor: whatsapp 

Product: whatsapp 

Affected Version(s): * Up to (excluding) 2.2320.2 

Concurrent 

Execution 

using 

04-Oct-2023 5 
A race condition in 

an event subsystem 

led to a heap use-

https://www.

whatsapp.com

A-WHA-WHAT-

031123/2183 
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Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

after-free issue in 

established 

audio/video calls 

that could have 

resulted in app 

termination or 

unexpected control 

flow with very low 

probability. 

CVE ID : CVE-

2023-38538 

/security/advi

sories/2023/ 

Affected Version(s): * Up to (excluding) 2.2338.12 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

04-Oct-2023 5.6 

A race condition in 

a network 

transport 

subsystem led to a 

heap use-after-free 

issue in established 

or unsilenced 

incoming 

audio/video calls 

that could have 

resulted in app 

termination or 

unexpected control 

flow with very low 

probability. 

CVE ID : CVE-

2023-38537 

https://www.

whatsapp.com

/security/advi

sories/2023/ 

A-WHA-WHAT-

031123/2184 

Vendor: Wireshark 

Product: wireshark 

Affected Version(s): From (including) 3.6.0 Up to (excluding) 3.6.17 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

04-Oct-2023 6.5 

RTPS dissector 

memory leak in 

Wireshark 4.0.0 to 

4.0.8 and 3.6.0 to 

3.6.16 allows denial 

of service via 

packet injection or 

crafted capture file 

https://gitlab.

com/wireshar

k/wireshark/-

/issues/1932

2, 

https://www.

wireshark.org

/security/wn

A-WIR-WIRE-

031123/2185 
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CVE ID : CVE-

2023-5371 

pa-sec-2023-

27.html 

Affected Version(s): From (including) 4.0.0 Up to (excluding) 4.0.9 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

04-Oct-2023 6.5 

RTPS dissector 

memory leak in 

Wireshark 4.0.0 to 

4.0.8 and 3.6.0 to 

3.6.16 allows denial 

of service via 

packet injection or 

crafted capture file 

CVE ID : CVE-

2023-5371 

https://gitlab.

com/wireshar

k/wireshark/-

/issues/1932

2, 

https://www.

wireshark.org

/security/wn

pa-sec-2023-

27.html 

A-WIR-WIRE-

031123/2186 

Vendor: Wordpress 

Product: gutenberg 

Affected Version(s): * Up to (including) 16.8.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

Auth. Stored 

(contributor+) 

Cross-Site Scripting 

(XSS) vulnerability 

in WordPress 

core 6.3 through 

6.3.1, from 6.2 

through 6.2.2, from 

6.1 through 6.1.3, 

from 6.0 through 

6.0.5, from 5.9 

through 5.9.7 and 

Gutenberg plugin 

<= 16.8.0 versions. 

CVE ID : CVE-

2023-38000 

N/A 
A-WOR-GUTE-

031123/2187 

Product: wordpress 

Affected Version(s): From (including) 4.1 Up to (including) 4.1.38 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

A-WOR-WORD-

031123/2188 
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from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

technical-

advisory?_s_id

=cve 

Affected Version(s): From (including) 4.2 Up to (including) 4.2.35 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

A-WOR-WORD-

031123/2189 
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through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

advisory?_s_id

=cve 

Affected Version(s): From (including) 4.3 Up to (including) 4.3.31 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2190 
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from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 4.4 Up to (including) 4.4.30 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2191 
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through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 4.5 Up to (including) 4.5.29 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2192 
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from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 4.6 Up to (including) 4.6.26 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2193 
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through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 4.7 Up to (including) 4.7.26 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2194 
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5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 4.8 Up to (including) 4.8.22 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2195 
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from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 4.9 Up to (including) 4.9.23 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2196 
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through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 5.0 Up to (including) 5.0.19 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2197 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1232 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 5.1 Up to (including) 5.1.16 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2198 
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from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 5.2 Up to (including) 5.2.18 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2199 
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through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 5.3 Up to (including) 5.3.15 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2200 
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4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 5.4 Up to (including) 5.4.13 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2201 
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from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 5.5 Up to (including) 5.5.12 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2202 
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through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 5.6 Up to (including) 5.6.11 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2203 
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4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 5.7 Up to (including) 5.7.9 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2204 
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CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 5.8 Up to (including) 5.8.7 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2205 
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Affected Version(s): From (including) 5.9 Up to (including) 5.9.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

Auth. Stored 

(contributor+) 

Cross-Site Scripting 

(XSS) vulnerability 

in WordPress 

core 6.3 through 

6.3.1, from 6.2 

through 6.2.2, from 

6.1 through 6.1.3, 

from 6.0 through 

6.0.5, from 5.9 

through 5.9.7 and 

Gutenberg plugin 

<= 16.8.0 versions. 

CVE ID : CVE-

2023-38000 

N/A 
A-WOR-WORD-

031123/2206 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2207 
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from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 6.0 Up to (including) 6.0.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

Auth. Stored 

(contributor+) 

Cross-Site Scripting 

(XSS) vulnerability 

in WordPress 

core 6.3 through 

6.3.1, from 6.2 

through 6.2.2, from 

6.1 through 6.1.3, 

from 6.0 through 

6.0.5, from 5.9 

through 5.9.7 and 

Gutenberg plugin 

<= 16.8.0 versions. 

CVE ID : CVE-

2023-38000 

N/A 
A-WOR-WORD-

031123/2208 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2209 
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5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 6.1 Up to (including) 6.1.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

Auth. Stored 

(contributor+) 

Cross-Site Scripting 

(XSS) vulnerability 

in WordPress 

core 6.3 through 

6.3.1, from 6.2 

through 6.2.2, from 

6.1 through 6.1.3, 

from 6.0 through 

6.0.5, from 5.9 

through 5.9.7 and 

N/A 
A-WOR-WORD-

031123/2210 
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Gutenberg plugin 

<= 16.8.0 versions. 

CVE ID : CVE-

2023-38000 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2211 
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CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 6.2 Up to (including) 6.2.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

Auth. Stored 

(contributor+) 

Cross-Site Scripting 

(XSS) vulnerability 

in WordPress 

core 6.3 through 

6.3.1, from 6.2 

through 6.2.2, from 

6.1 through 6.1.3, 

from 6.0 through 

6.0.5, from 5.9 

through 5.9.7 and 

Gutenberg plugin 

<= 16.8.0 versions. 

CVE ID : CVE-

2023-38000 

N/A 
A-WOR-WORD-

031123/2212 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2213 
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5.0.19, from 4.9 

through 4.9.23, 

from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 6.3 Up to (excluding) 6.3.2 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

13-Oct-2023 4.3 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

in WordPress from 

6.3 through 6.3.1, 

from 6.2 through 

6.2.2, from 6.1 

through 6.13, from 

6.0 through 6.0.5, 

from 5.9 through 

5.9.7, from 5.8 

through 5.8.7, from 

5.7 through 5.7.9, 

from 5.6 through 

5.6.11, from 5.5 

through 5.5.12, 

from 5.4 through 

5.4.13, from 5.3 

through 5.3.15, 

from 5.2 through 

5.2.18, from 5.1 

through 5.1.16, 

from 5.0 through 

5.0.19, from 4.9 

through 4.9.23, 

https://patchs

tack.com/artic

les/wordpres

s-core-6-3-2-

security-

update-

technical-

advisory?_s_id

=cve 

A-WOR-WORD-

031123/2214 
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from 4.8 through 

4.8.22, from 4.7 

through 4.7.26, 

from 4.6 through 

4.6.26, from 4.5 

through 4.5.29, 

from 4.4 through 

4.4.30, from 4.3 

through 4.3.31, 

from 4.2 through 

4.2.35, from 4.1 

through 4.1.38. 

CVE ID : CVE-

2023-39999 

Affected Version(s): From (including) 6.3 Up to (including) 6.3.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

13-Oct-2023 5.4 

Auth. Stored 

(contributor+) 

Cross-Site Scripting 

(XSS) vulnerability 

in WordPress 

core 6.3 through 

6.3.1, from 6.2 

through 6.2.2, from 

6.1 through 6.1.3, 

from 6.0 through 

6.0.5, from 5.9 

through 5.9.7 and 

Gutenberg plugin 

<= 16.8.0 versions. 

CVE ID : CVE-

2023-38000 

N/A 
A-WOR-WORD-

031123/2215 

Vendor: wp-copyprotect_project 

Product: wp-copyprotect 

Affected Version(s): * Up to (including) 3.1.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

04-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Chetan Gole WP-

CopyProtect 

[Protect your blog 

N/A 
A-WP--WP-C-

031123/2216 
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posts] plugin 

<= 3.1.0 versions. 

CVE ID : CVE-

2023-37995 

Vendor: wp-copyrightpro 

Product: wp-copyrightpro 

Affected Version(s): * Up to (including) 2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Andres Felipe 

Perea V. 

CopyRightPro 

plugin <= 2.1 

versions. 

CVE ID : CVE-

2023-44476 

N/A 
A-WP--WP-C-

031123/2217 

Vendor: wp-flybox_project 

Product: wp-flybox 

Affected Version(s): * Up to (including) 6.46 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Cyle Conoly WP-

FlyBox plugin 

<= 6.46 versions. 

CVE ID : CVE-

2023-38381 

N/A 
A-WP--WP-F-

031123/2218 

Vendor: wpadminify 

Product: wp_adminify 

Affected Version(s): * Up to (including) 3.1.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Jewel Theme WP 

Adminify plugin 

<= 3.1.6 versions. 

N/A 
A-WPA-WP_A-

031123/2219 
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('Cross-site 

Scripting') 

CVE ID : CVE-

2023-44266 

Vendor: wpcentral 

Product: wpcentral 

Affected Version(s): * Up to (including) 1.5.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Softaculous Ltd. 

WpCentral plugin 

<= 1.5.7 versions. 

CVE ID : CVE-

2023-41854 

N/A 
A-WPC-WPCE-

031123/2220 

Vendor: wpdoctor 

Product: woocommerce_login_redirect 

Affected Version(s): * Up to (including) 2.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in WP 

Doctor 

WooCommerce 

Login Redirect 

plugin <= 2.2.4 

versions. 

CVE ID : CVE-

2023-44995 

N/A 
A-WPD-WOOC-

031123/2221 

Vendor: wpforms 

Product: wp_mail_smtp 

Affected Version(s): * Up to (including) 3.8.0 

Missing 

Authorizati

on 

04-Oct-2023 5.3 

The WP Mail SMTP 

Pro plugin for 

WordPress is 

vulnerable to 

unauthorized 

access of data due 

to a missing 

capability check on 

the is_print_page 

function in versions 

N/A 
A-WPF-WP_M-

031123/2222 
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up to, and 

including, 3.8.0. 

This makes it 

possible for 

unauthenticated 

attackers to 

disclose potentially 

sensitive email 

information. 

CVE ID : CVE-

2023-3213 

Vendor: wpgens 

Product: swifty_bar 

Affected Version(s): * Up to (including) 1.2.10 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

WPGens Swifty Bar, 

sticky bar by 

WPGens plugin 

<= 1.2.10 versions. 

CVE ID : CVE-

2023-41737 

N/A 
A-WPG-SWIF-

031123/2223 

Vendor: wpicalavailability 

Product: wp_ical_availability 

Affected Version(s): * Up to (including) 1.0.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in WP 

iCal Availability 

plugin <= 1.0.3 

versions. 

CVE ID : CVE-

2023-41853 

N/A 
A-WPI-WP_I-

031123/2224 

Vendor: wponlinesupport 

Product: wp_responsive_header_image_slider 

Affected Version(s): * Up to (including) 3.2.1 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

The WP Responsive 

header image slider 

plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via 

'sp_responsiveslide

r' shortcode in 

versions up to, and 

including, 3.2.1 due 

to insufficient input 

sanitization and 

output escaping on 

user supplied 

attributes. This 

makes it possible 

for authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an injected 

page. 

CVE ID : CVE-

2023-5334 

N/A 
A-WPO-WP_R-

031123/2225 

Vendor: wpsynchro 

Product: wp_synchro 

Affected Version(s): * Up to (including) 1.9.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

WPSynchro WP 

Synchro plugin 

<= 1.9.1 versions. 

CVE ID : CVE-

2023-41660 

N/A 
A-WPS-WP_S-

031123/2226 
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Vendor: wp_gallery_metabox_project 

Product: wp_gallery_metabox 

Affected Version(s): * Up to (including) 1.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Hardik Kalathiya 

WP Gallery 

Metabox plugin 

<= 1.0.0 versions. 

CVE ID : CVE-

2023-41876 

N/A 
A-WP_-WP_G-

031123/2227 

Vendor: X.org 

Product: libx11 

Affected Version(s): * Up to (excluding) 1.8.7 

Integer 

Overflow 

or 

Wraparoun

d 

10-Oct-2023 7.8 

A vulnerability was 

found in libX11 due 

to an integer 

overflow within the 

XCreateImage() 

function. This flaw 

allows a local user 

to trigger an 

integer overflow 

and execute 

arbitrary code with 

elevated privileges. 

CVE ID : CVE-

2023-43787 

N/A 
A-X.O-LIBX-

031123/2228 

Out-of-

bounds 

Read 

10-Oct-2023 5.5 

A vulnerability was 

found in libX11 due 

to a boundary 

condition within 

the 

_XkbReadKeySyms(

) function. This flaw 

allows a local user 

to trigger an out-of-

bounds read error 

and read the 

contents of 

N/A 
A-X.O-LIBX-

031123/2229 
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memory on the 

system. 

CVE ID : CVE-

2023-43785 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

10-Oct-2023 5.5 

A vulnerability was 

found in libX11 due 

to an infinite loop 

within the 

PutSubImage() 

function. This flaw 

allows a local user 

to consume all 

available system 

resources and 

cause a denial of 

service condition. 

CVE ID : CVE-

2023-43786 

N/A 
A-X.O-LIBX-

031123/2230 

Product: libxpm 

Affected Version(s): * Up to (excluding) 3.5.17 

Out-of-

bounds 

Read 

10-Oct-2023 5.5 

A vulnerability was 

found in libXpm 

due to a boundary 

condition within 

the 

XpmCreateXpmIma

geFromBuffer() 

function. This flaw 

allows a local to 

trigger an out-of-

bounds read error 

and read the 

contents of 

memory on the 

system. 

CVE ID : CVE-

2023-43788 

N/A 
A-X.O-LIBX-

031123/2231 

Vendor: xinje 

Product: xdppro 

Affected Version(s): * Up to (including) 3.7.17a 
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Uncontroll

ed Search 

Path 

Element 

09-Oct-2023 7.8 

A vulnerability was 

found in XINJE 

XDPPro up to 

3.7.17a. It has been 

rated as critical. 

Affected by this 

issue is some 

unknown 

functionality in the 

library 

cfgmgr32.dll. The 

manipulation leads 

to uncontrolled 

search path. An 

attack has to be 

approached locally. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241586 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5463 

N/A 
A-XIN-XDPP-

031123/2232 

Vendor: Xiph 

Product: vorbis-tools 

Affected Version(s): 1.4.2 

Out-of-

bounds 

Write 

02-Oct-2023 7.8 

Buffer Overflow 

vulnerability in 

Vorbis-tools v.1.4.2 

allows a local 

attacker to execute 

arbitrary code and 

cause a denial of 

https://xiph.o

rg/vorbis/ 

A-XIP-VORB-

031123/2233 
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service during the 

conversion of wav 

files to ogg files. 

CVE ID : CVE-

2023-43361 

Vendor: Xmlsoft 

Product: libxml2 

Affected Version(s): * Up to (including) 2.11.5 

Use After 

Free 
06-Oct-2023 6.5 

** DISPUTED ** 

libxml2 through 

2.11.5 has a use-

after-free that can 

only occur after a 

certain memory 

allocation fails. This 

occurs in 

xmlUnlinkNode in 

tree.c. NOTE: the 

vendor's position is 

"I don't think these 

issues are critical 

enough to warrant 

a CVE ID ... because 

an attacker 

typically can't 

control when 

memory allocations 

fail." 

CVE ID : CVE-

2023-45322 

https://gitlab.

gnome.org/G

NOME/libxml

2/-

/issues/583, 

https://gitlab.

gnome.org/G

NOME/libxml

2/-

/issues/344, 

http://www.o

penwall.com/l

ists/oss-

security/2023

/10/06/5 

A-XML-LIBX-

031123/2234 

Vendor: Xwiki 

Product: change_request 

Affected Version(s): From (including) 0.11 Up to (excluding) 1.9.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

12-Oct-2023 9.6 

Change Request is 

an pplication 

allowing users to 

request changes on 

a wiki without 

publishing the 

changes directly. 

Starting in version 

https://github

.com/xwiki-

contrib/applic

ation-

changereques

t/commit/756

5e720117f73

102f5a27623

A-XWI-CHAN-

031123/2235 
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('Cross-site 

Scripting') 

0.11 and prior to 

version 1.9.2, it's 

possible for a user 

without any 

specific right to 

perform script 

injection and 

remote code 

execution just by 

inserting an 

appropriate title 

when creating a 

new Change 

Request. This 

vulnerability is 

particularly critical 

as Change Request 

aims at being 

created by user 

without any 

particular rights. 

The vulnerability 

has been fixed in 

Change Request 

1.9.2. It's possible 

to workaround the 

issue without 

upgrading by 

editing the 

document 

`ChangeRequest.Co

de.ChangeRequestS

heet` and by 

performing the 

same change as in 

the fix commit. 

CVE ID : CVE-

2023-45138 

9eabfe85e15c

ff4, 

https://github

.com/xwiki-

contrib/applic

ation-

changereques

t/security/ad

visories/GHSA

-f776-w9v2-

7vfj 

Vendor: yasglobal 

Product: http_auth 

Affected Version(s): * Up to (excluding) 1.0.0 
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Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Sami Ahmed 

Siddiqui HTTP Auth 

plugin <= 0.3.2 

versions. 

CVE ID : CVE-

2023-27435 

N/A 
A-YAS-HTTP-

031123/2236 

Product: make_paths_relative 

Affected Version(s): * Up to (including) 1.3.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

04-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in YAS 

Global Team Make 

Paths Relative 

plugin <= 1.3.0 

versions. 

CVE ID : CVE-

2023-27433 

N/A 
A-YAS-MAKE-

031123/2237 

Vendor: yasglobalizer 

Product: permalinks_customizer 

Affected Version(s): * Up to (including) 2.8.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-Oct-2023 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in YAS 

Global Team 

Permalinks 

Customizer plugin 

<= 2.8.2 versions. 

CVE ID : CVE-

2023-45103 

N/A 
A-YAS-PERM-

031123/2238 

Vendor: yydevelopment 

Product: back_to_the_top_button 

Affected Version(s): * Up to (including) 2.1.5 

Improper 

Neutralizat

ion of 

Input 

02-Oct-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

N/A 
A-YYD-BACK-

031123/2239 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

YYDevelopment 

Back To The Top 

Button plugin 

<= 2.1.5 versions. 

CVE ID : CVE-

2023-41733 

Vendor: yzh66 

Product: sandbox 

Affected Version(s): 6.1.0 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

14-Oct-2023 6.5 

A vulnerability was 

found in yhz66 

Sandbox 6.1.0. It 

has been rated as 

problematic. 

Affected by this 

issue is some 

unknown 

functionality of the 

file /im/user/ of 

the component 

User Data Handler. 

The manipulation 

leads to 

information 

disclosure. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-242144. 

CVE ID : CVE-

2023-5579 

N/A 
A-YZH-SAND-

031123/2240 

Vendor: Zabbix 

Product: Zabbix 

Affected Version(s): 7.0.0 

Incorrect 

Permission 

Assignmen

t for 

12-Oct-2023 8.8 

Memory pointer is 

in a property of the 

Ducktape object. 

This leads to 

multiple 

https://suppo

rt.zabbix.com/

browse/ZBX-

23391 

A-ZAB-ZABB-

031123/2241 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1258 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Critical 

Resource 

vulnerabilities 

related to direct 

memory access and 

manipulation. 

CVE ID : CVE-

2023-32724 

Out-of-

bounds 

Write 

12-Oct-2023 7.8 

The 

zabbix/src/libs/zb

xjson module is 

vulnerable to a 

buffer overflow 

when parsing JSON 

files via 

zbx_json_open. 

CVE ID : CVE-

2023-32722 

https://suppo

rt.zabbix.com/

browse/ZBX-

23390 

A-ZAB-ZABB-

031123/2242 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Oct-2023 5.4 

A stored XSS has 

been found in the 

Zabbix web 

application in the 

Maps element if a 

URL field is set with 

spaces before URL. 

CVE ID : CVE-

2023-32721 

https://suppo

rt.zabbix.com/

browse/ZBX-

23389 

A-ZAB-ZABB-

031123/2243 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.5 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

12-Oct-2023 8.8 

Memory pointer is 

in a property of the 

Ducktape object. 

This leads to 

multiple 

vulnerabilities 

related to direct 

memory access and 

manipulation. 

CVE ID : CVE-

2023-32724 

https://suppo

rt.zabbix.com/

browse/ZBX-

23391 

A-ZAB-ZABB-

031123/2244 

Out-of-

bounds 

Write 

12-Oct-2023 7.8 

The 

zabbix/src/libs/zb

xjson module is 

vulnerable to a 

https://suppo

rt.zabbix.com/

browse/ZBX-

23390 

A-ZAB-ZABB-

031123/2245 
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buffer overflow 

when parsing JSON 

files via 

zbx_json_open. 

CVE ID : CVE-

2023-32722 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Oct-2023 5.4 

A stored XSS has 

been found in the 

Zabbix web 

application in the 

Maps element if a 

URL field is set with 

spaces before URL. 

CVE ID : CVE-

2023-32721 

https://suppo

rt.zabbix.com/

browse/ZBX-

23389 

A-ZAB-ZABB-

031123/2246 

Affected Version(s): 4.0.19 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

12-Oct-2023 9.1 

Request to LDAP is 

sent before user 

permissions are 

checked. 

CVE ID : CVE-

2023-32723 

https://suppo

rt.zabbix.com/

browse/ZBX-

23230 

A-ZAB-ZABB-

031123/2247 

Affected Version(s): 4.4.7 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

12-Oct-2023 9.1 

Request to LDAP is 

sent before user 

permissions are 

checked. 

CVE ID : CVE-

2023-32723 

https://suppo

rt.zabbix.com/

browse/ZBX-

23230 

A-ZAB-ZABB-

031123/2248 

Affected Version(s): 5.0.0 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

12-Oct-2023 9.1 

Request to LDAP is 

sent before user 

permissions are 

checked. 

CVE ID : CVE-

2023-32723 

https://suppo

rt.zabbix.com/

browse/ZBX-

23230 

A-ZAB-ZABB-

031123/2249 

Affected Version(s): From (including) 4.0.0 Up to (excluding) 4.0.19 

Incorrect 

Permission 
12-Oct-2023 9.1 Request to LDAP is 

sent before user 

https://suppo

rt.zabbix.com/

A-ZAB-ZABB-

031123/2250 
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Assignmen

t for 

Critical 

Resource 

permissions are 

checked. 

CVE ID : CVE-

2023-32723 

browse/ZBX-

23230 

Affected Version(s): From (including) 4.0.0 Up to (including) 4.0.47 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Oct-2023 5.4 

A stored XSS has 

been found in the 

Zabbix web 

application in the 

Maps element if a 

URL field is set with 

spaces before URL. 

CVE ID : CVE-

2023-32721 

https://suppo

rt.zabbix.com/

browse/ZBX-

23389 

A-ZAB-ZABB-

031123/2251 

Affected Version(s): From (including) 4.4.0 Up to (excluding) 4.4.7 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

12-Oct-2023 9.1 

Request to LDAP is 

sent before user 

permissions are 

checked. 

CVE ID : CVE-

2023-32723 

https://suppo

rt.zabbix.com/

browse/ZBX-

23230 

A-ZAB-ZABB-

031123/2252 

Affected Version(s): From (including) 5.0.0 Up to (including) 5.0.36 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

12-Oct-2023 8.8 

Memory pointer is 

in a property of the 

Ducktape object. 

This leads to 

multiple 

vulnerabilities 

related to direct 

memory access and 

manipulation. 

CVE ID : CVE-

2023-32724 

https://suppo

rt.zabbix.com/

browse/ZBX-

23391 

A-ZAB-ZABB-

031123/2253 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

12-Oct-2023 5.4 

A stored XSS has 

been found in the 

Zabbix web 

application in the 

Maps element if a 

URL field is set with 

spaces before URL. 

https://suppo

rt.zabbix.com/

browse/ZBX-

23389 

A-ZAB-ZABB-

031123/2254 
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('Cross-site 

Scripting') 

CVE ID : CVE-

2023-32721 

Affected Version(s): From (including) 6.0.0 Up to (including) 6.0.20 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

12-Oct-2023 8.8 

Memory pointer is 

in a property of the 

Ducktape object. 

This leads to 

multiple 

vulnerabilities 

related to direct 

memory access and 

manipulation. 

CVE ID : CVE-

2023-32724 

https://suppo

rt.zabbix.com/

browse/ZBX-

23391 

A-ZAB-ZABB-

031123/2255 

Out-of-

bounds 

Write 

12-Oct-2023 7.8 

The 

zabbix/src/libs/zb

xjson module is 

vulnerable to a 

buffer overflow 

when parsing JSON 

files via 

zbx_json_open. 

CVE ID : CVE-

2023-32722 

https://suppo

rt.zabbix.com/

browse/ZBX-

23390 

A-ZAB-ZABB-

031123/2256 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Oct-2023 5.4 

A stored XSS has 

been found in the 

Zabbix web 

application in the 

Maps element if a 

URL field is set with 

spaces before URL. 

CVE ID : CVE-

2023-32721 

https://suppo

rt.zabbix.com/

browse/ZBX-

23389 

A-ZAB-ZABB-

031123/2257 

Product: zabbix-agent2 

Affected Version(s): From (including) 5.0.0 Up to (excluding) 5.0.35 

Improper 

Control of 

Generation 

of Code 

12-Oct-2023 9.8 

Templates do not 

properly consider 

backticks (`) as 

Javascript string 

delimiters, and do 

not escape them as 

https://suppo

rt.zabbix.com/

browse/ZBX-

23388 

A-ZAB-ZABB-

031123/2258 
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('Code 

Injection') 

expected. Backticks 

are used, since ES6, 

for JS template 

literals. If a 

template contains a 

Go template action 

within a Javascript 

template literal, the 

contents of the 

action can be used 

to terminate the 

literal, injecting 

arbitrary Javascript 

code into the Go 

template. As ES6 

template literals 

are rather complex, 

and themselves can 

do string 

interpolation, the 

decision was made 

to simply disallow 

Go template actions 

from being used 

inside of them (e.g., 

"var a = {{.}}"), 

since there is no 

obviously safe way 

to allow this 

behavior. This 

takes the same 

approach as 

github.com/google

/safehtml. With fix, 

Template. Parse 

returns an Error 

when it encounters 

templates like this, 

with an ErrorCode 

of value 12. This 

ErrorCode is 

currently 

unexported but will 

be exported in the 
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release of Go 1.21. 

Users who rely on 

the previous 

behavior can re-

enable it using the 

GODEBUG flag 

jstmpllitinterp=1, 

with the caveat that 

backticks will now 

be escaped. This 

should be used 

with caution. 

CVE ID : CVE-

2023-29453 

Affected Version(s): From (including) 6.0.0 Up to (excluding) 6.0.18 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

12-Oct-2023 9.8 

Templates do not 

properly consider 

backticks (`) as 

Javascript string 

delimiters, and do 

not escape them as 

expected. Backticks 

are used, since ES6, 

for JS template 

literals. If a 

template contains a 

Go template action 

within a Javascript 

template literal, the 

contents of the 

action can be used 

to terminate the 

literal, injecting 

arbitrary Javascript 

code into the Go 

template. As ES6 

template literals 

are rather complex, 

and themselves can 

do string 

interpolation, the 

decision was made 

to simply disallow 

https://suppo

rt.zabbix.com/

browse/ZBX-

23388 

A-ZAB-ZABB-

031123/2259 
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Go template actions 

from being used 

inside of them (e.g., 

"var a = {{.}}"), 

since there is no 

obviously safe way 

to allow this 

behavior. This 

takes the same 

approach as 

github.com/google

/safehtml. With fix, 

Template. Parse 

returns an Error 

when it encounters 

templates like this, 

with an ErrorCode 

of value 12. This 

ErrorCode is 

currently 

unexported but will 

be exported in the 

release of Go 1.21. 

Users who rely on 

the previous 

behavior can re-

enable it using the 

GODEBUG flag 

jstmpllitinterp=1, 

with the caveat that 

backticks will now 

be escaped. This 

should be used 

with caution. 

CVE ID : CVE-

2023-29453 

Affected Version(s): From (including) 6.4.0 Up to (excluding) 6.4.3 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

12-Oct-2023 9.8 

Templates do not 

properly consider 

backticks (`) as 

Javascript string 

delimiters, and do 

not escape them as 

https://suppo

rt.zabbix.com/

browse/ZBX-

23388 

A-ZAB-ZABB-

031123/2260 
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expected. Backticks 

are used, since ES6, 

for JS template 

literals. If a 

template contains a 

Go template action 

within a Javascript 

template literal, the 

contents of the 

action can be used 

to terminate the 

literal, injecting 

arbitrary Javascript 

code into the Go 

template. As ES6 

template literals 

are rather complex, 

and themselves can 

do string 

interpolation, the 

decision was made 

to simply disallow 

Go template actions 

from being used 

inside of them (e.g., 

"var a = {{.}}"), 

since there is no 

obviously safe way 

to allow this 

behavior. This 

takes the same 

approach as 

github.com/google

/safehtml. With fix, 

Template. Parse 

returns an Error 

when it encounters 

templates like this, 

with an ErrorCode 

of value 12. This 

ErrorCode is 

currently 

unexported but will 

be exported in the 
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release of Go 1.21. 

Users who rely on 

the previous 

behavior can re-

enable it using the 

GODEBUG flag 

jstmpllitinterp=1, 

with the caveat that 

backticks will now 

be escaped. This 

should be used 

with caution. 

CVE ID : CVE-

2023-29453 

Vendor: zitadel 

Product: zitadel 

Affected Version(s): * Up to (including) 2.37.2 

Weak 

Password 

Recovery 

Mechanism 

for 

Forgotten 

Password 

10-Oct-2023 5.3 

ZITADEL provides 

identity 

infrastructure. In 

versions 2.37.2 and 

prior, ZITADEL 

administrators can 

enable a setting 

called "Ignoring 

unknown 

usernames" which 

helps mitigate 

attacks that try to 

guess/enumerate 

usernames. While 

this settings was 

properly working 

during the 

authentication 

process it did not 

work correctly on 

the password reset 

flow. This meant 

that even if this 

feature was active 

that an attacker 

https://github

.com/zitadel/

zitadel/securi

ty/advisories/

GHSA-v683-

rcxx-vpff 

A-ZIT-ZITA-

031123/2261 
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could use the 

password reset 

function to verify if 

an account exist 

within ZITADEL. 

This bug has been 

patched in versions 

2.37.3 and 2.38.0. 

No known 

workarounds are 

available. 

CVE ID : CVE-

2023-44399 

Vendor: Zlib 

Product: zlib 

Affected Version(s): * Up to (including) 1.3 

Integer 

Overflow 

or 

Wraparoun

d 

14-Oct-2023 9.8 

MiniZip in zlib 

through 1.3 has an 

integer overflow 

and resultant heap-

based buffer 

overflow in 

zipOpenNewFileInZ

ip4_64 via a long 

filename, comment, 

or extra field. 

NOTE: MiniZip is 

not a supported 

part of the zlib 

product. 

CVE ID : CVE-

2023-45853 

https://github

.com/madler/

zlib/pull/843, 

https://chrom

ium.googlesou

rce.com/chro

mium/src/+/

d709fb23806

85884713102

7da95ef4c548

813356, 

https://chrom

ium.googlesou

rce.com/chro

mium/src/+/

de29dd6c715

1d3cd37cb4cf

0036800ddfb

1d8b61 

A-ZLI-ZLIB-

031123/2262 

Vendor: Zope 

Product: Zope 

Affected Version(s): From (including) 4.0 Up to (excluding) 4.8.11 

Improper 

Neutralizat

ion of 

04-Oct-2023 4.8 
Zope is an open-

source web 

application server. 

https://github

.com/zopefou

ndation/Zope

A-ZOP-ZOPE-

031123/2263 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

The title property, 

available on most 

Zope objects, can be 

used to store script 

code that is 

executed while 

viewing the 

affected object in 

the Zope 

Management 

Interface (ZMI). All 

versions of Zope 4 

and Zope 5 are 

affected. Patches 

will be released 

with Zope versions 

4.8.11 and 5.8.6. 

CVE ID : CVE-

2023-44389 

/security/advi

sories/GHSA-

m755-gxxg-

r5qh, 

https://github

.com/zopefou

ndation/Zope

/commit/aeaf

2cdc80dff608

15e3706af448

f086ddc3b98

d, 

https://github

.com/zopefou

ndation/Zope

/commit/21df

a78609ffd8b6

bd814380567

8ebbacae5141

a 

Affected Version(s): From (including) 5.0 Up to (excluding) 5.8.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 4.8 

Zope is an open-

source web 

application server. 

The title property, 

available on most 

Zope objects, can be 

used to store script 

code that is 

executed while 

viewing the 

affected object in 

the Zope 

Management 

Interface (ZMI). All 

versions of Zope 4 

and Zope 5 are 

affected. Patches 

will be released 

with Zope versions 

4.8.11 and 5.8.6. 

CVE ID : CVE-

2023-44389 

https://github

.com/zopefou

ndation/Zope

/security/advi

sories/GHSA-

m755-gxxg-

r5qh, 

https://github

.com/zopefou

ndation/Zope

/commit/aeaf

2cdc80dff608

15e3706af448

f086ddc3b98

d, 

https://github

.com/zopefou

ndation/Zope

/commit/21df

a78609ffd8b6

bd814380567

A-ZOP-ZOPE-

031123/2264 
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8ebbacae5141

a 

Vendor: zzzcms 

Product: zzzcms 

Affected Version(s): 2.2.0 

Improper 

Neutralizat

ion of 

Script-

Related 

HTML Tags 

in a Web 

Page (Basic 

XSS) 

14-Oct-2023 5.4 

A vulnerability, 

which was 

classified as 

problematic, has 

been found in 

ZZZCMS 2.2.0. This 

issue affects some 

unknown 

processing of the 

component 

Personal Profile 

Page. The 

manipulation leads 

to basic cross site 

scripting. The 

attack may be 

initiated remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

associated 

identifier of this 

vulnerability is 

VDB-242147. 

CVE ID : CVE-

2023-5582 

N/A 
A-ZZZ-ZZZC-

031123/2265 

Hardware 

Vendor: 70mai 

Product: a500s 

Affected Version(s): - 

Missing 

Authentica

tion for 

09-Oct-2023 9.1 

Incorrect access 

control in 70mai 

a500s v1.2.119 

allows attackers to 

N/A 
H-70M-A500-

031123/2266 
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Critical 

Function 

directly access and 

delete the video 

files of the driving 

recorder through 

ftp and other 

protocols. 

CVE ID : CVE-

2023-43271 

Vendor: Broadcom 

Product: lsi_pci-sv92ex 

Affected Version(s): - 

Out-of-

bounds 

Write 

10-Oct-2023 7.8 

An issue was 

discovered in 

Broadcom) LSI PCI-

SV92EX Soft 

Modem Kernel 

Driver through 

2.2.100.1 (aka 

AGRSM64.sys). 

There is Local 

Privilege Escalation 

to SYSTEM via a 

Stack Overflow in 

RTLCopyMemory 

(IOCTL 0x1b2150). 

An attacker can 

exploit this to 

elevate privileges 

from a medium-

integrity process to 

SYSTEM. This can 

also be used to 

bypass kernel-level 

protections such as 

AV or PPL, because 

exploit code runs 

with high-integrity 

privileges and can 

be used in 

coordinated BYOVD 

(bring your own 

vulnerable driver) 

N/A 
H-BRO-LSI_-

031123/2267 
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ransomware 

campaigns. 

CVE ID : CVE-

2023-31096 

Vendor: byzoro 

Product: smart_s45f 

Affected Version(s): - 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

10-Oct-2023 8.8 

A vulnerability was 

found in Beijing 

Baichuo Smart 

S45F Multi-Service 

Secure Gateway 

Intelligent 

Management 

Platform up to 

20230928. It has 

been rated as 

critical. Affected by 

this issue is some 

unknown 

functionality of the 

file 

/sysmanage/updat

elib.php. The 

manipulation of the 

argument 

file_upload leads to 

unrestricted 

upload. The attack 

may be launched 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-241640. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

N/A 
H-BYZ-SMAR-

031123/2268 
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not respond in any 

way. 

CVE ID : CVE-

2023-5488 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

10-Oct-2023 8.8 

A vulnerability 

classified as critical 

has been found in 

Beijing Baichuo 

Smart S45F Multi-

Service Secure 

Gateway Intelligent 

Management 

Platform up to 

20230928. This 

affects an unknown 

part of the file 

/Tool/uploadfile.ph

p. The 

manipulation of the 

argument 

file_upload leads to 

unrestricted 

upload. It is 

possible to initiate 

the attack remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier VDB-

241641 was 

assigned to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5489 

N/A 
H-BYZ-SMAR-

031123/2269 
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Unrestricte

d Upload of 

File with 

Dangerous 

Type 

10-Oct-2023 8.8 

A vulnerability 

classified as critical 

was found in 

Beijing Baichuo 

Smart S45F Multi-

Service Secure 

Gateway Intelligent 

Management 

Platform up to 

20230928. This 

vulnerability affects 

unknown code of 

the file 

/useratte/userattes

tation.php. The 

manipulation of the 

argument web_img 

leads to 

unrestricted 

upload. The attack 

can be initiated 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. VDB-241642 

is the identifier 

assigned to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5490 

N/A 
H-BYZ-SMAR-

031123/2270 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

10-Oct-2023 8.8 

A vulnerability, 

which was 

classified as critical, 

has been found in 

Beijing Baichuo 

Smart S45F Multi-

N/A 
H-BYZ-SMAR-

031123/2271 
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Service Secure 

Gateway Intelligent 

Management 

Platform up to 

20230928. This 

issue affects some 

unknown 

processing of the 

file 

/sysmanage/updat

elib.php. The 

manipulation of the 

argument 

file_upload leads to 

unrestricted 

upload. The attack 

may be initiated 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The 

associated 

identifier of this 

vulnerability is 

VDB-241643. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5491 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

10-Oct-2023 8.8 

A vulnerability, 

which was 

classified as critical, 

was found in 

Beijing Baichuo 

Smart S45F Multi-

Service Secure 

Gateway Intelligent 

Management 

N/A 
H-BYZ-SMAR-

031123/2272 
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Platform up to 

20230928. Affected 

is an unknown 

function of the file 

/sysmanage/licenc

e.php. The 

manipulation of the 

argument 

file_upload leads to 

unrestricted 

upload. It is 

possible to launch 

the attack remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier of this 

vulnerability is 

VDB-241644. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5492 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

10-Oct-2023 8.8 

A vulnerability has 

been found in 

Beijing Baichuo 

Smart S45F Multi-

Service Secure 

Gateway Intelligent 

Management 

Platform up to 

20230928 and 

classified as critical. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

file 

N/A 
H-BYZ-SMAR-

031123/2273 
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/useratte/web.php. 

The manipulation 

of the argument 

file_upload leads to 

unrestricted 

upload. The attack 

can be launched 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-241645 was 

assigned to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5493 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

10-Oct-2023 8.8 

A vulnerability was 

found in Beijing 

Baichuo Smart 

S45F Multi-Service 

Secure Gateway 

Intelligent 

Management 

Platform up to 

20230928 and 

classified as critical. 

Affected by this 

issue is some 

unknown 

functionality of the 

file 

/log/download.php

. The manipulation 

of the argument file 

leads to os 

command injection. 

N/A 
H-BYZ-SMAR-

031123/2274 
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The attack may be 

launched remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241646 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5494 

Vendor: Cisco 

Product: catalyst_ie3200_rugged_switch 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-CATA-

031123/2275 
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with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: catalyst_ie3300_rugged_switch 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-CATA-

031123/2276 
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 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: catalyst_ie3400_rugged_switch 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-CATA-

031123/2277 
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operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: catalyst_ir1101 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-CATA-

031123/2278 
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remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: catalyst_ir1821-k9 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-CATA-

031123/2279 
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Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: catalyst_ir1831-k9 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

H-CIS-CATA-

031123/2280 
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application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

o-sa-rdocker-

uATbukKn 

Product: catalyst_ir1833-k9 

Affected Version(s): - 

Improper 

Privilege 
04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

https://sec.clo

udapps.cisco.c

om/security/c

H-CIS-CATA-

031123/2281 
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Manageme

nt 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

Product: catalyst_ir1835-k9 

Affected Version(s): - 
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Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-CATA-

031123/2282 
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Product: catalyst_ir8140h-k9 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-CATA-

031123/2283 
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production 

systems. 

CVE ID : CVE-

2023-20235 

Product: catalyst_ir8140h-p-k9 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-CATA-

031123/2284 
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to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: catalyst_ir8340-k9 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-CATA-

031123/2285 
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application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: ess-3300-24t-con-a 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-ESS--

031123/2286 
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using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: ess-3300-24t-con-e 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-ESS--

031123/2287 
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An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: ess-3300-24t-ncp-a 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-ESS--

031123/2288 
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they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: ess-3300-24t-ncp-e 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-ESS--

031123/2289 
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with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: ess-3300-con-a 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-ESS--

031123/2290 
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 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: ess-3300-con-e 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-ESS--

031123/2291 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1295 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: ess-3300-ncp-a 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-ESS--

031123/2292 
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remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Product: ess-3300-ncp-e 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

application hosting 

infrastructure in 

Cisco IOS XE 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

o-sa-rdocker-

uATbukKn 

H-CIS-ESS--

031123/2293 
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Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

Vendor: dcnetworks 

Product: dcfw-1800-sdc 

Affected Version(s): - 

Unrestricte

d Upload of 

File with 

04-Oct-2023 8.8 

File Upload 

vulnerability in 

Digital China 

Networks DCFW-

1800-SDC v.3.0 

N/A 
H-DCN-DCFW-

031123/2294 
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Dangerous 

Type 

allows an 

authenticated 

attacker to execute 

arbitrary code via 

the wget function in 

the 

/sbin/cloudadmin.s

h component. 

CVE ID : CVE-

2023-43321 

Vendor: deltaww 

Product: dvp32es200r 

Affected Version(s): - 

Improper 

Resource 

Shutdown 

or Release 

09-Oct-2023 7.5 

A vulnerability has 

been found in Delta 

Electronics 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

N/A 
H-DEL-DVP3-

031123/2295 
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CVE ID : CVE-

2023-5459 

Product: dvp32es200rc 

Affected Version(s): - 

Improper 

Resource 

Shutdown 

or Release 

09-Oct-2023 7.5 

A vulnerability has 

been found in Delta 

Electronics 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5459 

N/A 
H-DEL-DVP3-

031123/2296 

Product: dvp32es200re 

Affected Version(s): - 

Improper 

Resource 

Shutdown 

or Release 

09-Oct-2023 7.5 

A vulnerability has 

been found in Delta 

Electronics 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

N/A 
H-DEL-DVP3-

031123/2297 
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vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5459 

Product: dvp32es200t 

Affected Version(s): - 

Improper 

Resource 

Shutdown 

or Release 

09-Oct-2023 7.5 

A vulnerability has 

been found in Delta 

Electronics 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

N/A 
H-DEL-DVP3-

031123/2298 
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be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5459 

Product: dvp32es200tc 

Affected Version(s): - 

Improper 

Resource 

Shutdown 

or Release 

09-Oct-2023 7.5 

A vulnerability has 

been found in Delta 

Electronics 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

N/A 
H-DEL-DVP3-

031123/2299 
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not respond in any 

way. 

CVE ID : CVE-

2023-5459 

Product: dvp32es200te 

Affected Version(s): - 

Improper 

Resource 

Shutdown 

or Release 

09-Oct-2023 7.5 

A vulnerability has 

been found in Delta 

Electronics 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5459 

N/A 
H-DEL-DVP3-

031123/2300 

Product: dvp32es211t 

Affected Version(s): - 

Improper 

Resource 
09-Oct-2023 7.5 

A vulnerability has 

been found in Delta 

Electronics 

N/A 
H-DEL-DVP3-

031123/2301 
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Shutdown 

or Release 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5459 

Vendor: Dlink 

Product: dap-1860 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

10-Oct-2023 8.8 

A command 

injection in the 

parsing_xml_stasur

vey function inside 

libcgifunc.so of the 

D-Link DAP-X1860 

repeater 1.00 

through 1.01b05-

01 allows attackers 

(within range of the 

repeater) to run 

shell commands as 

N/A 
H-DLI-DAP--

031123/2302 
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root during the 

setup process of the 

repeater, via a 

crafted SSID. Also, 

network names 

containing single 

quotes (in the 

range of the 

repeater) can result 

in a denial of 

service. 

CVE ID : CVE-

2023-45208 

Product: dar-7000 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

01-Oct-2023 8.8 

** UNSUPPPORTED 

WHEN ASSIGNED 

** ** 

UNSUPPORTED 

WHEN ASSIGNED 

** A vulnerability 

was found in D-

Link DAR-7000 up 

to 20151231. It has 

been rated as 

critical. Affected by 

this issue is some 

unknown 

functionality of the 

file 

/sysmanage/edit_

manageadmin.php. 

The manipulation 

of the argument id 

leads to sql 

injection. The 

attack may be 

launched remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier of this 

https://suppo

rtannounceme

nt.us.dlink.co

m/announce

ment/publicat

ion.aspx?nam

e=SAP10354 

H-DLI-DAR--

031123/2303 
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vulnerability is 

VDB-240992. 

NOTE: This 

vulnerability only 

affects products 

that are no longer 

supported by the 

maintainer. NOTE: 

Vendor was 

contacted early and 

confirmed 

immediately that 

the product is end-

of-life. It should be 

retired and 

replaced. 

CVE ID : CVE-

2023-5322 

Product: dir-820l 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Oct-2023 9.8 

D-Link DIR-820L 

1.05B03 has a stack 

overflow 

vulnerability in the 

cancelPing 

function. 

CVE ID : CVE-

2023-44807 

https://www.

dlink.com/en/

security-

bulletin/ 

H-DLI-DIR--

031123/2304 

Product: dir-823g 

Affected Version(s): a1 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

CurrentPassword 

parameter in the 

CheckPasswdSettin

gs function. This 

vulnerability allows 

attackers to cause a 

https://www.

dlink.com/en/

security-

bulletin/ 

H-DLI-DIR--

031123/2305 
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Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44828 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

AdminPassword 

parameter in the 

SetDeviceSettings 

function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44829 

https://www.

dlink.com/en/

security-

bulletin/ 

H-DLI-DIR--

031123/2306 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

EndTime 

parameter in the 

SetParentsControlI

nfo function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44830 

https://www.

dlink.com/en/

security-

bulletin/ 

H-DLI-DIR--

031123/2307 

Buffer 

Copy 

without 

Checking 

Size of 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

https://www.

dlink.com/en/

security-

bulletin/ 

H-DLI-DIR--

031123/2308 
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Input 

('Classic 

Buffer 

Overflow') 

Type parameter in 

the 

SetWLanRadioSetti

ngs function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44831 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

MacAddress 

parameter in the 

SetWanSettings 

function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44832 

https://www.

dlink.com/en/

security-

bulletin/ 

H-DLI-DIR--

031123/2309 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

GuardInt 

parameter in the 

SetWLanRadioSetti

ngs function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

https://www.

dlink.com/en/

security-

bulletin/ 

H-DLI-DIR--

031123/2310 
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CVE ID : CVE-

2023-44833 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

StartTime 

parameter in the 

SetParentsControlI

nfo function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44834 

https://www.

dlink.com/en/

security-

bulletin/ 

H-DLI-DIR--

031123/2311 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

Mac parameter in 

the 

SetParentsControlI

nfo function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44835 

https://www.

dlink.com/en/

security-

bulletin/ 

H-DLI-DIR--

031123/2312 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

SSID parameter in 

the 

SetWLanRadioSetti

https://www.

dlink.com/en/

security-

bulletin/ 

H-DLI-DIR--

031123/2313 
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Buffer 

Overflow') 

ngs function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44836 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

Password 

parameter in the 

SetWanSettings 

function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44837 

https://www.

dlink.com/en/

security-

bulletin/ 

H-DLI-DIR--

031123/2314 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

TXPower 

parameter in the 

SetWLanRadioSetti

ngs function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44838 

https://www.

dlink.com/en/

security-

bulletin/ 

H-DLI-DIR--

031123/2315 

Buffer 

Copy 
05-Oct-2023 7.5 D-Link DIR-823G 

A1V1.0.2B05 was 

https://www.

dlink.com/en/

H-DLI-DIR--

031123/2316 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

discovered to 

contain a buffer 

overflow via the 

Encryption 

parameter in the 

SetWLanRadioSecu

rity function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44839 

security-

bulletin/ 

Product: dir-846 

Affected Version(s): - 

N/A 05-Oct-2023 8.8 

An issue in D-Link 

Wireless MU-MIMO 

Gigabit AC1200 

Router DIR-846 

firmware version 

100A53DBR-Retail 

allows a remote 

attacker to execute 

arbitrary code. 

CVE ID : CVE-

2023-43284 

N/A 
H-DLI-DIR--

031123/2317 

Product: dph-400se 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

11-Oct-2023 8.8 

An issue in DLINK 

DPH-400SE FRU 

2.2.15.8 allows a 

remote attacker to 

escalate privileges 

via the User Modify 

function in the 

Maintenance/Acces

s function 

component. 

CVE ID : CVE-

2023-43960 

N/A 
H-DLI-DPH--

031123/2318 
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Product: dsl-3782 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

10-Oct-2023 8.8 

An issue found in 

D-Link DSL-3782 

v.1.03 and before 

allows remote 

authenticated users 

to execute arbitrary 

code as root via the 

Router IP Address 

fields of the 

network settings 

page. 

CVE ID : CVE-

2023-44959 

N/A 
H-DLI-DSL--

031123/2319 

Vendor: elenos 

Product: etg150 

Affected Version(s): - 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

11-Oct-2023 6.5 

An Insecure Direct 

Object Reference 

(IDOR) 

vulnerability leads 

to events profiles 

access in Elenos 

ETG150 FM 

transmitter running 

on version 3.12. 

CVE ID : CVE-

2023-45396 

N/A 
H-ELE-ETG1-

031123/2320 

Vendor: eve 

Product: eve_door_and_window 

Affected Version(s): - 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

N/A 
H-EVE-EVE_-

031123/2321 
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Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

Vendor: Extremenetworks 

Product: ap1130 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP11-

031123/2322 

Product: ap122 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

H-EXT-AP12-

031123/2323 
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Buffer 

Overflow') 

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

Product: ap130 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP13-

031123/2324 

Product: ap150w 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP15-

031123/2325 

Product: ap250 

Affected Version(s): - 

Buffer 

Copy 

without 

04-Oct-2023 9.8 
IQ Engine before 

10.6r2 on Extreme 

Network AP 

https://comm

unity.extreme

networks.com

H-EXT-AP25-

031123/2326 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

Product: ap30 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP30-

031123/2327 

Product: ap3000 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP30-

031123/2328 

Product: ap3000x 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP30-

031123/2329 

Product: ap302w 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP30-

031123/2330 

Product: ap305c 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

H-EXT-AP30-

031123/2331 
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2023/ba-

p/96472 

Product: ap305c-1 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP30-

031123/2332 

Product: ap305cx 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP30-

031123/2333 

Product: ap4000 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

H-EXT-AP40-

031123/2334 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-35803 

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

Product: ap4000-1 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP40-

031123/2335 

Product: ap410c 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP41-

031123/2336 

Product: ap410c-1 

Affected Version(s): - 

Buffer 

Copy 

without 

04-Oct-2023 9.8 
IQ Engine before 

10.6r2 on Extreme 

Network AP 

https://comm

unity.extreme

networks.com

H-EXT-AP41-

031123/2337 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

Product: ap460c 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP46-

031123/2338 

Product: ap460s12c 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP46-

031123/2339 

Product: ap460s6c 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP46-

031123/2340 

Product: ap5010 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP50-

031123/2341 

Product: ap5050d 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

H-EXT-AP50-

031123/2342 
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2023/ba-

p/96472 

Product: ap5050u 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP50-

031123/2343 

Product: ap510c 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP51-

031123/2344 

Product: ap510cx 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

H-EXT-AP51-

031123/2345 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-35803 

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

Product: ap550 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP55-

031123/2346 

Product: ap630 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP63-

031123/2347 

Product: ap650 

Affected Version(s): - 

Buffer 

Copy 

without 

04-Oct-2023 9.8 
IQ Engine before 

10.6r2 on Extreme 

Network AP 

https://comm

unity.extreme

networks.com

H-EXT-AP65-

031123/2348 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

Product: ap650x 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

H-EXT-AP65-

031123/2349 

Vendor: f-logic 

Product: datacube4 

Affected Version(s): - 

Improper 

Authentica

tion 

02-Oct-2023 7.5 

A vulnerability 

classified as 

problematic was 

found in Field Logic 

DataCube4 up to 

20231001. This 

vulnerability affects 

unknown code of 

the file /api/ of the 

component Web 

API. The 

manipulation leads 

to improper 

authentication. The 

N/A 
H-F-L-DATA-

031123/2350 
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exploit has been 

disclosed to the 

public and may be 

used. VDB-241030 

is the identifier 

assigned to this 

vulnerability. 

CVE ID : CVE-

2023-5329 

Vendor: furunosystems 

Product: acera_1010 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2351 
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earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2352 
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in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 
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CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2353 
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firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_1020 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2354 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1328 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2355 
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in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 
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CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2356 
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firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_1110 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2357 
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earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2358 
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in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 
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CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2359 
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firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_1150i 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2360 
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earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2361 
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in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 
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CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2362 
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firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_1150w 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2363 
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earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2364 
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in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1342 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2365 
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firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_1210 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2366 
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earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2367 
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in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 
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CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2368 
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firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_1310 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2369 
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earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Improper 

Authentica

tion 

03-Oct-2023 8.8 

Authentication 

bypass 

vulnerability in 

ACERA 1320 

firmware ver.01.26 

and earlier, and 

ACERA 1310 

firmware ver.01.26 

and earlier allows a 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2370 
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network-adjacent 

unauthenticated 

attacker who can 

access the affected 

product to 

download 

configuration files 

and/or log files, 

and upload 

configuration files 

and/or firmware. 

They are affected 

when running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-42771 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

03-Oct-2023 5.7 

Path traversal 

vulnerability in 

ACERA 1320 

firmware ver.01.26 

and earlier, and 

ACERA 1310 

firmware ver.01.26 

and earlier allows a 

network-adjacent 

authenticated 

attacker to alter 

critical information 

such as system files 

by sending a 

specially crafted 

request. They are 

affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-43627 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2371 

Product: acera_1320 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2372 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1351 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Improper 

Authentica

tion 

03-Oct-2023 8.8 

Authentication 

bypass 

vulnerability in 

ACERA 1320 

firmware ver.01.26 

and earlier, and 

ACERA 1310 

firmware ver.01.26 

and earlier allows a 

network-adjacent 

unauthenticated 

attacker who can 

access the affected 

product to 

download 

configuration files 

and/or log files, 

and upload 

configuration files 

and/or firmware. 

They are affected 

when running in 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2373 
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ST(Standalone) 

mode. 

CVE ID : CVE-

2023-42771 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

03-Oct-2023 5.7 

Path traversal 

vulnerability in 

ACERA 1320 

firmware ver.01.26 

and earlier, and 

ACERA 1310 

firmware ver.01.26 

and earlier allows a 

network-adjacent 

authenticated 

attacker to alter 

critical information 

such as system files 

by sending a 

specially crafted 

request. They are 

affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-43627 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2374 

Product: acera_800st 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2375 
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sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 
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are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2376 
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earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2377 
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1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_810 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2378 
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sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 
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are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2379 
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earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2380 
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1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_850f 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2381 
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sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 
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are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2382 
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earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2383 
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1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_850m 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2384 
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sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 
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are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2385 
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earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2386 
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1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_900 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2387 
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sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 
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are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2388 
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earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2389 
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1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_950 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2390 
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sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 
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are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2391 
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earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

H-FUR-ACER-

031123/2392 
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1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Vendor: govee 

Product: led_strip 

Affected Version(s): - 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

N/A 
H-GOV-LED_-

031123/2393 
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hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

Vendor: HP 

Product: color_laserjet_enterprise_5700_49k98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2394 

Product: color_laserjet_enterprise_5700_6qn28a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2395 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_6700_49l00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2396 

Product: color_laserjet_enterprise_6700_4y280a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2397 

Product: color_laserjet_enterprise_6700_58m42a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2398 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_6700_6qn33a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2399 

Product: color_laserjet_enterprise_6701_49l00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2400 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_6701_4y280a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2401 

Product: color_laserjet_enterprise_6701_58m42a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2402 

Product: color_laserjet_enterprise_6701_6qn33a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2403 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_flow_mfp_5800_58r10a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2404 

Product: color_laserjet_enterprise_flow_mfp_5800_6qn29a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2405 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_flow_mfp_5800_6qn30a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2406 

Product: color_laserjet_enterprise_flow_mfp_5800_6qn31a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2407 

Product: color_laserjet_enterprise_flow_mfp_6800_49k84a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2408 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_flow_mfp_6800_4y279a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2409 

Product: color_laserjet_enterprise_flow_mfp_6800_6qn35a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2410 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_flow_mfp_6800_6qn36a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2411 

Product: color_laserjet_enterprise_flow_mfp_6800_6qn37a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2412 

Product: color_laserjet_enterprise_flow_mfp_6800_6qn38a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2413 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_flow_mfp_m577_b5l46a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2414 

Product: color_laserjet_enterprise_flow_mfp_m577_b5l47a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2415 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_flow_mfp_m577_b5l48a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2416 

Product: color_laserjet_enterprise_flow_mfp_m577_b5l54a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2417 

Product: color_laserjet_enterprise_flow_mfp_m578_7zu85a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2418 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_flow_mfp_m578_7zu86a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2419 

Product: color_laserjet_enterprise_flow_mfp_m578_7zu87a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2420 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_flow_mfp_m578_7zu88a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2421 

Product: color_laserjet_enterprise_flow_mfp_m681_j8a10a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2422 

Product: color_laserjet_enterprise_flow_mfp_m681_j8a11a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2423 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_flow_mfp_m681_j8a12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2424 

Product: color_laserjet_enterprise_flow_mfp_m681_j8a13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2425 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_flow_mfp_m682_j8a16a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2426 

Product: color_laserjet_enterprise_flow_mfp_m682_j8a17a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2427 

Product: color_laserjet_enterprise_flow_mfp_m776_t3u55a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2428 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_flow_mfp_m776_t3u56a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2429 

Product: color_laserjet_enterprise_flow_mfp_x57945_49k97av 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2430 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_flow_mfp_x57945_6qp98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2431 

Product: color_laserjet_enterprise_flow_mfp_x57945_6qp99a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2432 

Product: color_laserjet_enterprise_m455_3pz95a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2433 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_m553_b5l24a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2434 

Product: color_laserjet_enterprise_m553_b5l25a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2435 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_m553_b5l26a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2436 

Product: color_laserjet_enterprise_m553_b5l38a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2437 

Product: color_laserjet_enterprise_m553_b5l39a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2438 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1395 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_m553_bl27a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2439 

Product: color_laserjet_enterprise_m554_7zu78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2440 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_m554_7zu79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2441 

Product: color_laserjet_enterprise_m554_7zu81a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2442 

Product: color_laserjet_enterprise_m555_7zu78a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2443 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_m555_7zu79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2444 

Product: color_laserjet_enterprise_m555_7zu81a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2445 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_m652_j7z98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2446 

Product: color_laserjet_enterprise_m652_j7z99a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2447 

Product: color_laserjet_enterprise_m653_j8a04a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2448 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_m653_j8a05a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2449 

Product: color_laserjet_enterprise_m653_j8a06a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2450 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_m751_t3u43a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2451 

Product: color_laserjet_enterprise_m751_t3u44a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2452 

Product: color_laserjet_enterprise_m856_t3u51a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2453 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_m856_t3u52a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2454 

Product: color_laserjet_enterprise_mfp_5800_49k96av 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2455 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_mfp_5800_58r10a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2456 

Product: color_laserjet_enterprise_mfp_5800_6qn29a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2457 

Product: color_laserjet_enterprise_mfp_5800_6qn30a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2458 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_mfp_5800_6qn31a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2459 

Product: color_laserjet_enterprise_mfp_6800_49k84a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2460 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_mfp_6800_4y279a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2461 

Product: color_laserjet_enterprise_mfp_6800_6qn35a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2462 

Product: color_laserjet_enterprise_mfp_6800_6qn36a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2463 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_mfp_6800_6qn37a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2464 

Product: color_laserjet_enterprise_mfp_6800_6qn38a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2465 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_mfp_m480_3qa55a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2466 

Product: color_laserjet_enterprise_mfp_m577_b5l46a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2467 

Product: color_laserjet_enterprise_mfp_m577_b5l47a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2468 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_mfp_m577_b5l48a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2469 

Product: color_laserjet_enterprise_mfp_m577_b5l54a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2470 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_mfp_m578_7zu85a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2471 

Product: color_laserjet_enterprise_mfp_m578_7zu86a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2472 

Product: color_laserjet_enterprise_mfp_m578_7zu87a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2473 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_mfp_m578_7zu88a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2474 

Product: color_laserjet_enterprise_mfp_m681_j8a10a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2475 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_mfp_m681_j8a11a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2476 

Product: color_laserjet_enterprise_mfp_m681_j8a12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2477 

Product: color_laserjet_enterprise_mfp_m681_j8a13a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2478 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_mfp_m682_j8a16a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2479 

Product: color_laserjet_enterprise_mfp_m682_j8a17a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2480 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_mfp_m776_t3u55a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2481 

Product: color_laserjet_enterprise_mfp_m776_t3u56a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2482 

Product: color_laserjet_enterprise_mfp_x57945_49k97av 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2483 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_enterprise_mfp_x57945_6qp98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2484 

Product: color_laserjet_enterprise_mfp_x57945_6qp99a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2485 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_enterprise_x55745_49k99a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2486 

Product: color_laserjet_enterprise_x55745_6qp97a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2487 

Product: color_laserjet_managed_e45028_3qa35a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2488 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_e55040dw_3gx98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2489 

Product: color_laserjet_managed_e65050_l3u55a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2490 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_e65050_l3u56a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2491 

Product: color_laserjet_managed_e65050_l3u57a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2492 

Product: color_laserjet_managed_e65060_l3u55a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2493 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_e65060_l3u56a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2494 

Product: color_laserjet_managed_e65060_l3u57a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2495 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_e65150_3gy03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2496 

Product: color_laserjet_managed_e65150_3gy04a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2497 

Product: color_laserjet_managed_e65160_3gy03a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2498 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_e65160_3gy04a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2499 

Product: color_laserjet_managed_e75245_t3u64a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2500 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_e85055_t3u66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2501 

Product: color_laserjet_managed_flow_e87740_3sj19a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2502 

Product: color_laserjet_managed_flow_e87740_3sj20a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2503 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_e87740_3sj21a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2504 

Product: color_laserjet_managed_flow_e87740_3sj22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2505 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_e87740_3sj35a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2506 

Product: color_laserjet_managed_flow_e87740_3sj36a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2507 

Product: color_laserjet_managed_flow_e87740_3sj37a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2508 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_e87740_3sj38a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2509 

Product: color_laserjet_managed_flow_e87740_5qk03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2510 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_e87740_5qk08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2511 

Product: color_laserjet_managed_flow_e87740_5qk20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2512 

Product: color_laserjet_managed_flow_e87750_3sj19a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2513 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_e87750_3sj20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2514 

Product: color_laserjet_managed_flow_e87750_3sj21a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2515 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_e87750_3sj22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2516 

Product: color_laserjet_managed_flow_e87750_3sj35a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2517 

Product: color_laserjet_managed_flow_e87750_3sj36a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2518 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_e87750_3sj37a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2519 

Product: color_laserjet_managed_flow_e87750_3sj38a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2520 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_e87750_5qk03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2521 

Product: color_laserjet_managed_flow_e87750_5qk08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2522 

Product: color_laserjet_managed_flow_e87750_5qk20a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2523 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_e87760_3sj19a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2524 

Product: color_laserjet_managed_flow_e87760_3sj20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2525 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_e87760_3sj21a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2526 

Product: color_laserjet_managed_flow_e87760_3sj22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2527 

Product: color_laserjet_managed_flow_e87760_3sj35a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2528 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1431 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_e87760_3sj36a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2529 

Product: color_laserjet_managed_flow_e87760_3sj37a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2530 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_e87760_3sj38a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2531 

Product: color_laserjet_managed_flow_e87760_5qk03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2532 

Product: color_laserjet_managed_flow_e87760_5qk08a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2533 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_e87760_5qk20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2534 

Product: color_laserjet_managed_flow_e87770_3sj19a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2535 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_e87770_3sj20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2536 

Product: color_laserjet_managed_flow_e87770_3sj21a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2537 

Product: color_laserjet_managed_flow_e87770_3sj22a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2538 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_e87770_3sj35a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2539 

Product: color_laserjet_managed_flow_e87770_3sj36a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2540 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_e87770_3sj37a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2541 

Product: color_laserjet_managed_flow_e87770_3sj38a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2542 

Product: color_laserjet_managed_flow_e87770_5qk03a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2543 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_e87770_5qk08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2544 

Product: color_laserjet_managed_flow_e87770_5qk20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2545 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e57540_3gy25a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2546 

Product: color_laserjet_managed_flow_mfp_e57540_3gy26a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2547 

Product: color_laserjet_managed_flow_mfp_e67550_l3u66a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2548 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e67550_l3u67a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2549 

Product: color_laserjet_managed_flow_mfp_e67550_l3u69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2550 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e67550_l3u70a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2551 

Product: color_laserjet_managed_flow_mfp_e67560_l3u66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2552 

Product: color_laserjet_managed_flow_mfp_e67560_l3u67a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2553 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e67560_l3u69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2554 

Product: color_laserjet_managed_flow_mfp_e67560_l3u70a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2555 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e77822_x3a77a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2556 

Product: color_laserjet_managed_flow_mfp_e77822_x3a78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2557 

Product: color_laserjet_managed_flow_mfp_e77822_x3a80a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2558 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e77822_x3a81a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2559 

Product: color_laserjet_managed_flow_mfp_e77822_x3a83a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2560 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1444 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e77822_x3a84a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2561 

Product: color_laserjet_managed_flow_mfp_e77822_z8z00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2562 

Product: color_laserjet_managed_flow_mfp_e77822_z8z01a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2563 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e77822_z8z02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2564 

Product: color_laserjet_managed_flow_mfp_e77822_z8z04a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2565 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e77822_z8z05a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2566 

Product: color_laserjet_managed_flow_mfp_e77822_z8z0a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2567 

Product: color_laserjet_managed_flow_mfp_e77825_x3a77a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2568 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e77825_x3a78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2569 

Product: color_laserjet_managed_flow_mfp_e77825_x3a80a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2570 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e77825_x3a81a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2571 

Product: color_laserjet_managed_flow_mfp_e77825_x3a83a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2572 

Product: color_laserjet_managed_flow_mfp_e77825_x3a84a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2573 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e77825_z8z00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2574 

Product: color_laserjet_managed_flow_mfp_e77825_z8z01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2575 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e77825_z8z02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2576 

Product: color_laserjet_managed_flow_mfp_e77825_z8z04a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2577 

Product: color_laserjet_managed_flow_mfp_e77825_z8z05a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2578 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e77825_z8z0a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2579 

Product: color_laserjet_managed_flow_mfp_e77830_x3a77a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2580 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e77830_x3a78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2581 

Product: color_laserjet_managed_flow_mfp_e77830_x3a80a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2582 

Product: color_laserjet_managed_flow_mfp_e77830_x3a81a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2583 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e77830_x3a83a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2584 

Product: color_laserjet_managed_flow_mfp_e77830_x3a84a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2585 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e77830_z8z00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2586 

Product: color_laserjet_managed_flow_mfp_e77830_z8z01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2587 

Product: color_laserjet_managed_flow_mfp_e77830_z8z02a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2588 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e77830_z8z04a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2589 

Product: color_laserjet_managed_flow_mfp_e77830_z8z05a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2590 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1456 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e77830_z8z0a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2591 

Product: color_laserjet_managed_flow_mfp_e78625_3sj11a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2592 

Product: color_laserjet_managed_flow_mfp_e78625_3sj12a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2593 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e78625_3sj13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2594 

Product: color_laserjet_managed_flow_mfp_e78625_3sj32a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2595 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e78625_3sj33a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2596 

Product: color_laserjet_managed_flow_mfp_e78625_3sj34a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2597 

Product: color_laserjet_managed_flow_mfp_e78625_5qj90a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2598 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e78625_5qj94a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2599 

Product: color_laserjet_managed_flow_mfp_e78625_5qk18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2600 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e78630_3sj11a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2601 

Product: color_laserjet_managed_flow_mfp_e78630_3sj12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2602 

Product: color_laserjet_managed_flow_mfp_e78630_3sj13a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2603 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e78630_3sj32a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2604 

Product: color_laserjet_managed_flow_mfp_e78630_3sj33a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2605 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e78630_3sj34a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2606 

Product: color_laserjet_managed_flow_mfp_e78630_5qj90a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2607 

Product: color_laserjet_managed_flow_mfp_e78630_5qj94a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2608 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e78630_5qk18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2609 

Product: color_laserjet_managed_flow_mfp_e78635_3sj11a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2610 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e78635_3sj12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2611 

Product: color_laserjet_managed_flow_mfp_e78635_3sj13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2612 

Product: color_laserjet_managed_flow_mfp_e78635_3sj32a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2613 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e78635_3sj33a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2614 

Product: color_laserjet_managed_flow_mfp_e78635_3sj34a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2615 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e78635_5qj90a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2616 

Product: color_laserjet_managed_flow_mfp_e78635_5qj94a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2617 

Product: color_laserjet_managed_flow_mfp_e78635_5qk18a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2618 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e786_3sj11a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2619 

Product: color_laserjet_managed_flow_mfp_e786_3sj12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2620 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e786_3sj13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2621 

Product: color_laserjet_managed_flow_mfp_e786_3sj32a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2622 

Product: color_laserjet_managed_flow_mfp_e786_3sj33a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2623 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e786_3sj34a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2624 

Product: color_laserjet_managed_flow_mfp_e786_5qj90a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2625 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e786_5qj94a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2626 

Product: color_laserjet_managed_flow_mfp_e786_5qk18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2627 

Product: color_laserjet_managed_flow_mfp_e87640_x3a86a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2628 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e87640_x3a87a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2629 

Product: color_laserjet_managed_flow_mfp_e87640_x3a89a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2630 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e87640_x3a90a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2631 

Product: color_laserjet_managed_flow_mfp_e87640_x3a92a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2632 

Product: color_laserjet_managed_flow_mfp_e87640_x3a93a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2633 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e87640_z8z12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2634 

Product: color_laserjet_managed_flow_mfp_e87640_z8z13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2635 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e87640_z8z14a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2636 

Product: color_laserjet_managed_flow_mfp_e87640_z8z15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2637 

Product: color_laserjet_managed_flow_mfp_e87640_z8z16a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2638 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e87640_z8z17a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2639 

Product: color_laserjet_managed_flow_mfp_e87650_x3a86a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2640 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e87650_x3a87a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2641 

Product: color_laserjet_managed_flow_mfp_e87650_x3a89a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2642 

Product: color_laserjet_managed_flow_mfp_e87650_x3a90a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2643 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e87650_x3a92a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2644 

Product: color_laserjet_managed_flow_mfp_e87650_x3a93a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2645 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e87650_z8z12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2646 

Product: color_laserjet_managed_flow_mfp_e87650_z8z13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2647 

Product: color_laserjet_managed_flow_mfp_e87650_z8z14a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2648 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e87650_z8z15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2649 

Product: color_laserjet_managed_flow_mfp_e87650_z8z16a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2650 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e87650_z8z17a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2651 

Product: color_laserjet_managed_flow_mfp_e87660_x3a86a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2652 

Product: color_laserjet_managed_flow_mfp_e87660_x3a87a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2653 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e87660_x3a89a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2654 

Product: color_laserjet_managed_flow_mfp_e87660_x3a90a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2655 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e87660_x3a92a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2656 

Product: color_laserjet_managed_flow_mfp_e87660_x3a93a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2657 

Product: color_laserjet_managed_flow_mfp_e87660_z8z12a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2658 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_e87660_z8z13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2659 

Product: color_laserjet_managed_flow_mfp_e87660_z8z14a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2660 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_flow_mfp_e87660_z8z15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2661 

Product: color_laserjet_managed_flow_mfp_e87660_z8z16a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2662 

Product: color_laserjet_managed_flow_mfp_e87660_z8z17a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2663 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_flow_mfp_m577_b5l49a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2664 

Product: color_laserjet_managed_flow_mfp_m577_b5l50a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2665 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_m553_b5l24a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2666 

Product: color_laserjet_managed_m553_b5l25a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2667 

Product: color_laserjet_managed_m553_b5l26a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2668 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_m553_b5l38a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2669 

Product: color_laserjet_managed_m553_b5l39a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2670 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_m553_bl27a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2671 

Product: color_laserjet_managed_mfp_e47528_3qa75a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2672 

Product: color_laserjet_managed_mfp_e57540_3gy25a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2673 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e57540_3gy26a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2674 

Product: color_laserjet_managed_mfp_e67550_l3u66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2675 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e67550_l3u67a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2676 

Product: color_laserjet_managed_mfp_e67550_l3u69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2677 

Product: color_laserjet_managed_mfp_e67550_l3u70a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2678 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e67560_l3u66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2679 

Product: color_laserjet_managed_mfp_e67560_l3u67a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2680 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e67560_l3u69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2681 

Product: color_laserjet_managed_mfp_e67560_l3u70a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2682 

Product: color_laserjet_managed_mfp_e67650_3gy31a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2683 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e67650_3gy32a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2684 

Product: color_laserjet_managed_mfp_e67660_3gy31a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2685 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e67660_3gy32a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2686 

Product: color_laserjet_managed_mfp_e77422-e77428_5cm75a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2687 

Product: color_laserjet_managed_mfp_e77422-e77428_5cm76a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2688 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e77422-e77428_5cm77a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2689 

Product: color_laserjet_managed_mfp_e77422-e77428_5cm78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2690 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e77422-e77428_5cm79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2691 

Product: color_laserjet_managed_mfp_e77422-e77428_5rc91a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2692 

Product: color_laserjet_managed_mfp_e77422-e77428_5rc92a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2693 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e77822_x3a77a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2694 

Product: color_laserjet_managed_mfp_e77822_x3a78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2695 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e77822_x3a80a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2696 

Product: color_laserjet_managed_mfp_e77822_x3a81a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2697 

Product: color_laserjet_managed_mfp_e77822_x3a83a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2698 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e77822_x3a84a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2699 

Product: color_laserjet_managed_mfp_e77822_z8z00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2700 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e77822_z8z01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2701 

Product: color_laserjet_managed_mfp_e77822_z8z02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2702 

Product: color_laserjet_managed_mfp_e77822_z8z04a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2703 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e77822_z8z05a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2704 

Product: color_laserjet_managed_mfp_e77822_z8z0a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2705 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e77825_x3a77a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2706 

Product: color_laserjet_managed_mfp_e77825_x3a78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2707 

Product: color_laserjet_managed_mfp_e77825_x3a80a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2708 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e77825_x3a81a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2709 

Product: color_laserjet_managed_mfp_e77825_x3a83a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2710 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e77825_x3a84a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2711 

Product: color_laserjet_managed_mfp_e77825_z8z00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2712 

Product: color_laserjet_managed_mfp_e77825_z8z01a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2713 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e77825_z8z02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2714 

Product: color_laserjet_managed_mfp_e77825_z8z04a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2715 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e77825_z8z05a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2716 

Product: color_laserjet_managed_mfp_e77825_z8z0a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2717 

Product: color_laserjet_managed_mfp_e77830_x3a77a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2718 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e77830_x3a78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2719 

Product: color_laserjet_managed_mfp_e77830_x3a80a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2720 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e77830_x3a81a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2721 

Product: color_laserjet_managed_mfp_e77830_x3a83a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2722 

Product: color_laserjet_managed_mfp_e77830_x3a84a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2723 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e77830_z8z00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2724 

Product: color_laserjet_managed_mfp_e77830_z8z01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2725 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e77830_z8z02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2726 

Product: color_laserjet_managed_mfp_e77830_z8z04a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2727 

Product: color_laserjet_managed_mfp_e77830_z8z05a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2728 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1511 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e77830_z8z0a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2729 

Product: color_laserjet_managed_mfp_e78223-e78228_17f27aw 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2730 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78223-e78228_19gsaw 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2731 

Product: color_laserjet_managed_mfp_e78223-e78228_8gs12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2732 

Product: color_laserjet_managed_mfp_e78223-e78228_8gs13a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2733 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78223-e78228_8gs14a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2734 

Product: color_laserjet_managed_mfp_e78223-e78228_8gs15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2735 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78223-e78228_8gs36a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2736 

Product: color_laserjet_managed_mfp_e78223-e78228_8gs37a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2737 

Product: color_laserjet_managed_mfp_e78223-e78228_8gs43a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2738 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78223-e78228_8gs44a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2739 

Product: color_laserjet_managed_mfp_e78223-e78228_8gs50a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2740 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78323_8gr94a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2741 

Product: color_laserjet_managed_mfp_e78323_8gr95a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2742 

Product: color_laserjet_managed_mfp_e78323_8gr96a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2743 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78323_8gr97a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2744 

Product: color_laserjet_managed_mfp_e78323_8gr98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2745 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78323_8gr99a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2746 

Product: color_laserjet_managed_mfp_e78323_8gs00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2747 

Product: color_laserjet_managed_mfp_e78323_8gs01a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2748 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78323_8gs25a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2749 

Product: color_laserjet_managed_mfp_e78323_8gs26a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2750 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78323_8gs27a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2751 

Product: color_laserjet_managed_mfp_e78323_8gs28a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2752 

Product: color_laserjet_managed_mfp_e78323_8gs29a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2753 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78323_8gs30a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2754 

Product: color_laserjet_managed_mfp_e78323_8pe94a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2755 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78323_8pe95a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2756 

Product: color_laserjet_managed_mfp_e78323_8pe96a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2757 

Product: color_laserjet_managed_mfp_e78323_8pe97a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2758 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78323_8pe98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2759 

Product: color_laserjet_managed_mfp_e78323_9rt91a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2760 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78323_9rt92a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2761 

Product: color_laserjet_managed_mfp_e78330_8gr94a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2762 

Product: color_laserjet_managed_mfp_e78330_8gr95a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2763 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78330_8gr96a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2764 

Product: color_laserjet_managed_mfp_e78330_8gr97a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2765 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78330_8gr98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2766 

Product: color_laserjet_managed_mfp_e78330_8gr99a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2767 

Product: color_laserjet_managed_mfp_e78330_8gs00a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2768 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78330_8gs01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2769 

Product: color_laserjet_managed_mfp_e78330_8gs25a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2770 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78330_8gs26a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2771 

Product: color_laserjet_managed_mfp_e78330_8gs27a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2772 

Product: color_laserjet_managed_mfp_e78330_8gs28a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2773 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78330_8gs29a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2774 

Product: color_laserjet_managed_mfp_e78330_8gs30a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2775 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78330_8pe94a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2776 

Product: color_laserjet_managed_mfp_e78330_8pe95a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2777 

Product: color_laserjet_managed_mfp_e78330_8pe96a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2778 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78330_8pe97a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2779 

Product: color_laserjet_managed_mfp_e78330_8pe98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2780 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78330_9rt91a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2781 

Product: color_laserjet_managed_mfp_e78330_9rt92a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2782 

Product: color_laserjet_managed_mfp_e78523_5qj81a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2783 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78523_5qj83a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2784 

Product: color_laserjet_managed_mfp_e78523_5qk15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2785 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78528_5qj81a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2786 

Product: color_laserjet_managed_mfp_e78528_5qj83a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2787 

Product: color_laserjet_managed_mfp_e78528_5qk15a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2788 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e785dn_5qj81a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2789 

Product: color_laserjet_managed_mfp_e785dn_5qj83a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2790 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e785dn_5qk15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2791 

Product: color_laserjet_managed_mfp_e78625_3sj11a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2792 

Product: color_laserjet_managed_mfp_e78625_3sj12a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2793 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78625_3sj13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2794 

Product: color_laserjet_managed_mfp_e78625_3sj32a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2795 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78625_3sj33a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2796 

Product: color_laserjet_managed_mfp_e78625_3sj34a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2797 

Product: color_laserjet_managed_mfp_e78625_5qj90a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2798 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78625_5qj94a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2799 

Product: color_laserjet_managed_mfp_e78625_5qk18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2800 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78630_3sj11a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2801 

Product: color_laserjet_managed_mfp_e78630_3sj12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2802 

Product: color_laserjet_managed_mfp_e78630_3sj13a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2803 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1541 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78630_3sj32a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2804 

Product: color_laserjet_managed_mfp_e78630_3sj33a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2805 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78630_3sj34a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2806 

Product: color_laserjet_managed_mfp_e78630_5qj90a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2807 

Product: color_laserjet_managed_mfp_e78630_5qj94a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2808 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78630_5qk18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2809 

Product: color_laserjet_managed_mfp_e78635_3sj11a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2810 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78635_3sj12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2811 

Product: color_laserjet_managed_mfp_e78635_3sj13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2812 

Product: color_laserjet_managed_mfp_e78635_3sj32a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2813 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e78635_3sj33a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2814 

Product: color_laserjet_managed_mfp_e78635_3sj34a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2815 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e78635_5qj90a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2816 

Product: color_laserjet_managed_mfp_e78635_5qj94a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2817 

Product: color_laserjet_managed_mfp_e78635_5qk18a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2818 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e786_3sj11a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2819 

Product: color_laserjet_managed_mfp_e786_3sj12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2820 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e786_3sj13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2821 

Product: color_laserjet_managed_mfp_e786_3sj32a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2822 

Product: color_laserjet_managed_mfp_e786_3sj33a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2823 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e786_3sj34a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2824 

Product: color_laserjet_managed_mfp_e786_5qj90a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2825 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e786_5qj94a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2826 

Product: color_laserjet_managed_mfp_e786_5qk18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2827 

Product: color_laserjet_managed_mfp_e87640du-e87660du_5cm63a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2828 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87640du-e87660du_5cm64a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2829 

Product: color_laserjet_managed_mfp_e87640du-e87660du_5cm65a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2830 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87640du-e87660du_5cm66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2831 

Product: color_laserjet_managed_mfp_e87640du-e87660du_5fm80a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2832 

Product: color_laserjet_managed_mfp_e87640du-e87660du_5fm81a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2833 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87640du-e87660du_5fm82a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2834 

Product: color_laserjet_managed_mfp_e87640du-e87660du_5rc86a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2835 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87640du-e87660du_5rc87a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2836 

Product: color_laserjet_managed_mfp_e87640du-e87660du_5rc88a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2837 

Product: color_laserjet_managed_mfp_e87640_x3a86a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2838 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87640_x3a87a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2839 

Product: color_laserjet_managed_mfp_e87640_x3a89a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2840 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87640_x3a90a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2841 

Product: color_laserjet_managed_mfp_e87640_x3a92a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2842 

Product: color_laserjet_managed_mfp_e87640_x3a93a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2843 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87640_z8z12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2844 

Product: color_laserjet_managed_mfp_e87640_z8z13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2845 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87640_z8z14a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2846 

Product: color_laserjet_managed_mfp_e87640_z8z15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2847 

Product: color_laserjet_managed_mfp_e87640_z8z16a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2848 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87640_z8z17a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2849 

Product: color_laserjet_managed_mfp_e87650_x3a86a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2850 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87650_x3a87a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2851 

Product: color_laserjet_managed_mfp_e87650_x3a89a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2852 

Product: color_laserjet_managed_mfp_e87650_x3a90a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2853 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1561 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87650_x3a92a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2854 

Product: color_laserjet_managed_mfp_e87650_x3a93a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2855 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87650_z8z12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2856 

Product: color_laserjet_managed_mfp_e87650_z8z13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2857 

Product: color_laserjet_managed_mfp_e87650_z8z14a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2858 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87650_z8z15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2859 

Product: color_laserjet_managed_mfp_e87650_z8z16a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2860 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87650_z8z17a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2861 

Product: color_laserjet_managed_mfp_e87660_x3a86a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2862 

Product: color_laserjet_managed_mfp_e87660_x3a87a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2863 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87660_x3a89a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2864 

Product: color_laserjet_managed_mfp_e87660_x3a90a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2865 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87660_x3a92a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2866 

Product: color_laserjet_managed_mfp_e87660_x3a93a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2867 

Product: color_laserjet_managed_mfp_e87660_z8z12a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2868 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87660_z8z13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2869 

Product: color_laserjet_managed_mfp_e87660_z8z14a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2870 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87660_z8z15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2871 

Product: color_laserjet_managed_mfp_e87660_z8z16a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2872 

Product: color_laserjet_managed_mfp_e87660_z8z17a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2873 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1569 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87740_3sj19a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2874 

Product: color_laserjet_managed_mfp_e87740_3sj20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2875 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87740_3sj21a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2876 

Product: color_laserjet_managed_mfp_e87740_3sj22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2877 

Product: color_laserjet_managed_mfp_e87740_3sj35a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2878 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87740_3sj36a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2879 

Product: color_laserjet_managed_mfp_e87740_3sj37a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2880 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87740_3sj38a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2881 

Product: color_laserjet_managed_mfp_e87740_5qk03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2882 

Product: color_laserjet_managed_mfp_e87740_5qk08a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2883 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87740_5qk20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2884 

Product: color_laserjet_managed_mfp_e87750_3sj19a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2885 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87750_3sj20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2886 

Product: color_laserjet_managed_mfp_e87750_3sj21a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2887 

Product: color_laserjet_managed_mfp_e87750_3sj22a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2888 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87750_3sj35a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2889 

Product: color_laserjet_managed_mfp_e87750_3sj36a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2890 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87750_3sj37a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2891 

Product: color_laserjet_managed_mfp_e87750_3sj38a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2892 

Product: color_laserjet_managed_mfp_e87750_5qk03a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2893 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87750_5qk08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2894 

Product: color_laserjet_managed_mfp_e87750_5qk20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2895 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87760_3sj19a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2896 

Product: color_laserjet_managed_mfp_e87760_3sj20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2897 

Product: color_laserjet_managed_mfp_e87760_3sj21a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2898 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87760_3sj22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2899 

Product: color_laserjet_managed_mfp_e87760_3sj35a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2900 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87760_3sj36a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2901 

Product: color_laserjet_managed_mfp_e87760_3sj37a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2902 

Product: color_laserjet_managed_mfp_e87760_3sj38a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2903 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87760_5qk03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2904 

Product: color_laserjet_managed_mfp_e87760_5qk08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2905 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87760_5qk20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2906 

Product: color_laserjet_managed_mfp_e87770_3sj19a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2907 

Product: color_laserjet_managed_mfp_e87770_3sj20a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2908 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87770_3sj21a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2909 

Product: color_laserjet_managed_mfp_e87770_3sj22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2910 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87770_3sj35a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2911 

Product: color_laserjet_managed_mfp_e87770_3sj36a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2912 

Product: color_laserjet_managed_mfp_e87770_3sj37a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2913 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e87770_3sj38a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2914 

Product: color_laserjet_managed_mfp_e87770_5qk03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2915 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e87770_5qk08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2916 

Product: color_laserjet_managed_mfp_e87770_5qk20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2917 

Product: color_laserjet_managed_mfp_e877_3sj19a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2918 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e877_3sj20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2919 

Product: color_laserjet_managed_mfp_e877_3sj21a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2920 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e877_3sj22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2921 

Product: color_laserjet_managed_mfp_e877_3sj35a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2922 

Product: color_laserjet_managed_mfp_e877_3sj36a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2923 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_e877_3sj37a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2924 

Product: color_laserjet_managed_mfp_e877_3sj38a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2925 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: color_laserjet_managed_mfp_e877_5qk03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2926 

Product: color_laserjet_managed_mfp_e877_5qk08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2927 

Product: color_laserjet_managed_mfp_e877_5qk20a 

Affected Version(s): - 

Improper 

Neutralizat
04-Oct-2023 6.1 Certain HP 

Enterprise LaserJet 

https://suppo

rt.hp.com/us-

H-HP-COLO-

031123/2928 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

en/document

/ish_9365285

-9365309-16 

Product: color_laserjet_managed_mfp_m577_b5l49a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2929 

Product: color_laserjet_managed_mfp_m577_b5l50a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-COLO-

031123/2930 
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Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: digital_sender_flow_8500_fn2_l2762a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-DIGI-

031123/2931 

Product: e22_g4_fhd 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-E22_-

031123/2932 

Product: e23_g4_fhd 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

https://suppo

rt.hp.com/us-

en/document

H-HP-E23_-

031123/2933 
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supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

/ish_9438665

-9438794-16 

Product: e24i_g4_wuxga 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-E24I-

031123/2934 

Product: e24mv_g4_fhd 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-E24M-

031123/2935 

Product: e24q_g4_qhd 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 A potential security 

vulnerability has 

https://suppo

rt.hp.com/us-

H-HP-E24Q-

031123/2936 
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been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

en/document

/ish_9438665

-9438794-16 

Product: e24t_g4_fhd_touch 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-E24T-

031123/2937 

Product: e27q_g4_qhd 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-E27Q-

031123/2938 

Product: e27_g4_fhd 

Affected Version(s): - 
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N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-E27_-

031123/2939 

Product: elitedisplay_e202_20-inch 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-ELIT-

031123/2940 

Product: elitedisplay_e230t_23-inch_touch 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-ELIT-

031123/2941 
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Product: elitedisplay_e243i_24-inch 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-ELIT-

031123/2942 

Product: elitedisplay_e243p_23.8-inch_sure_view 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-ELIT-

031123/2943 

Product: elitedisplay_e273m_27-inch 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-ELIT-

031123/2944 
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CVE ID : CVE-

2023-5449 

Product: elitedisplay_e273_27-inch 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-ELIT-

031123/2945 

Product: elite_mt645 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-ELIT-

031123/2946 

Product: laserjet_enterprise_flow_mfp_m527z_f2a76a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/2947 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_flow_mfp_m527z_f2a77a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2948 

Product: laserjet_enterprise_flow_mfp_m527z_f2a78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2949 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_flow_mfp_m527z_f2a81a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2950 

Product: laserjet_enterprise_flow_mfp_m631_j8j63a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2951 

Product: laserjet_enterprise_flow_mfp_m631_j8j64a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/2952 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_flow_mfp_m631_j8j65a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2953 

Product: laserjet_enterprise_flow_mfp_m632_j8j70a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2954 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_flow_mfp_m632_j8j71a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2955 

Product: laserjet_enterprise_flow_mfp_m632_j8j72a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2956 

Product: laserjet_enterprise_flow_mfp_m633_j8j76a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/2957 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_flow_mfp_m633_j8j78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2958 

Product: laserjet_enterprise_flow_mfp_m634_7ps94a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2959 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_flow_mfp_m634_7ps95a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2960 

Product: laserjet_enterprise_flow_mfp_m634_7ps96a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2961 

Product: laserjet_enterprise_flow_mfp_m635_7ps97a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/2962 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_flow_mfp_m635_7ps98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2963 

Product: laserjet_enterprise_flow_mfp_m635_7ps99a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2964 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_flow_mfp_m636_7pt00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2965 

Product: laserjet_enterprise_flow_mfp_m636_7pt01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2966 

Product: laserjet_enterprise_m406_3pz15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/2967 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_m407_3pz16a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2968 

Product: laserjet_enterprise_m506_f2a66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2969 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_m506_f2a67a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2970 

Product: laserjet_enterprise_m506_f2a68a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2971 

Product: laserjet_enterprise_m506_f2a69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/2972 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_m506_f2a70a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2973 

Product: laserjet_enterprise_m506_f2a71a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2974 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_m507_1pv86a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2975 

Product: laserjet_enterprise_m507_1pv87a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2976 

Product: laserjet_enterprise_m507_1pv88a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/2977 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_m507_1pv89a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2978 

Product: laserjet_enterprise_m607_k0q14a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2979 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_m607_k0q15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2980 

Product: laserjet_enterprise_m608_k0q17a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2981 

Product: laserjet_enterprise_m608_k0q18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/2982 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_m608_k0q19a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2983 

Product: laserjet_enterprise_m608_m0p32a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2984 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_m609_k0q20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2985 

Product: laserjet_enterprise_m609_k0q21a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2986 

Product: laserjet_enterprise_m609_k0q22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/2987 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_m610_7ps81a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2988 

Product: laserjet_enterprise_m610_7ps82a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2989 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_m611_7ps83a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2990 

Product: laserjet_enterprise_m611_7ps84a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2991 

Product: laserjet_enterprise_m611_7ps85a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/2992 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_m612_7ps86a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2993 

Product: laserjet_enterprise_m612_7ps87a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2994 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_m612_7ps88a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2995 

Product: laserjet_enterprise_mfp_m430_3pz55a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2996 

Product: laserjet_enterprise_mfp_m431_3pz56a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/2997 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_mfp_m527_f2a76a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2998 

Product: laserjet_enterprise_mfp_m527_f2a77a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/2999 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_mfp_m527_f2a78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3000 

Product: laserjet_enterprise_mfp_m527_f2a81a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3001 

Product: laserjet_enterprise_mfp_m528_1pv49a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3002 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_mfp_m528_1pv64a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3003 

Product: laserjet_enterprise_mfp_m528_1pv65a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3004 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_mfp_m528_1pv66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3005 

Product: laserjet_enterprise_mfp_m528_1pv67a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3006 

Product: laserjet_enterprise_mfp_m631_j8j63a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3007 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_mfp_m631_j8j64a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3008 

Product: laserjet_enterprise_mfp_m631_j8j65a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3009 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_mfp_m632_j8j70a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3010 

Product: laserjet_enterprise_mfp_m632_j8j71a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3011 

Product: laserjet_enterprise_mfp_m632_j8j72a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3012 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_mfp_m633_j8j76a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3013 

Product: laserjet_enterprise_mfp_m633_j8j78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3014 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_mfp_m634_7ps94a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3015 

Product: laserjet_enterprise_mfp_m634_7ps95a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3016 

Product: laserjet_enterprise_mfp_m634_7ps96a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3017 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_enterprise_mfp_m635_7ps97a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3018 

Product: laserjet_enterprise_mfp_m635_7ps98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3019 
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CVE ID : CVE-

2023-5113 

Product: laserjet_enterprise_mfp_m635_7ps99a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3020 

Product: laserjet_enterprise_mfp_m636_7pt00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3021 

Product: laserjet_enterprise_mfp_m636_7pt01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3022 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_e40040_3pz35a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3023 

Product: laserjet_managed_e50045_3gn19a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3024 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_e50145_1pu51a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3025 

Product: laserjet_managed_e50145_1pu52a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3026 

Product: laserjet_managed_e60055_m0p33a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3027 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_e60055_m0p35a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3028 

Product: laserjet_managed_e60055_m0p36a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3029 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_e60055_m0p39a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3030 

Product: laserjet_managed_e60055_m0p40a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3031 

Product: laserjet_managed_e60065_m0p33a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3032 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_e60065_m0p35a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3033 

Product: laserjet_managed_e60065_m0p36a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3034 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1633 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-5113 

Product: laserjet_managed_e60065_m0p39a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3035 

Product: laserjet_managed_e60065_m0p40a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3036 

Product: laserjet_managed_e60075_m0p33a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3037 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_e60075_m0p35a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3038 

Product: laserjet_managed_e60075_m0p36a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3039 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_e60075_m0p39a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3040 

Product: laserjet_managed_e60075_m0p40a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3041 

Product: laserjet_managed_e60155_3gy09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3042 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_e60155_3gy10a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3043 

Product: laserjet_managed_e60155_3gy12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3044 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_e60165_3gy09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3045 

Product: laserjet_managed_e60165_3gy10a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3046 

Product: laserjet_managed_e60165_3gy12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3047 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_e60175_3gy09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3048 

Product: laserjet_managed_e60175_3gy10a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3049 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_e60175_3gy12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3050 

Product: laserjet_managed_e82650_3sj07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3051 

Product: laserjet_managed_e82650_3sj08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3052 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_e82650_3sj09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3053 

Product: laserjet_managed_e82650_3sj28a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3054 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_e82650_3sj29a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3055 

Product: laserjet_managed_e82650_3sj30a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3056 

Product: laserjet_managed_e82650_5qk09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3057 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_e82650_5qk13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3058 

Product: laserjet_managed_e82660_3sj07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3059 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_e82660_3sj08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3060 

Product: laserjet_managed_e82660_3sj09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3061 

Product: laserjet_managed_e82660_3sj28a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3062 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_e82660_3sj29a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3063 

Product: laserjet_managed_e82660_3sj30a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3064 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_e82660_5qk09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3065 

Product: laserjet_managed_e82660_5qk13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3066 

Product: laserjet_managed_e82670_3sj07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3067 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_e82670_3sj08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3068 

Product: laserjet_managed_e82670_3sj09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3069 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_e82670_3sj28a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3070 

Product: laserjet_managed_e82670_3sj29a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3071 

Product: laserjet_managed_e82670_3sj30a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3072 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_e82670_5qk09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3073 

Product: laserjet_managed_e82670_5qk13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3074 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_e82650_3sj07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3075 

Product: laserjet_managed_flow_e82650_3sj08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3076 

Product: laserjet_managed_flow_e82650_3sj09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3077 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_e82650_3sj28a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3078 

Product: laserjet_managed_flow_e82650_3sj29a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3079 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_e82650_3sj30a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3080 

Product: laserjet_managed_flow_e82650_5qk09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3081 

Product: laserjet_managed_flow_e82650_5qk13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3082 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_e82660_3sj07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3083 

Product: laserjet_managed_flow_e82660_3sj08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3084 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_e82660_3sj09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3085 

Product: laserjet_managed_flow_e82660_3sj28a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3086 

Product: laserjet_managed_flow_e82660_3sj29a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3087 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_e82660_3sj30a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3088 

Product: laserjet_managed_flow_e82660_5qk09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3089 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_e82660_5qk13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3090 

Product: laserjet_managed_flow_e82670_3sj07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3091 

Product: laserjet_managed_flow_e82670_3sj08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3092 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_e82670_3sj09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3093 

Product: laserjet_managed_flow_e82670_3sj28a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3094 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_e82670_3sj29a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3095 

Product: laserjet_managed_flow_e82670_3sj30a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3096 

Product: laserjet_managed_flow_e82670_5qk09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3097 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_e82670_5qk13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3098 

Product: laserjet_managed_flow_mfp_e52545c_3gy19a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3099 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e52545c_3gy20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3100 

Product: laserjet_managed_flow_mfp_e62555_j8j66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3101 

Product: laserjet_managed_flow_mfp_e62555_j8j67a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3102 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e62555_j8j73a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3103 

Product: laserjet_managed_flow_mfp_e62555_j8j74a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3104 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e62555_j8j79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3105 

Product: laserjet_managed_flow_mfp_e62555_j8j80a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3106 

Product: laserjet_managed_flow_mfp_e62565_j8j66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3107 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e62565_j8j67a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3108 

Product: laserjet_managed_flow_mfp_e62565_j8j73a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3109 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e62565_j8j74a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3110 

Product: laserjet_managed_flow_mfp_e62565_j8j79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3111 

Product: laserjet_managed_flow_mfp_e62565_j8j80a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3112 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e62575_j8j66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3113 

Product: laserjet_managed_flow_mfp_e62575_j8j67a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3114 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1665 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e62575_j8j73a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3115 

Product: laserjet_managed_flow_mfp_e62575_j8j74a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3116 

Product: laserjet_managed_flow_mfp_e62575_j8j79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3117 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e62575_j8j80a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3118 

Product: laserjet_managed_flow_mfp_e62675_3gy14a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3119 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e62675_3gy15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3120 

Product: laserjet_managed_flow_mfp_e62675_3gy16a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3121 

Product: laserjet_managed_flow_mfp_e62675_3gy17a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3122 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e62675_3gy18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3123 

Product: laserjet_managed_flow_mfp_e72525_x3a59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3124 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e72525_x3a60a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3125 

Product: laserjet_managed_flow_mfp_e72525_x3a62a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3126 

Product: laserjet_managed_flow_mfp_e72525_x3a63a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3127 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e72525_x3a65a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3128 

Product: laserjet_managed_flow_mfp_e72525_x3a66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3129 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e72525_z8z010a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3130 

Product: laserjet_managed_flow_mfp_e72525_z8z011a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3131 

Product: laserjet_managed_flow_mfp_e72525_z8z06a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3132 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1672 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e72525_z8z07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3133 

Product: laserjet_managed_flow_mfp_e72525_z8z08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3134 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e72525_z8z09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3135 

Product: laserjet_managed_flow_mfp_e72530_x3a59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3136 

Product: laserjet_managed_flow_mfp_e72530_x3a60a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3137 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e72530_x3a62a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3138 

Product: laserjet_managed_flow_mfp_e72530_x3a63a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3139 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e72530_x3a65a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3140 

Product: laserjet_managed_flow_mfp_e72530_x3a66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3141 

Product: laserjet_managed_flow_mfp_e72530_z8z010a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3142 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e72530_z8z011a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3143 

Product: laserjet_managed_flow_mfp_e72530_z8z06a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3144 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e72530_z8z07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3145 

Product: laserjet_managed_flow_mfp_e72530_z8z08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3146 

Product: laserjet_managed_flow_mfp_e72530_z8z09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3147 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e72535_x3a59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3148 

Product: laserjet_managed_flow_mfp_e72535_x3a60a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3149 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e72535_x3a62a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3150 

Product: laserjet_managed_flow_mfp_e72535_x3a63a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3151 

Product: laserjet_managed_flow_mfp_e72535_x3a65a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3152 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e72535_x3a66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3153 

Product: laserjet_managed_flow_mfp_e72535_z8z010a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3154 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e72535_z8z011a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3155 

Product: laserjet_managed_flow_mfp_e72535_z8z06a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3156 

Product: laserjet_managed_flow_mfp_e72535_z8z07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3157 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e72535_z8z08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3158 

Product: laserjet_managed_flow_mfp_e72535_z8z09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3159 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e73130_3sj00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3160 

Product: laserjet_managed_flow_mfp_e73130_3sj01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3161 

Product: laserjet_managed_flow_mfp_e73130_3sj02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3162 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e73130_5qj98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3163 

Product: laserjet_managed_flow_mfp_e73130_5qk02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3164 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e73130_6bs57a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3165 

Product: laserjet_managed_flow_mfp_e73130_6bs58a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3166 

Product: laserjet_managed_flow_mfp_e73130_6bs59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3167 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e73135_3sj00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3168 

Product: laserjet_managed_flow_mfp_e73135_3sj01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3169 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e73135_3sj02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3170 

Product: laserjet_managed_flow_mfp_e73135_5qj98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3171 

Product: laserjet_managed_flow_mfp_e73135_5qk02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3172 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e73135_6bs57a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3173 

Product: laserjet_managed_flow_mfp_e73135_6bs58a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3174 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e73135_6bs59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3175 

Product: laserjet_managed_flow_mfp_e73140_3sj00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3176 

Product: laserjet_managed_flow_mfp_e73140_3sj01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3177 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e73140_3sj02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3178 

Product: laserjet_managed_flow_mfp_e73140_5qj98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3179 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e73140_5qk02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3180 

Product: laserjet_managed_flow_mfp_e73140_6bs57a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3181 

Product: laserjet_managed_flow_mfp_e73140_6bs58a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3182 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e73140_6bs59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3183 

Product: laserjet_managed_flow_mfp_e731_3sj00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3184 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e731_3sj01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3185 

Product: laserjet_managed_flow_mfp_e731_3sj02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3186 

Product: laserjet_managed_flow_mfp_e731_5qj98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3187 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e731_5qk02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3188 

Product: laserjet_managed_flow_mfp_e731_6bs57a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3189 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e731_6bs58a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3190 

Product: laserjet_managed_flow_mfp_e731_6bs59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3191 

Product: laserjet_managed_flow_mfp_e82540_az8z20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3192 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e82540_x3a68a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3193 

Product: laserjet_managed_flow_mfp_e82540_x3a69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3194 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e82540_x3a71a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3195 

Product: laserjet_managed_flow_mfp_e82540_x3a72a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3196 

Product: laserjet_managed_flow_mfp_e82540_x3a74a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3197 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e82540_x3a75a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3198 

Product: laserjet_managed_flow_mfp_e82540_x3a79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3199 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e82540_x3a82a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3200 

Product: laserjet_managed_flow_mfp_e82540_z8z18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3201 

Product: laserjet_managed_flow_mfp_e82540_z8z19 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3202 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e82540_z8z22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3203 

Product: laserjet_managed_flow_mfp_e82540_z8z23a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3204 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e82550_az8z20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3205 

Product: laserjet_managed_flow_mfp_e82550_x3a68a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3206 

Product: laserjet_managed_flow_mfp_e82550_x3a69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3207 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e82550_x3a71a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3208 

Product: laserjet_managed_flow_mfp_e82550_x3a72a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3209 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e82550_x3a74a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3210 

Product: laserjet_managed_flow_mfp_e82550_x3a75a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3211 

Product: laserjet_managed_flow_mfp_e82550_x3a79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3212 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e82550_x3a82a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3213 

Product: laserjet_managed_flow_mfp_e82550_z8z18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3214 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e82550_z8z19 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3215 

Product: laserjet_managed_flow_mfp_e82550_z8z22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3216 

Product: laserjet_managed_flow_mfp_e82550_z8z23a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3217 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e82560_az8z20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3218 

Product: laserjet_managed_flow_mfp_e82560_x3a68a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3219 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e82560_x3a69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3220 

Product: laserjet_managed_flow_mfp_e82560_x3a71a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3221 

Product: laserjet_managed_flow_mfp_e82560_x3a72a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3222 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e82560_x3a74a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3223 

Product: laserjet_managed_flow_mfp_e82560_x3a75a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3224 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e82560_x3a79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3225 

Product: laserjet_managed_flow_mfp_e82560_x3a82a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3226 

Product: laserjet_managed_flow_mfp_e82560_z8z18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3227 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e82560_z8z19 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3228 

Product: laserjet_managed_flow_mfp_e82560_z8z22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3229 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e82560_z8z23a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3230 

Product: laserjet_managed_flow_mfp_e826z_3sj07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3231 

Product: laserjet_managed_flow_mfp_e826z_3sj08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3232 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e826z_3sj09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3233 

Product: laserjet_managed_flow_mfp_e826z_3sj28a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3234 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_e826z_3sj29a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3235 

Product: laserjet_managed_flow_mfp_e826z_3sj30a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3236 

Product: laserjet_managed_flow_mfp_e826z_5qk09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3237 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_flow_mfp_e826z_5qk13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3238 

Product: laserjet_managed_flow_mfp_m527z_f2a79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3239 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_flow_mfp_m527z_f2a80a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3240 

Product: laserjet_managed_m506_f2a66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3241 

Product: laserjet_managed_m506_f2a67a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3242 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_m506_f2a68a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3243 

Product: laserjet_managed_m506_f2a69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3244 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_m506_f2a70a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3245 

Product: laserjet_managed_m506_f2a71a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3246 

Product: laserjet_managed_mfp_e42540_3pz75a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3247 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e52545_3gy19a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3248 

Product: laserjet_managed_mfp_e52545_3gy20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3249 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e52645_1ps54a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3250 

Product: laserjet_managed_mfp_e52645_1ps55a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3251 

Product: laserjet_managed_mfp_e62555_j8j66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3252 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e62555_j8j67a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3253 

Product: laserjet_managed_mfp_e62555_j8j73a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3254 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e62555_j8j74a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3255 

Product: laserjet_managed_mfp_e62555_j8j79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3256 

Product: laserjet_managed_mfp_e62555_j8j80a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3257 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e62565_j8j66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3258 

Product: laserjet_managed_mfp_e62565_j8j67a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3259 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e62565_j8j73a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3260 

Product: laserjet_managed_mfp_e62565_j8j74a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3261 

Product: laserjet_managed_mfp_e62565_j8j79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3262 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e62565_j8j80a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3263 

Product: laserjet_managed_mfp_e62655_3gy14a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3264 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e62655_3gy15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3265 

Product: laserjet_managed_mfp_e62655_3gy16a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3266 

Product: laserjet_managed_mfp_e62655_3gy17a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3267 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e62655_3gy18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3268 

Product: laserjet_managed_mfp_e62665_3gy14a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3269 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e62665_3gy15a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3270 

Product: laserjet_managed_mfp_e62665_3gy16a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3271 

Product: laserjet_managed_mfp_e62665_3gy17a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3272 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e62665_3gy18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3273 

Product: laserjet_managed_mfp_e72425_5cm68a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3274 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e72425_5cm69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3275 

Product: laserjet_managed_mfp_e72425_5cm70a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3276 

Product: laserjet_managed_mfp_e72425_5cm71a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3277 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e72425_5cm72a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3278 

Product: laserjet_managed_mfp_e72425_5rc89a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3279 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e72425_5rc90a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3280 

Product: laserjet_managed_mfp_e72430_5cm68a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3281 

Product: laserjet_managed_mfp_e72430_5cm69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3282 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e72430_5cm70a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3283 

Product: laserjet_managed_mfp_e72430_5cm71a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3284 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e72430_5cm72a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3285 

Product: laserjet_managed_mfp_e72430_5rc89a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3286 

Product: laserjet_managed_mfp_e72430_5rc90a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3287 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e72525_x3a59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3288 

Product: laserjet_managed_mfp_e72525_x3a60a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3289 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e72525_x3a62a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3290 

Product: laserjet_managed_mfp_e72525_x3a63a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3291 

Product: laserjet_managed_mfp_e72525_x3a65a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3292 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e72525_x3a66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3293 

Product: laserjet_managed_mfp_e72525_z8z010a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3294 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e72525_z8z011a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3295 

Product: laserjet_managed_mfp_e72525_z8z06a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3296 

Product: laserjet_managed_mfp_e72525_z8z07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3297 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e72525_z8z08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3298 

Product: laserjet_managed_mfp_e72525_z8z09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3299 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e72530_x3a59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3300 

Product: laserjet_managed_mfp_e72530_x3a60a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3301 

Product: laserjet_managed_mfp_e72530_x3a62a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3302 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e72530_x3a63a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3303 

Product: laserjet_managed_mfp_e72530_x3a65a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3304 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e72530_x3a66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3305 

Product: laserjet_managed_mfp_e72530_z8z010a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3306 

Product: laserjet_managed_mfp_e72530_z8z011a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3307 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e72530_z8z06a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3308 

Product: laserjet_managed_mfp_e72530_z8z07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3309 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e72530_z8z08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3310 

Product: laserjet_managed_mfp_e72530_z8z09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3311 

Product: laserjet_managed_mfp_e72535_x3a59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3312 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e72535_x3a60a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3313 

Product: laserjet_managed_mfp_e72535_x3a62a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3314 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e72535_x3a63a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3315 

Product: laserjet_managed_mfp_e72535_x3a65a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3316 

Product: laserjet_managed_mfp_e72535_x3a66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3317 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e72535_z8z010a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3318 

Product: laserjet_managed_mfp_e72535_z8z011a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3319 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e72535_z8z06a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3320 

Product: laserjet_managed_mfp_e72535_z8z07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3321 

Product: laserjet_managed_mfp_e72535_z8z08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3322 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e72535_z8z09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3323 

Product: laserjet_managed_mfp_e73025_3sj03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3324 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e73025_3sj04a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3325 

Product: laserjet_managed_mfp_e73025_5qj87a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3326 

Product: laserjet_managed_mfp_e73030_3sj03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3327 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e73030_3sj04a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3328 

Product: laserjet_managed_mfp_e73030_5qj87a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3329 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e730_3sj03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3330 

Product: laserjet_managed_mfp_e730_3sj04a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3331 

Product: laserjet_managed_mfp_e730_5qj87a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3332 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e73130_3sj00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3333 

Product: laserjet_managed_mfp_e73130_3sj01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3334 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e73130_3sj02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3335 

Product: laserjet_managed_mfp_e73130_5qj98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3336 

Product: laserjet_managed_mfp_e73130_5qk02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3337 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e73130_6bs57a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3338 

Product: laserjet_managed_mfp_e73130_6bs58a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3339 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e73130_6bs59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3340 

Product: laserjet_managed_mfp_e73135_3sj00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3341 

Product: laserjet_managed_mfp_e73135_3sj01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3342 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e73135_3sj02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3343 

Product: laserjet_managed_mfp_e73135_5qj98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3344 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e73135_5qk02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3345 

Product: laserjet_managed_mfp_e73135_6bs57a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3346 

Product: laserjet_managed_mfp_e73135_6bs58a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3347 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e73135_6bs59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3348 

Product: laserjet_managed_mfp_e73140_3sj00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3349 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e73140_3sj01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3350 

Product: laserjet_managed_mfp_e73140_3sj02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3351 

Product: laserjet_managed_mfp_e73140_5qj98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3352 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e73140_5qk02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3353 

Product: laserjet_managed_mfp_e73140_6bs57a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3354 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e73140_6bs58a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3355 

Product: laserjet_managed_mfp_e73140_6bs59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3356 

Product: laserjet_managed_mfp_e731_3sj00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3357 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e731_3sj01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3358 

Product: laserjet_managed_mfp_e731_3sj02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3359 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e731_5qj98a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3360 

Product: laserjet_managed_mfp_e731_5qk02a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3361 

Product: laserjet_managed_mfp_e731_6bs57a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3362 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e731_6bs58a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3363 

Product: laserjet_managed_mfp_e731_6bs59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3364 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82540du_5cm58a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3365 

Product: laserjet_managed_mfp_e82540du_5cm59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3366 

Product: laserjet_managed_mfp_e82540du_5cm61a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3367 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e82540du_5fm76a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3368 

Product: laserjet_managed_mfp_e82540du_5fm77a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3369 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82540du_5fm78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3370 

Product: laserjet_managed_mfp_e82540du_5rc83a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3371 

Product: laserjet_managed_mfp_e82540du_5rc84a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3372 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e82540du_5rc85a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3373 

Product: laserjet_managed_mfp_e82540_az8z20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3374 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1769 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82540_x3a68a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3375 

Product: laserjet_managed_mfp_e82540_x3a69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3376 

Product: laserjet_managed_mfp_e82540_x3a71a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3377 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e82540_x3a72a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3378 

Product: laserjet_managed_mfp_e82540_x3a74a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3379 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82540_x3a75a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3380 

Product: laserjet_managed_mfp_e82540_x3a79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3381 

Product: laserjet_managed_mfp_e82540_x3a82a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3382 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e82540_z8z18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3383 

Product: laserjet_managed_mfp_e82540_z8z19 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3384 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82540_z8z22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3385 

Product: laserjet_managed_mfp_e82540_z8z23a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3386 

Product: laserjet_managed_mfp_e82550du_5cm58a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3387 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e82550du_5cm59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3388 

Product: laserjet_managed_mfp_e82550du_5cm61a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3389 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82550du_5fm76a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3390 

Product: laserjet_managed_mfp_e82550du_5fm77a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3391 

Product: laserjet_managed_mfp_e82550du_5fm78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3392 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e82550du_5rc83a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3393 

Product: laserjet_managed_mfp_e82550du_5rc84a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3394 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82550du_5rc85a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3395 

Product: laserjet_managed_mfp_e82550_az8z20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3396 

Product: laserjet_managed_mfp_e82550_x3a68a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3397 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e82550_x3a69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3398 

Product: laserjet_managed_mfp_e82550_x3a71a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3399 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82550_x3a72a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3400 

Product: laserjet_managed_mfp_e82550_x3a74a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3401 

Product: laserjet_managed_mfp_e82550_x3a75a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3402 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1780 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e82550_x3a79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3403 

Product: laserjet_managed_mfp_e82550_x3a82a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3404 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82550_z8z18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3405 

Product: laserjet_managed_mfp_e82550_z8z19 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3406 

Product: laserjet_managed_mfp_e82550_z8z22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3407 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e82550_z8z23a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3408 

Product: laserjet_managed_mfp_e82560du_5cm58a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3409 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82560du_5cm59a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3410 

Product: laserjet_managed_mfp_e82560du_5cm61a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3411 

Product: laserjet_managed_mfp_e82560du_5fm76a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3412 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e82560du_5fm77a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3413 

Product: laserjet_managed_mfp_e82560du_5fm78a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3414 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82560du_5rc83a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3415 

Product: laserjet_managed_mfp_e82560du_5rc84a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3416 

Product: laserjet_managed_mfp_e82560du_5rc85a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3417 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e82560_az8z20a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3418 

Product: laserjet_managed_mfp_e82560_x3a68a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3419 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82560_x3a69a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3420 

Product: laserjet_managed_mfp_e82560_x3a71a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3421 

Product: laserjet_managed_mfp_e82560_x3a72a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3422 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1788 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e82560_x3a74a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3423 

Product: laserjet_managed_mfp_e82560_x3a75a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3424 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82560_x3a79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3425 

Product: laserjet_managed_mfp_e82560_x3a82a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3426 

Product: laserjet_managed_mfp_e82560_z8z18a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3427 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e82560_z8z19 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3428 

Product: laserjet_managed_mfp_e82560_z8z22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3429 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e82560_z8z23a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3430 

Product: laserjet_managed_mfp_e826dn_3sj07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3431 

Product: laserjet_managed_mfp_e826dn_3sj08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3432 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e826dn_3sj09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3433 

Product: laserjet_managed_mfp_e826dn_3sj28a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3434 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_e826dn_3sj29a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3435 

Product: laserjet_managed_mfp_e826dn_3sj30a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3436 

Product: laserjet_managed_mfp_e826dn_5qk09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

https://suppo

rt.hp.com/us-

en/document

H-HP-LASE-

031123/3437 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1794 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

/ish_9365285

-9365309-16 

Product: laserjet_managed_mfp_e826dn_5qk13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3438 

Product: laserjet_managed_mfp_m527_f2a79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3439 
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CVE ID : CVE-

2023-5113 

Product: laserjet_managed_mfp_m527_f2a80a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-LASE-

031123/3440 

Product: m24m 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-M24M-

031123/3441 

Product: m27ha_fhd 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-M27H-

031123/3442 
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feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

Product: m27m 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-M27M-

031123/3443 

Product: mt21 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-MT21-

031123/3444 

Product: mt22 

Affected Version(s): - 
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Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-MT22-

031123/3445 

Product: mt31 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-MT31-

031123/3446 

Product: mt32 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-MT32-

031123/3447 
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as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

Product: mt43 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-MT43-

031123/3448 

Product: mt44 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-MT44-

031123/3449 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1799 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

Product: mt45 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-MT45-

031123/3450 

Product: mt46 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-MT46-

031123/3451 
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CVE ID : CVE-

2023-4499 

Product: p22h_g4_fhd 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-P22H-

031123/3452 

Product: p22va_g4_fhd 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-P22V-

031123/3453 

Product: p22_g4_22_fhd 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-P22_-

031123/3454 
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Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

Product: p24v_g4 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-P24V-

031123/3455 

Product: p27h_g4_fhd 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-P27H-

031123/3456 

Product: p27v_g4 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-P27V-

031123/3457 
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feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

Product: pagewide_color_755_4pz47a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3458 

Product: pagewide_color_mfp_774_4pa44a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3459 

Product: pagewide_color_mfp_774_4pz43a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3460 

Product: pagewide_color_mfp_779_4pz45a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3461 

Product: pagewide_color_mfp_779_4pz46a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3462 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_enterprise_color_556_g1w46a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3463 

Product: pagewide_enterprise_color_556_g1w46v 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3464 

Product: pagewide_enterprise_color_556_g1w47a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3465 

Product: pagewide_enterprise_color_556_g1w47v 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3466 

Product: pagewide_enterprise_color_765_j7z04a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3467 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_enterprise_color_flow_mfp_586z_g1w39a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3468 

Product: pagewide_enterprise_color_flow_mfp_586z_g1w40a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3469 

Product: pagewide_enterprise_color_flow_mfp_586z_g1w41a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3470 

Product: pagewide_enterprise_color_flow_mfp_780f_j7z09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3471 

Product: pagewide_enterprise_color_flow_mfp_780f_j7z10a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3472 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_enterprise_color_flow_mfp_785_j7z11a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3473 

Product: pagewide_enterprise_color_flow_mfp_785_j7z12a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3474 

Product: pagewide_enterprise_color_mfp_586_g1w39a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3475 

Product: pagewide_enterprise_color_mfp_586_g1w40a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3476 

Product: pagewide_enterprise_color_mfp_586_g1w41a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3477 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_enterprise_color_mfp_780_j7z09a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3478 

Product: pagewide_enterprise_color_mfp_780_j7z10a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3479 

Product: pagewide_managed_color_e55650_l3u44a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3480 

Product: pagewide_managed_color_e75160_j7z06a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3481 

Product: pagewide_managed_color_flow_mfp_e58650z_l3u42a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3482 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_flow_mfp_e58650z_l3u43a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3483 

Product: pagewide_managed_color_flow_mfp_e77650z_j7z03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3484 

Product: pagewide_managed_color_flow_mfp_e77650z_j7z05a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3485 

Product: pagewide_managed_color_flow_mfp_e77650z_j7z07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3486 

Product: pagewide_managed_color_flow_mfp_e77650z_j7z08a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3487 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_flow_mfp_e77650z_j7z13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3488 

Product: pagewide_managed_color_flow_mfp_e77650z_j7z14a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3489 

Product: pagewide_managed_color_flow_mfp_e77650z_z5g77a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3490 

Product: pagewide_managed_color_flow_mfp_e77650z_z5g79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3491 

Product: pagewide_managed_color_flow_mfp_e77660z_j7z03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3492 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_flow_mfp_e77660z_j7z05a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3493 

Product: pagewide_managed_color_flow_mfp_e77660z_j7z07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3494 

Product: pagewide_managed_color_flow_mfp_e77660z_j7z08a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3495 

Product: pagewide_managed_color_flow_mfp_e77660z_j7z13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3496 

Product: pagewide_managed_color_flow_mfp_e77660z_j7z14a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3497 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_flow_mfp_e77660z_z5g77a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3498 

Product: pagewide_managed_color_flow_mfp_e77660z_z5g79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3499 

Product: pagewide_managed_color_mfp_e58650dn_l3u42a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3500 

Product: pagewide_managed_color_mfp_e58650dn_l3u43a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3501 

Product: pagewide_managed_color_mfp_e77650_j7z03a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3502 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_mfp_e77650_j7z05a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3503 

Product: pagewide_managed_color_mfp_e77650_j7z07a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3504 

Product: pagewide_managed_color_mfp_e77650_j7z08a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3505 

Product: pagewide_managed_color_mfp_e77650_j7z13a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3506 

Product: pagewide_managed_color_mfp_e77650_j7z14a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3507 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_mfp_e77650_z5g77a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3508 

Product: pagewide_managed_color_mfp_e77650_z5g79a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3509 

Product: pagewide_managed_color_mfp_p77440_y3z60a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3510 

Product: pagewide_managed_color_mfp_p77940_2gp22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3511 

Product: pagewide_managed_color_mfp_p77940_2gp23a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3512 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_mfp_p77940_2gp25a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3513 

Product: pagewide_managed_color_mfp_p77940_2gp26a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3514 

Product: pagewide_managed_color_mfp_p77940_5zn98a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3515 

Product: pagewide_managed_color_mfp_p77940_5zn99a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3516 

Product: pagewide_managed_color_mfp_p77940_5zp00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3517 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_mfp_p77940_5zp01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3518 

Product: pagewide_managed_color_mfp_p77940_y3z61a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3519 

Product: pagewide_managed_color_mfp_p77940_y3z62a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3520 

Product: pagewide_managed_color_mfp_p77940_y3z63a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3521 

Product: pagewide_managed_color_mfp_p77940_y3z64a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3522 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_mfp_p77940_y3z65a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3523 

Product: pagewide_managed_color_mfp_p77940_y3z66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3524 

Product: pagewide_managed_color_mfp_p77940_y3z68a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3525 

Product: pagewide_managed_color_mfp_p77950_2gp22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3526 

Product: pagewide_managed_color_mfp_p77950_2gp23a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3527 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_mfp_p77950_2gp25a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3528 

Product: pagewide_managed_color_mfp_p77950_2gp26a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3529 

Product: pagewide_managed_color_mfp_p77950_5zn98a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3530 

Product: pagewide_managed_color_mfp_p77950_5zn99a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3531 

Product: pagewide_managed_color_mfp_p77950_5zp00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3532 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_mfp_p77950_5zp01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3533 

Product: pagewide_managed_color_mfp_p77950_y3z61a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3534 

Product: pagewide_managed_color_mfp_p77950_y3z62a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3535 

Product: pagewide_managed_color_mfp_p77950_y3z63a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3536 

Product: pagewide_managed_color_mfp_p77950_y3z64a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3537 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_mfp_p77950_y3z65a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3538 

Product: pagewide_managed_color_mfp_p77950_y3z66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3539 

Product: pagewide_managed_color_mfp_p77950_y3z68a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3540 

Product: pagewide_managed_color_mfp_p77960_2gp22a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3541 

Product: pagewide_managed_color_mfp_p77960_2gp23a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3542 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_mfp_p77960_2gp25a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3543 

Product: pagewide_managed_color_mfp_p77960_2gp26a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3544 

Product: pagewide_managed_color_mfp_p77960_5zn98a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3545 

Product: pagewide_managed_color_mfp_p77960_5zn99a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3546 

Product: pagewide_managed_color_mfp_p77960_5zp00a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3547 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_mfp_p77960_5zp01a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3548 

Product: pagewide_managed_color_mfp_p77960_y3z61a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3549 

Product: pagewide_managed_color_mfp_p77960_y3z62a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3550 

Product: pagewide_managed_color_mfp_p77960_y3z63a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3551 

Product: pagewide_managed_color_mfp_p77960_y3z64a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3552 
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injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

Product: pagewide_managed_color_mfp_p77960_y3z65a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3553 

Product: pagewide_managed_color_mfp_p77960_y3z66a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3554 

Product: pagewide_managed_color_mfp_p77960_y3z68a 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3555 

Product: pagewide_managed_color_p75250_y3z49a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-PAGE-

031123/3556 

Product: pro_mt440_g3 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-PRO_-

031123/3557 
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information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

Product: scanjet_enterprise_flow_n9120_fn2_l2763a 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

CVE ID : CVE-

2023-5113 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

H-HP-SCAN-

031123/3558 

Product: t430 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-T430-

031123/3559 
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Product: t430_thin_client 

Affected Version(s): - 

N/A 13-Oct-2023 6.8 

HP is aware of a 

potential security 

vulnerability in HP 

t430 and t638 Thin 

Client PCs. These 

models may be 

susceptible to a 

physical attack, 

allowing an 

untrusted source to 

tamper with the 

system firmware 

using a publicly 

disclosed private 

key. HP is providing 

recommended 

guidance for 

customers to 

reduce exposure to 

the potential 

vulnerability. 

CVE ID : CVE-

2023-5409 

https://suppo

rt.hp.com/us-

en/document

/ish_9441200

-9441233-16 

H-HP-T430-

031123/3560 

Product: t530 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-T530-

031123/3561 
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CVE ID : CVE-

2023-4499 

Product: t540 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-T540-

031123/3562 

Product: t628 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-T628-

031123/3563 

Product: t630 

Affected Version(s): - 
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Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-T630-

031123/3564 

Product: t638 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-T638-

031123/3565 

Product: t638_thin_client 

Affected Version(s): - 

N/A 13-Oct-2023 6.8 

HP is aware of a 

potential security 

vulnerability in HP 

t430 and t638 Thin 

Client PCs. These 

https://suppo

rt.hp.com/us-

en/document

/ish_9441200

-9441233-16 

H-HP-T638-

031123/3566 
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models may be 

susceptible to a 

physical attack, 

allowing an 

untrusted source to 

tamper with the 

system firmware 

using a publicly 

disclosed private 

key. HP is providing 

recommended 

guidance for 

customers to 

reduce exposure to 

the potential 

vulnerability. 

CVE ID : CVE-

2023-5409 

Product: t640 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-T640-

031123/3567 

Product: t730 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 
A potential security 

vulnerability has 

been identified in 

https://suppo

rt.hp.com/us-

en/document

H-HP-T730-

031123/3568 
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the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

/ish_9440593

-9440618-16 

Product: t740 

Affected Version(s): - 

Improper 

Certificate 

Validation 

13-Oct-2023 7.5 

A potential security 

vulnerability has 

been identified in 

the HP ThinUpdate 

utility (also known 

as HP Recovery 

Image and Software 

Download Tool) 

which may lead to 

information 

disclosure. HP is 

releasing mitigation 

for the potential 

vulnerability. 

CVE ID : CVE-

2023-4499 

https://suppo

rt.hp.com/us-

en/document

/ish_9440593

-9440618-16 

H-HP-T740-

031123/3569 

Product: z22n_g2_21.5-inch 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-Z22N-

031123/3570 
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Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

Product: z23n_g2_23-inch 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-Z23N-

031123/3571 

Product: z24f_g3_fhd 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-Z24F-

031123/3572 

Product: z24i_g2_24-inch 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-Z24I-

031123/3573 
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feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

Product: z24nf_g2_23.8-inch 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-Z24N-

031123/3574 

Product: z24n_g3_wuxga 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

H-HP-Z24N-

031123/3575 

Vendor: hpe 

Product: msa_1060_storage 

Affected Version(s): - 

Inconsiste

nt 
09-Oct-2023 5.4 HPE MSA 

Controller prior to 

https://suppo

rt.hpe.com/hp

H-HPE-MSA_-

031123/3576 
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Interpretat

ion of 

HTTP 

Requests 

('HTTP 

Request 

Smuggling'

) 

version IN210R004 

could be remotely 

exploited to allow 

inconsistent 

interpretation of 

HTTP requests.  

CVE ID : CVE-

2023-30910 

esc/public/do

cDisplay?docL

ocale=en_US&

docId=hpesbs

t04539en_us 

Product: msa_2060_storage 

Affected Version(s): - 

Inconsiste

nt 

Interpretat

ion of 

HTTP 

Requests 

('HTTP 

Request 

Smuggling'

) 

09-Oct-2023 5.4 

HPE MSA 

Controller prior to 

version IN210R004 

could be remotely 

exploited to allow 

inconsistent 

interpretation of 

HTTP requests.  

CVE ID : CVE-

2023-30910 

https://suppo

rt.hpe.com/hp

esc/public/do

cDisplay?docL

ocale=en_US&

docId=hpesbs

t04539en_us 

H-HPE-MSA_-

031123/3577 

Product: msa_2062_storage 

Affected Version(s): - 

Inconsiste

nt 

Interpretat

ion of 

HTTP 

Requests 

('HTTP 

Request 

Smuggling'

) 

09-Oct-2023 5.4 

HPE MSA 

Controller prior to 

version IN210R004 

could be remotely 

exploited to allow 

inconsistent 

interpretation of 

HTTP requests.  

CVE ID : CVE-

2023-30910 

https://suppo

rt.hpe.com/hp

esc/public/do

cDisplay?docL

ocale=en_US&

docId=hpesbs

t04539en_us 

H-HPE-MSA_-

031123/3578 

Vendor: icpdas 

Product: et-7060 

Affected Version(s): - 

Unrestricte

d Upload of 

File with 

03-Oct-2023 8.8 

This vulnerability 

allows an 

authenticated 

attacker to upload 

N/A 
H-ICP-ET-7-

031123/3579 
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Dangerous 

Type 

malicious files by 

bypassing the 

restrictions of the 

upload 

functionality, 

compromising the 

entire device. 

CVE ID : CVE-

2023-4817 

Vendor: ingeteam 

Product: ingepac_da3451 

Affected Version(s): - 

Improper 

Input 

Validation 

02-Oct-2023 7.5 

Incorrect data input 

validation 

vulnerability, which 

could allow an 

attacker with 

access to the 

network to 

implement fuzzing 

techniques that 

would allow him to 

gain knowledge 

about specially 

crafted packets that 

would create a DoS 

condition through 

the MMS protocol 

when initiating 

communication, 

achieving a 

complete system 

reboot of the device 

and its services. 

CVE ID : CVE-

2023-3768 

N/A 
H-ING-INGE-

031123/3580 

Missing 

Authorizati

on 

02-Oct-2023 4.3 

 

 Incorrect 

validation 

vulnerability of the 

data entered, 

N/A 
H-ING-INGE-

031123/3581 
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allowing an 

attacker with 

access to the 

network on which 

the affected device 

is located to use the 

discovery port 

protocol 

(1925/UDP) to 

obtain device-

specific information 

without the need 

for authentication. 

 

 

CVE ID : CVE-

2023-3770 

Product: ingepac_ef_md 

Affected Version(s): - 

Improper 

Input 

Validation 

02-Oct-2023 7.5 

Incorrect data input 

validation 

vulnerability, which 

could allow an 

attacker with 

access to the 

network to 

implement fuzzing 

techniques that 

would allow him to 

gain knowledge 

about specially 

crafted packets that 

would create a DoS 

condition through 

the MMS protocol 

when initiating 

communication, 

achieving a 

complete system 

reboot of the device 

and its services. 

N/A 
H-ING-INGE-

031123/3582 
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CVE ID : CVE-

2023-3768 

Product: ingepac_fc5066 

Affected Version(s): - 

Improper 

Input 

Validation 

02-Oct-2023 7.5 

Incorrect data input 

validation 

vulnerability, which 

could allow an 

attacker with 

access to the 

network to 

implement fuzzing 

techniques that 

would allow him to 

gain knowledge 

about specially 

crafted packets that 

would create a DoS 

condition through 

the MMS protocol 

when initiating 

communication, 

achieving a 

complete system 

reboot of the device 

and its services. 

CVE ID : CVE-

2023-3768 

N/A 
H-ING-INGE-

031123/3583 

N/A 02-Oct-2023 7.5 

Incorrect data input 

validation 

vulnerability, which 

could allow an 

attacker with 

access to the 

network to 

implement fuzzing 

techniques that 

would allow him to 

gain knowledge 

about specially 

crafted packets that 

would create a DoS 

N/A 
H-ING-INGE-

031123/3584 
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condition through 

the MMS protocol 

when initiating 

communication, 

achieving a 

complete system 

reboot of the device 

and its services. 

CVE ID : CVE-

2023-3769 

Vendor: Juniper 

Product: ex2300 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX23-

031123/3585 
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This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 
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CVE ID : CVE-

2023-44191 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-EX23-

031123/3586 
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and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 
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Product: ex2300-24mp 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-EX23-

031123/3587 
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This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: ex2300-24p 

Affected Version(s): - 
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N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-EX23-

031123/3588 
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EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: ex2300-24t 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

https://suppo

rtportal.junipe

H-JUN-EX23-

031123/3589 
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Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

r.net/JSA7316

9 
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  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: ex2300-48mp 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-EX23-

031123/3590 
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Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 
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  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: ex2300-48p 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-EX23-

031123/3591 
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EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 
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  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: ex2300-48t 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-EX23-

031123/3592 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1868 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 
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  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: ex2300-c 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX23-

031123/3593 
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and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 
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This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-EX23-

031123/3594 
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isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1873 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: ex2300m 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-EX23-

031123/3595 
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which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 
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CVE ID : CVE-

2023-44203 

Product: ex2300_multigigabit 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX23-

031123/3596 
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QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 
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Product: ex3400 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX34-

031123/3597 
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  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-EX34-

031123/3598 
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Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 
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  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: ex4100 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX41-

031123/3599 
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attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 
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  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-EX41-

031123/3600 
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Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 
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  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: ex4100-f 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX41-

031123/3601 
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PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 
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versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-EX41-

031123/3602 
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This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 
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CVE ID : CVE-

2023-44203 

Product: ex4100_multigigabit 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX41-

031123/3603 
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  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Product: ex4300 

Affected Version(s): - 
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Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX43-

031123/3604 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Product: ex4300_multigigabit 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX43-

031123/3605 
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network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 
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  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Product: ex4400 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX44-

031123/3606 
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On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 
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  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-EX44-

031123/3607 
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When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 
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  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: ex4400-24x 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX44-

031123/3608 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1898 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 
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versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Product: ex4400_multigigabit 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX44-

031123/3609 
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Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 
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CVE ID : CVE-

2023-44191 

Product: ex4600 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX46-

031123/3610 
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  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-EX46-

031123/3611 
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Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 
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  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

H-JUN-EX46-

031123/3612 
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EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 
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show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 
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CVE ID : CVE-

2023-44183 

Product: ex4650 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX46-

031123/3613 
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  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 
13-Oct-2023 5.3  https://suppo

rtportal.junipe

H-JUN-EX46-

031123/3614 
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Memory 

after 

Effective 

Lifetime 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

r.net/JSA7314

8 
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Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 
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  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Product: ex9200 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX92-

031123/3615 
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This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 
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CVE ID : CVE-

2023-44191 

Product: ex9250 

Affected Version(s): - 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-EX92-

031123/3616 
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QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 
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Product: mx10003 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-MX10-

031123/3617 
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  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 
13-Oct-2023 7.5  https://suppo

rtportal.junipe

H-JUN-MX10-

031123/3618 
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Unusual or 

Exceptiona

l 

Conditions 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

r.net/JSA7316

5 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

H-JUN-MX10-

031123/3619 
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and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 
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  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 

Product: mx10004 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-MX10-

031123/3620 
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forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

H-JUN-MX10-

031123/3621 
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Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

H-JUN-MX10-

031123/3622 
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Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 
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  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 

Product: mx10008 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-MX10-

031123/3623 
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network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 
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  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

H-JUN-MX10-

031123/3624 
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On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 
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CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

H-JUN-MX10-

031123/3625 
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This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 
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Product: mx2008 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-MX20-

031123/3626 
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  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 
13-Oct-2023 7.5  https://suppo

rtportal.junipe

H-JUN-MX20-

031123/3627 
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Unusual or 

Exceptiona

l 

Conditions 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

r.net/JSA7316

5 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

H-JUN-MX20-

031123/3628 
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and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 
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  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 

Product: mx2010 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-MX20-

031123/3629 
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forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

H-JUN-MX20-

031123/3630 
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Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

H-JUN-MX20-

031123/3631 
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Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 
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  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 

Product: mx2020 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-MX20-

031123/3632 
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network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 
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  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

H-JUN-MX20-

031123/3633 
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On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 
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CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

H-JUN-MX20-

031123/3634 
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This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 
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Product: mx204 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-MX20-

031123/3635 
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  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 
13-Oct-2023 7.5  https://suppo

rtportal.junipe

H-JUN-MX20-

031123/3636 
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Unusual or 

Exceptiona

l 

Conditions 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

r.net/JSA7316

5 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1950 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

H-JUN-MX20-

031123/3637 
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and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 
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  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 

Product: mx240 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-MX24-

031123/3638 
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forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

H-JUN-MX24-

031123/3639 
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Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

H-JUN-MX24-

031123/3640 
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Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 
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  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 

Product: mx304 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-MX30-

031123/3641 
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network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 
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  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

H-JUN-MX30-

031123/3642 
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On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 
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CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

H-JUN-MX30-

031123/3643 
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This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 
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Product: mx480 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-MX48-

031123/3644 
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  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 
13-Oct-2023 7.5  https://suppo

rtportal.junipe

H-JUN-MX48-

031123/3645 
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Unusual or 

Exceptiona

l 

Conditions 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

r.net/JSA7316

5 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

H-JUN-MX48-

031123/3646 
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and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1968 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 

Product: mx960 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-MX96-

031123/3647 
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forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

H-JUN-MX96-

031123/3648 
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Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

H-JUN-MX96-

031123/3649 
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Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 
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  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 

Product: ptx1000 

Affected Version(s): - 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

N/A 
H-JUN-PTX1-

031123/3650 
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attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 
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expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 
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__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 
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  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 

Product: ptx1000-72q 

Affected Version(s): - 

Missing 

Release of 

Memory 

after 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

N/A 
H-JUN-PTX1-

031123/3651 
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Effective 

Lifetime 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 
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expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 
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Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 
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on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 
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Product: ptx10001 

Affected Version(s): - 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016 devices 

allows a network-

adjacent attacker to 

bypass MAC 

address checking, 

allowing MAC 

addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

https://suppo

rtportal.junipe

r.net/JSA7315

4 

H-JUN-PTX1-

031123/3652 
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PTX10004, 

PTX10008, and 

PTX10016: 

 

 

 

  *  All versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

22.2R1-EVO and 

later; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R1-S1-

EVO, 23.2R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44190 

Product: ptx10001-36mr 

Affected Version(s): - 
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Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016 devices 

allows a network-

adjacent attacker to 

bypass MAC 

address checking, 

allowing MAC 

addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016: 

https://suppo

rtportal.junipe

r.net/JSA7315

4 

H-JUN-PTX1-

031123/3653 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1985 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

 

  *  All versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

22.2R1-EVO and 

later; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R1-S1-

EVO, 23.2R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44190 

Product: ptx10002 

Affected Version(s): - 

Missing 

Release of 

Memory 

after 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

N/A 
H-JUN-PTX1-

031123/3654 
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Effective 

Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 
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expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 
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expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 
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on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 
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Product: ptx10002-60c 

Affected Version(s): - 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

N/A 
H-JUN-PTX1-

031123/3655 
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The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 
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not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 
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  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 
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CVE ID : CVE-

2023-22392 

Product: ptx10003 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 6.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows an 

unauthenticated 

adjacent attacker to 

cause an impact to 

the integrity of the 

system. 

 

When specific 

transit MPLS 

packets are 

received by the 

PFE, these packets 

are internally 

forwarded to the 

RE. This issue is a 

prerequisite for 

CVE-2023-44195. 

 

https://suppo

rtportal.junipe

r.net/JSA7316

2 

H-JUN-PTX1-

031123/3656 
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This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later; 

  *  21.2-EVO 

versions prior to 

21.2R3-S6-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-S4-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R3-S3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R2-EVO. 
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CVE ID : CVE-

2023-44196 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows a 

network-adjacent 

attacker to bypass 

MAC address 

checking, allowing 

MAC addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

https://suppo

rtportal.junipe

r.net/JSA7315

3 

H-JUN-PTX1-

031123/3657 
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on PTX10003 

Series: 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 version 

22.2R1-EVO and 

later versions; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44189 

Product: ptx10003_160c 

Affected Version(s): - 
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Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows a 

network-adjacent 

attacker to bypass 

MAC address 

checking, allowing 

MAC addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series: 

 

 

 

https://suppo

rtportal.junipe

r.net/JSA7315

3 

H-JUN-PTX1-

031123/3658 
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  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 version 

22.2R1-EVO and 

later versions; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44189 

Product: ptx10003_80c 

Affected Version(s): - 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

https://suppo

rtportal.junipe

r.net/JSA7315

3 

H-JUN-PTX1-

031123/3659 
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on PTX10003 

Series allows a 

network-adjacent 

attacker to bypass 

MAC address 

checking, allowing 

MAC addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series: 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2001 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  22.2 version 

22.2R1-EVO and 

later versions; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44189 

Product: ptx10003_81cd 

Affected Version(s): - 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows a 

network-adjacent 

attacker to bypass 

MAC address 

checking, allowing 

MAC addresses not 

https://suppo

rtportal.junipe

r.net/JSA7315

3 

H-JUN-PTX1-

031123/3660 
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intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series: 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 version 

22.2R1-EVO and 

later versions; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 
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  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44189 

Product: ptx10004 

Affected Version(s): - 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

N/A 
H-JUN-PTX1-

031123/3661 
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LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 
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expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 
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PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 
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  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016 devices 

allows a network-

adjacent attacker to 

bypass MAC 

https://suppo

rtportal.junipe

r.net/JSA7315

4 

H-JUN-PTX1-

031123/3662 
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address checking, 

allowing MAC 

addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016: 

 

 

 

  *  All versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

22.2R1-EVO and 

later; 
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  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R1-S1-

EVO, 23.2R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44190 

Product: ptx10008 

Affected Version(s): - 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

N/A 
H-JUN-PTX1-

031123/3663 
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PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 
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expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 
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on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 
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  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

https://suppo

rtportal.junipe

r.net/JSA7315

4 

H-JUN-PTX1-

031123/3664 
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PTX10016 devices 

allows a network-

adjacent attacker to 

bypass MAC 

address checking, 

allowing MAC 

addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016: 

 

 

 

  *  All versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 
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  *  22.2 versions 

22.2R1-EVO and 

later; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R1-S1-

EVO, 23.2R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44190 

Product: ptx10016 

Affected Version(s): - 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

N/A 
H-JUN-PTX1-

031123/3665 
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PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 
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secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 
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This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 
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  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

https://suppo

rtportal.junipe

r.net/JSA7315

4 

H-JUN-PTX1-

031123/3666 
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PTX10004, 

PTX10008, and 

PTX10016 devices 

allows a network-

adjacent attacker to 

bypass MAC 

address checking, 

allowing MAC 

addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016: 

 

 

 

  *  All versions 

prior to 21.4R3-S5-

EVO; 
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  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

22.2R1-EVO and 

later; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R1-S1-

EVO, 23.2R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44190 

Product: ptx3000 

Affected Version(s): - 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

N/A 
H-JUN-PTX3-

031123/3667 
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Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2023 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 
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__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 
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  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 

Product: ptx5000 

Affected Version(s): - 

Missing 

Release of 

Memory 

after 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

N/A 
H-JUN-PTX5-

031123/3668 
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Effective 

Lifetime 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 
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expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 
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Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 
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on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 
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Product: qfk5110 

Affected Version(s): - 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

 

This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

H-JUN-QFK5-

031123/3669 
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  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 

  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-QFK5-

031123/3670 
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attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 
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  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

https://suppo

rtportal.junipe

r.net/JSA7315

6 

H-JUN-QFK5-

031123/3671 
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(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 
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  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

H-JUN-QFK5-

031123/3672 
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on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 
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show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2038 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

 

CVE ID : CVE-

2023-44183 

Product: qfk5120 

Affected Version(s): - 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

 

This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

H-JUN-QFK5-

031123/3673 
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  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 

  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

Allocation 

of 
13-Oct-2023 7.5  https://suppo

rtportal.junipe

H-JUN-QFK5-

031123/3674 
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Resources 

Without 

Limits or 

Throttling 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

r.net/JSA7315

5 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

https://suppo

rtportal.junipe

r.net/JSA7315

6 

H-JUN-QFK5-

031123/3675 
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attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 
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This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 
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CVE ID : CVE-

2023-44192 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

H-JUN-QFK5-

031123/3676 
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and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 
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  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Product: qfk5130 

Affected Version(s): - 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

 

This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

H-JUN-QFK5-

031123/3677 
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This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 

  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 
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CVE ID : CVE-

2023-44181 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-QFK5-

031123/3678 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2049 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 
13-Oct-2023 7.5  https://suppo

rtportal.junipe

H-JUN-QFK5-

031123/3679 
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Memory 

after 

Effective 

Lifetime 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

r.net/JSA7315

6 
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To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2052 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

H-JUN-QFK5-

031123/3680 
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be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 
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  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Product: qfk5200 

Affected Version(s): - 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

H-JUN-QFK5-

031123/3681 
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This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 
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  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-QFK5-

031123/3682 
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dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 
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versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

https://suppo

rtportal.junipe

r.net/JSA7315

6 

H-JUN-QFK5-

031123/3683 
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then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 
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  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

H-JUN-QFK5-

031123/3684 
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conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 
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  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Product: qfk5210 

Affected Version(s): - 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

H-JUN-QFK5-

031123/3685 
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storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

 

This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 
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  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 

  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-QFK5-

031123/3686 
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and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 
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This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

https://suppo

rtportal.junipe

r.net/JSA7315

6 

H-JUN-QFK5-

031123/3687 
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transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 
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  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

H-JUN-QFK5-

031123/3688 
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sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 
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Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 
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CVE ID : CVE-

2023-44183 

Product: qfk5220 

Affected Version(s): - 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

 

This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

H-JUN-QFK5-

031123/3689 
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  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 

  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

Allocation 

of 

Resources 

Without 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-QFK5-

031123/3690 
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Limits or 

Throttling 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 
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  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

https://suppo

rtportal.junipe

r.net/JSA7315

6 

H-JUN-QFK5-

031123/3691 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2075 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 
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Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

H-JUN-QFK5-

031123/3692 
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interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 
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  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Product: qfk5230 

Affected Version(s): - 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

 

This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

H-JUN-QFK5-

031123/3693 
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This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 

  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 
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CVE ID : CVE-

2023-44181 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-QFK5-

031123/3694 
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  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 
13-Oct-2023 7.5  https://suppo

rtportal.junipe

H-JUN-QFK5-

031123/3695 
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Memory 

after 

Effective 

Lifetime 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

r.net/JSA7315

6 
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To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 
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CVE ID : CVE-

2023-44192 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

H-JUN-QFK5-

031123/3696 
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be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 
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  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Product: qfk5700 

Affected Version(s): - 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

H-JUN-QFK5-

031123/3697 
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This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 
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  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

H-JUN-QFK5-

031123/3698 
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dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 
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versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

https://suppo

rtportal.junipe

r.net/JSA7315

6 

H-JUN-QFK5-

031123/3699 
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then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 
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  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

H-JUN-QFK5-

031123/3700 
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conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 
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  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Product: qfx10000 

Affected Version(s): - 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

N/A 
H-JUN-QFX1-

031123/3701 
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Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 
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expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 
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Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 
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on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 
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Product: qfx5100 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-QFX5-

031123/3702 
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This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: qfx5100-96s 

Affected Version(s): - 
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N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-QFX5-

031123/3703 
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EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: qfx5110 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

https://suppo

rtportal.junipe

H-JUN-QFX5-

031123/3704 
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Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

r.net/JSA7316

9 
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  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: qfx5120 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-QFX5-

031123/3705 
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Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 
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  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: qfx5130 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-QFX5-

031123/3706 
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EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 
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  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: qfx5200 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-QFX5-

031123/3707 
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and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 
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  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: qfx5200-32c 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-QFX5-

031123/3708 
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to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: qfx5200-48y 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-QFX5-

031123/3709 
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resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 
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  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: qfx5210 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-QFX5-

031123/3710 
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Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2117 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: qfx5210-64c 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-QFX5-

031123/3711 
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When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 
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  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: qfx5220 

Affected Version(s): - 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

H-JUN-QFX5-

031123/3712 
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received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 
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  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Product: srx1500 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX1-

031123/3713 
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subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Product: srx1600 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX1-

031123/3714 
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retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 
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releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Product: srx2300 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX2-

031123/3715 
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forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Product: srx300 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX3-

031123/3716 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Product: srx320 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX3-

031123/3717 
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Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Product: srx340 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX3-

031123/3718 
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Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Product: srx345 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX3-

031123/3719 
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Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Product: srx380 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX3-

031123/3720 
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Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Product: srx4100 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX4-

031123/3721 
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Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Product: srx4200 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX4-

031123/3722 
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Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2141 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-44198 

Product: srx4300 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX4-

031123/3723 
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Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Product: srx4600 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX4-

031123/3724 
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Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Product: srx4700 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX4-

031123/3725 
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Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Product: srx5400 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX5-

031123/3726 
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Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Product: srx550 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX5-

031123/3727 
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Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Product: srx5600 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX5-

031123/3728 
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Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Product: srx5800 

Affected Version(s): - 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

H-JUN-SRX5-

031123/3729 
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Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Vendor: mcl-collection 

Product: mcl-net 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

11-Oct-2023 7.5 

Directory traversal 

vulnerability in 

MCL-Net versions 

prior to 4.6 Update 

Package (P01) may 

allow attackers to 

read arbitrary files. 

CVE ID : CVE-

2023-4990 

N/A 
H-MCL-MCL--

031123/3730 

Vendor: mediatek 

Product: mt2713 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT27-

031123/3731 

Product: mt2731 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT27-

031123/3732 

Product: mt5221 

Affected Version(s): - 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT52-

031123/3733 
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Product: mt5527 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT55-

031123/3734 

Product: mt5583 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT55-

031123/3735 

Product: mt5598 
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Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT55-

031123/3736 

Product: mt5599 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT55-

031123/3737 

Product: mt5670 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT56-

031123/3738 

Product: mt5680 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT56-

031123/3739 

Product: mt5691 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT56-

031123/3740 

Product: mt5695 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT56-

031123/3741 

Product: mt5806 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT58-

031123/3742 

Product: mt5813 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT58-

031123/3743 

Product: mt5815 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT58-

031123/3744 

Product: mt5816 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT58-

031123/3745 

Product: mt5833 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT58-

031123/3746 

Product: mt5835 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT58-

031123/3747 

Product: mt5895 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT58-

031123/3748 

Product: mt6570 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT65-

031123/3749 

Product: mt6580 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2165 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT65-

031123/3750 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT65-

031123/3751 

Double 

Free 
02-Oct-2023 6.7 In rpmb , there is a 

possible double 

https://corp.

mediatek.com

H-MED-MT65-

031123/3752 
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free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

/product-

security-

bulletin/Octo

ber-2023 

Product: mt6595 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT65-

031123/3753 

Product: mt6732 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3754 

Product: mt6735 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3755 
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CVE ID : CVE-

2023-20819 

Product: mt6737 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3756 

Product: mt6737m 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3757 
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ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Product: mt6738 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3758 

Product: mt6739 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3759 
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execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3760 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3761 
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Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3762 

Product: mt6750 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3763 
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CVE ID : CVE-

2023-20819 

Product: mt6750s 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3764 

Product: mt6752 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3765 
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ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Product: mt6753 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3766 

Product: mt6755 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3767 
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execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Product: mt6757 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3768 

Product: mt6758 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

https://corp.

mediatek.com

/product-

security-

H-MED-MT67-

031123/3769 
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check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

bulletin/Octo

ber-2023 

Product: mt6761 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3770 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 
In video, there is a 

possible out of 

bounds write due 

https://corp.

mediatek.com

/product-

H-MED-MT67-

031123/3771 
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to a permissions 

bypass. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08013430; 

Issue ID: 

ALPS08013433. 

CVE ID : CVE-

2023-32821 

security-

bulletin/Octo

ber-2023 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3772 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3773 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3774 

Product: mt6762 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3775 
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ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3776 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3777 
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Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3778 

Product: mt6762d 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3779 

Product: mt6762m 
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Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3780 

Product: mt6763 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3781 
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Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In video, there is a 

possible out of 

bounds write due 

to a permissions 

bypass. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08013430; 

Issue ID: 

ALPS08013433. 

CVE ID : CVE-

2023-32821 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3782 

Product: mt6765 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3783 
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Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In video, there is a 

possible out of 

bounds write due 

to a permissions 

bypass. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08013430; 

Issue ID: 

ALPS08013433. 

CVE ID : CVE-

2023-32821 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3784 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3785 

Integer 

Overflow 
02-Oct-2023 6.7 In rpmb , there is a 

possible memory 

https://corp.

mediatek.com

H-MED-MT67-

031123/3786 
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or 

Wraparoun

d 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

/product-

security-

bulletin/Octo

ber-2023 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3787 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3788 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

Product: mt6765t 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3789 

Product: mt6767 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3790 
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escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Product: mt6768 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3791 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In video, there is a 

possible out of 

bounds write due 

to a permissions 

bypass. This could 

https://corp.

mediatek.com

/product-

security-

H-MED-MT67-

031123/3792 
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lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08013430; 

Issue ID: 

ALPS08013433. 

CVE ID : CVE-

2023-32821 

bulletin/Octo

ber-2023 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3793 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3794 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2187 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3795 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3796 
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Product: mt6769 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3797 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3798 
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Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3799 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3800 

Product: mt6769t 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

https://corp.

mediatek.com

/product-

security-

H-MED-MT67-

031123/3801 
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check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

bulletin/Octo

ber-2023 

Product: mt6769z 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3802 

Product: mt6771 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3803 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In video, there is a 

possible out of 

bounds write due 

to a permissions 

bypass. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08013430; 

Issue ID: 

ALPS08013433. 

CVE ID : CVE-

2023-32821 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3804 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

https://corp.

mediatek.com

/product-

security-

H-MED-MT67-

031123/3805 
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check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

bulletin/Octo

ber-2023 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3806 

Product: mt6775 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3807 
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privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Product: mt6779 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3808 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In video, there is a 

possible out of 

bounds write due 

to a permissions 

bypass. This could 

lead to local 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3809 
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escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08013430; 

Issue ID: 

ALPS08013433. 

CVE ID : CVE-

2023-32821 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3810 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3811 
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ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3812 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3813 

Product: mt6781 
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Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3814 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3815 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3816 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3817 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3818 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

Product: mt6783 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3819 

Product: mt6785 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3820 
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lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In video, there is a 

possible out of 

bounds write due 

to a permissions 

bypass. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08013430; 

Issue ID: 

ALPS08013433. 

CVE ID : CVE-

2023-32821 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3821 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3822 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3823 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3824 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2201 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-32828 

Product: mt6785t 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3825 

Product: mt6789 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3826 
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ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3827 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3828 

Product: mt6795 
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Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3829 

Product: mt6797 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3830 
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Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Product: mt6799 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT67-

031123/3831 

Product: mt6813 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3832 
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interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Product: mt6815 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3833 

Product: mt6833 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3834 
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escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3835 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3836 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3837 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3838 
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CVE ID : CVE-

2023-32824 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3839 

Product: mt6835 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3840 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2209 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-20819 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3841 

Product: mt6853 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3842 
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CVE ID : CVE-

2023-20819 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3843 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In video, there is a 

possible out of 

bounds write due 

to a permissions 

bypass. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08013430; 

Issue ID: 

ALPS08013433. 

CVE ID : CVE-

2023-32821 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3844 

Integer 

Overflow 

or 

02-Oct-2023 6.7 
In rpmb , there is a 

possible memory 

corruption due to a 

https://corp.

mediatek.com

/product-

H-MED-MT68-

031123/3845 
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Wraparoun

d 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

security-

bulletin/Octo

ber-2023 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3846 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3847 
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not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

Product: mt6853t 

Affected Version(s): - 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3848 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3849 
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Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3850 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3851 

Product: mt6855 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3852 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3853 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3854 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3855 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3856 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

Product: mt6873 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3857 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3858 
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execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In video, there is a 

possible out of 

bounds write due 

to a permissions 

bypass. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08013430; 

Issue ID: 

ALPS08013433. 

CVE ID : CVE-

2023-32821 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3859 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3860 
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Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3861 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3862 

Product: mt6875 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3863 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3864 

Integer 

Overflow 

or 

02-Oct-2023 6.7 
In rpmb , there is a 

possible memory 

corruption due to a 

https://corp.

mediatek.com

/product-

H-MED-MT68-

031123/3865 
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Wraparoun

d 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

security-

bulletin/Octo

ber-2023 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3866 

Product: mt6875t 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3867 
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privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Product: mt6877 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3868 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3869 
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remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3870 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3871 
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exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3872 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3873 

Product: mt6878 
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Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3874 

Product: mt6879 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3875 
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Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3876 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3877 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2226 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3878 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3879 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3880 
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privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3881 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3882 
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ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3883 

Product: mt6883 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3884 
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MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3885 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3886 
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Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3887 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3888 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3889 
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disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

Product: mt6885 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3890 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3891 
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additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In video, there is a 

possible out of 

bounds write due 

to a permissions 

bypass. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08013430; 

Issue ID: 

ALPS08013433. 

CVE ID : CVE-

2023-32821 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3892 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3893 
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Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3894 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3895 

Integer 

Overflow 

or 

02-Oct-2023 6.7 
In vpu, there is a 

possible out of 

bounds write due 

https://corp.

mediatek.com

/product-

H-MED-MT68-

031123/3896 
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Wraparoun

d 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

security-

bulletin/Octo

ber-2023 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3897 

Product: mt6886 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3898 
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lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3899 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3900 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3901 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3902 
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Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3903 

Product: mt6889 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3904 
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Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3905 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3906 
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Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3907 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3908 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3909 
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disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

Product: mt6891 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3910 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3911 
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additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3912 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3913 
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Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3914 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3915 

Integer 

Overflow 

or 

02-Oct-2023 6.7 
In apusys, there is a 

possible out of 

bounds write due 

https://corp.

mediatek.com

/product-

H-MED-MT68-

031123/3916 
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Wraparoun

d 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

security-

bulletin/Octo

ber-2023 

Product: mt6893 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3917 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

https://corp.

mediatek.com

/product-

security-

H-MED-MT68-

031123/3918 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2244 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

bulletin/Octo

ber-2023 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3919 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3920 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3921 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3922 
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CVE ID : CVE-

2023-32828 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3923 

Product: mt6895 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3924 
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CVE ID : CVE-

2023-20819 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3925 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3926 

Integer 

Overflow 

or 

02-Oct-2023 6.7 
In rpmb , there is a 

possible memory 

corruption due to a 

https://corp.

mediatek.com

/product-

H-MED-MT68-

031123/3927 
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Wraparoun

d 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

security-

bulletin/Octo

ber-2023 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3928 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3929 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3930 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3931 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2250 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

Product: mt6895t 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3932 

Product: mt6896 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3933 
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interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3934 

Product: mt6897 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT68-

031123/3935 
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needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Product: mt6983 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3936 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3937 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3938 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3939 
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CVE ID : CVE-

2023-32824 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3940 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3941 

Integer 

Overflow 
02-Oct-2023 6.7 In apusys, there is a 

possible out of 

https://corp.

mediatek.com

H-MED-MT69-

031123/3942 
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or 

Wraparoun

d 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

/product-

security-

bulletin/Octo

ber-2023 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3943 

Product: mt6985 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

https://corp.

mediatek.com

/product-

security-

H-MED-MT69-

031123/3944 
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check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

bulletin/Octo

ber-2023 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3945 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3946 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3947 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3948 
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Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3949 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3950 
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Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3951 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3952 

Product: mt6989 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 
In CDMA PPP 

protocol, there is a 

possible out of 

https://corp.

mediatek.com

/product-

H-MED-MT69-

031123/3953 
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bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

security-

bulletin/Octo

ber-2023 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT69-

031123/3954 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

https://corp.

mediatek.com

/product-

security-

H-MED-MT69-

031123/3955 
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could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

bulletin/Octo

ber-2023 

Product: mt7663 

Affected Version(s): - 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT76-

031123/3956 

Product: mt7668 

Affected Version(s): - 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

https://corp.

mediatek.com

/product-

security-

H-MED-MT76-

031123/3957 
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could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

bulletin/Octo

ber-2023 

Product: mt7902 

Affected Version(s): - 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT79-

031123/3958 

Product: mt7921 

Affected Version(s): - 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

https://corp.

mediatek.com

/product-

security-

H-MED-MT79-

031123/3959 
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input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

bulletin/Octo

ber-2023 

Product: mt8137 

Affected Version(s): - 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3960 

Product: mt8139 

Affected Version(s): - 

Integer 

Overflow 

or 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

https://corp.

mediatek.com

/product-

security-

H-MED-MT81-

031123/3961 
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Wraparoun

d 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

bulletin/Octo

ber-2023 

Product: mt8167 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3962 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3963 
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privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3964 

Product: mt8167s 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3965 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3966 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3967 
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Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

Product: mt8168 

Affected Version(s): - 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3968 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3969 
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CVE ID : CVE-

2023-32822 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3970 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3971 

Product: mt8173 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3972 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3973 

Product: mt8175 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3974 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3975 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

https://corp.

mediatek.com

/product-

security-

H-MED-MT81-

031123/3976 
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could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

bulletin/Octo

ber-2023 

Product: mt8183 

Affected Version(s): - 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3977 

Product: mt8185 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3978 
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could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3979 

Product: mt8188 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3980 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3981 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3982 
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ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3983 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3984 
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N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3985 

Product: mt8195 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3986 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 
In camera 

middleware, there 

is a possible out of 

https://corp.

mediatek.com

/product-

H-MED-MT81-

031123/3987 
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bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

security-

bulletin/Octo

ber-2023 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3988 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3989 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3990 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3991 
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Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

Product: mt8195z 

Affected Version(s): - 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT81-

031123/3992 

Product: mt8321 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/3993 
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Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/3994 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/3995 
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Product: mt8362a 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/3996 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/3997 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 
In camera 

middleware, there 

is a possible out of 

https://corp.

mediatek.com

/product-

H-MED-MT83-

031123/3998 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2281 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

security-

bulletin/Octo

ber-2023 

Product: mt8365 

Affected Version(s): - 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/3999 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

https://corp.

mediatek.com

/product-

security-

H-MED-MT83-

031123/4000 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2282 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

bulletin/Octo

ber-2023 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/4001 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/4002 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

Product: mt8385 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/4003 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/4004 
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ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/4005 

Product: mt8390 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/4006 
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CVE ID : CVE-

2023-32822 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/4007 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/4008 

Integer 

Overflow 
02-Oct-2023 6.7 In vpu, there is a 

possible out of 

https://corp.

mediatek.com

H-MED-MT83-

031123/4009 
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or 

Wraparoun

d 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

/product-

security-

bulletin/Octo

ber-2023 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/4010 

Product: mt8395 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/4011 
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could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/4012 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/4013 
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not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT83-

031123/4014 

Product: mt8518s 

Affected Version(s): - 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT85-

031123/4015 
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Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

Product: mt8532 

Affected Version(s): - 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT85-

031123/4016 

Product: mt8666 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4017 
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exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4018 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4019 
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CVE ID : CVE-

2023-32823 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4020 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4021 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

https://corp.

mediatek.com

/product-

security-

H-MED-MT86-

031123/4022 
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to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

bulletin/Octo

ber-2023 

Product: mt8666a 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4023 

Product: mt8667 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4024 

Product: mt8673 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4025 
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CVE ID : CVE-

2023-20819 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4026 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4027 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4028 

Product: mt8675 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4029 
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Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4030 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4031 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

https://corp.

mediatek.com

/product-

security-

H-MED-MT86-

031123/4032 
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validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

bulletin/Octo

ber-2023 

Product: mt8695 

Affected Version(s): - 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT86-

031123/4033 

Product: mt8765 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

https://corp.

mediatek.com

/product-

security-

H-MED-MT87-

031123/4034 
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to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

bulletin/Octo

ber-2023 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4035 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4036 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4037 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4038 
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Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4039 

Product: mt8766 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4040 
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Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4041 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4042 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4043 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4044 

Product: mt8766z 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4045 

Product: mt8768 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4046 
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CVE ID : CVE-

2023-20819 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4047 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4048 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 
In camera 

middleware, there 

is a possible out of 

https://corp.

mediatek.com

/product-

H-MED-MT87-

031123/4049 
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bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

security-

bulletin/Octo

ber-2023 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4050 

Product: mt8768a 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

https://corp.

mediatek.com

/product-

security-

H-MED-MT87-

031123/4051 
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check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

bulletin/Octo

ber-2023 

Product: mt8768b 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4052 

Product: mt8768t 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4053 

Product: mt8768z 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4054 
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CVE ID : CVE-

2023-20819 

Product: mt8781 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4055 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4056 
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CVE ID : CVE-

2023-32820 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4057 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4058 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 
In camera 

middleware, there 

is a possible out of 

https://corp.

mediatek.com

/product-

H-MED-MT87-

031123/4059 
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bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

security-

bulletin/Octo

ber-2023 

Product: mt8786 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4060 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

https://corp.

mediatek.com

/product-

H-MED-MT87-

031123/4061 
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due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

security-

bulletin/Octo

ber-2023 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4062 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4063 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4064 

Product: mt8788 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4065 
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needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4066 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4067 
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Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4068 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4069 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4070 

Product: mt8788t 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4071 
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Product: mt8788x 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4072 

Product: mt8788z 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4073 
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Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Product: mt8789 

Affected Version(s): - 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4074 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4075 
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CVE ID : CVE-

2023-32822 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4076 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4077 

Product: mt8791 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4078 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4079 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4080 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4081 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

https://corp.

mediatek.com

/product-

security-

H-MED-MT87-

031123/4082 
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could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

bulletin/Octo

ber-2023 

Product: mt8791t 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4083 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4084 
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could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4085 

Product: mt8797 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4086 
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privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4087 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4088 
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not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4089 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4090 
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Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4091 

Product: mt8798 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4092 
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Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4093 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4094 
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Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4095 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT87-

031123/4096 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

https://corp.

mediatek.com

/product-

security-

H-MED-MT87-

031123/4097 
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check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

bulletin/Octo

ber-2023 

Product: mt9010 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT90-

031123/4098 

Product: mt9011 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

https://corp.

mediatek.com

/product-

security-

H-MED-MT90-

031123/4099 
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lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

bulletin/Octo

ber-2023 

Product: mt9012 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT90-

031123/4100 

Product: mt9016 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT90-

031123/4101 
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escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9020 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT90-

031123/4102 

Product: mt9021 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT90-

031123/4103 
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privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9022 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT90-

031123/4104 

Product: mt9215 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT92-

031123/4105 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9216 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT92-

031123/4106 

Product: mt9221 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT92-

031123/4107 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9222 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT92-

031123/4108 

Product: mt9255 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT92-

031123/4109 
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User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9256 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT92-

031123/4110 

Product: mt9266 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT92-

031123/4111 
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not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9269 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT92-

031123/4112 

Product: mt9285 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT92-

031123/4113 
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exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9286 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT92-

031123/4114 

Product: mt9600 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4115 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2337 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9602 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4116 

Product: mt9610 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4117 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9612 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4118 

Product: mt9613 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4119 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9615 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4120 

Product: mt9617 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4121 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9629 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4122 

Product: mt9630 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4123 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9631 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4124 

Product: mt9632 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4125 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9633 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4126 

Product: mt9636 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4127 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9638 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4128 

Product: mt9639 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4129 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9649 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4130 

Product: mt9650 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4131 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9652 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4132 

Product: mt9653 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4133 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9660 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4134 

Product: mt9666 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4135 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9667 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4136 

Product: mt9669 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4137 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9670 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4138 

Product: mt9671 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4139 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9675 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4140 

Product: mt9679 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4141 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9685 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4142 

Product: mt9686 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4143 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9688 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT96-

031123/4144 

Product: mt9900 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT99-

031123/4145 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2352 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9901 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT99-

031123/4146 

Product: mt9931 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT99-

031123/4147 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9950 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT99-

031123/4148 

Product: mt9969 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT99-

031123/4149 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9970 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT99-

031123/4150 

Product: mt9980 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT99-

031123/4151 
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Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

Product: mt9981 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

H-MED-MT99-

031123/4152 

Vendor: mi 

Product: xiaomi_router_ax3200 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

11-Oct-2023 8.1 

Improper 

Neutralization of 

Special Elements 

used in a Command 

('Command 

Injection') 

vulnerability in 

Xiaomi Xiaomi 

Router allows 

Command 

Injection. 

CVE ID : CVE-

2023-26320 

https://trust.

mi.com/misrc

/bulletins/adv

isory?cveId=5

40 

H-MI-XIAO-

031123/4153 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

11-Oct-2023 7.2 

Buffer Copy 

without Checking 

Size of Input 

('Classic Buffer 

Overflow') 

vulnerability in 

Xiaomi Xiaomi 

Router allows 

Overflow Buffers. 

CVE ID : CVE-

2023-26318 

https://trust.

mi.com/misrc

/bulletins/adv

isory?cveId=5

39 

H-MI-XIAO-

031123/4154 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

11-Oct-2023 7.2 

Improper 

Neutralization of 

Special Elements 

used in a Command 

('Command 

Injection') 

vulnerability in 

Xiaomi Xiaomi 

Router allows 

Command 

Injection. 

CVE ID : CVE-

2023-26319 

https://trust.

mi.com/misrc

/bulletins/adv

isory?cveId=5

36 

H-MI-XIAO-

031123/4155 

Vendor: milesight 

Product: ur32 

Affected Version(s): - 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 7.5 

An information 

disclosure in 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 allows 

attackers to access 

sensitive router 

components. 

CVE ID : CVE-

2023-43261 

N/A 
H-MIL-UR32-

031123/4156 

Improper 

Neutralizat

ion of 

05-Oct-2023 6.1 
Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

N/A 
H-MIL-UR32-

031123/4157 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

v35.3.0.7 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

CVE ID : CVE-

2023-43260 

Product: ur32l 

Affected Version(s): - 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 7.5 

An information 

disclosure in 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 allows 

attackers to access 

sensitive router 

components. 

CVE ID : CVE-

2023-43261 

N/A 
H-MIL-UR32-

031123/4158 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

CVE ID : CVE-

2023-43260 

N/A 
H-MIL-UR32-

031123/4159 

Product: ur35 

Affected Version(s): - 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 7.5 

An information 

disclosure in 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 allows 

attackers to access 

N/A 
H-MIL-UR35-

031123/4160 
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sensitive router 

components. 

CVE ID : CVE-

2023-43261 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

CVE ID : CVE-

2023-43260 

N/A 
H-MIL-UR35-

031123/4161 

Product: ur41 

Affected Version(s): - 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 7.5 

An information 

disclosure in 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 allows 

attackers to access 

sensitive router 

components. 

CVE ID : CVE-

2023-43261 

N/A 
H-MIL-UR41-

031123/4162 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

CVE ID : CVE-

2023-43260 

N/A 
H-MIL-UR41-

031123/4163 

Product: ur51 
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Affected Version(s): - 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 7.5 

An information 

disclosure in 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 allows 

attackers to access 

sensitive router 

components. 

CVE ID : CVE-

2023-43261 

N/A 
H-MIL-UR51-

031123/4164 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

CVE ID : CVE-

2023-43260 

N/A 
H-MIL-UR51-

031123/4165 

Product: ur52 

Affected Version(s): - 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 7.5 

An information 

disclosure in 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 allows 

attackers to access 

sensitive router 

components. 

CVE ID : CVE-

2023-43261 

N/A 
H-MIL-UR52-

031123/4166 

Improper 

Neutralizat

ion of 

Input 

During 

05-Oct-2023 6.1 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 was 

discovered to 

N/A 
H-MIL-UR52-

031123/4167 
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Web Page 

Generation 

('Cross-site 

Scripting') 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

CVE ID : CVE-

2023-43260 

Product: ur55 

Affected Version(s): - 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 7.5 

An information 

disclosure in 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 allows 

attackers to access 

sensitive router 

components. 

CVE ID : CVE-

2023-43261 

N/A 
H-MIL-UR55-

031123/4168 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

CVE ID : CVE-

2023-43260 

N/A 
H-MIL-UR55-

031123/4169 

Vendor: Mitsubishielectric 

Product: fx3g-14mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4170 
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allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-14mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4171 
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without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-14mr\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4172 
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CVE ID : CVE-

2023-4562 

Product: fx3g-14mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4173 

Product: fx3g-14mt\/dss 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4174 

Product: fx3g-14mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4175 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-14mt\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4176 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-14mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4177 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2367 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-14_mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4178 

Product: fx3g-14_mr\/es 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4179 

Product: fx3g-14_mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4180 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-14_mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4181 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-14_mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4182 
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CVE ID : CVE-

2023-4562 

Product: fx3g-14_mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4183 

Product: fx3g-232adp\(-mb\) 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4184 

Product: fx3g-24mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4185 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-24mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4186 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-24mr\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4187 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2375 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-24mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4188 

Product: fx3g-24mt\/dss 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4189 

Product: fx3g-24mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4190 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-24mt\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4191 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-24mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4192 
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CVE ID : CVE-

2023-4562 

Product: fx3g-24_mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4193 

Product: fx3g-24_mr\/es 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2380 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4194 

Product: fx3g-24_mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4195 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-24_mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4196 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-24_mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4197 
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CVE ID : CVE-

2023-4562 

Product: fx3g-24_mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4198 

Product: fx3g-32_mt\/dss 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4199 

Product: fx3g-3a-adp 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4200 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-40mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4201 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-40mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4202 
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CVE ID : CVE-

2023-4562 

Product: fx3g-40mr\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4203 

Product: fx3g-40mt\/ds 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4204 

Product: fx3g-40mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4205 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-40mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4206 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-40mt\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4207 
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CVE ID : CVE-

2023-4562 

Product: fx3g-40mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4208 

Product: fx3g-40_mr\/ds 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4209 

Product: fx3g-40_mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4210 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-40_mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4211 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-40_mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4212 
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CVE ID : CVE-

2023-4562 

Product: fx3g-40_mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4213 

Product: fx3g-40_mt\/ess 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2396 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4214 

Product: fx3g-485adp\(-mb\) 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4215 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-4ad-adp 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4216 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-4ad-pt-adp 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4217 
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CVE ID : CVE-

2023-4562 

Product: fx3g-4ad-ptw-adp 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4218 

Product: fx3g-4ad-tc-adp 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4219 

Product: fx3g-4da-adp 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4220 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-4da-pnk-adp 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4221 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-60mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4222 
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CVE ID : CVE-

2023-4562 

Product: fx3g-60mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4223 

Product: fx3g-60mr\/es-a 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4224 

Product: fx3g-60mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4225 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-60mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4226 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-60mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4227 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2407 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-60mt\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4228 

Product: fx3g-60mt\/ess 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4229 

Product: fx3g-60_mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4230 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-60_mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4231 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-60_mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4232 
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CVE ID : CVE-

2023-4562 

Product: fx3g-60_mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4233 

Product: fx3g-60_mt\/es 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2412 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4234 

Product: fx3g-60_mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4235 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-cnv-adp 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4236 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ga-24mr-cm 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4237 
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CVE ID : CVE-

2023-4562 

Product: fx3ga-24mt-cm 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4238 

Product: fx3ga-40mr-cm 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4239 

Product: fx3ga-40mt-cm 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4240 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ga-60mr-cm 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4241 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ga-60mt-cm 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4242 
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CVE ID : CVE-

2023-4562 

Product: fx3gc 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4243 

Product: fx3gc-32mt\/d 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4244 

Product: fx3gc-32mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4245 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ge-24mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4246 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ge-24mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4247 
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CVE ID : CVE-

2023-4562 

Product: fx3ge-24mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4248 

Product: fx3ge-24mt\/dss 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4249 

Product: fx3ge-24mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4250 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ge-24mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4251 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ge-40mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4252 
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CVE ID : CVE-

2023-4562 

Product: fx3ge-40mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4253 

Product: fx3ge-40mt\/ds 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4254 

Product: fx3ge-40mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4255 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ge-40mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4256 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ge-40mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3G-

031123/4257 
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CVE ID : CVE-

2023-4562 

Product: fx3s-10mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4258 

Product: fx3s-10mr\/es 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4259 

Product: fx3s-10mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4260 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-10mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4261 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-10mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4262 
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CVE ID : CVE-

2023-4562 

Product: fx3s-10mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4263 

Product: fx3s-14mr\/ds 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4264 

Product: fx3s-14mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4265 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-14mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4266 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-14mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4267 
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CVE ID : CVE-

2023-4562 

Product: fx3s-14mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4268 

Product: fx3s-14mt\/ess 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4269 

Product: fx3s-20mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4270 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-20mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4271 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-20mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4272 
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CVE ID : CVE-

2023-4562 

Product: fx3s-20mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4273 

Product: fx3s-20mt\/es 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4274 

Product: fx3s-20mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4275 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2445 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-30mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4276 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-30mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4277 
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CVE ID : CVE-

2023-4562 

Product: fx3s-30mr\/es-2ad 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4278 

Product: fx3s-30mt\/ds 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4279 

Product: fx3s-30mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4280 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-30mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4281 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-30mt\/es-2ad 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4282 
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CVE ID : CVE-

2023-4562 

Product: fx3s-30mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4283 

Product: fx3s-30mt\/ess-2ad 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4284 

Product: fx3sa-10mr-cm 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4285 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3sa-10mt-cm 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4286 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3sa-14mr-cm 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4287 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2455 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3sa-14mt-cm 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4288 

Product: fx3sa-20mr-cm 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4289 

Product: fx3sa-20mt-cm 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4290 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3sa-30mr-cm 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4291 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3sa-30mt-cm 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3S-

031123/4292 
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CVE ID : CVE-

2023-4562 

Product: fx3u-128mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4293 

Product: fx3u-128mr\/es-a 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4294 

Product: fx3u-128mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4295 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-128mt\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4296 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-128mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4297 
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CVE ID : CVE-

2023-4562 

Product: fx3u-16mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4298 

Product: fx3u-16mr\/es 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4299 

Product: fx3u-16mr\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4300 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-16mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4301 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-16mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4302 
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CVE ID : CVE-

2023-4562 

Product: fx3u-16mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4303 

Product: fx3u-16mt\/es-a 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4304 

Product: fx3u-16mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4305 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-32mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4306 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-32mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4307 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2471 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-32mr\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4308 

Product: fx3u-32mr\/ua1 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4309 

Product: fx3u-32ms\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4310 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-32mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4311 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-32mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4312 
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CVE ID : CVE-

2023-4562 

Product: fx3u-32mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4313 

Product: fx3u-32mt\/es-a 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4314 

Product: fx3u-32mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4315 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-48mr\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4316 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2478 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-48mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4317 
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CVE ID : CVE-

2023-4562 

Product: fx3u-48mr\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4318 

Product: fx3u-48mt\/ds 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4319 

Product: fx3u-48mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4320 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-48mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4321 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-48mt\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4322 
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CVE ID : CVE-

2023-4562 

Product: fx3u-48mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4323 

Product: fx3u-64mr\/ds 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4324 

Product: fx3u-64mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4325 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-64mr\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4326 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-64mr\/ua1 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4327 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2487 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-64ms\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4328 

Product: fx3u-64mt\/ds 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4329 

Product: fx3u-64mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4330 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-64mt\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4331 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-64mt\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4332 
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CVE ID : CVE-

2023-4562 

Product: fx3u-64mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4333 

Product: fx3u-80mr\/ds 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4334 

Product: fx3u-80mr\/es 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4335 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-80mr\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4336 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-80mt\/ds 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4337 
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CVE ID : CVE-

2023-4562 

Product: fx3u-80mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4338 

Product: fx3u-80mt\/es 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4339 

Product: fx3u-80mt\/es-a 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4340 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-80mt\/ess 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4341 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-enet 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4342 
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CVE ID : CVE-

2023-4562 

Product: fx3u-enet-l 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4343 

Product: fx3u-enet-p502 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4344 

Product: fx3uc 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4345 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3uc-16mr\/d-t 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4346 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3uc-16mr\/ds-t 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4347 
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CVE ID : CVE-

2023-4562 

Product: fx3uc-16mt\/d 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4348 

Product: fx3uc-16mt\/d-p4 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4349 

Product: fx3uc-16mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4350 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3uc-16mt\/dss-p4 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4351 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3uc-32mt-lt 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4352 
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CVE ID : CVE-

2023-4562 

Product: fx3uc-32mt-lt-2 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4353 

Product: fx3uc-32mt\/d 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4354 

Product: fx3uc-32mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4355 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3uc-64mt\/d 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4356 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3uc-64mt\/dss 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4357 
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CVE ID : CVE-

2023-4562 

Product: fx3uc-96mt\/d 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4358 

Product: fx3uc-96mt\/dss 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

H-MIT-FX3U-

031123/4359 

Vendor: Moxa 

Product: nport_5110 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

H-MOX-NPOR-

031123/4360 
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vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5110-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4361 
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Product: nport_5110a 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4362 

Product: nport_5110a-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

H-MOX-NPOR-

031123/4363 
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potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_5130 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4364 

Product: nport_5130a 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

https://www.

moxa.com/en

/support/pro

duct-

H-MOX-NPOR-

031123/4365 
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Check 

Value 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5130a-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4366 
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CVE ID : CVE-

2023-4929 

Product: nport_5150 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4367 

Product: nport_5150a 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

H-MOX-NPOR-

031123/4368 
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on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5150a-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4369 

Product: nport_5150ai-m12 

Affected Version(s): - 
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Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4370 

Product: nport_5150ai-m12-ct 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4371 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_5150ai-m12-ct-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4372 

Product: nport_5150ai-m12-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

H-MOX-NPOR-

031123/4373 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5210 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4374 
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Product: nport_5210-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4375 

Product: nport_5210a 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

H-MOX-NPOR-

031123/4376 
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potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_5210a-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4377 

Product: nport_5230 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

https://www.

moxa.com/en

/support/pro

duct-

H-MOX-NPOR-

031123/4378 
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Check 

Value 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5230-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4379 
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CVE ID : CVE-

2023-4929 

Product: nport_5230a 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4380 

Product: nport_5230a-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

H-MOX-NPOR-

031123/4381 
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on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5232 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4382 

Product: nport_5232-t 

Affected Version(s): - 
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Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4383 

Product: nport_5232i 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4384 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_5232i-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4385 

Product: nport_5250a 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

H-MOX-NPOR-

031123/4386 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5250a-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4387 
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Product: nport_5250ai-m12 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4388 

Product: nport_5250ai-m12-ct 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

H-MOX-NPOR-

031123/4389 
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potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_5250ai-m12-ct-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4390 

Product: nport_5250ai-m12-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

https://www.

moxa.com/en

/support/pro

duct-

H-MOX-NPOR-

031123/4391 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2532 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Check 

Value 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5410 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4392 
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CVE ID : CVE-

2023-4929 

Product: nport_5430 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4393 

Product: nport_5450 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

H-MOX-NPOR-

031123/4394 
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on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5450-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4395 

Product: nport_5450ai-m12 

Affected Version(s): - 
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Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4396 

Product: nport_5450ai-m12-ct 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4397 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_5450ai-m12-ct-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4398 

Product: nport_5450ai-m12-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

H-MOX-NPOR-

031123/4399 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5450i 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4400 
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Product: nport_5450i-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4401 

Product: nport_5610-16 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

H-MOX-NPOR-

031123/4402 
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potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_5610-16-48v 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4403 

Product: nport_5610-8 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

https://www.

moxa.com/en

/support/pro

duct-

H-MOX-NPOR-

031123/4404 
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Check 

Value 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5610-8-48v 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4405 
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CVE ID : CVE-

2023-4929 

Product: nport_5610-8-dt 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4406 

Product: nport_5610-8-dt-j 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

H-MOX-NPOR-

031123/4407 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2542 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5610-8-dt-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4408 

Product: nport_5630-16 

Affected Version(s): - 
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Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4409 

Product: nport_5630-8 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4410 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_5650-16 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4411 

Product: nport_5650-16-hv-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

H-MOX-NPOR-

031123/4412 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5650-16-m-sc 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4413 
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Product: nport_5650-16-s-sc 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4414 

Product: nport_5650-16-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

H-MOX-NPOR-

031123/4415 
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potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_5650-8 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4416 

Product: nport_5650-8-dt 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

https://www.

moxa.com/en

/support/pro

duct-

H-MOX-NPOR-

031123/4417 
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Check 

Value 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5650-8-dt-j 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4418 
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CVE ID : CVE-

2023-4929 

Product: nport_5650-8-dt-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4419 

Product: nport_5650-8-hv-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

H-MOX-NPOR-

031123/4420 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2550 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5650-8-m-sc 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4421 

Product: nport_5650-8-s-sc 

Affected Version(s): - 
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Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4422 

Product: nport_5650-8-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4423 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_5650i-8-dt 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4424 

Product: nport_5650i-8-dt-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

H-MOX-NPOR-

031123/4425 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia-5150 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4426 
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Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4427 

Product: nport_ia-5150-m-sc 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

H-MOX-NPOR-

031123/4428 
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manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4429 

Product: nport_ia-5150-m-sc-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

H-MOX-NPOR-

031123/4430 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4431 

Product: nport_ia-5150-m-st 
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Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4432 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4433 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_ia-5150-m-st-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4434 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

H-MOX-NPOR-

031123/4435 
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vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia-5150-s-sc 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4436 
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Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4437 

Product: nport_ia-5150-s-sc-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

H-MOX-NPOR-

031123/4438 
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manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4439 

Product: nport_ia-5150-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

H-MOX-NPOR-

031123/4440 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4441 

Product: nport_ia-5150i 
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Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4442 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4443 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_ia-5150i-m-sc 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4444 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

H-MOX-NPOR-

031123/4445 
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vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia-5150i-m-sc-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4446 
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Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4447 

Product: nport_ia-5150i-s-sc 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

H-MOX-NPOR-

031123/4448 
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manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4449 

Product: nport_ia-5150i-s-sc-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

H-MOX-NPOR-

031123/4450 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4451 

Product: nport_ia-5150i-t 
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Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4452 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4453 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_ia-5250 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4454 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

H-MOX-NPOR-

031123/4455 
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vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia-5250-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4456 
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Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4457 

Product: nport_ia-5250i 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

H-MOX-NPOR-

031123/4458 
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manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4459 

Product: nport_ia-5250i-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

H-MOX-NPOR-

031123/4460 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Affected Version(s): 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4461 

Product: nport_ia5000a-i\/o 
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Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4462 

Product: nport_ia5150a 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

H-MOX-NPOR-

031123/4463 
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manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_ia5150a-iex 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4464 

Product: nport_ia5150a-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

H-MOX-NPOR-

031123/4465 
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integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia5150a-t-iex 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4466 
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CVE ID : CVE-

2023-4929 

Product: nport_ia5150ai 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4467 

Product: nport_ia5150ai-iex 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

H-MOX-NPOR-

031123/4468 
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updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia5150ai-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4469 

Product: nport_ia5150ai-t-iex 

Affected Version(s): - 

Improper 

Validation 
03-Oct-2023 8.8 All firmware 

versions of the 

https://www.

moxa.com/en

H-MOX-NPOR-

031123/4470 
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of Integrity 

Check 

Value 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia5250a 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4471 
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CVE ID : CVE-

2023-4929 

Product: nport_ia5250a-iex 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4472 

Product: nport_ia5250a-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

H-MOX-NPOR-

031123/4473 
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results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia5250a-t-iex 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4474 

Product: nport_ia5250ai 
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Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4475 

Product: nport_ia5250ai-iex 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

H-MOX-NPOR-

031123/4476 
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manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_ia5250ai-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4477 

Product: nport_ia5250ai-t-iex 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

H-MOX-NPOR-

031123/4478 
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integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia5450a 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4479 
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CVE ID : CVE-

2023-4929 

Product: nport_ia5450a-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4480 

Product: nport_ia5450ai 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

H-MOX-NPOR-

031123/4481 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2587 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia5450ai-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4482 

Product: nport_iaw5000a-i\/o 

Affected Version(s): - 

Improper 

Validation 
03-Oct-2023 8.8 All firmware 

versions of the 

https://www.

moxa.com/en

H-MOX-NPOR-

031123/4483 
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of Integrity 

Check 

Value 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_p5150a 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4484 
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CVE ID : CVE-

2023-4929 

Product: nport_p5150a-t 

Affected Version(s): - 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

H-MOX-NPOR-

031123/4485 

Vendor: nanoleaf 

Product: lightstrip 

Affected Version(s): - 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

N/A 
H-NAN-LIGH-

031123/4486 
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Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

Vendor: netis-systems 

Product: n3m 

Affected Version(s): 2.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Oct-2023 8.8 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a command 

injection 

vulnerability in the 

diagnostic tools 

page. This 

vulnerability is 

exploited via a 

crafted HTTP 

request. 

CVE ID : CVE-

2023-43890 

N/A 
H-NET-N3M-

031123/4487 

Incorrect 

Authorizati

on 

06-Oct-2023 7.5 

An issue in NETIS 

SYSTEMS N3Mv2 

v.1.0.1.865 allows a 

remote attacker to 

cause a denial of 

service via the 

authorization 

N/A 
H-NET-N3M-

031123/4488 
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component in the 

HTTP request. 

CVE ID : CVE-

2023-44860 

Affected Version(s): v2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Oct-2023 9.8 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a command 

injection 

vulnerability in the 

Changing 

Username and 

Password function. 

This vulnerability is 

exploited via a 

crafted payload. 

CVE ID : CVE-

2023-43891 

N/A 
H-NET-N3M-

031123/4489 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Oct-2023 9.8 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a command 

injection 

vulnerability via 

the Hostname 

parameter within 

the WAN settings. 

This vulnerability is 

exploited via a 

crafted payload. 

CVE ID : CVE-

2023-43892 

N/A 
H-NET-N3M-

031123/4490 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

02-Oct-2023 9.8 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a command 

injection 

vulnerability via 

the wakeup_mac 

parameter in the 

Wake-On-LAN 

N/A 
H-NET-N3M-

031123/4491 
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Command 

Injection') 

(WoL) function. 

This vulnerability is 

exploited via a 

crafted payload. 

CVE ID : CVE-

2023-43893 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

13-Oct-2023 9.8 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a command 

injection 

vulnerability via 

the 

ddnsDomainName 

parameter in the 

Dynamic DNS 

settings. 

CVE ID : CVE-

2023-45465 

N/A 
H-NET-N3M-

031123/4492 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

13-Oct-2023 9.8 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a command 

injection 

vulnerability via 

the pin_host 

parameter in the 

WPS Settings. 

CVE ID : CVE-

2023-45466 

N/A 
H-NET-N3M-

031123/4493 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

13-Oct-2023 9.8 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a command 

injection 

vulnerability via 

the ntpServIP 

parameter in the 

Time Settings. 

CVE ID : CVE-

2023-45467 

N/A 
H-NET-N3M-

031123/4494 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

13-Oct-2023 7.5 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a buffer 

overflow via the 

hostName 

parameter in the 

FUN_0040dabc 

function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-45463 

N/A 
H-NET-N3M-

031123/4495 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

13-Oct-2023 7.5 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a buffer 

overflow via the 

servDomain 

parameter. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-45464 

N/A 
H-NET-N3M-

031123/4496 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

13-Oct-2023 7.5 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a buffer 

overflow via the 

pingWdogIp. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

N/A 
H-NET-N3M-

031123/4497 
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CVE ID : CVE-

2023-45468 

Vendor: Nokia 

Product: wavelite_metro_200_and_f2b_fans 

Affected Version(s): - 

N/A 04-Oct-2023 7.8 

If Security 

Hardening guide 

rules are not 

followed, then 

Nokia WaveLite 

products allow a 

local user to create 

new users with 

administrative 

privileges by 

manipulating a web 

request. This affects 

(for example) 

WaveLite Metro 

200 and Fan, 

WaveLite Metro 

200 OPS and Fans, 

WaveLite Metro 

200 and F2B fans, 

WaveLite Metro 

200 OPS and F2B 

fans, WaveLite 

Metro 200 NE and 

F2B fans, and 

WaveLite Metro 

200 NE OPS and 

F2B fans. 

CVE ID : CVE-

2023-22618 

https://www.

nokia.com/ab

out-

us/security-

and-

privacy/prod

uct-security-

advisory/cve-

2023-22618/ 

H-NOK-WAVE-

031123/4498 

Product: wavelite_metro_200_and_fan 

Affected Version(s): - 

N/A 04-Oct-2023 7.8 

If Security 

Hardening guide 

rules are not 

followed, then 

Nokia WaveLite 

https://www.

nokia.com/ab

out-

us/security-

and-

H-NOK-WAVE-

031123/4499 
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products allow a 

local user to create 

new users with 

administrative 

privileges by 

manipulating a web 

request. This affects 

(for example) 

WaveLite Metro 

200 and Fan, 

WaveLite Metro 

200 OPS and Fans, 

WaveLite Metro 

200 and F2B fans, 

WaveLite Metro 

200 OPS and F2B 

fans, WaveLite 

Metro 200 NE and 

F2B fans, and 

WaveLite Metro 

200 NE OPS and 

F2B fans. 

CVE ID : CVE-

2023-22618 

privacy/prod

uct-security-

advisory/cve-

2023-22618/ 

Product: wavelite_metro_200_ne_and_f2b_fans 

Affected Version(s): - 

N/A 04-Oct-2023 7.8 

If Security 

Hardening guide 

rules are not 

followed, then 

Nokia WaveLite 

products allow a 

local user to create 

new users with 

administrative 

privileges by 

manipulating a web 

request. This affects 

(for example) 

WaveLite Metro 

200 and Fan, 

WaveLite Metro 

200 OPS and Fans, 

https://www.

nokia.com/ab

out-

us/security-

and-

privacy/prod

uct-security-

advisory/cve-

2023-22618/ 

H-NOK-WAVE-

031123/4500 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2596 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

WaveLite Metro 

200 and F2B fans, 

WaveLite Metro 

200 OPS and F2B 

fans, WaveLite 

Metro 200 NE and 

F2B fans, and 

WaveLite Metro 

200 NE OPS and 

F2B fans. 

CVE ID : CVE-

2023-22618 

Product: wavelite_metro_200_ne_ops_and_f2b_fans 

Affected Version(s): - 

N/A 04-Oct-2023 7.8 

If Security 

Hardening guide 

rules are not 

followed, then 

Nokia WaveLite 

products allow a 

local user to create 

new users with 

administrative 

privileges by 

manipulating a web 

request. This affects 

(for example) 

WaveLite Metro 

200 and Fan, 

WaveLite Metro 

200 OPS and Fans, 

WaveLite Metro 

200 and F2B fans, 

WaveLite Metro 

200 OPS and F2B 

fans, WaveLite 

Metro 200 NE and 

F2B fans, and 

WaveLite Metro 

200 NE OPS and 

F2B fans. 

https://www.

nokia.com/ab

out-

us/security-

and-

privacy/prod

uct-security-

advisory/cve-

2023-22618/ 

H-NOK-WAVE-

031123/4501 
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CVE ID : CVE-

2023-22618 

Product: wavelite_metro_200_ops_and_f2b_fans 

Affected Version(s): - 

N/A 04-Oct-2023 7.8 

If Security 

Hardening guide 

rules are not 

followed, then 

Nokia WaveLite 

products allow a 

local user to create 

new users with 

administrative 

privileges by 

manipulating a web 

request. This affects 

(for example) 

WaveLite Metro 

200 and Fan, 

WaveLite Metro 

200 OPS and Fans, 

WaveLite Metro 

200 and F2B fans, 

WaveLite Metro 

200 OPS and F2B 

fans, WaveLite 

Metro 200 NE and 

F2B fans, and 

WaveLite Metro 

200 NE OPS and 

F2B fans. 

CVE ID : CVE-

2023-22618 

https://www.

nokia.com/ab

out-

us/security-

and-

privacy/prod

uct-security-

advisory/cve-

2023-22618/ 

H-NOK-WAVE-

031123/4502 

Product: wavelite_metro_200_ops_and_fans 

Affected Version(s): - 

N/A 04-Oct-2023 7.8 

If Security 

Hardening guide 

rules are not 

followed, then 

Nokia WaveLite 

products allow a 

local user to create 

https://www.

nokia.com/ab

out-

us/security-

and-

privacy/prod

uct-security-

H-NOK-WAVE-

031123/4503 
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new users with 

administrative 

privileges by 

manipulating a web 

request. This affects 

(for example) 

WaveLite Metro 

200 and Fan, 

WaveLite Metro 

200 OPS and Fans, 

WaveLite Metro 

200 and F2B fans, 

WaveLite Metro 

200 OPS and F2B 

fans, WaveLite 

Metro 200 NE and 

F2B fans, and 

WaveLite Metro 

200 NE OPS and 

F2B fans. 

CVE ID : CVE-

2023-22618 

advisory/cve-

2023-22618/ 

Vendor: orein 

Product: smart_bulb 

Affected Version(s): - 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

N/A 
H-ORE-SMAR-

031123/4504 
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attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

Vendor: Peplink 

Product: surf_soho 

Affected Version(s): hw1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-Oct-2023 8.8 

An OS command 

injection 

vulnerability exists 

in the admin.cgi 

USSD_send 

functionality of 

peplink Surf SOHO 

HW1 v6.3.5 (in 

QEMU). A specially 

crafted HTTP 

request can lead to 

command 

execution. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-27380 

N/A 
H-PEP-SURF-

031123/4505 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-Oct-2023 8.8 

An OS command 

injection 

vulnerability exists 

in the admin.cgi 

MVPN_trial_init 

functionality of 

peplink Surf SOHO 

HW1 v6.3.5 (in 

QEMU). A specially 

crafted HTTP 

request can lead to 

command 

N/A 
H-PEP-SURF-

031123/4506 
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execution. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-28381 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-Oct-2023 8.8 

An OS command 

injection 

vulnerability exists 

in the data.cgi 

xfer_dns 

functionality of 

peplink Surf SOHO 

HW1 v6.3.5 (in 

QEMU). A specially 

crafted HTTP 

request can lead to 

command 

execution. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-34356 

N/A 
H-PEP-SURF-

031123/4507 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-Oct-2023 8.8 

An OS command 

injection 

vulnerability exists 

in the api.cgi 

cmd.mvpn.x509.wri

te functionality of 

peplink Surf SOHO 

HW1 v6.3.5 (in 

QEMU). A specially 

crafted HTTP 

request can lead to 

command 

execution. An 

attacker can make 

an authenticated 

N/A 
H-PEP-SURF-

031123/4508 
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HTTP request to 

trigger this 

vulnerability.This 

vulnerability is 

specifically for the 

`system` call in the 

file 

`/web/MANGA/cgi-

bin/api.cgi` for 

firmware version 

6.3.5 at offset 

0x4bddb8. 

CVE ID : CVE-

2023-35193 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-Oct-2023 8.8 

An OS command 

injection 

vulnerability exists 

in the api.cgi 

cmd.mvpn.x509.wri

te functionality of 

peplink Surf SOHO 

HW1 v6.3.5 (in 

QEMU). A specially 

crafted HTTP 

request can lead to 

command 

execution. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability.This 

vulnerability is 

specifically for the 

`system` call in the 

file 

`/web/MANGA/cgi-

bin/api.cgi` for 

firmware version 

6.3.5 at offset 

`0x4bde44`. 

CVE ID : CVE-

2023-35194 

N/A 
H-PEP-SURF-

031123/4509 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-Oct-2023 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability exists 

in the 

upload_brand.cgi 

functionality of 

peplink Surf SOHO 

HW1 v6.3.5 (in 

QEMU). A specially 

crafted HTTP 

request can lead to 

execution of 

arbitrary javascript 

in another user's 

browser. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-34354 

N/A 
H-PEP-SURF-

031123/4510 

Vendor: phillips 

Product: hue_hub 

Affected Version(s): - 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

N/A 
H-PHI-HUE_-

031123/4511 
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attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

Vendor: Qualcomm 

Product: 315_5g_iot_modem 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-315_-

031123/4512 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-315_-

031123/4513 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-315_-

031123/4514 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-315_-

031123/4515 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-315_-

031123/4516 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-315_-

031123/4517 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-315_-

031123/4518 

Product: 8098 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-8098-

031123/4519 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-8098-

031123/4520 
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CVE ID : CVE-

2023-28571 

Product: 8998 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-8998-

031123/4521 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-8998-

031123/4522 

Product: 9205_lte_modem 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-9205-

031123/4523 

Product: 9206_lte_modem 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-9206-

031123/4524 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-9206-

031123/4525 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-9206-

031123/4526 

Product: 9207_lte_modem 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-9207-

031123/4527 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-9207-

031123/4528 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-9207-

031123/4529 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2607 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: apq5053-aa 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ5-

031123/4530 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ5-

031123/4531 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ5-

031123/4532 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ5-

031123/4533 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in Data 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-APQ5-

031123/4534 
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performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ5-

031123/4535 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ5-

031123/4536 

Product: apq8009 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4537 

Product: apq8017 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4538 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4539 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4540 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4541 

Product: apq8037 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4542 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-APQ8-

031123/4543 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4544 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4545 

Product: apq8053-aa 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4546 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4547 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4548 

Product: apq8053-ac 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4549 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4550 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4551 

Product: apq8064au 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 Weak configuration 

in Automotive 

https://www.

qualcomm.co

H-QUA-APQ8-

031123/4552 
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while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-APQ8-

031123/4553 

Product: aqt1000 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AQT1-

031123/4554 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AQT1-

031123/4555 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AQT1-

031123/4556 
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CVE ID : CVE-

2023-24850 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AQT1-

031123/4557 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AQT1-

031123/4558 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AQT1-

031123/4559 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AQT1-

031123/4560 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AQT1-

031123/4561 
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Product: ar6003 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR60-

031123/4562 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR60-

031123/4563 

Product: ar8031 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4564 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4565 

Product: ar8035 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4566 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4567 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4568 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4569 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4570 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4571 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4572 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4573 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4574 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4575 
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Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4576 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4577 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4578 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4579 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4580 

Uncontroll

ed 
03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

H-QUA-AR80-

031123/4581 
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Resource 

Consumpti

on 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR80-

031123/4582 

Product: ar9380 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR93-

031123/4583 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR93-

031123/4584 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-AR93-

031123/4585 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

m/company/

H-QUA-AR93-

031123/4586 
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while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

product-

security/bulle

tins/october-

2023-bulletin 

Product: c-v2x_9150 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-C-V2-

031123/4587 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-C-V2-

031123/4588 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-C-V2-

031123/4589 

Product: csr8811 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSR8-

031123/4590 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2620 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSR8-

031123/4591 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSR8-

031123/4592 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSR8-

031123/4593 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSR8-

031123/4594 

Product: csra6620 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4595 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4596 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4597 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4598 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4599 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4600 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in Data 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-CSRA-

031123/4601 
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performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4602 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4603 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4604 

Product: csra6640 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4605 

Improper 

Validation 
03-Oct-2023 7.8 Memory Corruption 

in HLOS while 

https://www.

qualcomm.co

H-QUA-CSRA-

031123/4606 
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of Array 

Index 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4607 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4608 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4609 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4610 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-CSRA-

031123/4611 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4612 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4613 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRA-

031123/4614 

Product: csrb31024 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRB-

031123/4615 

Buffer 

Copy 

without 

Checking 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

https://www.

qualcomm.co

m/company/

product-

H-QUA-CSRB-

031123/4616 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRB-

031123/4617 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRB-

031123/4618 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRB-

031123/4619 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-CSRB-

031123/4620 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-CSRB-

031123/4621 
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descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

tins/october-

2023-bulletin 

Product: fastconnect_6200 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4622 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4623 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4624 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4625 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4626 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4627 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4628 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4629 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4630 

Product: fastconnect_6700 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4631 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4632 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4633 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4634 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4635 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4636 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4637 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4638 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4639 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4640 

Product: fastconnect_6800 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4641 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4642 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4643 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4644 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4645 

Reachable 

Assertion 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

H-QUA-FAST-

031123/4646 
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triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4647 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4648 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4649 

Product: fastconnect_6900 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4650 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4651 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4652 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4653 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4654 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4655 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4656 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4657 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4658 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4659 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4660 

Product: fastconnect_7800 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4661 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4662 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4663 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4664 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4665 
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CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4666 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4667 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4668 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4669 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4670 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FAST-

031123/4671 

Product: flight_rb5_5g_platform 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FLIG-

031123/4672 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FLIG-

031123/4673 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FLIG-

031123/4674 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FLIG-

031123/4675 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FLIG-

031123/4676 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FLIG-

031123/4677 

Product: fsm10055 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FSM1-

031123/4678 

Product: fsm10056 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-FSM1-

031123/4679 

Product: home_hub_100_platform 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-HOME-

031123/4680 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Product: immersive_home_214_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4681 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4682 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4683 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4684 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-IMME-

031123/4685 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: immersive_home_216_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4686 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4687 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4688 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4689 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IMME-

031123/4690 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: immersive_home_316_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4691 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4692 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4693 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4694 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IMME-

031123/4695 
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tins/october-

2023-bulletin 

Product: immersive_home_318_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4696 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4697 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4698 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4699 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IMME-

031123/4700 
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tins/october-

2023-bulletin 

Product: immersive_home_3210_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4701 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4702 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4703 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4704 

Product: immersive_home_326_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-IMME-

031123/4705 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2643 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4706 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4707 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IMME-

031123/4708 

Product: ipq4018 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ4-

031123/4709 

Product: ipq4019 

Affected Version(s): - 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

in WLAN Host 

https://www.

qualcomm.co

H-QUA-IPQ4-

031123/4710 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Product: ipq4028 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ4-

031123/4711 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ4-

031123/4712 

Product: ipq4029 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ4-

031123/4713 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-IPQ4-

031123/4714 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: ipq5010 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ5-

031123/4715 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ5-

031123/4716 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ5-

031123/4717 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ5-

031123/4718 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ5-

031123/4719 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: ipq5028 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ5-

031123/4720 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ5-

031123/4721 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ5-

031123/4722 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ5-

031123/4723 

Product: ipq5332 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-IPQ5-

031123/4724 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ5-

031123/4725 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ5-

031123/4726 

Product: ipq6000 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4727 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4728 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-IPQ6-

031123/4729 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4730 

Product: ipq6010 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4731 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4732 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4733 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ6-

031123/4734 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4735 

Product: ipq6018 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4736 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4737 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4738 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ6-

031123/4739 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4740 

Product: ipq6028 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4741 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4742 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4743 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ6-

031123/4744 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ6-

031123/4745 

Product: ipq8064 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4746 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4747 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4748 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-IPQ8-

031123/4749 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: ipq8065 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4750 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4751 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4752 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4753 

Product: ipq8068 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

H-QUA-IPQ8-

031123/4754 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4755 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4756 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4757 

Product: ipq8069 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4758 

Product: ipq8070 

Affected Version(s): - 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

H-QUA-IPQ8-

031123/4759 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4760 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4761 

Product: ipq8070a 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4762 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4763 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

product-

H-QUA-IPQ8-

031123/4764 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4765 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4766 

Product: ipq8071a 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4767 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4768 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-IPQ8-

031123/4769 
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CVE ID : CVE-

2023-24847 

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4770 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4771 

Product: ipq8072a 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4772 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4773 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ8-

031123/4774 
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CVE ID : CVE-

2023-24847 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4775 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4776 

Product: ipq8074 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4777 

Product: ipq8074a 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4778 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ8-

031123/4779 
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('Classic 

Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4780 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4781 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4782 

Product: ipq8076 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4783 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ8-

031123/4784 
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Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4785 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4786 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4787 

Product: ipq8076a 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4788 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ8-

031123/4789 
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Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4790 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4791 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4792 

Product: ipq8078 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4793 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ8-

031123/4794 
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Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4795 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4796 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4797 

Product: ipq8078a 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4798 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ8-

031123/4799 
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Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4800 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4801 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4802 

Product: ipq8173 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4803 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ8-

031123/4804 
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Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4805 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4806 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4807 

Product: ipq8174 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4808 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ8-

031123/4809 
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Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4810 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4811 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ8-

031123/4812 

Product: ipq9008 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ9-

031123/4813 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ9-

031123/4814 
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Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ9-

031123/4815 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ9-

031123/4816 

Product: ipq9554 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ9-

031123/4817 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ9-

031123/4818 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ9-

031123/4819 
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tins/october-

2023-bulletin 

Product: ipq9570 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ9-

031123/4820 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ9-

031123/4821 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ9-

031123/4822 

Product: ipq9574 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ9-

031123/4823 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-IPQ9-

031123/4824 
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('Classic 

Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ9-

031123/4825 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-IPQ9-

031123/4826 

Product: mdm8207 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM8-

031123/4827 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM8-

031123/4828 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

H-QUA-MDM8-

031123/4829 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

security/bulle

tins/october-

2023-bulletin 

Product: mdm8215 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM8-

031123/4830 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM8-

031123/4831 

Product: mdm8215m 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM8-

031123/4832 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-MDM8-

031123/4833 
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CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: mdm8615m 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM8-

031123/4834 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM8-

031123/4835 

Product: mdm9215 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4836 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4837 
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Product: mdm9230 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4838 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4839 

Product: mdm9250 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4840 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4841 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-MDM9-

031123/4842 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4843 

Product: mdm9310 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4844 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4845 

Product: mdm9330 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4846 
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CVE ID : CVE-

2023-22385 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4847 

Product: mdm9615 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4849 

Product: mdm9615m 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4850 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4851 

Product: mdm9628 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4852 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4853 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4854 

Product: mdm9630 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4855 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4856 

Product: mdm9640 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4857 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4858 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-MDM9-

031123/4859 
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CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: mdm9650 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4860 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4861 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MDM9-

031123/4862 

Product: msm8108 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4863 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4864 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4865 

Product: msm8209 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4866 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4867 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-MSM8-

031123/4868 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: msm8608 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4869 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4870 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4871 

Product: msm8905 

Affected Version(s): - 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4872 
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CVE ID : CVE-

2023-28540 

Product: msm8909w 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4873 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4874 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4875 

Product: msm8996au 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4876 

N/A 03-Oct-2023 8.2 
Weak configuration 

in Automotive 

while VM is 

https://www.

qualcomm.co

m/company/

H-QUA-MSM8-

031123/4877 
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processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4878 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4879 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-MSM8-

031123/4880 

Product: pm8937 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-PM89-

031123/4881 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Product: pmp8074 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-PMP8-

031123/4882 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-PMP8-

031123/4883 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-PMP8-

031123/4884 

Product: qam8255p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

031123/4885 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QAM8-

031123/4886 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

031123/4887 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

031123/4888 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

031123/4889 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

031123/4890 

Buffer 

Copy 

without 

Checking 

Size of 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QAM8-

031123/4891 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33035 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

031123/4892 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

031123/4893 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4894 

Product: qam8295p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4895 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QAM8-

041123/4896 
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listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4897 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4898 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4899 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4900 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QAM8-

041123/4901 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4902 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4903 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4904 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4905 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QAM8-

041123/4906 
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tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4907 

Product: qam8650p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4908 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4909 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4910 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QAM8-

041123/4911 
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into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4912 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4913 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4914 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4915 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

H-QUA-QAM8-

041123/4916 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4917 

Product: qam8775p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4918 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4919 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4920 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QAM8-

041123/4921 
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CVE ID : CVE-

2023-24853 

security/bulle

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4922 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4923 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4924 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAM8-

041123/4925 

Product: qamsrv1h 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QAMS-

041123/4926 
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CVE ID : CVE-

2023-22382 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAMS-

041123/4927 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAMS-

041123/4928 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAMS-

041123/4929 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QAMS-

041123/4930 

Product: qca0000 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA0-

041123/4931 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA0-

041123/4932 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA0-

041123/4933 

Product: qca1062 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA1-

041123/4934 

Product: qca1064 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA1-

041123/4935 

Product: qca2062 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA2-

041123/4936 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA2-

041123/4937 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA2-

041123/4938 

Product: qca2064 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA2-

041123/4939 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA2-

041123/4940 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

m/company/

H-QUA-QCA2-

041123/4941 
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while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

product-

security/bulle

tins/october-

2023-bulletin 

Product: qca2065 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA2-

041123/4942 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA2-

041123/4943 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA2-

041123/4944 

Product: qca2066 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA2-

041123/4945 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA2-

041123/4946 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA2-

041123/4947 

Product: qca4004 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA4-

041123/4948 

Product: qca4024 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA4-

041123/4949 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA4-

041123/4950 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA4-

041123/4951 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA4-

041123/4952 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA4-

041123/4953 

Product: qca6174 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4954 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4955 

Product: qca6174a 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2695 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4956 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4957 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4958 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4959 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4960 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4961 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4962 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4963 

Product: qca6175a 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4964 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/4965 
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during roaming 

scan. 

CVE ID : CVE-

2023-28571 

tins/october-

2023-bulletin 

Product: qca6310 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4966 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4967 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4968 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4969 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA6-

041123/4970 
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VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4971 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4972 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4973 

Product: qca6320 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4974 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4975 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4976 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4977 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4978 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4979 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4980 

Product: qca6335 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4981 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4982 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4983 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4984 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4985 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4986 

Product: qca6390 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4987 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4988 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/4989 
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CVE ID : CVE-

2023-28540 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4990 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4991 

Product: qca6391 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4992 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4993 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA6-

041123/4994 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4995 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4996 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4997 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/4998 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/4999 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5000 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5001 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5002 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5003 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5004 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5005 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5006 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5007 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5008 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5009 

Product: qca6420 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5010 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5011 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5012 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5013 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5014 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5015 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5016 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5017 

Product: qca6421 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5018 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5019 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5020 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5021 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5022 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5023 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5024 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5025 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5026 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5027 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5028 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5029 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5030 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5031 

Product: qca6426 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5032 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5033 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5034 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5035 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5036 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5037 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5038 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5039 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5040 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5041 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5042 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5043 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5044 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5045 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5046 

Product: qca6428 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5047 

Product: qca6430 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5048 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/5049 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5050 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5051 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5052 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5053 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/5054 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2715 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-28540 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5055 

Product: qca6431 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5056 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5057 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5058 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/5059 
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tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5060 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5061 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5062 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5063 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5064 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5065 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5066 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5067 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5068 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5069 
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CVE ID : CVE-

2023-28571 

Product: qca6436 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5070 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5071 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5072 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5073 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/5074 
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tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5075 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5076 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5077 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5078 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5079 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5080 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5081 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5082 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5083 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5084 
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CVE ID : CVE-

2023-28571 

Product: qca6438 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5085 

Product: qca6554a 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5086 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5087 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5088 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA6-

041123/5089 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5090 

Product: qca6564 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5091 

Product: qca6564a 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5092 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5093 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5094 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5095 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5096 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5097 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5098 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

m/company/

H-QUA-QCA6-

041123/5099 
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while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5100 

Product: qca6564au 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5101 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5102 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5103 

N/A 03-Oct-2023 7.8 Improper Access to 

the VM resource 

https://www.

qualcomm.co

H-QUA-QCA6-

041123/5104 
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manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5105 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5106 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5107 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5108 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA6-

041123/5109 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5110 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5111 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5112 

Product: qca6574 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5113 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

H-QUA-QCA6-

041123/5114 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2727 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5115 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5116 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5117 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5118 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/5119 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5120 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5121 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5122 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5123 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/5124 
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CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5125 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5126 

Product: qca6574a 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5127 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5128 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/5129 
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listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5130 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5131 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5132 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5133 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/5134 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5135 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5136 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5137 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5138 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/5139 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5140 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5141 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5142 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5143 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5144 
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during roaming 

scan. 

CVE ID : CVE-

2023-28571 

Product: qca6574au 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5145 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5146 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5147 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5148 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/5149 
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CVE ID : CVE-

2023-22384 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5150 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5151 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5152 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5153 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5154 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5155 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5156 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5157 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5158 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5159 
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CVE ID : CVE-

2023-24849 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5160 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5161 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5162 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5163 

Product: qca6584 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/5164 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5165 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5166 

Product: qca6584au 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5167 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5168 

N/A 03-Oct-2023 8.2 
Weak configuration 

in Automotive 

while VM is 

https://www.

qualcomm.co

m/company/

H-QUA-QCA6-

041123/5169 
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processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5170 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5171 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5172 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5173 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5174 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5175 

Product: qca6595 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5176 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5177 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5178 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2740 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-21673 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5179 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5180 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5181 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5182 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5183 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5184 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5185 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5186 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5187 

Product: qca6595au 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/5188 
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CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5189 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5190 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5191 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5192 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5193 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5194 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5195 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5196 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5197 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5198 
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CVE ID : CVE-

2023-33039 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5199 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5200 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5201 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5202 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5203 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5204 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5205 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5206 

Product: qca6678aq 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5207 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5208 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-28539 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5209 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5210 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5211 

Product: qca6696 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5212 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

041123/5213 
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CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5214 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5215 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5216 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5217 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5218 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5219 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5220 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5221 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5222 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5223 
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CVE ID : CVE-

2023-33039 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5224 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5225 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5226 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5227 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5228 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5229 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5230 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5231 

Product: qca6698aq 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5232 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5233 
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N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5234 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5235 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5236 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5237 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5238 
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Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5239 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5240 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5241 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5242 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5243 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in data 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-QCA6-

041123/5244 
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parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5245 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5246 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5247 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5248 

Product: qca6797aq 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5249 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5250 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5251 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5252 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5253 

Use After 

Free 
03-Oct-2023 7.8 Memory corruption 

in DSP Service 

https://www.

qualcomm.co

H-QUA-QCA6-

041123/5254 
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during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5255 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5256 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5257 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA6-

041123/5258 

Product: qca7500 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA7-

041123/5259 

Product: qca8072 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5260 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5261 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5262 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5263 

Product: qca8075 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5264 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5265 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5266 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5267 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5268 

Product: qca8081 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5269 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5270 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5271 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5272 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5273 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5274 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5275 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5276 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5278 
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Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5279 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5280 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5281 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5282 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5283 

Uncontroll

ed 
03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

H-QUA-QCA8-

041123/5284 
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Resource 

Consumpti

on 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5285 

Product: qca8082 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5286 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5287 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5288 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

m/company/

H-QUA-QCA8-

041123/5289 
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while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

product-

security/bulle

tins/october-

2023-bulletin 

Product: qca8084 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5290 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5291 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5292 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5293 

Product: qca8085 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5294 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5295 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5296 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5297 

Product: qca8337 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5298 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5299 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5300 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5301 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5302 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5303 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2765 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5304 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5305 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5306 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5307 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5308 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

H-QUA-QCA8-

041123/5309 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5310 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5311 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5312 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5313 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA8-

041123/5314 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: qca8386 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5315 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5316 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5317 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA8-

041123/5318 

Product: qca9367 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

H-QUA-QCA9-

041123/5319 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5320 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5321 

Product: qca9377 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5322 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5323 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

https://www.

qualcomm.co

m/company/

H-QUA-QCA9-

041123/5324 
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call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5325 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5326 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5327 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5328 

Product: qca9379 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2770 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5329 

Product: qca9880 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5330 

Product: qca9886 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5331 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5332 

Uncontroll

ed 
03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

H-QUA-QCA9-

041123/5333 
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Resource 

Consumpti

on 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5334 

Product: qca9888 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5335 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5336 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5337 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA9-

041123/5338 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5339 

Product: qca9889 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5340 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5341 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5342 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA9-

041123/5343 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5344 

Product: qca9898 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5345 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5346 

Product: qca9980 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5347 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

in WLAN Host 

https://www.

qualcomm.co

H-QUA-QCA9-

041123/5348 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5349 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5350 

Product: qca9984 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5351 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5352 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5353 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5354 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5355 

Product: qca9985 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5356 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5357 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5358 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5359 

Product: qca9986 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5360 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5361 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5362 

Product: qca9990 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5363 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5364 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5365 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5366 

Product: qca9992 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5367 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5368 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5369 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5370 

Product: qca9994 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5371 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5372 
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CVE ID : CVE-

2023-28539 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5373 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCA9-

041123/5374 

Product: qcc2073 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC2-

041123/5375 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC2-

041123/5376 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCC2-

041123/5377 
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CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC2-

041123/5378 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC2-

041123/5379 

Product: qcc2076 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC2-

041123/5380 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC2-

041123/5381 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCC2-

041123/5382 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC2-

041123/5383 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC2-

041123/5384 

Product: qcc710 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC7-

041123/5385 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC7-

041123/5386 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC7-

041123/5387 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC7-

041123/5388 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC7-

041123/5389 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC7-

041123/5390 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC7-

041123/5391 

Use After 

Free 
03-Oct-2023 7.8 Memory corruption 

in DSP Service 

https://www.

qualcomm.co

H-QUA-QCC7-

041123/5392 
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during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC7-

041123/5393 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC7-

041123/5394 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC7-

041123/5395 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC7-

041123/5396 

Improper 

Authentica

tion 

03-Oct-2023 7.5 
Cryptographic issue 

in Data Modem due 

to improper 

https://www.

qualcomm.co

m/company/

H-QUA-QCC7-

041123/5397 
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authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC7-

041123/5398 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCC7-

041123/5399 

Product: qcf8001 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCF8-

041123/5400 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCF8-

041123/5401 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCF8-

041123/5402 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: qcm2290 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM2-

041123/5403 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM2-

041123/5404 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM2-

041123/5405 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM2-

041123/5406 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCM2-

041123/5407 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM2-

041123/5408 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM2-

041123/5409 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM2-

041123/5410 

Product: qcm4290 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5411 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCM4-

041123/5412 
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into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5413 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5414 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5415 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5416 

Improper 

Authentica

tion 

03-Oct-2023 7.5 
Cryptographic issue 

in Data Modem due 

to improper 

https://www.

qualcomm.co

m/company/

H-QUA-QCM4-

041123/5417 
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authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5418 

Product: qcm4325 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5419 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5420 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5421 

Buffer 

Copy 

without 

03-Oct-2023 7.8 Memory corruption 

while invoking 

https://www.

qualcomm.co

m/company/

H-QUA-QCM4-

041123/5422 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5423 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5424 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5425 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5426 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

m/company/

H-QUA-QCM4-

041123/5427 
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while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

product-

security/bulle

tins/october-

2023-bulletin 

Product: qcm4490 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5428 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5429 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5430 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5431 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCM4-

041123/5432 
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library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5433 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5434 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5435 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5436 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCM4-

041123/5437 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5438 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5439 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5440 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM4-

041123/5441 

Product: qcm6125 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCM6-

041123/5442 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5443 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5444 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5445 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5446 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCM6-

041123/5447 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5448 

Product: qcm6490 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5449 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5450 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5451 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCM6-

041123/5452 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5453 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5454 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5455 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5456 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCM6-

041123/5457 
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CVE ID : CVE-

2023-24843 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5458 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5459 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5460 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5461 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5462 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM6-

041123/5463 

Product: qcm8550 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5464 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5465 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5466 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5467 
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N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5468 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5469 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5470 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5471 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5472 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5473 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5474 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5475 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5476 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCM8-

041123/5477 

Product: qcn5021 
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Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5478 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5479 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5480 

Product: qcn5022 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5481 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5482 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5483 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5484 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5485 

Product: qcn5024 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5486 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5487 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5488 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5489 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5490 

Product: qcn5052 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5491 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5492 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5493 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5494 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5495 

Product: qcn5054 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5496 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5497 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCN5-

041123/5498 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5499 

Product: qcn5122 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5500 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5501 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5502 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN5-

041123/5503 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5504 

Product: qcn5124 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5505 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5506 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5507 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN5-

041123/5508 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5509 

Product: qcn5152 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5510 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5511 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5512 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN5-

041123/5513 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5514 

Product: qcn5154 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5515 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5516 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5517 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN5-

041123/5518 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5519 

Product: qcn5164 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5520 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5521 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5522 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN5-

041123/5523 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN5-

041123/5524 

Product: qcn6023 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5525 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5526 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5527 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN6-

041123/5528 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5529 

Product: qcn6024 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5530 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5531 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5532 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCN6-

041123/5533 
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library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5534 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5535 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5536 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5537 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCN6-

041123/5538 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5539 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5540 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5541 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5542 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN6-

041123/5543 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: qcn6100 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5544 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5545 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5546 

Product: qcn6102 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5547 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN6-

041123/5548 
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CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5549 

Product: qcn6112 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5550 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5551 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5552 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN6-

041123/5553 
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tins/october-

2023-bulletin 

Product: qcn6122 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5554 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5555 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5556 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5557 

Product: qcn6132 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCN6-

041123/5558 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5559 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5560 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5561 

Product: qcn6224 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5562 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCN6-

041123/5563 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2817 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5564 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5565 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5566 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5567 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN6-

041123/5568 
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('Classic 

Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5569 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5570 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5571 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5572 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN6-

041123/5573 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5574 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5575 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5576 

Product: qcn6274 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5577 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN6-

041123/5578 
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before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5579 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5580 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5581 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5582 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5583 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-28539 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5584 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5585 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5586 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5587 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5588 
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CVE ID : CVE-

2023-24849 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5589 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5590 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN6-

041123/5591 

Product: qcn7605 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN7-

041123/5592 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN7-

041123/5593 
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Product: qcn7606 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN7-

041123/5594 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN7-

041123/5595 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN7-

041123/5596 

Product: qcn9000 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5597 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN9-

041123/5598 
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Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5599 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5600 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5601 

Product: qcn9001 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5602 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN9-

041123/5603 
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CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5604 

Product: qcn9002 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5605 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5606 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5607 

Product: qcn9003 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN9-

041123/5608 
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CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5609 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5610 

Product: qcn9011 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5611 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5612 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN9-

041123/5613 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5614 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5615 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5616 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5617 

Product: qcn9012 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5618 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5619 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5620 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5621 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5622 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5623 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

H-QUA-QCN9-

041123/5624 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5625 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5626 

Product: qcn9013 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5627 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5628 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN9-

041123/5629 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: qcn9022 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5630 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5631 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5632 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5633 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN9-

041123/5634 
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tins/october-

2023-bulletin 

Product: qcn9024 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5635 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5636 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5637 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5638 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCN9-

041123/5639 
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into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5640 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5641 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5642 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5643 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN9-

041123/5644 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5645 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5646 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5647 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5648 

Product: qcn9070 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCN9-

041123/5649 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5650 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5651 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5652 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5653 

Product: qcn9072 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN9-

041123/5654 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5655 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5656 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5657 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5658 

Product: qcn9074 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCN9-

041123/5659 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5660 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5661 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5662 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5663 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5664 
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during roaming 

scan. 

CVE ID : CVE-

2023-28571 

Product: qcn9100 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5665 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5666 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5667 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5668 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCN9-

041123/5669 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: qcn9274 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5670 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5671 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5672 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCN9-

041123/5673 

Product: qcs2290 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

H-QUA-QCS2-

041123/5674 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS2-

041123/5675 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS2-

041123/5676 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS2-

041123/5677 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS2-

041123/5678 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in data 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-QCS2-

041123/5679 
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parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS2-

041123/5680 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS2-

041123/5681 

Product: qcs410 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5682 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5683 

Use After 

Free 
03-Oct-2023 7.8 Memory corruption 

in DSP Service 

https://www.

qualcomm.co

H-QUA-QCS4-

041123/5684 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2841 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5685 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5686 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5687 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5688 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCS4-

041123/5689 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5690 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5691 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5692 

Product: qcs4290 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5693 

Improper 

Validation 
03-Oct-2023 7.8 Memory Corruption 

in HLOS while 

https://www.

qualcomm.co

H-QUA-QCS4-

041123/5694 
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of Array 

Index 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5695 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5696 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5697 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5698 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5699 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5700 

Product: qcs4490 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5701 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5702 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5703 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5704 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5705 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5706 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5707 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5708 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

H-QUA-QCS4-

041123/5709 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5710 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5711 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5712 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS4-

041123/5713 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCS4-

041123/5714 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: qcs603 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5715 

Product: qcs605 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5716 

Product: qcs610 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5717 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5718 
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Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5719 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5720 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5721 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5722 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5723 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in data 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-QCS6-

041123/5724 
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parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5725 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5726 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5727 

Product: qcs6125 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5728 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5729 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5730 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5731 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5732 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5733 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2851 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5734 

Product: qcs6490 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5735 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5736 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5737 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5738 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5739 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5740 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5741 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5742 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5743 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

H-QUA-QCS6-

041123/5744 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5745 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5746 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5747 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS6-

041123/5748 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCS6-

041123/5749 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: qcs7230 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS7-

041123/5750 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS7-

041123/5751 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS7-

041123/5752 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS7-

041123/5753 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCS7-

041123/5754 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: qcs8155 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5755 

Product: qcs8250 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5756 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5757 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5758 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCS8-

041123/5759 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5760 

Product: qcs8550 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5761 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5762 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5763 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCS8-

041123/5764 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5765 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5766 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5767 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5768 

Buffer 

Copy 

without 

Checking 

Size of 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCS8-

041123/5769 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33035 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5770 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5771 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5772 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5773 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCS8-

041123/5774 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2859 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QCS8-

041123/5775 

Product: qdu1000 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5776 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5777 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5778 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QDU1-

041123/5779 
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CVE ID : CVE-

2023-24853 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5780 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5781 

Product: qdu1010 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5782 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5783 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QDU1-

041123/5784 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5785 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5786 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5787 

Product: qdu1110 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5788 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QDU1-

041123/5789 
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hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5790 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5791 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5792 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5793 

Product: qdu1210 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QDU1-

041123/5794 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5795 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5796 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5797 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDU1-

041123/5798 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QDU1-

041123/5799 
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CVE ID : CVE-

2023-24847 

tins/october-

2023-bulletin 

Product: qdx1010 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDX1-

041123/5800 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDX1-

041123/5801 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDX1-

041123/5802 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDX1-

041123/5803 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QDX1-

041123/5804 
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call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDX1-

041123/5805 

Product: qdx1011 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDX1-

041123/5806 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDX1-

041123/5807 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDX1-

041123/5808 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDX1-

041123/5809 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDX1-

041123/5810 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QDX1-

041123/5811 

Product: qfw7114 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5812 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5813 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5814 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5815 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5816 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5817 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5818 

Use After 

Free 
03-Oct-2023 7.8 Memory corruption 

in DSP Service 

https://www.

qualcomm.co

H-QUA-QFW7-

041123/5819 
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during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5820 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5821 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5822 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5823 

Improper 

Authentica

tion 

03-Oct-2023 7.5 
Cryptographic issue 

in Data Modem due 

to improper 

https://www.

qualcomm.co

m/company/

H-QUA-QFW7-

041123/5824 
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authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5825 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5826 

Product: qfw7124 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5827 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5828 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

H-QUA-QFW7-

041123/5829 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2870 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5830 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5831 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5832 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5833 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QFW7-

041123/5834 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5835 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5836 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5837 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5838 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QFW7-

041123/5839 
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CVE ID : CVE-

2023-28540 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5840 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QFW7-

041123/5841 

Product: qm215 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QM21-

041123/5842 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QM21-

041123/5843 

Product: qrb5165 

Affected Version(s): - 

Buffer 

Copy 

without 

03-Oct-2023 7.8 Memory corruption 

while invoking 

https://www.

qualcomm.co

m/company/

H-QUA-QRB5-

041123/5844 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

product-

security/bulle

tins/october-

2023-bulletin 

Product: qrb5165m 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRB5-

041123/5845 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRB5-

041123/5846 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRB5-

041123/5847 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRB5-

041123/5848 

Buffer 

Copy 

without 

03-Oct-2023 7.8 Memory corruption 

while invoking 

https://www.

qualcomm.co

m/company/

H-QUA-QRB5-

041123/5849 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRB5-

041123/5850 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRB5-

041123/5851 

Product: qrb5165n 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRB5-

041123/5852 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRB5-

041123/5853 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

https://www.

qualcomm.co

m/company/

H-QUA-QRB5-

041123/5854 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2875 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRB5-

041123/5855 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRB5-

041123/5856 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRB5-

041123/5857 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRB5-

041123/5858 

Product: qru1032 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QRU1-

041123/5859 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5860 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5861 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5862 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5863 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5864 
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Product: qru1052 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5865 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5866 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5867 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5868 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5869 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2878 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-33029 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5870 

Product: qru1062 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5871 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5872 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5873 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QRU1-

041123/5874 
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CVE ID : CVE-

2023-24853 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5875 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QRU1-

041123/5876 

Product: qsm8250 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QSM8-

041123/5877 

Product: qsm8350 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QSM8-

041123/5878 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QSM8-

041123/5879 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2880 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QSM8-

041123/5880 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QSM8-

041123/5881 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QSM8-

041123/5882 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QSM8-

041123/5883 

Product: qts110 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QTS1-

041123/5884 
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CVE ID : CVE-

2023-22385 

Product: qualcomm_205_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5885 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5886 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5887 

Product: qualcomm_215_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5888 

Improper 

Validation 
03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

https://www.

qualcomm.co

m/company/

H-QUA-QUAL-

041123/5889 
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of Array 

Index 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5890 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5891 

Product: qualcomm_video_collaboration_vc1_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5892 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5893 
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CVE ID : CVE-

2023-24850 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5894 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5895 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5896 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5897 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5898 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5899 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5900 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5901 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5902 

Product: qualcomm_video_collaboration_vc3_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QUAL-

041123/5903 
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CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5904 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5905 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5906 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5907 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5908 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2886 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Overflow') 

CVE ID : CVE-

2023-28539 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5909 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5910 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5911 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5912 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5913 

N/A 03-Oct-2023 7.5 Information 

Disclosure in Data 

https://www.

qualcomm.co

H-QUA-QUAL-

041123/5914 
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Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5915 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5916 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5917 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5918 

Product: qualcomm_video_collaboration_vc5_platform 
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Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5919 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5920 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5921 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5922 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-QUAL-

041123/5923 

Product: robotics_rb3_platform 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-ROBO-

041123/5924 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-ROBO-

041123/5925 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-ROBO-

041123/5926 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-ROBO-

041123/5927 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-ROBO-

041123/5928 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

m/company/

H-QUA-ROBO-

041123/5929 
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while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

product-

security/bulle

tins/october-

2023-bulletin 

Product: robotics_rb5_platform 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-ROBO-

041123/5930 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-ROBO-

041123/5931 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-ROBO-

041123/5932 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-ROBO-

041123/5933 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-ROBO-

041123/5934 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-ROBO-

041123/5935 

Product: s820a 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-S820-

041123/5936 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-S820-

041123/5937 

Product: sa4150p 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA41-

041123/5938 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA41-

041123/5939 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA41-

041123/5940 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA41-

041123/5941 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA41-

041123/5942 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA41-

041123/5943 
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Product: sa4155p 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA41-

041123/5944 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA41-

041123/5945 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA41-

041123/5946 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA41-

041123/5947 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA41-

041123/5948 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA41-

041123/5949 

Product: sa6145p 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5950 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5951 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5952 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5953 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5954 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5955 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5956 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5957 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5958 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

https://www.

qualcomm.co

m/company/

H-QUA-SA61-

041123/5959 
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destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5960 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5961 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5962 

Product: sa6150p 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5963 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5964 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5965 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5966 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5967 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5968 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5969 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5970 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5971 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5972 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5973 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5974 

Product: sa6155 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5975 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5976 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5977 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA61-

041123/5978 
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CVE ID : CVE-

2023-24853 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5979 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5980 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5981 

Product: sa6155p 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5982 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA61-

041123/5983 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5984 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5985 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5986 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5987 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5988 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5989 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5990 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5991 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5992 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5993 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA61-

041123/5994 

Product: sa8145p 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/5995 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/5996 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/5997 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA81-

041123/5998 
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CVE ID : CVE-

2023-24853 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/5999 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6000 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6001 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6002 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6003 
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connected display 

driver. 

CVE ID : CVE-

2023-33039 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6004 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6005 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6006 

Product: sa8150p 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6007 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

H-QUA-SA81-

041123/6008 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6009 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6010 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6011 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6012 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA81-

041123/6013 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6014 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6015 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6016 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6017 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6018 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6019 

Product: sa8155 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6020 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6021 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6022 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA81-

041123/6023 
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CVE ID : CVE-

2023-24853 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6024 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6025 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6026 

Product: sa8155p 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6027 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA81-

041123/6028 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6029 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6030 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6031 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6032 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6033 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6034 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6035 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6036 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6037 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6038 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6039 

Product: sa8195p 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6040 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6041 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6042 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA81-

041123/6043 
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CVE ID : CVE-

2023-24853 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6044 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6045 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6046 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6047 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6048 
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connected display 

driver. 

CVE ID : CVE-

2023-33039 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6049 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6050 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA81-

041123/6051 

Product: sa8255p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6052 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SA82-

041123/6053 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6054 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6055 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6056 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6057 

Buffer 

Copy 

without 

Checking 

Size of 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA82-

041123/6058 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33035 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6059 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6060 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6061 

Product: sa8295p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6062 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SA82-

041123/6063 
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listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6064 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6065 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6066 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6067 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA82-

041123/6068 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6069 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6070 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6071 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6072 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA82-

041123/6073 
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tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA82-

041123/6074 

Product: sa8540p 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA85-

041123/6075 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA85-

041123/6076 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA85-

041123/6077 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA85-

041123/6078 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA85-

041123/6079 

Product: sa8650p 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA86-

041123/6080 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA86-

041123/6081 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA86-

041123/6082 
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CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA86-

041123/6083 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA86-

041123/6084 

Product: sa9000p 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA90-

041123/6085 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA90-

041123/6086 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA90-

041123/6087 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA90-

041123/6088 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SA90-

041123/6089 

Product: sc7180-ac 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC71-

041123/6090 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC71-

041123/6091 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SC71-

041123/6092 
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VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC71-

041123/6093 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC71-

041123/6094 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC71-

041123/6095 

Product: sc7180-ad 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC71-

041123/6096 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-SC71-

041123/6097 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC71-

041123/6098 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC71-

041123/6099 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC71-

041123/6100 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC71-

041123/6101 

Product: sc8180x-aa 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6102 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6103 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6104 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6105 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6106 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

m/company/

H-QUA-SC81-

041123/6107 
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while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

product-

security/bulle

tins/october-

2023-bulletin 

Product: sc8180x-ab 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6108 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6109 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6110 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6111 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SC81-

041123/6112 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6113 

Product: sc8180x-ac 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6114 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6115 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6116 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SC81-

041123/6117 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6118 

Product: sc8180x-ac_af 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6119 

Product: sc8180x-ad 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6120 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6121 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SC81-

041123/6122 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6123 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6124 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6125 

Product: sc8180x-af 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6126 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-SC81-

041123/6127 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6128 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6129 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6130 

Product: sc8180xp-aa 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6131 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-SC81-

041123/6132 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6133 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6134 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6135 

Product: sc8180xp-aa_ab 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6136 

Product: sc8180xp-ab 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6137 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6138 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6139 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6140 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6141 

Product: sc8180xp-ac 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6142 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6143 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6144 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6145 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6146 

Product: sc8180xp-ac_af 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2934 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6147 

Product: sc8180xp-ad 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6148 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6149 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6150 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6151 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6152 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6153 

Product: sc8180xp-af 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6154 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6155 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6156 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6157 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6158 

Product: sc8180x\+sdx55 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6159 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6160 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6161 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6162 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC81-

041123/6163 

Product: sc8280xp-ab 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC82-

041123/6164 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC82-

041123/6165 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC82-

041123/6166 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC82-

041123/6167 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC82-

041123/6168 

Product: sc8280xp-ab_bb 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC82-

041123/6169 

Product: sc8280xp-bb 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC82-

041123/6170 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC82-

041123/6171 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2939 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC82-

041123/6172 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC82-

041123/6173 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SC82-

041123/6174 

Product: sd460 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD46-

041123/6175 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD46-

041123/6176 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD46-

041123/6177 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD46-

041123/6178 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD46-

041123/6179 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD46-

041123/6180 

Product: sd626 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD62-

041123/6181 
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CVE ID : CVE-

2023-22385 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD62-

041123/6182 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD62-

041123/6183 

Product: sd660 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD66-

041123/6184 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD66-

041123/6185 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-SD66-

041123/6186 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD66-

041123/6187 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD66-

041123/6188 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD66-

041123/6189 

Product: sd662 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD66-

041123/6190 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-SD66-

041123/6191 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD66-

041123/6192 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD66-

041123/6193 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD66-

041123/6194 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD66-

041123/6195 

Product: sd670 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD67-

041123/6196 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD67-

041123/6197 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD67-

041123/6198 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD67-

041123/6199 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD67-

041123/6200 

N/A 03-Oct-2023 7.5 Information 

Disclosure in data 

https://www.

qualcomm.co

H-QUA-SD67-

041123/6201 
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Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD67-

041123/6202 

Product: sd675 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD67-

041123/6203 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD67-

041123/6204 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD67-

041123/6205 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD67-

041123/6206 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2946 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD67-

041123/6207 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD67-

041123/6208 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD67-

041123/6209 

Product: sd730 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD73-

041123/6210 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SD73-

041123/6211 
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into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD73-

041123/6212 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD73-

041123/6213 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD73-

041123/6214 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD73-

041123/6215 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SD73-

041123/6216 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: sd820 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD82-

041123/6217 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD82-

041123/6218 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD82-

041123/6219 

Product: sd835 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD83-

041123/6220 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD83-

041123/6221 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD83-

041123/6222 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD83-

041123/6223 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD83-

041123/6224 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD83-

041123/6225 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD83-

041123/6226 

Product: sd855 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD85-

041123/6227 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD85-

041123/6228 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD85-

041123/6229 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD85-

041123/6230 
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CVE ID : CVE-

2023-24843 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD85-

041123/6231 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD85-

041123/6232 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD85-

041123/6233 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD85-

041123/6234 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD85-

041123/6235 
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Product: sd865_5g 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6236 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6237 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6238 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6239 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6240 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6241 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6242 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6243 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6244 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6245 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6246 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6247 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6248 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6249 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD86-

041123/6250 

Product: sd888 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD88-

041123/6251 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD88-

041123/6252 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD88-

041123/6253 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD88-

041123/6254 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD88-

041123/6255 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD88-

041123/6256 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD88-

041123/6257 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD88-

041123/6258 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD88-

041123/6259 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD88-

041123/6260 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD88-

041123/6261 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD88-

041123/6262 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD88-

041123/6263 

Product: sdm429w 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDM4-

041123/6264 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDM4-

041123/6265 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDM4-

041123/6266 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDM4-

041123/6267 

Product: sdm439 

Affected Version(s): - 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDM4-

041123/6268 

Product: sdm670 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDM6-

041123/6269 

Product: sdm710 

Affected Version(s): - 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDM7-

041123/6270 

Product: sdm712 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDM7-

041123/6271 

Product: sdx55 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6272 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6273 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6274 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6275 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6276 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6277 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6278 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6279 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6280 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6281 

Product: sdx57m 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6282 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6283 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6284 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6285 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6286 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6287 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX5-

041123/6288 

Product: sdx65m 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX6-

041123/6289 
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CVE ID : CVE-

2023-33028 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX6-

041123/6290 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX6-

041123/6291 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SDX6-

041123/6292 

Product: sd_455 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_4-

041123/6293 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD_4-

041123/6294 
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tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_4-

041123/6295 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_4-

041123/6296 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_4-

041123/6297 

Product: sd_675 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_6-

041123/6298 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD_6-

041123/6299 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_6-

041123/6300 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_6-

041123/6301 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_6-

041123/6302 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_6-

041123/6303 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_6-

041123/6304 
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Product: sd_8cx 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_8-

041123/6305 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_8-

041123/6306 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_8-

041123/6307 

Product: sd_8_gen1_5g 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_8-

041123/6308 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_8-

041123/6309 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2967 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_8-

041123/6310 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_8-

041123/6311 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_8-

041123/6312 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_8-

041123/6313 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SD_8-

041123/6314 

Product: sg4150p 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG41-

041123/6315 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG41-

041123/6316 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG41-

041123/6317 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG41-

041123/6318 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG41-

041123/6319 

N/A 03-Oct-2023 7.5 Information 

Disclosure in Data 

https://www.

qualcomm.co

H-QUA-SG41-

041123/6320 
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Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG41-

041123/6321 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG41-

041123/6322 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG41-

041123/6323 

Product: sg8275p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6324 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6325 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6326 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6327 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6328 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6329 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6330 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6331 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6332 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6333 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6334 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in data 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-SG82-

041123/6335 
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parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6336 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6337 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SG82-

041123/6338 

Product: sm4125 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM41-

041123/6339 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

while invoking 

https://www.

qualcomm.co

H-QUA-SM41-

041123/6340 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM41-

041123/6341 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM41-

041123/6342 

Product: sm4250-aa 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM42-

041123/6343 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM42-

041123/6344 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM42-

041123/6345 

Product: sm4350 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6346 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6347 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6348 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6349 

Product: sm4350-ac 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6350 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6351 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6352 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6353 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6354 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6355 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6356 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6357 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6358 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6359 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6360 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6361 

Product: sm4375 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6362 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6363 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6364 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6365 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM43-

041123/6366 

Product: sm4450 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM44-

041123/6367 

Product: sm6125 

Affected Version(s): - 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM61-

041123/6368 

Product: sm6150-ac 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

H-QUA-SM61-

041123/6369 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM61-

041123/6370 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM61-

041123/6371 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM61-

041123/6372 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM61-

041123/6373 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SM61-

041123/6374 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM61-

041123/6375 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM61-

041123/6376 

Product: sm6225 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6377 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6378 

Product: sm6225-ad 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6379 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6380 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6381 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6382 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6383 

N/A 03-Oct-2023 7.5 Information 

Disclosure in Data 

https://www.

qualcomm.co

H-QUA-SM62-

041123/6384 
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Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6385 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6386 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6387 

Product: sm6250 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6388 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6389 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6390 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6391 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6392 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6393 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6394 

Product: sm6250p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6395 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6396 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6397 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6398 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6399 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM62-

041123/6400 

Product: sm6350 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM63-

041123/6401 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM63-

041123/6402 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM63-

041123/6403 
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Product: sm6375 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM63-

041123/6404 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM63-

041123/6405 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM63-

041123/6406 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM63-

041123/6407 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM63-

041123/6408 

Product: sm7125 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2987 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): - 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6409 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6410 

Product: sm7150-aa 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6411 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6412 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SM71-

041123/6413 
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tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6414 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6415 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6416 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6417 

Product: sm7150-ab 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SM71-

041123/6418 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6419 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6420 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6421 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6422 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SM71-

041123/6423 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6424 

Product: sm7150-ac 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6425 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6426 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6427 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SM71-

041123/6428 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6429 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6430 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM71-

041123/6431 

Product: sm7225 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6432 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6433 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6434 

Product: sm7250-aa 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6435 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6436 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6437 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6438 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6439 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6440 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6441 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6442 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in data 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-SM72-

041123/6443 
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parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6444 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6445 

Product: sm7250-ab 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6446 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6447 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SM72-

041123/6448 
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into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6449 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6450 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6451 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6452 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SM72-

041123/6453 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6454 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6455 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6456 

Product: sm7250-ac 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6457 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SM72-

041123/6458 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6459 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6460 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6461 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6462 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SM72-

041123/6463 
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CVE ID : CVE-

2023-24847 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6464 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6465 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6466 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6467 

Product: sm7250p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SM72-

041123/6468 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6469 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6470 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6471 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6472 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SM72-

041123/6473 
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CVE ID : CVE-

2023-24843 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6474 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6475 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6476 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6477 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM72-

041123/6478 
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Product: sm7315 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6479 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6480 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6481 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6482 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6483 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6484 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6485 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6486 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6487 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6488 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6489 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6490 

Product: sm7325 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6491 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6492 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6493 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6494 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6495 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6496 

Product: sm7325-ae 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6497 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6498 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6499 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6500 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6501 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6502 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6503 

Reachable 

Assertion 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

H-QUA-SM73-

041123/6504 
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triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6505 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6506 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6507 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6508 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SM73-

041123/6509 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6510 

Product: sm7325-af 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6511 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6512 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6513 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SM73-

041123/6514 
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into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6515 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6516 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6517 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6518 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SM73-

041123/6519 
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tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6520 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6521 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6522 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6523 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6524 
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Product: sm7325p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6525 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6526 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6527 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6528 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SM73-

041123/6529 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6531 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6532 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6533 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6534 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6535 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6536 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6537 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6538 

Product: sm7350-ab 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6539 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6540 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6541 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6542 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6543 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM73-

041123/6544 

Product: sm8150 

Affected Version(s): - 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM81-

041123/6545 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM81-

041123/6546 

Product: sm8150-ac 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM81-

041123/6547 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM81-

041123/6548 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM81-

041123/6549 
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Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM81-

041123/6550 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM81-

041123/6551 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM81-

041123/6552 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM81-

041123/6553 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM81-

041123/6554 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM81-

041123/6555 

Product: sm8250 

Affected Version(s): - 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6556 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6557 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6558 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6559 
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Product: sm8250-ab 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6560 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6561 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6562 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6563 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6564 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6565 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6566 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6567 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6568 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6569 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6570 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6571 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6572 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6573 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6574 

Product: sm8250-ac 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6575 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6576 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6577 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6578 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6579 

Buffer 

Copy 

without 

03-Oct-2023 7.8 
Memory corruption 

in WLAN Host 

when the firmware 

https://www.

qualcomm.co

m/company/

H-QUA-SM82-

041123/6580 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6581 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6582 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6583 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6584 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in data 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-SM82-

041123/6585 
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parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6586 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6587 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6588 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM82-

041123/6589 

Product: sm8350 

Affected Version(s): - 
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Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6590 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6591 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6592 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6593 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6594 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

m/company/

H-QUA-SM83-

041123/6595 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3024 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

product-

security/bulle

tins/october-

2023-bulletin 

Product: sm8350-ac 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6596 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6597 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6598 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6599 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SM83-

041123/6600 
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into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6601 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6602 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6603 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6604 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SM83-

041123/6605 
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CVE ID : CVE-

2023-24843 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6606 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6607 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6608 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6609 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6610 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM83-

041123/6611 

Product: sm8450 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM84-

041123/6612 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM84-

041123/6613 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM84-

041123/6614 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM84-

041123/6615 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM84-

041123/6616 

Product: sm8475 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM84-

041123/6617 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM84-

041123/6618 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM84-

041123/6619 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM84-

041123/6620 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM84-

041123/6621 

Product: sm8550p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6622 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6623 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6624 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6625 
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N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6626 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6627 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6628 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6629 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6630 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6631 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6632 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6633 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6634 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6635 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6636 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SM85-

041123/6637 

Product: smart_audio_200_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SMAR-

041123/6638 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SMAR-

041123/6639 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SMAR-

041123/6640 
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CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: smart_audio_400_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SMAR-

041123/6641 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SMAR-

041123/6642 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SMAR-

041123/6643 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SMAR-

041123/6644 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SMAR-

041123/6645 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: snapdragon_1100_wearable_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6646 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6647 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6648 

Product: snapdragon_1200_wearable_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6649 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6650 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6651 

Product: snapdragon_208_processor 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6652 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6653 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6654 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: snapdragon_210_processor 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6655 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6656 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6657 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6658 

Product: snapdragon_212_mobile_platform 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6659 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6660 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6661 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6662 

Product: snapdragon_425_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6663 
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CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6664 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6665 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6666 

Product: snapdragon_427_mobile_platform 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6667 

Product: snapdragon_429_mobile_platform 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6668 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6669 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6670 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6671 

Product: snapdragon_430_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SNAP-

041123/6672 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6673 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6674 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6675 

Product: snapdragon_435_mobile_platform 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6676 
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CVE ID : CVE-

2023-24850 

Product: snapdragon_439_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6677 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6678 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6679 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6680 

Product: snapdragon_450_mobile_platform 

Affected Version(s): - 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6681 

Product: snapdragon_460_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6682 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6683 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6684 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6685 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6686 

Product: snapdragon_480_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6687 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6688 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6689 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

https://www.

qualcomm.co

m/company/

H-QUA-SNAP-

041123/6690 
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camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6691 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6692 

Product: snapdragon_4_gen_1_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6693 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6694 

Improper 

Validation 
03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

https://www.

qualcomm.co

m/company/

H-QUA-SNAP-

041123/6695 
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of Array 

Index 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6696 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6697 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6698 

Product: snapdragon_4_gen_2_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6699 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6700 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6701 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6702 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6703 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6704 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6705 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6706 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6707 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6708 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6709 

Product: snapdragon_625_mobile_platform 

Affected Version(s): - 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6710 

Product: snapdragon_626_mobile_platform 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6711 

Product: snapdragon_630_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6712 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6713 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SNAP-

041123/6714 
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VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6715 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6716 

Product: snapdragon_632_mobile_platform 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6717 

Product: snapdragon_636_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6718 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3050 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6719 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6720 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6721 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6722 

Product: snapdragon_660_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6723 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6724 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6725 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6726 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6727 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6728 

Product: snapdragon_662_mobile_platform 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6729 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6730 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6731 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6732 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6733 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6734 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6735 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6736 

Product: snapdragon_665_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6737 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6738 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6739 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6740 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6741 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6742 

Product: snapdragon_670_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SNAP-

041123/6743 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6744 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6745 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6746 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6747 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6748 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: snapdragon_675_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6749 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6750 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6751 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6752 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SNAP-

041123/6753 
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VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6754 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6755 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6756 

Product: snapdragon_680_4g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6757 

Improper 

Validation 
03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

https://www.

qualcomm.co

m/company/

H-QUA-SNAP-

041123/6758 
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of Array 

Index 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6759 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6760 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6761 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6762 

Product: snapdragon_690_5g_mobile_platform 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6763 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6764 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6765 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6766 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6767 

N/A 03-Oct-2023 7.5 Information 

Disclosure in data 

https://www.

qualcomm.co

H-QUA-SNAP-

041123/6768 
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Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Product: snapdragon_695_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6769 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6770 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6771 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6772 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6773 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6774 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6775 

Product: snapdragon_710_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6776 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6777 
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CVE ID : CVE-

2023-24850 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6778 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6779 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6780 

Product: snapdragon_712_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6781 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6782 
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CVE ID : CVE-

2023-24847 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6783 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6784 

Product: snapdragon_720g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6785 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6786 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-SNAP-

041123/6787 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6788 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6789 

Product: snapdragon_750g_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6790 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6791 
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Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6792 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6793 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6794 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6795 

Product: snapdragon_778g_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6796 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6797 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6798 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6799 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6800 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6801 

N/A 03-Oct-2023 7.5 Information 

Disclosure in Data 

https://www.

qualcomm.co

H-QUA-SNAP-

041123/6802 
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Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6803 

Product: snapdragon_780g_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6804 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6805 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6806 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6807 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6808 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6809 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6810 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6811 

N/A 03-Oct-2023 7.5 Information 

Disclosure in data 

https://www.

qualcomm.co

H-QUA-SNAP-

041123/6812 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3069 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Product: snapdragon_7c\+_gen_3_compute 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6813 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6814 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6815 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6816 
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Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6817 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6818 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6819 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6820 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6821 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6822 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6823 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6824 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6825 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6826 

Product: snapdragon_820_automotive_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SNAP-

041123/6827 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6828 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6829 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6830 

Product: snapdragon_835_mobile_pc_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6831 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

in WLAN Host 

https://www.

qualcomm.co

H-QUA-SNAP-

041123/6832 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6833 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6834 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6835 

Product: snapdragon_845_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6836 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6837 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6838 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6839 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6840 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6841 

Product: snapdragon_850_mobile_compute_platform 

Affected Version(s): - 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6842 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6843 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6844 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6845 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6846 

Product: snapdragon_855_mobile_platform 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6847 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6848 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6849 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6850 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6851 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SNAP-

041123/6852 
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VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6853 

Product: snapdragon_865_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6854 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6855 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6856 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SNAP-

041123/6857 
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into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6858 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6859 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6860 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6861 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6862 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6863 

Product: snapdragon_888_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6864 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6865 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6866 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

H-QUA-SNAP-

041123/6867 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6868 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6869 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6870 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6871 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6872 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6873 

Product: snapdragon_8\+_gen_1_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6874 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6875 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6876 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6877 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6878 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6879 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6880 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6881 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6882 
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CVE ID : CVE-

2023-24849 

Product: snapdragon_8\+_gen_2_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6883 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6884 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6885 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6886 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6887 
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hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6888 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6889 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6890 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6891 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6892 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3085 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-24847 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6893 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6894 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6895 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6896 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6897 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3086 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6898 

Product: snapdragon_8_gen_1_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6899 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6900 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6901 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6902 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6903 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6904 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6905 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6906 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6907 
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CVE ID : CVE-

2023-24849 

Product: snapdragon_8_gen_2_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6908 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6909 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6910 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6911 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6912 
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hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6913 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6914 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6915 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6916 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6917 
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CVE ID : CVE-

2023-24847 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6918 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6919 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6920 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6921 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6922 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6923 

Product: snapdragon_ar2_gen_1_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6924 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6925 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6926 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6927 
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CVE ID : CVE-

2023-24853 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6928 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6929 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6930 

Product: snapdragon_auto_4g_modem 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6931 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6932 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-28539 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6933 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6934 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6935 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6936 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6937 
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CVE ID : CVE-

2023-28571 

Product: snapdragon_auto_5g_modem-rf 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6938 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6939 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6940 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6941 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6942 
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('Classic 

Buffer 

Overflow') 

tins/october-

2023-bulletin 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6943 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6944 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6945 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6946 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6947 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3096 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-28540 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6948 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6949 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6950 

Product: snapdragon_w5\+_gen_1_wearable_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6951 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6952 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6953 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6954 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6955 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6956 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6957 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6958 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6959 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6960 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6961 

Product: snapdragon_wear_1300_platform 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6962 

Product: snapdragon_wear_2100_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6963 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6964 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6965 

Product: snapdragon_wear_2500_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6966 
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CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6967 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6968 

Product: snapdragon_wear_3100_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6969 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6970 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in data 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-SNAP-

041123/6971 
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parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

product-

security/bulle

tins/october-

2023-bulletin 

Product: snapdragon_wear_4100\+_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6972 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6973 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6974 

Product: snapdragon_x12_lte_modem 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6975 
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CVE ID : CVE-

2023-22385 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6976 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6977 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6978 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6979 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6980 
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CVE ID : CVE-

2023-24849 

Product: snapdragon_x20_lte_modem 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6981 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6982 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6983 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6984 

Product: snapdragon_x24_lte_modem 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

H-QUA-SNAP-

041123/6985 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6986 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6987 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6988 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6989 

Product: snapdragon_x50_5g_modem-rf_system 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

H-QUA-SNAP-

041123/6990 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6991 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6992 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6993 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6994 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SNAP-

041123/6995 
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CVE ID : CVE-

2023-28540 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6996 

Product: snapdragon_x55_5g_modem-rf_system 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6997 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6998 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/6999 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7000 
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CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7001 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7002 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7003 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7004 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7005 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7006 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7007 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7008 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7009 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7010 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7011 

Product: snapdragon_x5_lte_modem 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7012 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7013 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7014 

Product: snapdragon_x65_5g_modem-rf_system 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3110 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7015 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7016 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7017 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7018 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7019 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7020 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7021 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7022 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7023 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7024 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

H-QUA-SNAP-

041123/7025 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7026 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7027 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7028 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7029 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SNAP-

041123/7030 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: snapdragon_x70_modem-rf_system 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7031 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7032 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7033 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7034 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SNAP-

041123/7035 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3114 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7036 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7037 

Product: snapdragon_x75_5g_modem-rf_system 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7038 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7039 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7040 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7041 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7042 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7043 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7044 

Use After 

Free 
03-Oct-2023 7.8 Memory corruption 

in DSP Service 

https://www.

qualcomm.co

H-QUA-SNAP-

041123/7045 
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during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7046 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7047 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7048 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7049 

Improper 

Authentica

tion 

03-Oct-2023 7.5 
Cryptographic issue 

in Data Modem due 

to improper 

https://www.

qualcomm.co

m/company/

H-QUA-SNAP-

041123/7050 
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authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7051 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7052 

Product: snapdragon_xr1_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7053 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7054 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-SNAP-

041123/7055 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7056 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7057 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7058 

Product: snapdragon_xr2\+_gen_1_platform 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7059 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7060 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7061 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7062 

Product: snapdragon_xr2_5g_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7063 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7064 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7065 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7066 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7069 
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Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7070 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7071 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7072 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7073 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7074 

Uncontroll

ed 
03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

H-QUA-SNAP-

041123/7075 
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Resource 

Consumpti

on 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7076 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SNAP-

041123/7077 

Product: srv1h 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SRV1-

041123/7078 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SRV1-

041123/7079 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SRV1-

041123/7080 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SRV1-

041123/7081 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SRV1-

041123/7082 

Product: ssg2115p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SSG2-

041123/7083 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SSG2-

041123/7084 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SSG2-

041123/7085 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SSG2-

041123/7086 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SSG2-

041123/7087 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SSG2-

041123/7088 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SSG2-

041123/7089 

Product: ssg2125p 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SSG2-

041123/7090 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SSG2-

041123/7091 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SSG2-

041123/7092 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SSG2-

041123/7093 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SSG2-

041123/7094 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

H-QUA-SSG2-

041123/7095 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SSG2-

041123/7096 

Product: sw5100 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7097 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7098 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7099 

Use After 

Free 
03-Oct-2023 7.8 Memory corruption 

in DSP Service 

https://www.

qualcomm.co

H-QUA-SW51-

041123/7100 
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during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7101 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7102 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7103 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7104 

Improper 

Authentica

tion 

03-Oct-2023 7.5 
Cryptographic issue 

in Data Modem due 

to improper 

https://www.

qualcomm.co

m/company/

H-QUA-SW51-

041123/7105 
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authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7106 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7107 

Product: sw5100p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7108 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7109 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7110 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7111 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7112 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7113 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7114 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7115 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7116 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7117 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SW51-

041123/7118 

Product: sxr1120 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SXR1-

041123/7119 
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CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR1-

041123/7120 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR1-

041123/7121 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR1-

041123/7122 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR1-

041123/7123 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SXR1-

041123/7124 
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tins/october-

2023-bulletin 

Product: sxr1230p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR1-

041123/7125 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR1-

041123/7126 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR1-

041123/7127 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR1-

041123/7128 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SXR1-

041123/7129 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR1-

041123/7130 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR1-

041123/7131 

Product: sxr2130 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7132 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7133 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7134 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7135 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7136 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7137 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7138 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7139 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3135 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7140 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7141 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7142 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7143 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7144 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7145 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7146 

Product: sxr2230p 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7147 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7148 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7149 
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CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7150 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7151 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7152 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-SXR2-

041123/7153 

Product: vision_intelligence_300_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-VISI-

041123/7154 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-VISI-

041123/7155 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-VISI-

041123/7156 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-VISI-

041123/7157 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-VISI-

041123/7158 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-VISI-

041123/7159 

Product: vision_intelligence_400_platform 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-VISI-

041123/7160 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-VISI-

041123/7161 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-VISI-

041123/7162 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-VISI-

041123/7163 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-VISI-

041123/7164 

Product: wcd9306 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7165 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7166 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7167 

Product: wcd9326 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7168 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7169 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7170 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7171 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7172 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7173 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7174 
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CVE ID : CVE-

2023-24849 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7175 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7176 

Product: wcd9330 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7177 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7178 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCD9-

041123/7179 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: wcd9335 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7180 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7181 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7182 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7183 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7184 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7185 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7186 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7187 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7188 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7189 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7190 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7191 

Product: wcd9340 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7192 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7193 
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CVE ID : CVE-

2023-24855 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7194 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7195 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7196 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7197 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7198 
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Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7199 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7200 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7201 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7202 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7203 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7204 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7205 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7206 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7207 

Product: wcd9341 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7208 
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CVE ID : CVE-

2023-22385 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7209 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7210 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7211 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7212 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7213 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7214 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7215 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7216 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7217 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7218 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7219 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7220 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7221 

Product: wcd9360 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7222 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7223 
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CVE ID : CVE-

2023-24843 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7224 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7225 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7226 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7227 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7228 
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Product: wcd9370 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7229 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7230 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7231 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7232 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7233 
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CVE ID : CVE-

2023-24844 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7234 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7235 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7236 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7237 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7238 
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Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7239 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7240 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7241 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7242 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7243 

Uncontroll

ed 
03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

H-QUA-WCD9-

041123/7244 
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Resource 

Consumpti

on 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7245 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7246 

Product: wcd9371 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7247 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7248 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in Data 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-WCD9-

041123/7249 
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performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7250 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7251 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7252 

Product: wcd9375 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7253 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7254 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7255 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7256 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7257 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7258 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7259 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7260 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7261 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7262 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7263 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in data 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-WCD9-

041123/7264 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3160 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7265 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7266 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7267 

Product: wcd9380 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7268 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCD9-

041123/7269 
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configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7270 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7271 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7272 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7273 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 Memory Corruption 

in HLOS while 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCD9-

041123/7274 
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registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7275 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7276 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7278 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCD9-

041123/7279 
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CVE ID : CVE-

2023-24843 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7280 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7281 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7282 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7283 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7284 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7285 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7286 

Product: wcd9385 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7287 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7288 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCD9-

041123/7289 
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CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7290 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7291 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7292 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7293 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7294 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-28539 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7295 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7296 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7297 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7298 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7299 

N/A 03-Oct-2023 7.5 Information 

Disclosure in Data 

https://www.

qualcomm.co

H-QUA-WCD9-

041123/7300 
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Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7301 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7302 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7303 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7304 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCD9-

041123/7305 
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WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

security/bulle

tins/october-

2023-bulletin 

Product: wcd9390 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7306 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7307 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7308 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7309 

N/A 03-Oct-2023 7.8 Memory Corruption 

in Core while 

https://www.

qualcomm.co

H-QUA-WCD9-

041123/7310 
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invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7311 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7312 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7313 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7314 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

H-QUA-WCD9-

041123/7315 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7316 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7317 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7318 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7319 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCD9-

041123/7320 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7321 

Product: wcd9395 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7322 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7323 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7324 

N/A 03-Oct-2023 7.8 Improper Access to 

the VM resource 

https://www.

qualcomm.co

H-QUA-WCD9-

041123/7325 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3172 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7326 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7327 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7328 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7329 

Buffer 

Copy 

without 

Checking 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCD9-

041123/7330 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33035 

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7331 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7332 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7333 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7334 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCD9-

041123/7335 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7336 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCD9-

041123/7337 

Product: wcn3610 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7338 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7339 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7340 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7341 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7342 

Product: wcn3615 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7343 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

041123/7344 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7345 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7346 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7347 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7348 

Product: wcn3620 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7349 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7350 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7351 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7352 

Product: wcn3660 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

041123/7353 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Product: wcn3660b 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7354 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7355 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7356 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7357 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7358 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7359 

Product: wcn3680 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7360 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7361 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

041123/7362 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3180 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: wcn3680b 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7363 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7364 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7365 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7366 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in data 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-WCN3-

041123/7367 
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parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7368 

Product: wcn3910 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7369 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7370 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7371 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7372 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7373 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7374 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7375 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7376 

Product: wcn3950 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7377 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7378 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7379 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7380 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7381 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7382 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7383 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7384 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7385 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7386 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

while invoking 

https://www.

qualcomm.co

H-QUA-WCN3-

041123/7387 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7388 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7389 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7390 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7391 

Uncontroll

ed 
03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

H-QUA-WCN3-

041123/7392 
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Resource 

Consumpti

on 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7393 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7394 

Product: wcn3980 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7395 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7396 

Improper 

Validation 
03-Oct-2023 7.8 Memory Corruption 

in HLOS while 

https://www.

qualcomm.co

H-QUA-WCN3-

041123/7397 
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of Array 

Index 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7398 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7399 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7400 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7401 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

H-QUA-WCN3-

041123/7402 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7403 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7404 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7405 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7406 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCN3-

041123/7407 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7408 

Product: wcn3988 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7409 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7410 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7411 

N/A 03-Oct-2023 7.8 Memory Corruption 

in Core while 

https://www.

qualcomm.co

H-QUA-WCN3-

041123/7412 
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invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7413 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7414 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7415 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7416 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7417 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7418 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7419 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7420 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7421 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in data 

Modem while 

https://www.

qualcomm.co

m/company/

H-QUA-WCN3-

041123/7422 
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parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7423 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7424 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7425 

Product: wcn3990 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7426 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7427 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7428 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7429 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7430 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7431 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7432 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7433 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7434 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7435 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7436 
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CVE ID : CVE-

2023-28571 

Product: wcn3991 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7437 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7438 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7439 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7440 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

041123/7441 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: wcn3998 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7442 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7443 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7444 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7445 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

041123/7446 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: wcn3999 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7447 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN3-

041123/7448 

Product: wcn6740 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7449 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7450 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCN6-

041123/7451 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7452 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7453 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7454 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7455 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7456 
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Buffer 

Overflow') 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7457 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7458 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7459 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7460 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7461 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7462 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7463 

Product: wcn6750 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7464 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7465 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7466 

Buffer 

Copy 

without 

Checking 

03-Oct-2023 7.8 Memory corruption 

while invoking 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCN6-

041123/7467 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7468 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7469 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7470 

Product: wcn685x-1 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7471 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN6-

041123/7472 
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call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7473 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7474 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7475 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7476 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN6-

041123/7477 
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tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7478 

Product: wcn685x-5 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7479 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7480 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7481 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN6-

041123/7482 
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('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33035 

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7483 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7484 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7485 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN6-

041123/7486 

Product: wcn785x-1 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCN7-

041123/7487 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN7-

041123/7488 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN7-

041123/7489 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN7-

041123/7490 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN7-

041123/7491 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN7-

041123/7492 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN7-

041123/7493 

Product: wcn785x-5 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN7-

041123/7494 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN7-

041123/7495 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN7-

041123/7496 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCN7-

041123/7497 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN7-

041123/7498 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN7-

041123/7499 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WCN7-

041123/7500 

Product: wsa8810 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7501 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in Modem while 

processing security 

https://www.

qualcomm.co

m/company/

H-QUA-WSA8-

041123/7502 
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related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7503 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7504 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7505 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7506 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3209 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7507 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7508 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7509 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7510 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7511 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

https://www.

qualcomm.co

m/company/

H-QUA-WSA8-

041123/7512 
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camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7513 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7514 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7515 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7516 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WSA8-

041123/7517 
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CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7518 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7519 

Product: wsa8815 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7520 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7521 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WSA8-

041123/7522 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7523 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7524 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7525 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7526 

Buffer 

Copy 

without 

Checking 

Size of 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WSA8-

041123/7527 
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Input 

('Classic 

Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7528 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7529 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7530 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7531 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7532 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7533 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7534 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7535 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7536 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7537 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7538 

Product: wsa8830 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7539 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7540 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7541 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WSA8-

041123/7542 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3216 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7543 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7544 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7545 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7546 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WSA8-

041123/7547 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7548 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7549 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7550 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7551 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7552 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7553 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7554 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7555 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7556 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7557 

Product: wsa8832 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7558 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7559 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7560 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7561 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7562 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7563 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7564 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7565 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7566 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7567 

N/A 03-Oct-2023 7.5 Information 

Disclosure in data 

https://www.

qualcomm.co

H-QUA-WSA8-

041123/7568 
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Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7569 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7570 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7571 

Product: wsa8835 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7572 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in Modem while 

processing security 

https://www.

qualcomm.co

m/company/

H-QUA-WSA8-

041123/7573 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3222 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7574 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7575 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7576 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7577 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7578 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7579 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7580 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7581 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7582 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

https://www.

qualcomm.co

m/company/

H-QUA-WSA8-

041123/7583 
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camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7584 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7585 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7586 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7587 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WSA8-

041123/7588 
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CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7589 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7590 

Product: wsa8840 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7591 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7592 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WSA8-

041123/7593 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7594 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7595 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7596 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7597 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WSA8-

041123/7598 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7599 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7600 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7601 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7602 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WSA8-

041123/7603 
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CVE ID : CVE-

2023-28540 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7604 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7605 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7606 

Product: wsa8845 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7607 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WSA8-

041123/7608 
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before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7609 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7610 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7611 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7612 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WSA8-

041123/7613 
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CVE ID : CVE-

2023-24853 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7614 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7615 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7616 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7617 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7618 
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CVE ID : CVE-

2023-24849 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7619 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7620 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7621 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7622 

Product: wsa8845h 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WSA8-

041123/7623 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7624 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7625 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7626 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7627 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WSA8-

041123/7628 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7629 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7630 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7631 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7632 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7633 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7634 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7635 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7636 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7637 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

H-QUA-WSA8-

041123/7638 
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CVE ID : CVE-

2023-28571 

Vendor: reachfargps 

Product: reachfar_gps 

Affected Version(s): - 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 7.5 

Information 

exposure 

vulnerability in 

Shenzhen Reachfar 

v28, the 

exploitation of 

which could allow a 

remote attacker to 

retrieve all the 

week's logs stored 

in the 'log2' 

directory. An 

attacker could 

retrieve sensitive 

information such as 

remembered wifi 

networks, sent 

messages, SOS 

device locations 

and device 

configurations. 

CVE ID : CVE-

2023-5499 

N/A 
H-REA-REAC-

041123/7639 

Vendor: Samsung 

Product: galaxy_book 

Affected Version(s): - 

N/A 04-Oct-2023 7.8 

An improper input 

validation in UEFI 

Firmware prior to 

Firmware update 

Oct-2023 Release in 

Galaxy Book, Galaxy 

Book Pro, Galaxy 

Book Pro 360 and 

Galaxy Book 

Odyssey allows 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2023&mo

nth=10 

H-SAM-GALA-

041123/7640 
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local attacker to 

execute SMM 

memory 

corruption. 

CVE ID : CVE-

2023-30738 

Product: galaxy_book_odyssey 

Affected Version(s): - 

N/A 04-Oct-2023 7.8 

An improper input 

validation in UEFI 

Firmware prior to 

Firmware update 

Oct-2023 Release in 

Galaxy Book, Galaxy 

Book Pro, Galaxy 

Book Pro 360 and 

Galaxy Book 

Odyssey allows 

local attacker to 

execute SMM 

memory 

corruption. 

CVE ID : CVE-

2023-30738 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2023&mo

nth=10 

H-SAM-GALA-

041123/7641 

Product: galaxy_book_pro 

Affected Version(s): - 

N/A 04-Oct-2023 7.8 

An improper input 

validation in UEFI 

Firmware prior to 

Firmware update 

Oct-2023 Release in 

Galaxy Book, Galaxy 

Book Pro, Galaxy 

Book Pro 360 and 

Galaxy Book 

Odyssey allows 

local attacker to 

execute SMM 

memory 

corruption. 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2023&mo

nth=10 

H-SAM-GALA-

041123/7642 
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CVE ID : CVE-

2023-30738 

Product: galaxy_book_pro_360 

Affected Version(s): - 

N/A 04-Oct-2023 7.8 

An improper input 

validation in UEFI 

Firmware prior to 

Firmware update 

Oct-2023 Release in 

Galaxy Book, Galaxy 

Book Pro, Galaxy 

Book Pro 360 and 

Galaxy Book 

Odyssey allows 

local attacker to 

execute SMM 

memory 

corruption. 

CVE ID : CVE-

2023-30738 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2023&mo

nth=10 

H-SAM-GALA-

041123/7643 

Vendor: sato 

Product: cl4nx-j_plus 

Affected Version(s): - 

Improper 

Authentica

tion 

01-Oct-2023 8.8 

A vulnerability was 

found in SATO 

CL4NX-J Plus 

1.13.2-u455_r2. It 

has been declared 

as critical. Affected 

by this 

vulnerability is an 

unknown 

functionality of the 

component 

WebConfig. The 

manipulation leads 

to improper 

authentication. The 

attack needs to be 

done within the 

local network. The 

N/A 
H-SAT-CL4N-

041123/7644 
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exploit has been 

disclosed to the 

public and may be 

used. The 

associated 

identifier of this 

vulnerability is 

VDB-241027. 

CVE ID : CVE-

2023-5326 

Improper 

Authentica

tion 

02-Oct-2023 8.8 

A vulnerability 

classified as critical 

has been found in 

SATO CL4NX-J Plus 

1.13.2-u455_r2. 

This affects an 

unknown part of 

the component 

Cookie Handler. 

The manipulation 

with the input 

auth=user,level1,se

ttings; web=true 

leads to improper 

authentication. 

Access to the local 

network is required 

for this attack. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-241029 was 

assigned to this 

vulnerability. 

CVE ID : CVE-

2023-5328 

N/A 
H-SAT-CL4N-

041123/7645 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

01-Oct-2023 6.5 

A vulnerability was 

found in SATO 

CL4NX-J Plus 

1.13.2-u455_r2. It 

has been rated as 

problematic. 

N/A 
H-SAT-CL4N-

041123/7646 
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Directory 

('Path 

Traversal') 

Affected by this 

issue is some 

unknown 

functionality of the 

file /rest/dir/. The 

manipulation of the 

argument full leads 

to path traversal. 

The attack needs to 

be initiated within 

the local network. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier of this 

vulnerability is 

VDB-241028. 

CVE ID : CVE-

2023-5327 

Vendor: sick 

Product: apu0200 

Affected Version(s): - 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

09-Oct-2023 9.8 

 

Improper Access 

Control in SICK 

APU allows an 

unprivileged 

remote attacker to 

download as well 

as upload arbitrary 

files via anonymous 

access to the FTP 

server. 

 

 

CVE ID : CVE-

2023-43696 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

H-SIC-APU0-

041123/7647 

Improper 

Restriction 
09-Oct-2023 7.5  https://sick.c

om/.well-

H-SIC-APU0-

041123/7648 
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of 

Excessive 

Authentica

tion 

Attempts 

Improper 

Restriction of 

Excessive 

Authentication 

Attempts in 

RDT400 in SICK 

APU 

allows an 

unprivileged 

remote attacker to 

guess the password 

via trial-and-error 

as the login 

attempts 

are not limited. 

 

 

CVE ID : CVE-

2023-43699 

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

Missing 

Authorizati

on 

09-Oct-2023 7.5 

Missing 

Authorization in 

RDT400 in SICK 

APU allows an 

unprivileged 

remote attacker to 

modify data via 

HTTP requests that 

no not require 

authentication. 

 

 

CVE ID : CVE-

2023-43700 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

H-SIC-APU0-

041123/7649 

N/A 09-Oct-2023 6.5 

 

Modification of 

Assumed-

Immutable Data 

(MAID) in RDT400 

in SICK APU allows 

an 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

H-SIC-APU0-

041123/7650 
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unprivileged 

remote attacker to 

make the site 

unable to load 

necessary strings 

via changing file 

paths 

using HTTP 

requests. 

 

 

CVE ID : CVE-

2023-43697 

known/csaf/

white/2023/s

ca-2023-

0010.json 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

09-Oct-2023 6.5 

 

Cleartext 

Transmission of 

Sensitive 

Information in 

RDT400 in SICK 

APU allows an 

unprivileged 

remote attacker to 

retrieve potentially 

sensitive 

information via 

intercepting 

network traffic 

that is not 

encrypted. 

 

 

CVE ID : CVE-

2023-5100 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

H-SIC-APU0-

041123/7651 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

09-Oct-2023 6.1 

 

Improper 

Neutralization of 

Input During Web 

Page Generation 

(’Cross-site 

Scripting’) in 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

H-SIC-APU0-

041123/7652 
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('Cross-site 

Scripting') 

RDT400 in SICK 

APU allows an 

unprivileged 

remote attacker to 

run arbitrary code 

in the clients 

browser via 

injecting code into 

the website. 

 

 

 

CVE ID : CVE-

2023-43698 

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

Files or 

Directories 

Accessible 

to External 

Parties 

09-Oct-2023 5.3 

 

Files or Directories 

Accessible to 

External Parties in 

RDT400 in SICK 

APU allows an 

unprivileged 

remote attacker to 

download various 

files from the 

server via HTTP 

requests. 

 

 

CVE ID : CVE-

2023-5101 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

H-SIC-APU0-

041123/7653 

N/A 09-Oct-2023 5.3 

 

Insufficient Control 

Flow Management 

in RDT400 in SICK 

APU allows an 

unprivileged 

remote attacker to 

potentially enable 

hidden 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

H-SIC-APU0-

041123/7654 
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functionality via 

HTTP requests. 

 

 

 

CVE ID : CVE-

2023-5102 

ca-2023-

0010.json 

Improper 

Restriction 

of 

Rendered 

UI Layers 

or Frames 

09-Oct-2023 4.3 

Improper 

Restriction of 

Rendered UI Layers 

or Frames in 

RDT400 in SICK 

APU allows an 

unprivileged 

remote attacker to 

potentially reveal 

sensitive 

information via 

tricking a user into 

clicking on an 

actionable item 

using an iframe. 

 

 

 

CVE ID : CVE-

2023-5103 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

H-SIC-APU0-

041123/7655 

Vendor: Siemens 

Product: cp-8031 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 8.8 

A vulnerability has 

been identified in 

CP-8031 MASTER 

MODULE (All 

versions < CPCI85 

V05.11), CP-8050 

MASTER MODULE 

(All versions < 

CPCI85 V05.11). 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

770890.pdf 

H-SIE-CP-8-

041123/7656 
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The web server of 

affected devices 

fails to properly 

sanitize user input 

for the /sicweb-

ajax/tmproot/ 

endpoint. 

 

This could allow an 

authenticated 

remote attacker to 

traverse directories 

on the system and 

download arbitrary 

files. By exploring 

active session IDs, 

the vulnerability 

could potentially be 

leveraged to 

escalate privileges 

to the 

administrator role. 

CVE ID : CVE-

2023-42796 

Use of 

Hard-

coded 

Credentials 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

CP-8031 MASTER 

MODULE (All 

versions < CPCI85 

V05.11 (only with 

activated debug 

support)), CP-8050 

MASTER MODULE 

(All versions < 

CPCI85 V05.11 

(only with activated 

debug support)). 

The affected 

devices contain a 

hard-coded ID in 

the SSH 

`authorized_keys` 

configuration file. 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

134651.pdf 

H-SIE-CP-8-

041123/7657 
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An attacker with 

knowledge of the 

corresponding 

private key could 

login to the device 

via SSH. Only 

devices with 

activated debug 

support are 

affected. 

CVE ID : CVE-

2023-36380 

Product: cp-8050 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 8.8 

A vulnerability has 

been identified in 

CP-8031 MASTER 

MODULE (All 

versions < CPCI85 

V05.11), CP-8050 

MASTER MODULE 

(All versions < 

CPCI85 V05.11). 

The web server of 

affected devices 

fails to properly 

sanitize user input 

for the /sicweb-

ajax/tmproot/ 

endpoint. 

 

This could allow an 

authenticated 

remote attacker to 

traverse directories 

on the system and 

download arbitrary 

files. By exploring 

active session IDs, 

the vulnerability 

could potentially be 

leveraged to 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

770890.pdf 

H-SIE-CP-8-

041123/7658 
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escalate privileges 

to the 

administrator role. 

CVE ID : CVE-

2023-42796 

Use of 

Hard-

coded 

Credentials 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

CP-8031 MASTER 

MODULE (All 

versions < CPCI85 

V05.11 (only with 

activated debug 

support)), CP-8050 

MASTER MODULE 

(All versions < 

CPCI85 V05.11 

(only with activated 

debug support)). 

The affected 

devices contain a 

hard-coded ID in 

the SSH 

`authorized_keys` 

configuration file. 

An attacker with 

knowledge of the 

corresponding 

private key could 

login to the device 

via SSH. Only 

devices with 

activated debug 

support are 

affected. 

CVE ID : CVE-

2023-36380 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

134651.pdf 

H-SIE-CP-8-

041123/7659 

Product: simatic_cp_1604 

Affected Version(s): - 

Improper 

Access 

Control 

10-Oct-2023 6.7 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

https://cert-

portal.siemen

s.com/produc

H-SIE-SIMA-

041123/7660 
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SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). The 

kernel memory of 

affected devices is 

exposed to user-

mode via direct 

memory access 

(DMA) which could 

allow a local 

attacker with 

administrative 

privileges to 

execute arbitrary 

code on the host 

system without any 

restrictions. 

CVE ID : CVE-

2023-37194 

tcert/pdf/ssa-

784849.pdf 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 4.4 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). 

Affected devices 

insufficiently 

control continuous 

mapping of direct 

memory access 

(DMA) requests. 

This could allow 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

H-SIE-SIMA-

041123/7661 
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local attackers with 

administrative 

privileges to cause 

a denial of service 

situation on the 

host. A physical 

power cycle is 

required to get the 

system working 

again. 

CVE ID : CVE-

2023-37195 

Product: simatic_cp_1616 

Affected Version(s): - 

Improper 

Access 

Control 

10-Oct-2023 6.7 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). The 

kernel memory of 

affected devices is 

exposed to user-

mode via direct 

memory access 

(DMA) which could 

allow a local 

attacker with 

administrative 

privileges to 

execute arbitrary 

code on the host 

system without any 

restrictions. 

CVE ID : CVE-

2023-37194 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

H-SIE-SIMA-

041123/7662 
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Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 4.4 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). 

Affected devices 

insufficiently 

control continuous 

mapping of direct 

memory access 

(DMA) requests. 

This could allow 

local attackers with 

administrative 

privileges to cause 

a denial of service 

situation on the 

host. A physical 

power cycle is 

required to get the 

system working 

again. 

CVE ID : CVE-

2023-37195 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

H-SIE-SIMA-

041123/7663 

Product: simatic_cp_1623 

Affected Version(s): - 

Improper 

Access 

Control 

10-Oct-2023 6.7 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

H-SIE-SIMA-

041123/7664 
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SIMATIC CP 1628 

(All versions). The 

kernel memory of 

affected devices is 

exposed to user-

mode via direct 

memory access 

(DMA) which could 

allow a local 

attacker with 

administrative 

privileges to 

execute arbitrary 

code on the host 

system without any 

restrictions. 

CVE ID : CVE-

2023-37194 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 4.4 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). 

Affected devices 

insufficiently 

control continuous 

mapping of direct 

memory access 

(DMA) requests. 

This could allow 

local attackers with 

administrative 

privileges to cause 

a denial of service 

situation on the 

host. A physical 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

H-SIE-SIMA-

041123/7665 
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power cycle is 

required to get the 

system working 

again. 

CVE ID : CVE-

2023-37195 

Product: simatic_cp_1626 

Affected Version(s): - 

Improper 

Access 

Control 

10-Oct-2023 6.7 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). The 

kernel memory of 

affected devices is 

exposed to user-

mode via direct 

memory access 

(DMA) which could 

allow a local 

attacker with 

administrative 

privileges to 

execute arbitrary 

code on the host 

system without any 

restrictions. 

CVE ID : CVE-

2023-37194 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

H-SIE-SIMA-

041123/7666 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 4.4 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

H-SIE-SIMA-

041123/7667 
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SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). 

Affected devices 

insufficiently 

control continuous 

mapping of direct 

memory access 

(DMA) requests. 

This could allow 

local attackers with 

administrative 

privileges to cause 

a denial of service 

situation on the 

host. A physical 

power cycle is 

required to get the 

system working 

again. 

CVE ID : CVE-

2023-37195 

Product: simatic_cp_1628 

Affected Version(s): - 

Improper 

Access 

Control 

10-Oct-2023 6.7 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). The 

kernel memory of 

affected devices is 

exposed to user-

mode via direct 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

H-SIE-SIMA-

041123/7668 
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memory access 

(DMA) which could 

allow a local 

attacker with 

administrative 

privileges to 

execute arbitrary 

code on the host 

system without any 

restrictions. 

CVE ID : CVE-

2023-37194 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 4.4 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). 

Affected devices 

insufficiently 

control continuous 

mapping of direct 

memory access 

(DMA) requests. 

This could allow 

local attackers with 

administrative 

privileges to cause 

a denial of service 

situation on the 

host. A physical 

power cycle is 

required to get the 

system working 

again. 

CVE ID : CVE-

2023-37195 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

H-SIE-SIMA-

041123/7669 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3254 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Vendor: switchbot 

Product: hub2 

Affected Version(s): - 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

N/A 
H-SWI-HUB2-

041123/7670 

Vendor: tapo 

Product: mini_smart_wi-fi_plug 

Affected Version(s): - 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

N/A 
H-TAP-MINI-

041123/7671 
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v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

Vendor: Tenda 

Product: ac6 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 9.8 

Tenda AC6 

v15.03.05.19 is 

vulnerable to 

Buffer Overflow as 

the Index 

parameter does not 

verify the length. 

CVE ID : CVE-

2023-40830 

N/A 
H-TEN-AC6-

041123/7672 

Vendor: Tp-link 

Product: smart_plug 

Affected Version(s): - 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

N/A 
H-TP--SMAR-

041123/7673 
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v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

Vendor: unisoc 

Product: s8000 

Affected Version(s): - 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-S800-

041123/7674 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In linkturbo, there 

is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40635 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-S800-

041123/7675 
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Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-S800-

041123/7676 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

N/A 
H-UNI-S800-

041123/7677 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-S800-

041123/7678 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

H-UNI-S800-

041123/7679 
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information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40637 

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40639 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-S800-

041123/7680 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-S800-

041123/7681 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-S800-

041123/7682 
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CVE ID : CVE-

2023-40650 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-S800-

041123/7683 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In telecom service, 

there is a possible 

way to write 

permission usage 

records of an app 

due to a missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40636 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-S800-

041123/7684 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local denial 

of service with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40638 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-S800-

041123/7685 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

H-UNI-S800-

041123/7686 
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bounds check. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40651 

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Product: sc7731e 

Affected Version(s): - 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC77-

041123/7687 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC77-

041123/7688 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

N/A 
H-UNI-SC77-

041123/7689 
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escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC77-

041123/7690 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40637 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC77-

041123/7691 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC77-

041123/7692 
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CVE ID : CVE-

2023-40639 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC77-

041123/7693 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40650 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC77-

041123/7694 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC77-

041123/7695 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

H-UNI-SC77-

041123/7696 
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could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40651 

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Product: sc9832e 

Affected Version(s): - 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7697 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7698 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

N/A 
H-UNI-SC98-

041123/7699 
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privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7700 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40637 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7701 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7702 
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CVE ID : CVE-

2023-40639 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7703 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40650 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7704 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7705 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

H-UNI-SC98-

041123/7706 
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could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40651 

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Product: sc9863a 

Affected Version(s): - 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7707 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In linkturbo, there 

is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40635 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7708 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

H-UNI-SC98-

041123/7709 
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privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

y/announcem

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

N/A 
H-UNI-SC98-

041123/7710 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7711 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7712 
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CVE ID : CVE-

2023-40637 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40639 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7713 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7714 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40641 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7715 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

H-UNI-SC98-

041123/7716 
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lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40642 

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40643 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7717 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40644 

N/A 
H-UNI-SC98-

041123/7718 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

N/A 
H-UNI-SC98-

041123/7719 
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CVE ID : CVE-

2023-40645 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40646 

N/A 
H-UNI-SC98-

041123/7720 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40647 

N/A 
H-UNI-SC98-

041123/7721 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40648 

N/A 
H-UNI-SC98-

041123/7722 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

N/A 
H-UNI-SC98-

041123/7723 
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lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40649 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40650 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7724 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7725 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-SC98-

041123/7726 
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CVE ID : CVE-

2023-40651 

Product: t310 

Affected Version(s): - 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T310-

041123/7727 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T310-

041123/7728 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

N/A 
H-UNI-T310-

041123/7729 
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Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T310-

041123/7730 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40637 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T310-

041123/7731 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40639 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T310-

041123/7732 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

H-UNI-T310-

041123/7733 
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local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40650 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T310-

041123/7734 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T310-

041123/7735 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40651 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T310-

041123/7736 
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Product: t606 

Affected Version(s): - 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T606-

041123/7737 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In linkturbo, there 

is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40635 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T606-

041123/7738 

Use After 

Free 
08-Oct-2023 7.5 

In jpg driver, there 

is a possible use 

after free due to a 

logic error. This 

could lead to 

remote information 

disclosure no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40632 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T606-

041123/7739 
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Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T606-

041123/7740 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

N/A 
H-UNI-T606-

041123/7741 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T606-

041123/7742 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

H-UNI-T606-

041123/7743 
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information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40637 

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40639 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T606-

041123/7744 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T606-

041123/7745 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T606-

041123/7746 
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CVE ID : CVE-

2023-40650 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T606-

041123/7747 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40651 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T606-

041123/7748 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In jpg driver, there 

is a possible out of 

bounds write due 

to improper input 

validation. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40652 

N/A 
H-UNI-T606-

041123/7749 

Product: t610 

Affected Version(s): - 
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Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T610-

041123/7750 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In linkturbo, there 

is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40635 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T610-

041123/7751 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T610-

041123/7752 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

N/A 
H-UNI-T610-

041123/7753 
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lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T610-

041123/7754 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40637 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T610-

041123/7755 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

H-UNI-T610-

041123/7756 
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CVE ID : CVE-

2023-40639 

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T610-

041123/7757 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40650 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T610-

041123/7758 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T610-

041123/7759 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

H-UNI-T610-

041123/7760 
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could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40651 

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Product: t612 

Affected Version(s): - 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T612-

041123/7761 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In linkturbo, there 

is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40635 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T612-

041123/7762 

Use After 

Free 
08-Oct-2023 7.5 

In jpg driver, there 

is a possible use 

after free due to a 

logic error. This 

could lead to 

remote information 

disclosure no 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

H-UNI-T612-

041123/7763 
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additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40632 

y/announcem

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T612-

041123/7764 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

N/A 
H-UNI-T612-

041123/7765 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T612-

041123/7766 
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CVE ID : CVE-

2023-40633 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40637 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T612-

041123/7767 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40639 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T612-

041123/7768 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T612-

041123/7769 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

H-UNI-T612-

041123/7770 
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lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40650 

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T612-

041123/7771 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40651 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T612-

041123/7772 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In jpg driver, there 

is a possible out of 

bounds write due 

to improper input 

validation. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

N/A 
H-UNI-T612-

041123/7773 
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CVE ID : CVE-

2023-40652 

Product: t616 

Affected Version(s): - 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T616-

041123/7774 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In linkturbo, there 

is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40635 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T616-

041123/7775 

Use After 

Free 
08-Oct-2023 7.5 

In jpg driver, there 

is a possible use 

after free due to a 

logic error. This 

could lead to 

remote information 

disclosure no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40632 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T616-

041123/7776 
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Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T616-

041123/7777 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

N/A 
H-UNI-T616-

041123/7778 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T616-

041123/7779 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

H-UNI-T616-

041123/7780 
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information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40637 

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40639 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T616-

041123/7781 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T616-

041123/7782 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T616-

041123/7783 
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CVE ID : CVE-

2023-40650 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T616-

041123/7784 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40651 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T616-

041123/7785 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In jpg driver, there 

is a possible out of 

bounds write due 

to improper input 

validation. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40652 

N/A 
H-UNI-T616-

041123/7786 

Product: t618 

Affected Version(s): - 
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Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T618-

041123/7787 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In linkturbo, there 

is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40635 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T618-

041123/7788 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T618-

041123/7789 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

N/A 
H-UNI-T618-

041123/7790 
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lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T618-

041123/7791 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40637 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T618-

041123/7792 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

H-UNI-T618-

041123/7793 
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CVE ID : CVE-

2023-40639 

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T618-

041123/7794 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40650 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T618-

041123/7795 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T618-

041123/7796 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

H-UNI-T618-

041123/7797 
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could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40651 

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Product: t760 

Affected Version(s): - 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T760-

041123/7798 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In linkturbo, there 

is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40635 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T760-

041123/7799 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

H-UNI-T760-

041123/7800 
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privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

y/announcem

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

N/A 
H-UNI-T760-

041123/7801 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T760-

041123/7802 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T760-

041123/7803 
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CVE ID : CVE-

2023-40637 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40639 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T760-

041123/7804 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T760-

041123/7805 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40650 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T760-

041123/7806 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

H-UNI-T760-

041123/7807 
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local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In telecom service, 

there is a possible 

way to write 

permission usage 

records of an app 

due to a missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40636 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T760-

041123/7808 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local denial 

of service with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40638 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T760-

041123/7809 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

H-UNI-T760-

041123/7810 
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CVE ID : CVE-

2023-40651 

72669661185

31074 

Product: t770 

Affected Version(s): - 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T770-

041123/7811 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In linkturbo, there 

is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40635 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T770-

041123/7812 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T770-

041123/7813 
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Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

N/A 
H-UNI-T770-

041123/7814 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T770-

041123/7815 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40637 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T770-

041123/7816 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

H-UNI-T770-

041123/7817 
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local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40639 

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T770-

041123/7818 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40650 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T770-

041123/7819 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T770-

041123/7820 
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Missing 

Authorizati

on 

08-Oct-2023 4.4 

In telecom service, 

there is a possible 

way to write 

permission usage 

records of an app 

due to a missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40636 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T770-

041123/7821 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local denial 

of service with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40638 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T770-

041123/7822 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40651 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T770-

041123/7823 

Product: t820 

Affected Version(s): - 
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Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T820-

041123/7824 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In linkturbo, there 

is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40635 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T820-

041123/7825 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T820-

041123/7826 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

N/A 
H-UNI-T820-

041123/7827 
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lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T820-

041123/7828 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40637 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T820-

041123/7829 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

H-UNI-T820-

041123/7830 
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CVE ID : CVE-

2023-40639 

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T820-

041123/7831 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40650 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T820-

041123/7832 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T820-

041123/7833 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In telecom service, 

there is a possible 

way to write 

permission usage 

records of an app 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

H-UNI-T820-

041123/7834 
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due to a missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40636 

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local denial 

of service with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40638 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T820-

041123/7835 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40651 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

H-UNI-T820-

041123/7836 

Vendor: viessmann 

Product: vitogate_300 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

14-Oct-2023 9.8 

In Vitogate 300 

2.1.3.0, /cgi-

bin/vitogate.cgi 

allows an 

unauthenticated 

attacker to bypass 

N/A 
H-VIE-VITO-

041123/7837 
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Command 

('Comman

d 

Injection') 

authentication and 

execute arbitrary 

commands via shell 

metacharacters in 

the ipaddr params 

JSON data for the 

put method. 

CVE ID : CVE-

2023-45852 

Vendor: Watchguard 

Product: edr 

Affected Version(s): - 

N/A 05-Oct-2023 7.8 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

message handling 

between 

WatchGuard EPDR 

processes, it is 

possible to perform 

a Local Privilege 

Escalation on 

Windows by 

sending a crafted 

message to a 

named pipe. 

CVE ID : CVE-

2023-26236 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00004 

H-WAT-EDR-

041123/7838 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

05-Oct-2023 6.7 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to bypass 

the defensive 

capabilities by 

adding a registry 

key as SYSTEM. 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00005 

H-WAT-EDR-

041123/7839 
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CVE ID : CVE-

2023-26237 

N/A 05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to enable 

or disable defensive 

capabilities by 

sending a crafted 

message to a 

named pipe. 

CVE ID : CVE-

2023-26238 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00006 

H-WAT-EDR-

041123/7840 

Improper 

Check for 

Dropped 

Privileges 

05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

a password check, 

it is possible to 

obtain credentials 

to access the 

management 

console as a non-

privileged user. 

CVE ID : CVE-

2023-26239 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00007 

H-WAT-EDR-

041123/7841 

Product: epdr 

Affected Version(s): - 

N/A 05-Oct-2023 7.8 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

message handling 

between 

WatchGuard EPDR 

processes, it is 

possible to perform 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00004 

H-WAT-EPDR-

041123/7842 
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a Local Privilege 

Escalation on 

Windows by 

sending a crafted 

message to a 

named pipe. 

CVE ID : CVE-

2023-26236 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

05-Oct-2023 6.7 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to bypass 

the defensive 

capabilities by 

adding a registry 

key as SYSTEM. 

CVE ID : CVE-

2023-26237 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00005 

H-WAT-EPDR-

041123/7843 

N/A 05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to enable 

or disable defensive 

capabilities by 

sending a crafted 

message to a 

named pipe. 

CVE ID : CVE-

2023-26238 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00006 

H-WAT-EPDR-

041123/7844 

Improper 

Check for 

Dropped 

Privileges 

05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

a password check, 

it is possible to 

obtain credentials 

to access the 

management 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00007 

H-WAT-EPDR-

041123/7845 
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console as a non-

privileged user. 

CVE ID : CVE-

2023-26239 

Product: epp 

Affected Version(s): - 

N/A 05-Oct-2023 7.8 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

message handling 

between 

WatchGuard EPDR 

processes, it is 

possible to perform 

a Local Privilege 

Escalation on 

Windows by 

sending a crafted 

message to a 

named pipe. 

CVE ID : CVE-

2023-26236 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00004 

H-WAT-EPP-

041123/7846 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

05-Oct-2023 6.7 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to bypass 

the defensive 

capabilities by 

adding a registry 

key as SYSTEM. 

CVE ID : CVE-

2023-26237 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00005 

H-WAT-EPP-

041123/7847 

N/A 05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to enable 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

H-WAT-EPP-

041123/7848 
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or disable defensive 

capabilities by 

sending a crafted 

message to a 

named pipe. 

CVE ID : CVE-

2023-26238 

/wgsa-2023-

00006 

Improper 

Check for 

Dropped 

Privileges 

05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

a password check, 

it is possible to 

obtain credentials 

to access the 

management 

console as a non-

privileged user. 

CVE ID : CVE-

2023-26239 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00007 

H-WAT-EPP-

041123/7849 

Product: panda_ad360 

Affected Version(s): - 

N/A 05-Oct-2023 7.8 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

message handling 

between 

WatchGuard EPDR 

processes, it is 

possible to perform 

a Local Privilege 

Escalation on 

Windows by 

sending a crafted 

message to a 

named pipe. 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00004 

H-WAT-PAND-

041123/7850 
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CVE ID : CVE-

2023-26236 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

05-Oct-2023 6.7 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to bypass 

the defensive 

capabilities by 

adding a registry 

key as SYSTEM. 

CVE ID : CVE-

2023-26237 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00005 

H-WAT-PAND-

041123/7851 

N/A 05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to enable 

or disable defensive 

capabilities by 

sending a crafted 

message to a 

named pipe. 

CVE ID : CVE-

2023-26238 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00006 

H-WAT-PAND-

041123/7852 

Improper 

Check for 

Dropped 

Privileges 

05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

a password check, 

it is possible to 

obtain credentials 

to access the 

management 

console as a non-

privileged user. 

CVE ID : CVE-

2023-26239 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00007 

H-WAT-PAND-

041123/7853 

Vendor: xinje 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3311 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Product: xd5e-30r-e 

Affected Version(s): - 

Improper 

Resource 

Shutdown 

or Release 

09-Oct-2023 7.5 

A vulnerability was 

found in XINJE 

XD5E-30R-E 3.5.3b. 

It has been 

declared as critical. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

component Modbus 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier VDB-

241585 was 

assigned to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5462 

N/A 
H-XIN-XD5E-

041123/7854 

Vendor: yeelight 

Product: smart_lamp 

Affected Version(s): - 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

N/A 
H-YEE-SMAR-

041123/7855 
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Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

Vendor: yifanwireless 

Product: yf325 

Affected Version(s): - 

Improper 

Authentica

tion 

11-Oct-2023 9.8 

An authentication 

bypass 

vulnerability exists 

in the httpd 

nvram.cgi 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to 

arbitrary command 

execution. An 

attacker can send a 

network request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-24479 

N/A 
H-YIF-YF32-

041123/7856 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

A stack-based 

buffer overflow 

vulnerability exists 

in the httpd do_wds 

N/A 
H-YIF-YF32-

041123/7857 
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functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to stack-

based buffer 

overflow. An 

attacker can send a 

network request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-31272 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

11-Oct-2023 9.8 

A command 

execution 

vulnerability exists 

in the validate.so 

diag_ping_start 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to 

command 

execution. An 

attacker can send a 

network request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-32632 

N/A 
H-YIF-YF32-

041123/7858 

N/A 11-Oct-2023 9.8 

A leftover debug 

code vulnerability 

exists in the httpd 

debug credentials 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to 

N/A 
H-YIF-YF32-

041123/7859 
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authentication 

bypass. An attacker 

can send a network 

request to trigger 

this vulnerability. 

CVE ID : CVE-

2023-32645 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

A stack-based 

buffer overflow 

vulnerability exists 

in the httpd 

gwcfg.cgi get 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network packet can 

lead to command 

execution. An 

attacker can send a 

network request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-34346 

N/A 
H-YIF-YF32-

041123/7860 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

A stack-based 

buffer overflow 

vulnerability exists 

in the libutils.so 

nvram_restore 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to a buffer 

overflow. An 

attacker can send a 

network request to 

trigger this 

vulnerability. 

N/A 
H-YIF-YF32-

041123/7861 
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CVE ID : CVE-

2023-34365 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

A stack-based 

buffer overflow 

vulnerability exists 

in the httpd 

manage_request 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to stack-

based buffer 

overflow. An 

attacker can send a 

network request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-34426 

N/A 
H-YIF-YF32-

041123/7862 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

11-Oct-2023 9.8 

A buffer overflow 

vulnerability exists 

in the httpd 

next_page 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to 

command 

execution. An 

attacker can send a 

network request to 

trigger this 

vulnerability.This 

buffer overflow is 

in the next_page 

parameter in the 

gozila_cgi function. 

N/A 
H-YIF-YF32-

041123/7863 
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CVE ID : CVE-

2023-35055 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

11-Oct-2023 9.8 

A buffer overflow 

vulnerability exists 

in the httpd 

next_page 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to 

command 

execution. An 

attacker can send a 

network request to 

trigger this 

vulnerability.This 

buffer overflow is 

in the next_page 

parameter in the 

cgi_handler 

function. 

CVE ID : CVE-

2023-35056 

N/A 
H-YIF-YF32-

041123/7864 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

Two heap-based 

buffer overflow 

vulnerabilities exist 

in the httpd 

manage_post 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to a heap 

buffer overflow. An 

attacker can send a 

network request to 

trigger these 

vulnerabilities.This 

integer overflow 

result is used as 

N/A 
H-YIF-YF32-

041123/7865 
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argument for the 

malloc function. 

CVE ID : CVE-

2023-35965 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

Two heap-based 

buffer overflow 

vulnerabilities exist 

in the httpd 

manage_post 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to a heap 

buffer overflow. An 

attacker can send a 

network request to 

trigger these 

vulnerabilities.This 

integer overflow 

result is used as 

argument for the 

realloc function. 

CVE ID : CVE-

2023-35966 

N/A 
H-YIF-YF32-

041123/7866 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

Two heap-based 

buffer overflow 

vulnerabilities exist 

in the 

gwcfg_cgi_set_mana

ge_post_data 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to a heap 

buffer overflow. An 

attacker can send a 

network request to 

trigger these 

vulnerabilities.This 

N/A 
H-YIF-YF32-

041123/7867 
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integer overflow 

result is used as 

argument for the 

malloc function. 

CVE ID : CVE-

2023-35967 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

Two heap-based 

buffer overflow 

vulnerabilities exist 

in the 

gwcfg_cgi_set_mana

ge_post_data 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to a heap 

buffer overflow. An 

attacker can send a 

network request to 

trigger these 

vulnerabilities.This 

integer overflow 

result is used as 

argument for the 

realloc function. 

CVE ID : CVE-

2023-35968 

N/A 
H-YIF-YF32-

041123/7868 

Vendor: zebra 

Product: zt410 

Affected Version(s): - 

Authentica

tion 

Bypass 

Using an 

Alternate 

Path or 

Channel 

11-Oct-2023 4.3 

 A vulnerability of 

authentication 

bypass has been 

found on a Zebra 

Technologies ZTC 

ZT410-203dpi ZPL 

printer. This 

vulnerability allows 

an attacker that is 

in the same 

N/A 
H-ZEB-ZT41-

041123/7869 
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network as the 

printer, to change 

the username and 

password for the 

Web Page by 

sending a specially 

crafted POST 

request to the 

setvarsResults.cgi 

file. For this 

vulnerability to be 

exploitable, the 

printers protected 

mode must be 

disabled. 

CVE ID : CVE-

2023-4957 

Operating System 

Vendor: 70mai 

Product: a500s_firmware 

Affected Version(s): 1.2.119 

Missing 

Authentica

tion for 

Critical 

Function 

09-Oct-2023 9.1 

Incorrect access 

control in 70mai 

a500s v1.2.119 

allows attackers to 

directly access and 

delete the video 

files of the driving 

recorder through 

ftp and other 

protocols. 

CVE ID : CVE-

2023-43271 

N/A 
O-70M-A500-

061123/7870 

Vendor: Apple 

Product: ipados 

Affected Version(s): * Up to (excluding) 16.7.1 

N/A 04-Oct-2023 7.8 

The issue was 

addressed with 

improved checks. 

This issue is fixed 

https://suppo

rt.apple.com/

en-

us/HT213972 

O-APP-IPAD-

061123/7871 
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in iOS 16.7.1 and 

iPadOS 16.7.1. A 

local attacker may 

be able to elevate 

their privileges. 

Apple is aware of a 

report that this 

issue may have 

been actively 

exploited against 

versions of iOS 

before iOS 16.6. 

CVE ID : CVE-

2023-42824 

Affected Version(s): From (including) 17.0 Up to (excluding) 17.0.3 

N/A 04-Oct-2023 7.8 

The issue was 

addressed with 

improved checks. 

This issue is fixed 

in iOS 16.7.1 and 

iPadOS 16.7.1. A 

local attacker may 

be able to elevate 

their privileges. 

Apple is aware of a 

report that this 

issue may have 

been actively 

exploited against 

versions of iOS 

before iOS 16.6. 

CVE ID : CVE-

2023-42824 

https://suppo

rt.apple.com/

en-

us/HT213972 

O-APP-IPAD-

061123/7872 

Product: iphone_os 

Affected Version(s): * Up to (excluding) 16.7.1 

N/A 04-Oct-2023 7.8 

The issue was 

addressed with 

improved checks. 

This issue is fixed 

in iOS 16.7.1 and 

iPadOS 16.7.1. A 

local attacker may 

https://suppo

rt.apple.com/

en-

us/HT213972 

O-APP-IPHO-

061123/7873 
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be able to elevate 

their privileges. 

Apple is aware of a 

report that this 

issue may have 

been actively 

exploited against 

versions of iOS 

before iOS 16.6. 

CVE ID : CVE-

2023-42824 

Affected Version(s): From (including) 17.0 Up to (excluding) 17.0.3 

N/A 04-Oct-2023 7.8 

The issue was 

addressed with 

improved checks. 

This issue is fixed 

in iOS 16.7.1 and 

iPadOS 16.7.1. A 

local attacker may 

be able to elevate 

their privileges. 

Apple is aware of a 

report that this 

issue may have 

been actively 

exploited against 

versions of iOS 

before iOS 16.6. 

CVE ID : CVE-

2023-42824 

https://suppo

rt.apple.com/

en-

us/HT213972 

O-APP-IPHO-

061123/7874 

Product: macos 

Affected Version(s): - 

Access of 

Uninitialize

d Pointer 

11-Oct-2023 7.8 

Adobe Photoshop 

versions 23.5.5 

(and earlier) and 

24.7 (and earlier) 

are affected by an 

Access of 

Uninitialized 

Pointer 

vulnerability that 

could result in 

https://helpx.

adobe.com/se

curity/produc

ts/photoshop

/apsb23-

51.html 

O-APP-MACO-

061123/7875 
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arbitrary code 

execution in the 

context of the 

current user. 

Exploitation of this 

issue requires user 

interaction in that a 

victim must open a 

malicious file. 

CVE ID : CVE-

2023-26370 

N/A 04-Oct-2023 7.8 

Kong Insomnia 

2023.4.0 on macOS 

allows attackers to 

execute code and 

access restricted 

files, or make 

requests for TCC 

permissions, by 

using the 

DYLD_INSERT_LIB

RARIES 

environment 

variable. 

CVE ID : CVE-

2023-40299 

https://github

.com/Kong/in

somnia/pull/

6217/commit

s 

O-APP-MACO-

061123/7876 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

10-Oct-2023 7.8 

 

The BIG-IP Edge 

Client Installer on 

macOS does not 

follow best 

practices for 

elevating privileges 

during the 

installation 

process.  This 

vulnerability is due 

to an incomplete fix 

for CVE-2023-

38418.  Note: 

Software versions 

which have reached 

https://my.f5.

com/manage/

s/article/K00

0136185 

O-APP-MACO-

061123/7877 
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End of Technical 

Support (EoTS) are 

not evaluated 

 

 

CVE ID : CVE-

2023-43611 

N/A 04-Oct-2023 7.8 

Altair is a GraphQL 

Client. Prior to 

version 5.2.5, the 

Altair GraphQL 

Client Desktop 

Application does 

not sanitize 

external URLs 

before passing 

them to the 

underlying system. 

Moreover, Altair 

GraphQL Client also 

does not isolate the 

context of the 

renderer process. 

This affects 

versions of the 

software running 

on MacOS, 

Windows, and 

Linux. Version 5.2.5 

fixes this issue. 

CVE ID : CVE-

2023-43799 

https://github

.com/altair-

graphql/altair

/security/advi

sories/GHSA-

9m5v-vrf6-

fmvm 

O-APP-MACO-

061123/7878 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

04-Oct-2023 7.8 

Local privilege 

escalation due to 

improper soft link 

handling. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 29051. 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

2119 

O-APP-MACO-

061123/7879 
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CVE ID : CVE-

2023-44209 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

10-Oct-2023 7.8 

 

An insufficient 

verification of data 

vulnerability exists 

in BIG-IP Edge 

Client Installer on 

macOS that may 

allow an attacker 

elevation of 

privileges during 

the installation 

process.  

 

Note: Software 

versions which 

have reached End 

of Technical 

Support (EoTS) are 

not evaluated. 

 

 

 

 

CVE ID : CVE-

2023-5450 

https://my.f5.

com/manage/

s/article/K00

0135040 

O-APP-MACO-

061123/7880 

Missing 

Authorizati

on 

05-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 31637. 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

4061 

O-APP-MACO-

061123/7881 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3325 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-44211 

Missing 

Authorizati

on 

05-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 31477. 

CVE ID : CVE-

2023-44212 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5528, 

https://securi

ty-

advisory.acro

nis.com/SEC-

2159 

O-APP-MACO-

061123/7882 

Missing 

Authorizati

on 

06-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35895. 

CVE ID : CVE-

2023-45244 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5907 

O-APP-MACO-

061123/7883 

Improper 

Authentica

tion 

06-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to improper 

authentication. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 36343. 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5903 

O-APP-MACO-

061123/7884 
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CVE ID : CVE-

2023-45246 

Missing 

Authorizati

on 

09-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 36497. 

CVE ID : CVE-

2023-45247 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6600 

O-APP-MACO-

061123/7885 

Use After 

Free 
11-Oct-2023 5.5 

Adobe Bridge 

versions 12.0.4 

(and earlier) and 

13.0.3 (and earlier) 

are affected by a 

Use After Free 

vulnerability that 

could lead to 

disclosure of 

sensitive memory. 

An attacker could 

leverage this 

vulnerability to 

bypass mitigations 

such as ASLR. 

Exploitation of this 

issue requires user 

interaction in that a 

victim must open a 

malicious file. 

CVE ID : CVE-

2023-38216 

https://helpx.

adobe.com/se

curity/produc

ts/bridge/aps

b23-49.html 

O-APP-MACO-

061123/7886 

Out-of-

bounds 

Read 

11-Oct-2023 5.5 

Adobe Bridge 

versions 12.0.4 

(and earlier) and 

13.0.3 (and earlier) 

https://helpx.

adobe.com/se

curity/produc

O-APP-MACO-

061123/7887 
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are affected by an 

Out-of-bounds 

Read vulnerability 

that could lead to 

disclosure of 

sensitive memory. 

An attacker could 

leverage this 

vulnerability to 

bypass mitigations 

such as ASLR. 

Exploitation of this 

issue requires user 

interaction in that a 

victim must open a 

malicious file. 

CVE ID : CVE-

2023-38217 

ts/bridge/aps

b23-49.html 

Missing 

Authorizati

on 

04-Oct-2023 5.5 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 29258. 

CVE ID : CVE-

2023-44210 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

2159, 

https://securi

ty-

advisory.acro

nis.com/SEC-

5528 

O-APP-MACO-

061123/7888 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5902 

O-APP-MACO-

061123/7889 
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Windows) before 

build 35739. 

CVE ID : CVE-

2023-44214 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-45240 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5904 

O-APP-MACO-

061123/7890 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

05-Oct-2023 5.5 

Sensitive 

information leak 

through log files. 

The following 

products are 

affected: Acronis 

Agent (Linux, 

macOS, Windows) 

before build 35739. 

CVE ID : CVE-

2023-45241 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5999 

O-APP-MACO-

061123/7891 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-45242 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6018 

O-APP-MACO-

061123/7892 
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Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-45243 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6019 

O-APP-MACO-

061123/7893 

Missing 

Authorizati

on 

06-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 36119. 

CVE ID : CVE-

2023-45245 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6017 

O-APP-MACO-

061123/7894 

Vendor: Broadcom 

Product: lsi_pci-sv92ex_firmware 

Affected Version(s): * Up to (including) 2.2.100.1 

Out-of-

bounds 

Write 

10-Oct-2023 7.8 

An issue was 

discovered in 

Broadcom) LSI PCI-

SV92EX Soft 

Modem Kernel 

Driver through 

2.2.100.1 (aka 

AGRSM64.sys). 

There is Local 

Privilege Escalation 

to SYSTEM via a 

Stack Overflow in 

RTLCopyMemory 

N/A 
O-BRO-LSI_-

061123/7895 
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(IOCTL 0x1b2150). 

An attacker can 

exploit this to 

elevate privileges 

from a medium-

integrity process to 

SYSTEM. This can 

also be used to 

bypass kernel-level 

protections such as 

AV or PPL, because 

exploit code runs 

with high-integrity 

privileges and can 

be used in 

coordinated BYOVD 

(bring your own 

vulnerable driver) 

ransomware 

campaigns. 

CVE ID : CVE-

2023-31096 

Vendor: byzoro 

Product: smart_s45f_firmware 

Affected Version(s): * Up to (including) 20230928 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

10-Oct-2023 8.8 

A vulnerability was 

found in Beijing 

Baichuo Smart 

S45F Multi-Service 

Secure Gateway 

Intelligent 

Management 

Platform up to 

20230928. It has 

been rated as 

critical. Affected by 

this issue is some 

unknown 

functionality of the 

file 

/sysmanage/updat

elib.php. The 

N/A 
O-BYZ-SMAR-

061123/7896 
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manipulation of the 

argument 

file_upload leads to 

unrestricted 

upload. The attack 

may be launched 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-241640. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5488 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

10-Oct-2023 8.8 

A vulnerability 

classified as critical 

has been found in 

Beijing Baichuo 

Smart S45F Multi-

Service Secure 

Gateway Intelligent 

Management 

Platform up to 

20230928. This 

affects an unknown 

part of the file 

/Tool/uploadfile.ph

p. The 

manipulation of the 

argument 

file_upload leads to 

unrestricted 

upload. It is 

possible to initiate 

the attack remotely. 

The exploit has 

N/A 
O-BYZ-SMAR-

061123/7897 
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been disclosed to 

the public and may 

be used. The 

identifier VDB-

241641 was 

assigned to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5489 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

10-Oct-2023 8.8 

A vulnerability 

classified as critical 

was found in 

Beijing Baichuo 

Smart S45F Multi-

Service Secure 

Gateway Intelligent 

Management 

Platform up to 

20230928. This 

vulnerability affects 

unknown code of 

the file 

/useratte/userattes

tation.php. The 

manipulation of the 

argument web_img 

leads to 

unrestricted 

upload. The attack 

can be initiated 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. VDB-241642 

is the identifier 

assigned to this 

N/A 
O-BYZ-SMAR-

061123/7898 
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vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5490 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

10-Oct-2023 8.8 

A vulnerability, 

which was 

classified as critical, 

has been found in 

Beijing Baichuo 

Smart S45F Multi-

Service Secure 

Gateway Intelligent 

Management 

Platform up to 

20230928. This 

issue affects some 

unknown 

processing of the 

file 

/sysmanage/updat

elib.php. The 

manipulation of the 

argument 

file_upload leads to 

unrestricted 

upload. The attack 

may be initiated 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The 

associated 

identifier of this 

vulnerability is 

VDB-241643. 

NOTE: The vendor 

was contacted early 

N/A 
O-BYZ-SMAR-

061123/7899 
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about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5491 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

10-Oct-2023 8.8 

A vulnerability, 

which was 

classified as critical, 

was found in 

Beijing Baichuo 

Smart S45F Multi-

Service Secure 

Gateway Intelligent 

Management 

Platform up to 

20230928. Affected 

is an unknown 

function of the file 

/sysmanage/licenc

e.php. The 

manipulation of the 

argument 

file_upload leads to 

unrestricted 

upload. It is 

possible to launch 

the attack remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier of this 

vulnerability is 

VDB-241644. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5492 

N/A 
O-BYZ-SMAR-

061123/7900 
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Unrestricte

d Upload of 

File with 

Dangerous 

Type 

10-Oct-2023 8.8 

A vulnerability has 

been found in 

Beijing Baichuo 

Smart S45F Multi-

Service Secure 

Gateway Intelligent 

Management 

Platform up to 

20230928 and 

classified as critical. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

file 

/useratte/web.php. 

The manipulation 

of the argument 

file_upload leads to 

unrestricted 

upload. The attack 

can be launched 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-241645 was 

assigned to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5493 

N/A 
O-BYZ-SMAR-

061123/7901 

Improper 

Neutralizat

ion of 

Special 

Elements 

10-Oct-2023 8.8 

A vulnerability was 

found in Beijing 

Baichuo Smart 

S45F Multi-Service 

Secure Gateway 

N/A 
O-BYZ-SMAR-

061123/7902 
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used in an 

OS 

Command 

('OS 

Command 

Injection') 

Intelligent 

Management 

Platform up to 

20230928 and 

classified as critical. 

Affected by this 

issue is some 

unknown 

functionality of the 

file 

/log/download.php

. The manipulation 

of the argument file 

leads to os 

command injection. 

The attack may be 

launched remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241646 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5494 

Vendor: Cisco 

Product: ios_xe 

Affected Version(s): * Up to (excluding) 17.3.1 

Improper 

Privilege 

Manageme

nt 

04-Oct-2023 8.8 

A vulnerability in 

the on-device 

application 

development 

workflow feature 

for the Cisco IOx 

https://sec.clo

udapps.cisco.c

om/security/c

enter/content

/CiscoSecurity

Advisory/cisc

O-CIS-IOS_-

061123/7903 
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application hosting 

infrastructure in 

Cisco IOS XE 

Software could 

allow an 

authenticated, 

remote attacker to 

access the 

underlying 

operating system as 

the root user. 

 

 This vulnerability 

exists because 

Docker containers 

with the privileged 

runtime option are 

not blocked when 

they are in 

application 

development mode. 

An attacker could 

exploit this 

vulnerability by 

using the Docker 

CLI to access an 

affected device. The 

application 

development 

workflow is meant 

to be used only on 

development 

systems and not in 

production 

systems. 

CVE ID : CVE-

2023-20235 

o-sa-rdocker-

uATbukKn 

Vendor: dcnetworks 

Product: dcfw-1800-sdc_firmware 

Affected Version(s): 3.0 
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Unrestricte

d Upload of 

File with 

Dangerous 

Type 

04-Oct-2023 8.8 

File Upload 

vulnerability in 

Digital China 

Networks DCFW-

1800-SDC v.3.0 

allows an 

authenticated 

attacker to execute 

arbitrary code via 

the wget function in 

the 

/sbin/cloudadmin.s

h component. 

CVE ID : CVE-

2023-43321 

N/A 
O-DCN-DCFW-

061123/7904 

Vendor: Debian 

Product: debian_linux 

Affected Version(s): 10.0 

Incorrect 

Compariso

n 

12-Oct-2023 8.8 

Babel is a compiler 

for 

writingJavaScript. 

In 

`@babel/traverse` 

prior to versions 

7.23.2 and 8.0.0-

alpha.4 and all 

versions of `babel-

traverse`, using 

Babel to compile 

code that was 

specifically crafted 

by an attacker can 

lead to arbitrary 

code execution 

during compilation, 

when using plugins 

that rely on the 

`path.evaluate()`or 

`path.evaluateTruth

y()` internal Babel 

methods. Known 

affected plugins are 

https://github

.com/babel/b

abel/releases

/tag/v8.0.0-

alpha.4, 

https://github

.com/babel/b

abel/commit/

b13376b3469

46e3f62fc084

8c1d2a23223

314c82, 

https://github

.com/babel/b

abel/releases

/tag/v7.23.2 

O-DEB-DEBI-

061123/7905 
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`@babel/plugin-

transform-

runtime`; 

`@babel/preset-

env` when using its 

`useBuiltIns` 

option; and any 

"polyfill provider" 

plugin that depends 

on `@babel/helper-

define-polyfill-

provider`, such as 

`babel-plugin-

polyfill-corejs3`, 

`babel-plugin-

polyfill-corejs2`, 

`babel-plugin-

polyfill-es-shims`, 

`babel-plugin-

polyfill-

regenerator`. No 

other plugins under 

the `@babel/` 

namespace are 

impacted, but third-

party plugins might 

be. Users that only 

compile trusted 

code are not 

impacted. The 

vulnerability has 

been fixed in 

`@babel/traverse@

7.23.2` and 

`@babel/traverse@

8.0.0-alpha.4`. 

Those who cannot 

upgrade 

`@babel/traverse` 

and are using one 

of the affected 

packages 

mentioned above 

should upgrade 
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them to their latest 

version to avoid 

triggering the 

vulnerable code 

path in affected 

`@babel/traverse` 

versions: 

`@babel/plugin-

transform-runtime` 

v7.23.2, 

`@babel/preset-

env` v7.23.2, 

`@babel/helper-

define-polyfill-

provider` v0.4.3, 

`babel-plugin-

polyfill-corejs2` 

v0.4.6, `babel-

plugin-polyfill-

corejs3` v0.8.5, 

`babel-plugin-

polyfill-es-shims` 

v0.10.0, `babel-

plugin-polyfill-

regenerator` v0.5.3. 

CVE ID : CVE-

2023-45133 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

04-Oct-2023 8.1 

urllib3 is a user-

friendly HTTP 

client library for 

Python. urllib3 

doesn't treat the 

`Cookie` HTTP 

header special or 

provide any helpers 

for managing 

cookies over HTTP, 

that is the 

responsibility of 

the user. However, 

it is possible for a 

user to specify a 

`Cookie` header and 

https://github

.com/urllib3/

urllib3/comm

it/644124ecd

0b6e417c527

191f866daa05

a5a2056d, 

https://github

.com/urllib3/

urllib3/securi

ty/advisories/

GHSA-v845-

jxx5-vc9f, 

https://github

.com/urllib3/

urllib3/comm

O-DEB-DEBI-

061123/7906 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3341 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

unknowingly leak 

information via 

HTTP redirects to a 

different origin if 

that user doesn't 

disable redirects 

explicitly. This 

issue has been 

patched in urllib3 

version 1.26.17 or 

2.0.5. 

CVE ID : CVE-

2023-43804 

it/01220354d

389cd054747

13f8c982d05c

9b17aafb 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-DEB-DEBI-

061123/7907 

Incomplete 

Cleanup 
10-Oct-2023 5.3 

Incomplete Cleanup 

vulnerability in 

Apache 

Tomcat.When 

recycling various 

internal objects in 

Apache Tomcat 

from 11.0.0-M1 

through 11.0.0-

https://lists.a

pache.org/thr

ead/065jfyo5

83490r9j2v73

nhpyxdob56l

w 

O-DEB-DEBI-

061123/7908 
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M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.80 

and from 8.5.0 

through 8.5.93, an 

error could  

cause Tomcat to 

skip some parts of 

the recycling 

process leading to  

information leaking 

from the current 

request/response 

to the next. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which 

fixes the issue. 

 

 

CVE ID : CVE-

2023-42795 

N/A 10-Oct-2023 5.3 

Improper Input 

Validation 

vulnerability in 

Apache 

Tomcat.Tomcat fro

m 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.81 

and from 8.5.0 

https://lists.a

pache.org/thr

ead/2pv8yz1p

yp088tsxfb7o

gltk9msk0jdp 

O-DEB-DEBI-

061123/7909 
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through 8.5.93 did 

not correctly parse 

HTTP trailer 

headers. A specially  

crafted, invalid 

trailer header could 

cause Tomcat to 

treat a single  

request as multiple 

requests leading to 

the possibility of 

request  

smuggling when 

behind a reverse 

proxy. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which fix 

the issue. 

 

 

CVE ID : CVE-

2023-45648 

Affected Version(s): 11.0 

Use After 

Free 
06-Oct-2023 8.8 

A use-after-free 

vulnerability exists 

in the 

MediaRecorder API 

of Webkit 

WebKitGTK 2.40.5. 

A specially crafted 

web page can abuse 

this vulnerability to 

cause memory 

corruption and 

https://webki

tgtk.org/secur

ity/WSA-

2023-

0009.html 

O-DEB-DEBI-

061123/7910 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3344 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

potentially 

arbitrary code 

execution. A user 

would need to to 

visit a malicious 

webpage to trigger 

this vulnerability. 

CVE ID : CVE-

2023-39928 

Incorrect 

Compariso

n 

12-Oct-2023 8.8 

Babel is a compiler 

for 

writingJavaScript. 

In 

`@babel/traverse` 

prior to versions 

7.23.2 and 8.0.0-

alpha.4 and all 

versions of `babel-

traverse`, using 

Babel to compile 

code that was 

specifically crafted 

by an attacker can 

lead to arbitrary 

code execution 

during compilation, 

when using plugins 

that rely on the 

`path.evaluate()`or 

`path.evaluateTruth

y()` internal Babel 

methods. Known 

affected plugins are 

`@babel/plugin-

transform-

runtime`; 

`@babel/preset-

env` when using its 

`useBuiltIns` 

option; and any 

"polyfill provider" 

plugin that depends 

on `@babel/helper-

https://github

.com/babel/b

abel/releases

/tag/v8.0.0-

alpha.4, 

https://github

.com/babel/b

abel/commit/

b13376b3469

46e3f62fc084

8c1d2a23223

314c82, 

https://github

.com/babel/b

abel/releases

/tag/v7.23.2 

O-DEB-DEBI-

061123/7911 
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define-polyfill-

provider`, such as 

`babel-plugin-

polyfill-corejs3`, 

`babel-plugin-

polyfill-corejs2`, 

`babel-plugin-

polyfill-es-shims`, 

`babel-plugin-

polyfill-

regenerator`. No 

other plugins under 

the `@babel/` 

namespace are 

impacted, but third-

party plugins might 

be. Users that only 

compile trusted 

code are not 

impacted. The 

vulnerability has 

been fixed in 

`@babel/traverse@

7.23.2` and 

`@babel/traverse@

8.0.0-alpha.4`. 

Those who cannot 

upgrade 

`@babel/traverse` 

and are using one 

of the affected 

packages 

mentioned above 

should upgrade 

them to their latest 

version to avoid 

triggering the 

vulnerable code 

path in affected 

`@babel/traverse` 

versions: 

`@babel/plugin-

transform-runtime` 

v7.23.2, 
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`@babel/preset-

env` v7.23.2, 

`@babel/helper-

define-polyfill-

provider` v0.4.3, 

`babel-plugin-

polyfill-corejs2` 

v0.4.6, `babel-

plugin-polyfill-

corejs3` v0.8.5, 

`babel-plugin-

polyfill-es-shims` 

v0.10.0, `babel-

plugin-polyfill-

regenerator` v0.5.3. 

CVE ID : CVE-

2023-45133 

Use After 

Free 
11-Oct-2023 8.8 

Use after free in 

Site Isolation in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker to 

potentially exploit 

heap corruption via 

a crafted HTML 

page. (Chromium 

security severity: 

Critical) 

CVE ID : CVE-

2023-5218 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7912 

Out-of-

bounds 

Write 

11-Oct-2023 8.8 

Heap buffer 

overflow in PDF in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker who 

convinced a user to 

engage in specific 

user interactions to 

potentially exploit 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7913 
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heap corruption via 

a crafted PDF file. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5474 

Use After 

Free 
11-Oct-2023 8.8 

Use after free in 

Blink History in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker to 

potentially exploit 

heap corruption via 

a crafted HTML 

page. (Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5476 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7914 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

O-DEB-DEBI-

061123/7915 
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nginx-

products/ 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

09-Oct-2023 7.5 

An issue was 

discovered in 

ApiPageSet.php in 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. It allows 

attackers to cause a 

denial of service 

(unbounded loop 

and 

RequestTimeoutEx

ception) when 

querying pages 

redirected to other 

variants with 

redirects and 

converttitles set. 

CVE ID : CVE-

2023-45363 

https://phabr

icator.wikime

dia.org/T3330

50 

O-DEB-DEBI-

061123/7916 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

DevTools in Google 

Chrome prior to 

118.0.5993.70 

allowed an attacker 

who convinced a 

user to install a 

malicious extension 

to bypass 

discretionary 

access control via a 

crafted Chrome 

Extension. 

(Chromium 

security severity: 

Medium) 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7917 
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CVE ID : CVE-

2023-5475 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Extensions API in 

Google Chrome 

prior to 

118.0.5993.70 

allowed an attacker 

who convinced a 

user to install a 

malicious extension 

to bypass an 

enterprise policy 

via a crafted HTML 

page. (Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5479 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7918 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Downloads in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker to spoof 

security UI via a 

crafted HTML page. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5481 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7919 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Intents in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker to bypass 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

O-DEB-DEBI-

061123/7920 
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content security 

policy via a crafted 

HTML page. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5483 

ml, 

https://crbug.

com/1425355 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Navigation in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker to spoof 

security UI via a 

crafted HTML page. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5484 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7921 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Fullscreen in 

Google Chrome 

prior to 

118.0.5993.70 

allowed an attacker 

who convinced a 

user to install a 

malicious extension 

to bypass 

navigation 

restrictions via a 

crafted Chrome 

Extension. 

(Chromium 

security severity: 

Medium) 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7922 
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CVE ID : CVE-

2023-5487 

Use After 

Free 
11-Oct-2023 6.3 

Use after free in 

Cast in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker who had 

compromised the 

renderer process to 

potentially exploit 

heap corruption via 

a crafted HTML 

page. (Chromium 

security severity: 

Low) 

CVE ID : CVE-

2023-5473 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7923 

Incomplete 

Cleanup 
10-Oct-2023 5.3 

Incomplete Cleanup 

vulnerability in 

Apache 

Tomcat.When 

recycling various 

internal objects in 

Apache Tomcat 

from 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.80 

and from 8.5.0 

through 8.5.93, an 

error could  

cause Tomcat to 

skip some parts of 

the recycling 

process leading to  

information leaking 

from the current 

request/response 

to the next. 

https://lists.a

pache.org/thr

ead/065jfyo5

83490r9j2v73

nhpyxdob56l

w 

O-DEB-DEBI-

061123/7924 
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Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which 

fixes the issue. 

 

 

CVE ID : CVE-

2023-42795 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

09-Oct-2023 5.3 

An issue was 

discovered in 

includes/page/Arti

cle.php in 

MediaWiki 1.36.x 

through 1.39.x 

before 1.39.5 and 

1.40.x before 

1.40.1. Deleted 

revision existence 

is leaked due to 

incorrect 

permissions being 

checked. This 

reveals that a given 

revision ID 

belonged to the 

given page title, and 

its timestamp, both 

of which are not 

supposed to be 

public information. 

CVE ID : CVE-

2023-45364 

https://phabr

icator.wikime

dia.org/T2647

65 

O-DEB-DEBI-

061123/7925 

N/A 10-Oct-2023 5.3 

Improper Input 

Validation 

vulnerability in 

Apache 

https://lists.a

pache.org/thr

ead/2pv8yz1p

O-DEB-DEBI-

061123/7926 
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Tomcat.Tomcat fro

m 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.81 

and from 8.5.0 

through 8.5.93 did 

not correctly parse 

HTTP trailer 

headers. A specially  

crafted, invalid 

trailer header could 

cause Tomcat to 

treat a single  

request as multiple 

requests leading to 

the possibility of 

request  

smuggling when 

behind a reverse 

proxy. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which fix 

the issue. 

 

 

CVE ID : CVE-

2023-45648 

yp088tsxfb7o

gltk9msk0jdp 

N/A 11-Oct-2023 4.3 

Inappropriate 

implementation in 

Installer in Google 

Chrome prior to 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

O-DEB-DEBI-

061123/7927 
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118.0.5993.70 

allowed a local 

attacker to bypass 

discretionary 

access control via a 

crafted command. 

(Chromium 

security severity: 

Low) 

CVE ID : CVE-

2023-5477 

channel-

update-for-

desktop_10.ht

ml 

N/A 11-Oct-2023 4.3 

Inappropriate 

implementation in 

Autofill in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker to leak 

cross-origin data 

via a crafted HTML 

page. (Chromium 

security severity: 

Low) 

CVE ID : CVE-

2023-5478 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7928 

N/A 11-Oct-2023 4.3 

Inappropriate 

implementation in 

Autofill in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker to bypass 

autofill restrictions 

via a crafted HTML 

page. (Chromium 

security severity: 

Low) 

CVE ID : CVE-

2023-5485 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7929 

N/A 11-Oct-2023 4.3 
Inappropriate 

implementation in 

Input in Google 

https://chrom

ereleases.goog

leblog.com/20

O-DEB-DEBI-

061123/7930 
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Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker to spoof 

security UI via a 

crafted HTML page. 

(Chromium 

security severity: 

Low) 

CVE ID : CVE-

2023-5486 

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

Affected Version(s): 12.0 

Use After 

Free 
06-Oct-2023 8.8 

A use-after-free 

vulnerability exists 

in the 

MediaRecorder API 

of Webkit 

WebKitGTK 2.40.5. 

A specially crafted 

web page can abuse 

this vulnerability to 

cause memory 

corruption and 

potentially 

arbitrary code 

execution. A user 

would need to to 

visit a malicious 

webpage to trigger 

this vulnerability. 

CVE ID : CVE-

2023-39928 

https://webki

tgtk.org/secur

ity/WSA-

2023-

0009.html 

O-DEB-DEBI-

061123/7931 

Incorrect 

Compariso

n 

12-Oct-2023 8.8 

Babel is a compiler 

for 

writingJavaScript. 

In 

`@babel/traverse` 

prior to versions 

7.23.2 and 8.0.0-

alpha.4 and all 

versions of `babel-

traverse`, using 

https://github

.com/babel/b

abel/releases

/tag/v8.0.0-

alpha.4, 

https://github

.com/babel/b

abel/commit/

b13376b3469

46e3f62fc084

O-DEB-DEBI-

061123/7932 
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Babel to compile 

code that was 

specifically crafted 

by an attacker can 

lead to arbitrary 

code execution 

during compilation, 

when using plugins 

that rely on the 

`path.evaluate()`or 

`path.evaluateTruth

y()` internal Babel 

methods. Known 

affected plugins are 

`@babel/plugin-

transform-

runtime`; 

`@babel/preset-

env` when using its 

`useBuiltIns` 

option; and any 

"polyfill provider" 

plugin that depends 

on `@babel/helper-

define-polyfill-

provider`, such as 

`babel-plugin-

polyfill-corejs3`, 

`babel-plugin-

polyfill-corejs2`, 

`babel-plugin-

polyfill-es-shims`, 

`babel-plugin-

polyfill-

regenerator`. No 

other plugins under 

the `@babel/` 

namespace are 

impacted, but third-

party plugins might 

be. Users that only 

compile trusted 

code are not 

impacted. The 

8c1d2a23223

314c82, 

https://github

.com/babel/b

abel/releases

/tag/v7.23.2 
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vulnerability has 

been fixed in 

`@babel/traverse@

7.23.2` and 

`@babel/traverse@

8.0.0-alpha.4`. 

Those who cannot 

upgrade 

`@babel/traverse` 

and are using one 

of the affected 

packages 

mentioned above 

should upgrade 

them to their latest 

version to avoid 

triggering the 

vulnerable code 

path in affected 

`@babel/traverse` 

versions: 

`@babel/plugin-

transform-runtime` 

v7.23.2, 

`@babel/preset-

env` v7.23.2, 

`@babel/helper-

define-polyfill-

provider` v0.4.3, 

`babel-plugin-

polyfill-corejs2` 

v0.4.6, `babel-

plugin-polyfill-

corejs3` v0.8.5, 

`babel-plugin-

polyfill-es-shims` 

v0.10.0, `babel-

plugin-polyfill-

regenerator` v0.5.3. 

CVE ID : CVE-

2023-45133 

Use After 

Free 
11-Oct-2023 8.8 Use after free in 

Site Isolation in 

https://chrom

ereleases.goog

O-DEB-DEBI-

061123/7933 
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Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker to 

potentially exploit 

heap corruption via 

a crafted HTML 

page. (Chromium 

security severity: 

Critical) 

CVE ID : CVE-

2023-5218 

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

Out-of-

bounds 

Write 

11-Oct-2023 8.8 

Heap buffer 

overflow in PDF in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker who 

convinced a user to 

engage in specific 

user interactions to 

potentially exploit 

heap corruption via 

a crafted PDF file. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5474 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7934 

Use After 

Free 
11-Oct-2023 8.8 

Use after free in 

Blink History in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker to 

potentially exploit 

heap corruption via 

a crafted HTML 

page. (Chromium 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7935 
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security severity: 

Medium) 

CVE ID : CVE-

2023-5476 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-DEB-DEBI-

061123/7936 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

09-Oct-2023 7.5 

An issue was 

discovered in 

ApiPageSet.php in 

MediaWiki before 

1.35.12, 1.36.x 

through 1.39.x 

before 1.39.5, and 

1.40.x before 

1.40.1. It allows 

attackers to cause a 

denial of service 

(unbounded loop 

and 

RequestTimeoutEx

ception) when 

querying pages 

redirected to other 

variants with 

https://phabr

icator.wikime

dia.org/T3330

50 

O-DEB-DEBI-

061123/7937 
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redirects and 

converttitles set. 

CVE ID : CVE-

2023-45363 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

DevTools in Google 

Chrome prior to 

118.0.5993.70 

allowed an attacker 

who convinced a 

user to install a 

malicious extension 

to bypass 

discretionary 

access control via a 

crafted Chrome 

Extension. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5475 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7938 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Extensions API in 

Google Chrome 

prior to 

118.0.5993.70 

allowed an attacker 

who convinced a 

user to install a 

malicious extension 

to bypass an 

enterprise policy 

via a crafted HTML 

page. (Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5479 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7939 
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N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Downloads in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker to spoof 

security UI via a 

crafted HTML page. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5481 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7940 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Intents in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker to bypass 

content security 

policy via a crafted 

HTML page. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5483 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml, 

https://crbug.

com/1425355 

O-DEB-DEBI-

061123/7941 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Navigation in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker to spoof 

security UI via a 

crafted HTML page. 

(Chromium 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7942 
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security severity: 

Medium) 

CVE ID : CVE-

2023-5484 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Fullscreen in 

Google Chrome 

prior to 

118.0.5993.70 

allowed an attacker 

who convinced a 

user to install a 

malicious extension 

to bypass 

navigation 

restrictions via a 

crafted Chrome 

Extension. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5487 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7943 

Use After 

Free 
11-Oct-2023 6.3 

Use after free in 

Cast in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker who had 

compromised the 

renderer process to 

potentially exploit 

heap corruption via 

a crafted HTML 

page. (Chromium 

security severity: 

Low) 

CVE ID : CVE-

2023-5473 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7944 

Incomplete 

Cleanup 
10-Oct-2023 5.3 Incomplete Cleanup 

vulnerability in 

https://lists.a

pache.org/thr

O-DEB-DEBI-

061123/7945 
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Apache 

Tomcat.When 

recycling various 

internal objects in 

Apache Tomcat 

from 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.80 

and from 8.5.0 

through 8.5.93, an 

error could  

cause Tomcat to 

skip some parts of 

the recycling 

process leading to  

information leaking 

from the current 

request/response 

to the next. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which 

fixes the issue. 

 

 

CVE ID : CVE-

2023-42795 

ead/065jfyo5

83490r9j2v73

nhpyxdob56l

w 

Incorrect 

Permission 

Assignmen

t for 

09-Oct-2023 5.3 

An issue was 

discovered in 

includes/page/Arti

cle.php in 

MediaWiki 1.36.x 

https://phabr

icator.wikime

dia.org/T2647

65 

O-DEB-DEBI-

061123/7946 
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Critical 

Resource 

through 1.39.x 

before 1.39.5 and 

1.40.x before 

1.40.1. Deleted 

revision existence 

is leaked due to 

incorrect 

permissions being 

checked. This 

reveals that a given 

revision ID 

belonged to the 

given page title, and 

its timestamp, both 

of which are not 

supposed to be 

public information. 

CVE ID : CVE-

2023-45364 

N/A 10-Oct-2023 5.3 

Improper Input 

Validation 

vulnerability in 

Apache 

Tomcat.Tomcat fro

m 11.0.0-M1 

through 11.0.0-

M11, from 10.1.0-

M1 through 

10.1.13, from 9.0.0-

M1 through 9.0.81 

and from 8.5.0 

through 8.5.93 did 

not correctly parse 

HTTP trailer 

headers. A specially  

crafted, invalid 

trailer header could 

cause Tomcat to 

treat a single  

request as multiple 

requests leading to 

https://lists.a

pache.org/thr

ead/2pv8yz1p

yp088tsxfb7o

gltk9msk0jdp 

O-DEB-DEBI-

061123/7947 
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the possibility of 

request  

smuggling when 

behind a reverse 

proxy. 

 

Users are 

recommended to 

upgrade to version 

11.0.0-M12 

onwards, 10.1.14 

onwards, 9.0.81 

onwards or 8.5.94 

onwards, which fix 

the issue. 

 

 

CVE ID : CVE-

2023-45648 

N/A 11-Oct-2023 4.3 

Inappropriate 

implementation in 

Installer in Google 

Chrome prior to 

118.0.5993.70 

allowed a local 

attacker to bypass 

discretionary 

access control via a 

crafted command. 

(Chromium 

security severity: 

Low) 

CVE ID : CVE-

2023-5477 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7948 

N/A 11-Oct-2023 4.3 

Inappropriate 

implementation in 

Autofill in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker to leak 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

O-DEB-DEBI-

061123/7949 
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cross-origin data 

via a crafted HTML 

page. (Chromium 

security severity: 

Low) 

CVE ID : CVE-

2023-5478 

desktop_10.ht

ml 

N/A 11-Oct-2023 4.3 

Inappropriate 

implementation in 

Autofill in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker to bypass 

autofill restrictions 

via a crafted HTML 

page. (Chromium 

security severity: 

Low) 

CVE ID : CVE-

2023-5485 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7950 

N/A 11-Oct-2023 4.3 

Inappropriate 

implementation in 

Input in Google 

Chrome prior to 

118.0.5993.70 

allowed a remote 

attacker to spoof 

security UI via a 

crafted HTML page. 

(Chromium 

security severity: 

Low) 

CVE ID : CVE-

2023-5486 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-DEB-DEBI-

061123/7951 

Vendor: deltaww 

Product: dvp32es200rc_firmware 

Affected Version(s): 1.48 

Improper 

Resource 
09-Oct-2023 7.5 

A vulnerability has 

been found in Delta 

Electronics 

N/A 
O-DEL-DVP3-

061123/7952 
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Shutdown 

or Release 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5459 

Product: dvp32es200re_firmware 

Affected Version(s): 1.48 

Improper 

Resource 

Shutdown 

or Release 

09-Oct-2023 7.5 

A vulnerability has 

been found in Delta 

Electronics 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

to denial of service. 

N/A 
O-DEL-DVP3-

061123/7953 
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The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5459 

Product: dvp32es200r_firmware 

Affected Version(s): 1.48 

Improper 

Resource 

Shutdown 

or Release 

09-Oct-2023 7.5 

A vulnerability has 

been found in Delta 

Electronics 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

N/A 
O-DEL-DVP3-

061123/7954 
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disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5459 

Product: dvp32es200tc_firmware 

Affected Version(s): 1.48 

Improper 

Resource 

Shutdown 

or Release 

09-Oct-2023 7.5 

A vulnerability has 

been found in Delta 

Electronics 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5459 

N/A 
O-DEL-DVP3-

061123/7955 

Product: dvp32es200te_firmware 

Affected Version(s): 1.48 

Improper 

Resource 
09-Oct-2023 7.5 A vulnerability has 

been found in Delta 
N/A 

O-DEL-DVP3-

061123/7956 
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Shutdown 

or Release 

Electronics 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5459 

Product: dvp32es200t_firmware 

Affected Version(s): 1.48 

Improper 

Resource 

Shutdown 

or Release 

09-Oct-2023 7.5 

A vulnerability has 

been found in Delta 

Electronics 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

N/A 
O-DEL-DVP3-

061123/7957 
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to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5459 

Product: dvp32es211t_firmware 

Affected Version(s): 1.48 

Improper 

Resource 

Shutdown 

or Release 

09-Oct-2023 7.5 

A vulnerability has 

been found in Delta 

Electronics 

DVP32ES2 PLC 1.48 

and classified as 

critical. This 

vulnerability affects 

unknown code of 

the component 

Password 

Transmission 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

241582 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted early 

N/A 
O-DEL-DVP3-

061123/7958 
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about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5459 

Vendor: Dlink 

Product: dap-1860_firmware 

Affected Version(s): 1.00 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

10-Oct-2023 8.8 

A command 

injection in the 

parsing_xml_stasur

vey function inside 

libcgifunc.so of the 

D-Link DAP-X1860 

repeater 1.00 

through 1.01b05-

01 allows attackers 

(within range of the 

repeater) to run 

shell commands as 

root during the 

setup process of the 

repeater, via a 

crafted SSID. Also, 

network names 

containing single 

quotes (in the 

range of the 

repeater) can result 

in a denial of 

service. 

CVE ID : CVE-

2023-45208 

N/A 
O-DLI-DAP--

061123/7959 

Affected Version(s): 1.01b05-01 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

10-Oct-2023 8.8 

A command 

injection in the 

parsing_xml_stasur

vey function inside 

libcgifunc.so of the 

D-Link DAP-X1860 

N/A 
O-DLI-DAP--

061123/7960 
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Command 

('Comman

d 

Injection') 

repeater 1.00 

through 1.01b05-

01 allows attackers 

(within range of the 

repeater) to run 

shell commands as 

root during the 

setup process of the 

repeater, via a 

crafted SSID. Also, 

network names 

containing single 

quotes (in the 

range of the 

repeater) can result 

in a denial of 

service. 

CVE ID : CVE-

2023-45208 

Affected Version(s): 1.01b94 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

10-Oct-2023 8.8 

A command 

injection in the 

parsing_xml_stasur

vey function inside 

libcgifunc.so of the 

D-Link DAP-X1860 

repeater 1.00 

through 1.01b05-

01 allows attackers 

(within range of the 

repeater) to run 

shell commands as 

root during the 

setup process of the 

repeater, via a 

crafted SSID. Also, 

network names 

containing single 

quotes (in the 

range of the 

repeater) can result 

in a denial of 

service. 

N/A 
O-DLI-DAP--

061123/7961 
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CVE ID : CVE-

2023-45208 

Product: dar-7000_firmware 

Affected Version(s): * Up to (including) 2015-12-31 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

01-Oct-2023 8.8 

** UNSUPPPORTED 

WHEN ASSIGNED 

** ** 

UNSUPPORTED 

WHEN ASSIGNED 

** A vulnerability 

was found in D-

Link DAR-7000 up 

to 20151231. It has 

been rated as 

critical. Affected by 

this issue is some 

unknown 

functionality of the 

file 

/sysmanage/edit_

manageadmin.php. 

The manipulation 

of the argument id 

leads to sql 

injection. The 

attack may be 

launched remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier of this 

vulnerability is 

VDB-240992. 

NOTE: This 

vulnerability only 

affects products 

that are no longer 

supported by the 

maintainer. NOTE: 

Vendor was 

contacted early and 

confirmed 

https://suppo

rtannounceme

nt.us.dlink.co

m/announce

ment/publicat

ion.aspx?nam

e=SAP10354 

O-DLI-DAR--

061123/7962 
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immediately that 

the product is end-

of-life. It should be 

retired and 

replaced. 

CVE ID : CVE-

2023-5322 

Product: dir-820l_firmware 

Affected Version(s): 1.05b03 

Out-of-

bounds 

Write 

06-Oct-2023 9.8 

D-Link DIR-820L 

1.05B03 has a stack 

overflow 

vulnerability in the 

cancelPing 

function. 

CVE ID : CVE-

2023-44807 

https://www.

dlink.com/en/

security-

bulletin/ 

O-DLI-DIR--

061123/7963 

Product: dir-823g_firmware 

Affected Version(s): 1.0.2b05 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

CurrentPassword 

parameter in the 

CheckPasswdSettin

gs function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44828 

https://www.

dlink.com/en/

security-

bulletin/ 

O-DLI-DIR--

061123/7964 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

AdminPassword 

https://www.

dlink.com/en/

security-

bulletin/ 

O-DLI-DIR--

061123/7965 
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('Classic 

Buffer 

Overflow') 

parameter in the 

SetDeviceSettings 

function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44829 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

EndTime 

parameter in the 

SetParentsControlI

nfo function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44830 

https://www.

dlink.com/en/

security-

bulletin/ 

O-DLI-DIR--

061123/7966 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

Type parameter in 

the 

SetWLanRadioSetti

ngs function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44831 

https://www.

dlink.com/en/

security-

bulletin/ 

O-DLI-DIR--

061123/7967 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

MacAddress 

parameter in the 

SetWanSettings 

function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44832 

https://www.

dlink.com/en/

security-

bulletin/ 

O-DLI-DIR--

061123/7968 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

GuardInt 

parameter in the 

SetWLanRadioSetti

ngs function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44833 

https://www.

dlink.com/en/

security-

bulletin/ 

O-DLI-DIR--

061123/7969 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

StartTime 

parameter in the 

SetParentsControlI

nfo function. This 

vulnerability allows 

attackers to cause a 

https://www.

dlink.com/en/

security-

bulletin/ 

O-DLI-DIR--

061123/7970 
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Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44834 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

Mac parameter in 

the 

SetParentsControlI

nfo function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44835 

https://www.

dlink.com/en/

security-

bulletin/ 

O-DLI-DIR--

061123/7971 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

SSID parameter in 

the 

SetWLanRadioSetti

ngs function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44836 

https://www.

dlink.com/en/

security-

bulletin/ 

O-DLI-DIR--

061123/7972 

Buffer 

Copy 

without 

Checking 

Size of 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

https://www.

dlink.com/en/

security-

bulletin/ 

O-DLI-DIR--

061123/7973 
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Input 

('Classic 

Buffer 

Overflow') 

Password 

parameter in the 

SetWanSettings 

function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44837 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

TXPower 

parameter in the 

SetWLanRadioSetti

ngs function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-44838 

https://www.

dlink.com/en/

security-

bulletin/ 

O-DLI-DIR--

061123/7974 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

05-Oct-2023 7.5 

D-Link DIR-823G 

A1V1.0.2B05 was 

discovered to 

contain a buffer 

overflow via the 

Encryption 

parameter in the 

SetWLanRadioSecu

rity function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

https://www.

dlink.com/en/

security-

bulletin/ 

O-DLI-DIR--

061123/7975 
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CVE ID : CVE-

2023-44839 

Product: dir-846_firmware 

Affected Version(s): 100a53dbr 

N/A 05-Oct-2023 8.8 

An issue in D-Link 

Wireless MU-MIMO 

Gigabit AC1200 

Router DIR-846 

firmware version 

100A53DBR-Retail 

allows a remote 

attacker to execute 

arbitrary code. 

CVE ID : CVE-

2023-43284 

N/A 
O-DLI-DIR--

061123/7976 

Product: dph-400se_firmware 

Affected Version(s): 2.2.15.8 

Improper 

Privilege 

Manageme

nt 

11-Oct-2023 8.8 

An issue in DLINK 

DPH-400SE FRU 

2.2.15.8 allows a 

remote attacker to 

escalate privileges 

via the User Modify 

function in the 

Maintenance/Acces

s function 

component. 

CVE ID : CVE-

2023-43960 

N/A 
O-DLI-DPH--

061123/7977 

Product: dsl-3782_firmware 

Affected Version(s): * Up to (including) 1.03 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

10-Oct-2023 8.8 

An issue found in 

D-Link DSL-3782 

v.1.03 and before 

allows remote 

authenticated users 

to execute arbitrary 

code as root via the 

Router IP Address 

fields of the 

N/A 
O-DLI-DSL--

061123/7978 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3381 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

d 

Injection') 

network settings 

page. 

CVE ID : CVE-

2023-44959 

Vendor: eero 

Product: eeroos 

Affected Version(s): * Up to (including) 6.16.4-11 

Improper 

Resource 

Shutdown 

or Release 

01-Oct-2023 6.5 

A vulnerability has 

been found in 

eeroOS up to 

6.16.4-11 and 

classified as critical. 

This vulnerability 

affects unknown 

code of the 

component 

Ethernet Interface. 

The manipulation 

leads to denial of 

service. The attack 

needs to be 

approached within 

the local network. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier of this 

vulnerability is 

VDB-241024. 

CVE ID : CVE-

2023-5324 

N/A 
O-EER-EERO-

061123/7979 

Vendor: elenos 

Product: etg150_firmware 

Affected Version(s): 3.12 

Authorizati

on Bypass 

Through 

User-

11-Oct-2023 6.5 

An Insecure Direct 

Object Reference 

(IDOR) 

vulnerability leads 

to events profiles 

access in Elenos 

N/A 
O-ELE-ETG1-

061123/7980 
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Controlled 

Key 

ETG150 FM 

transmitter running 

on version 3.12. 

CVE ID : CVE-

2023-45396 

Vendor: eve 

Product: eve_door_and_window_firmware 

Affected Version(s): - 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

N/A 
O-EVE-EVE_-

061123/7981 

Vendor: Extremenetworks 

Product: iq_engine 

Affected Version(s): * Up to (excluding) 10.6r2 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

O-EXT-IQ_E-

061123/7982 
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('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-35803 

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

Affected Version(s): * Up to (excluding) 10.6r5 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

04-Oct-2023 9.8 

IQ Engine before 

10.6r2 on Extreme 

Network AP 

devices has a Buffer 

Overflow. 

CVE ID : CVE-

2023-35803 

https://comm

unity.extreme

networks.com

/t5/security-

advisories-

formerly/sa-

2023-067-iq-

engine-acsd-

service-

buffer-

overflow-cve-

2023/ba-

p/96472 

O-EXT-IQ_E-

061123/7983 

Vendor: f-logic 

Product: datacube4_firmware 

Affected Version(s): * Up to (including) 2023-10-01 

Improper 

Authentica

tion 

02-Oct-2023 7.5 

A vulnerability 

classified as 

problematic was 

found in Field Logic 

DataCube4 up to 

20231001. This 

vulnerability affects 

unknown code of 

the file /api/ of the 

component Web 

API. The 

manipulation leads 

to improper 

authentication. The 

exploit has been 

disclosed to the 

public and may be 

used. VDB-241030 

N/A 
O-F-L-DATA-

061123/7984 
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is the identifier 

assigned to this 

vulnerability. 

CVE ID : CVE-

2023-5329 

Vendor: Fedoraproject 

Product: fedora 

Affected Version(s): - 

Integer 

Overflow 

or 

Wraparoun

d 

05-Oct-2023 6.5 

LibTIFF is 

vulnerable to an 

integer overflow. 

This flaw allows 

remote attackers to 

cause a denial of 

service (application 

crash) or possibly 

execute an 

arbitrary code via a 

crafted tiff image, 

which triggers a 

heap-based buffer 

overflow. 

CVE ID : CVE-

2023-40745 

N/A 
O-FED-FEDO-

061123/7985 

Integer 

Overflow 

or 

Wraparoun

d 

05-Oct-2023 6.5 

A vulnerability was 

found in libtiff due 

to multiple 

potential integer 

overflows in 

raw2tiff.c. This flaw 

allows remote 

attackers to cause a 

denial of service or 

possibly execute an 

arbitrary code via a 

crafted tiff image, 

which triggers a 

heap-based buffer 

overflow. 

CVE ID : CVE-

2023-41175 

N/A 
O-FED-FEDO-

061123/7986 
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Out-of-

bounds 

Write 

04-Oct-2023 5.5 

A heap-based 

buffer overflow 

vulnerability was 

found  in 

coders/tiff.c in 

ImageMagick. This 

issue may allow a 

local attacker to 

trick the user into 

opening a specially 

crafted file, 

resulting in an 

application crash 

and denial of 

service. 

CVE ID : CVE-

2023-3428 

N/A 
O-FED-FEDO-

061123/7987 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

04-Oct-2023 5.5 

A memory leak flaw 

was found in 

Libtiff's tiffcrop 

utility. This issue 

occurs when 

tiffcrop operates on 

a TIFF image file, 

allowing an 

attacker to pass a 

crafted TIFF image 

file to tiffcrop 

utility, which 

causes this memory 

leak issue, resulting 

an application 

crash, eventually 

leading to a denial 

of service. 

CVE ID : CVE-

2023-3576 

N/A 
O-FED-FEDO-

061123/7988 

Affected Version(s): 37 

Use After 

Free 
06-Oct-2023 8.8 

A use-after-free 

vulnerability exists 

in the 

MediaRecorder API 

https://webki

tgtk.org/secur

ity/WSA-

O-FED-FEDO-

061123/7989 
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of Webkit 

WebKitGTK 2.40.5. 

A specially crafted 

web page can abuse 

this vulnerability to 

cause memory 

corruption and 

potentially 

arbitrary code 

execution. A user 

would need to to 

visit a malicious 

webpage to trigger 

this vulnerability. 

CVE ID : CVE-

2023-39928 

2023-

0009.html 

Use After 

Free 
11-Oct-2023 8.8 

Use after free in 

Site Isolation in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker to 

potentially exploit 

heap corruption via 

a crafted HTML 

page. (Chromium 

security severity: 

Critical) 

CVE ID : CVE-

2023-5218 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-FED-FEDO-

061123/7990 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Oct-2023 8.8 

Type confusion in 

V8 in Google 

Chrome prior to 

117.0.5938.149 

allowed a remote 

attacker to 

potentially exploit 

heap corruption via 

a crafted HTML 

page. (Chromium 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop.html 

O-FED-FEDO-

061123/7991 
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security severity: 

High) 

CVE ID : CVE-

2023-5346 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

A buffer overflow 

was discovered in 

the GNU C Library's 

dynamic loader 

ld.so while 

processing the 

GLIBC_TUNABLES 

environment 

variable. This issue 

could allow a local 

attacker to use 

maliciously crafted 

GLIBC_TUNABLES 

environment 

variables when 

launching binaries 

with SUID 

permission to 

execute code with 

elevated privileges. 

CVE ID : CVE-

2023-4911 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2238352, 

http://www.o

penwall.com/l

ists/oss-

security/2023

/10/03/3 

O-FED-FEDO-

061123/7992 

Use After 

Free 
03-Oct-2023 7.8 

A use-after-free 

vulnerability in the 

Linux kernel's 

fs/smb/client 

component can be 

exploited to achieve 

local privilege 

escalation. 

 

In case of an error 

in 

smb3_fs_context_pa

rse_param, ctx-

>password was 

freed but the field 

was not set to NULL 

https://git.ker

nel.org/pub/s

cm/linux/ker

nel/git/torval

ds/linux.git/c

ommit/?id=e6

e43b8aa7cd3c

3af686caf0c2

e11819a886d

705, 

https://kernel

.dance/e6e43

b8aa7cd3c3af

686caf0c2e11

819a886d705 

O-FED-FEDO-

061123/7993 
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which could lead to 

double free. 

 

We recommend 

upgrading past 

commit 

e6e43b8aa7cd3c3a

f686caf0c2e11819a

886d705. 

 

 

CVE ID : CVE-

2023-5345 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-FED-FEDO-

061123/7994 

Out-of-

bounds 

Write 

02-Oct-2023 7.5 

Heap-based Buffer 

Overflow in GitHub 

repository vim/vim 

prior to 9.0.1969. 

CVE ID : CVE-

2023-5344 

https://huntr.

dev/bounties/

530cb762-

899e-48d7-

b50e-

dad09eb775bf

, 

https://github

O-FED-FEDO-

061123/7995 
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.com/vim/vim

/commit/3bd

7fa12e146c60

51490d048a4

acbfba974eeb

04 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

DevTools in Google 

Chrome prior to 

118.0.5993.70 

allowed an attacker 

who convinced a 

user to install a 

malicious extension 

to bypass 

discretionary 

access control via a 

crafted Chrome 

Extension. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5475 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-FED-FEDO-

061123/7996 

N/A 11-Oct-2023 6.5 

Inappropriate 

implementation in 

Navigation in 

Google Chrome 

prior to 

118.0.5993.70 

allowed a remote 

attacker to spoof 

security UI via a 

crafted HTML page. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5484 

https://chrom

ereleases.goog

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

O-FED-FEDO-

061123/7997 

N/A 11-Oct-2023 6.5 Inappropriate 

implementation in 

https://chrom

ereleases.goog

O-FED-FEDO-

061123/7998 
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Fullscreen in 

Google Chrome 

prior to 

118.0.5993.70 

allowed an attacker 

who convinced a 

user to install a 

malicious extension 

to bypass 

navigation 

restrictions via a 

crafted Chrome 

Extension. 

(Chromium 

security severity: 

Medium) 

CVE ID : CVE-

2023-5487 

leblog.com/20

23/10/stable-

channel-

update-for-

desktop_10.ht

ml 

NULL 

Pointer 

Dereferenc

e 

05-Oct-2023 5.5 

A NULL pointer 

dereference flaw 

was found in the 

Linux kernel ipv4 

stack. The socket 

buffer (skb) was 

assumed to be 

associated with a 

device before 

calling 

__ip_options_compil

e, which is not 

always the case if 

the skb is re-routed 

by ipvs. This issue 

may allow a local 

user with 

CAP_NET_ADMIN 

privileges to crash 

the system. 

CVE ID : CVE-

2023-42754 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

42754, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2239845, 

https://seclist

s.org/oss-

sec/2023/q4/

14 

O-FED-FEDO-

061123/7999 

Allocation 

of 

Resources 

10-Oct-2023 4.9 
Synapse is an open-

source Matrix 

homeserver written 

https://github

.com/matrix-

org/synapse/

O-FED-FEDO-

061123/8000 
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Without 

Limits or 

Throttling 

and maintained by 

the Matrix.org 

Foundation. Prior 

to version 1.94.0, a 

malicious server 

ACL event can 

impact 

performance 

temporarily or 

permanently 

leading to a 

persistent denial of 

service. 

Homeservers 

running on a closed 

federation (which 

presumably do not 

need to use server 

ACLs) are not 

affected. Server 

administrators are 

advised to upgrade 

to Synapse 1.94.0 

or later. As a 

workaround, rooms 

with malicious 

server ACL events 

can be purged and 

blocked using the 

admin API. 

CVE ID : CVE-

2023-45129 

pull/16360, 

https://github

.com/matrix-

org/synapse/

security/advis

ories/GHSA-

5chr-wjw5-

3gq4 

Affected Version(s): 38 

N/A 04-Oct-2023 8.2 

An improper input 

validation flaw was 

found in the eBPF 

subsystem in the 

Linux kernel. The 

issue occurs due to 

a lack of proper 

validation of 

dynamic pointers 

within user-

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226783, 

https://www.

zerodayinitiat

ive.com/advis

ories/ZDI-

CAN-19399/ 

O-FED-FEDO-

061123/8001 
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supplied eBPF 

programs prior to 

executing them. 

This may allow an 

attacker with 

CAP_BPF privileges 

to escalate 

privileges and 

execute arbitrary 

code in the context 

of the kernel. 

CVE ID : CVE-

2023-39191 

Integer 

Overflow 

or 

Wraparoun

d 

10-Oct-2023 7.8 

A vulnerability was 

found in libX11 due 

to an integer 

overflow within the 

XCreateImage() 

function. This flaw 

allows a local user 

to trigger an 

integer overflow 

and execute 

arbitrary code with 

elevated privileges. 

CVE ID : CVE-

2023-43787 

N/A 
O-FED-FEDO-

061123/8002 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

A buffer overflow 

was discovered in 

the GNU C Library's 

dynamic loader 

ld.so while 

processing the 

GLIBC_TUNABLES 

environment 

variable. This issue 

could allow a local 

attacker to use 

maliciously crafted 

GLIBC_TUNABLES 

environment 

variables when 

launching binaries 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2238352, 

http://www.o

penwall.com/l

ists/oss-

security/2023

/10/03/3 

O-FED-FEDO-

061123/8003 
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with SUID 

permission to 

execute code with 

elevated privileges. 

CVE ID : CVE-

2023-4911 

Use After 

Free 
03-Oct-2023 7.8 

A use-after-free 

vulnerability in the 

Linux kernel's 

fs/smb/client 

component can be 

exploited to achieve 

local privilege 

escalation. 

 

In case of an error 

in 

smb3_fs_context_pa

rse_param, ctx-

>password was 

freed but the field 

was not set to NULL 

which could lead to 

double free. 

 

We recommend 

upgrading past 

commit 

e6e43b8aa7cd3c3a

f686caf0c2e11819a

886d705. 

 

 

CVE ID : CVE-

2023-5345 

https://git.ker

nel.org/pub/s

cm/linux/ker

nel/git/torval

ds/linux.git/c

ommit/?id=e6

e43b8aa7cd3c

3af686caf0c2

e11819a886d

705, 

https://kernel

.dance/e6e43

b8aa7cd3c3af

686caf0c2e11

819a886d705 

O-FED-FEDO-

061123/8004 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

07-Oct-2023 7.5 

Mbed TLS 2.x 

before 2.28.5 and 

3.x before 3.5.0 has 

a Buffer Overflow. 

https://mbed-

tls.readthedoc

s.io/en/latest

/security-

advisories/mb

edtls-security-

O-FED-FEDO-

061123/8005 
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('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-43615 

advisory-

2023-10-1/ 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-FED-FEDO-

061123/8006 

Out-of-

bounds 

Write 

02-Oct-2023 7.5 

Heap-based Buffer 

Overflow in GitHub 

repository vim/vim 

prior to 9.0.1969. 

CVE ID : CVE-

2023-5344 

https://huntr.

dev/bounties/

530cb762-

899e-48d7-

b50e-

dad09eb775bf

, 

https://github

.com/vim/vim

/commit/3bd

7fa12e146c60

51490d048a4

acbfba974eeb

04 

O-FED-FEDO-

061123/8007 

Out-of-

bounds 

Read 

09-Oct-2023 6 

A flaw was found in 

the Netfilter 

subsystem in the 

Linux kernel. The 

nfnl_osf_add_callba

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226777 

O-FED-FEDO-

061123/8008 
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ck function did not 

validate the user 

mode controlled 

opt_num field. This 

flaw allows a local 

privileged 

(CAP_NET_ADMIN) 

attacker to trigger 

an out-of-bounds 

read, leading to a 

crash or 

information 

disclosure. 

CVE ID : CVE-

2023-39189 

Out-of-

bounds 

Read 

09-Oct-2023 6 

A flaw was found in 

the Netfilter 

subsystem in the 

Linux kernel. The 

xt_u32 module did 

not validate the 

fields in the xt_u32 

structure. This flaw 

allows a local 

privileged attacker 

to trigger an out-of-

bounds read by 

setting the size 

fields with a value 

beyond the array 

boundaries, leading 

to a crash or 

information 

disclosure. 

CVE ID : CVE-

2023-39192 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226784 

O-FED-FEDO-

061123/8009 

Out-of-

bounds 

Read 

09-Oct-2023 6 

A flaw was found in 

the Netfilter 

subsystem in the 

Linux kernel. The 

sctp_mt_check did 

not validate the 

flag_count field. 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226787, 

https://www.

zerodayinitiat

ive.com/advis

O-FED-FEDO-

061123/8010 
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This flaw allows a 

local privileged 

(CAP_NET_ADMIN) 

attacker to trigger 

an out-of-bounds 

read, leading to a 

crash or 

information 

disclosure. 

CVE ID : CVE-

2023-39193 

ories/ZDI-

CAN-18866/ 

NULL 

Pointer 

Dereferenc

e 

05-Oct-2023 5.5 

A NULL pointer 

dereference flaw 

was found in the 

Linux kernel ipv4 

stack. The socket 

buffer (skb) was 

assumed to be 

associated with a 

device before 

calling 

__ip_options_compil

e, which is not 

always the case if 

the skb is re-routed 

by ipvs. This issue 

may allow a local 

user with 

CAP_NET_ADMIN 

privileges to crash 

the system. 

CVE ID : CVE-

2023-42754 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

42754, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2239845, 

https://seclist

s.org/oss-

sec/2023/q4/

14 

O-FED-FEDO-

061123/8011 

Out-of-

bounds 

Read 

10-Oct-2023 5.5 

A vulnerability was 

found in libX11 due 

to a boundary 

condition within 

the 

_XkbReadKeySyms(

) function. This flaw 

allows a local user 

to trigger an out-of-

bounds read error 

N/A 
O-FED-FEDO-

061123/8012 
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and read the 

contents of 

memory on the 

system. 

CVE ID : CVE-

2023-43785 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

10-Oct-2023 5.5 

A vulnerability was 

found in libX11 due 

to an infinite loop 

within the 

PutSubImage() 

function. This flaw 

allows a local user 

to consume all 

available system 

resources and 

cause a denial of 

service condition. 

CVE ID : CVE-

2023-43786 

N/A 
O-FED-FEDO-

061123/8013 

Out-of-

bounds 

Read 

10-Oct-2023 5.5 

A vulnerability was 

found in libXpm 

due to a boundary 

condition within 

the 

XpmCreateXpmIma

geFromBuffer() 

function. This flaw 

allows a local to 

trigger an out-of-

bounds read error 

and read the 

contents of 

memory on the 

system. 

CVE ID : CVE-

2023-43788 

N/A 
O-FED-FEDO-

061123/8014 

Out-of-

bounds 

Read 

12-Oct-2023 5.5 

A vulnerability was 

found in libXpm 

where a 

vulnerability exists 

due to a boundary 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

43789, 

O-FED-FEDO-

061123/8015 
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condition, a local 

user can trigger an 

out-of-bounds read 

error and read 

contents of 

memory on the 

system. 

CVE ID : CVE-

2023-43789 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2242249 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

10-Oct-2023 4.9 

Synapse is an open-

source Matrix 

homeserver written 

and maintained by 

the Matrix.org 

Foundation. Prior 

to version 1.94.0, a 

malicious server 

ACL event can 

impact 

performance 

temporarily or 

permanently 

leading to a 

persistent denial of 

service. 

Homeservers 

running on a closed 

federation (which 

presumably do not 

need to use server 

ACLs) are not 

affected. Server 

administrators are 

advised to upgrade 

to Synapse 1.94.0 

or later. As a 

workaround, rooms 

with malicious 

server ACL events 

can be purged and 

blocked using the 

admin API. 

https://github

.com/matrix-

org/synapse/

pull/16360, 

https://github

.com/matrix-

org/synapse/

security/advis

ories/GHSA-

5chr-wjw5-

3gq4 

O-FED-FEDO-

061123/8016 
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CVE ID : CVE-

2023-45129 

Out-of-

bounds 

Read 

09-Oct-2023 4.4 

A flaw was found in 

the XFRM 

subsystem in the 

Linux kernel. The 

specific flaw exists 

within the 

processing of state 

filters, which can 

result in a read past 

the end of an 

allocated buffer. 

This flaw allows a 

local privileged 

(CAP_NET_ADMIN) 

attacker to trigger 

an out-of-bounds 

read, potentially 

leading to an 

information 

disclosure. 

CVE ID : CVE-

2023-39194 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226788, 

https://www.

zerodayinitiat

ive.com/advis

ories/ZDI-

CAN-18111/ 

O-FED-FEDO-

061123/8017 

Affected Version(s): 39 

N/A 06-Oct-2023 9.8 

A lack of input 

validation exists in 

tac_plus prior to 

commit 4fdf178 

which, when pre or 

post auth 

commands are 

enabled, allows an 

attacker who can 

control the 

username, rem-

addr, or NAC 

address sent to 

tac_plus to inject 

shell commands 

and gain remote 

https://github

.com/faceboo

k/tac_plus/pu

ll/41, 

https://github

.com/faceboo

k/tac_plus/se

curity/advisor

ies/GHSA-

p334-5r3g-

4vx3 

O-FED-FEDO-

061123/8018 
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code execution on 

the tac_plus server. 

CVE ID : CVE-

2023-45239 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

A buffer overflow 

was discovered in 

the GNU C Library's 

dynamic loader 

ld.so while 

processing the 

GLIBC_TUNABLES 

environment 

variable. This issue 

could allow a local 

attacker to use 

maliciously crafted 

GLIBC_TUNABLES 

environment 

variables when 

launching binaries 

with SUID 

permission to 

execute code with 

elevated privileges. 

CVE ID : CVE-

2023-4911 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2238352, 

http://www.o

penwall.com/l

ists/oss-

security/2023

/10/03/3 

O-FED-FEDO-

061123/8019 

Use After 

Free 
03-Oct-2023 7.8 

A use-after-free 

vulnerability in the 

Linux kernel's 

fs/smb/client 

component can be 

exploited to achieve 

local privilege 

escalation. 

 

In case of an error 

in 

smb3_fs_context_pa

rse_param, ctx-

>password was 

freed but the field 

was not set to NULL 

https://git.ker

nel.org/pub/s

cm/linux/ker

nel/git/torval

ds/linux.git/c

ommit/?id=e6

e43b8aa7cd3c

3af686caf0c2

e11819a886d

705, 

https://kernel

.dance/e6e43

b8aa7cd3c3af

686caf0c2e11

819a886d705 

O-FED-FEDO-

061123/8020 
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which could lead to 

double free. 

 

We recommend 

upgrading past 

commit 

e6e43b8aa7cd3c3a

f686caf0c2e11819a

886d705. 

 

 

CVE ID : CVE-

2023-5345 

NULL 

Pointer 

Dereferenc

e 

05-Oct-2023 5.5 

A NULL pointer 

dereference flaw 

was found in the 

Linux kernel ipv4 

stack. The socket 

buffer (skb) was 

assumed to be 

associated with a 

device before 

calling 

__ip_options_compil

e, which is not 

always the case if 

the skb is re-routed 

by ipvs. This issue 

may allow a local 

user with 

CAP_NET_ADMIN 

privileges to crash 

the system. 

CVE ID : CVE-

2023-42754 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

42754, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2239845, 

https://seclist

s.org/oss-

sec/2023/q4/

14 

O-FED-FEDO-

061123/8021 

Vendor: Fortinet 

Product: fortios 

Affected Version(s): 7.4.0 

N/A 10-Oct-2023 7.5 A use of GET 

request method 

https://fortig

uard.com/psir

O-FOR-FORT-

061123/8022 
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with sensitive 

query strings 

vulnerability in 

Fortinet FortiOS 

7.0.0 - 7.0.12, 7.2.0 - 

7.2.5 and 7.4.0 

allows an attacker 

to view plaintext 

passwords of 

remote services 

such as RDP or 

VNC, if the attacker 

is able to read the 

GET requests to 

those services. 

CVE ID : CVE-

2023-37935 

t/FG-IR-23-

120 

N/A 10-Oct-2023 4.3 

An improper access 

control 

vulnerability in 

Fortinet FortiOS 

7.2.0 - 7.2.4 and 

7.4.0 allows an 

attacker to access a 

restricted resource 

from a non trusted 

host. 

CVE ID : CVE-

2023-33301 

https://fortig

uard.com/psir

t/FG-IR-23-

139 

O-FOR-FORT-

061123/8023 

Affected Version(s): From (including) 6.4.0 Up to (excluding) 6.4.13 

Interpretat

ion Conflict 
10-Oct-2023 7.5 

A interpretation 

conflict in Fortinet 

IPS Engine versions 

7.321, 7.166 and 

6.158 allows 

attacker to evade 

IPS features via 

crafted TCP 

packets. 

CVE ID : CVE-

2023-40718 

https://fortig

uard.com/psir

t/FG-IR-23-

090 

O-FOR-FORT-

061123/8024 
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Affected Version(s): From (including) 7.0.0 Up to (excluding) 7.0.12 

Interpretat

ion Conflict 
10-Oct-2023 7.5 

A interpretation 

conflict in Fortinet 

IPS Engine versions 

7.321, 7.166 and 

6.158 allows 

attacker to evade 

IPS features via 

crafted TCP 

packets. 

CVE ID : CVE-

2023-40718 

https://fortig

uard.com/psir

t/FG-IR-23-

090 

O-FOR-FORT-

061123/8025 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.10 

Use After 

Free 
10-Oct-2023 5.3 

A use after free 

vulnerability [CWE-

416] in FortiOS 

version 7.2.0 

through 7.2.4 and 

version 7.0.0 

through 7.0.10 and 

FortiProxy version 

7.2.0 through 7.2.2 

and version 7.0.0 

through 7.0.8 may 

allow an 

unauthenticated 

remote attacker to 

crash the WAD 

process via 

multiple crafted 

packets reaching 

proxy policies or 

firewall policies 

with proxy mode 

alongside SSL deep 

packet inspection. 

CVE ID : CVE-

2023-41675 

https://fortig

uard.com/psir

t/FG-IR-23-

184 

O-FOR-FORT-

061123/8026 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.11 

N/A 10-Oct-2023 8.8 
An improper 

authorization 

vulnerability in 

https://fortig

uard.com/psir

O-FOR-FORT-

061123/8027 
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Fortinet FortiOS 

7.0.0 - 7.0.11 and 

7.2.0 - 7.2.4 allows 

an attacker 

belonging to the 

prof-admin profile 

to perform elevated 

actions. 

CVE ID : CVE-

2023-41841 

t/FG-IR-23-

318 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.12 

N/A 10-Oct-2023 7.5 

A use of GET 

request method 

with sensitive 

query strings 

vulnerability in 

Fortinet FortiOS 

7.0.0 - 7.0.12, 7.2.0 - 

7.2.5 and 7.4.0 

allows an attacker 

to view plaintext 

passwords of 

remote services 

such as RDP or 

VNC, if the attacker 

is able to read the 

GET requests to 

those services. 

CVE ID : CVE-

2023-37935 

https://fortig

uard.com/psir

t/FG-IR-23-

120 

O-FOR-FORT-

061123/8028 

Affected Version(s): From (including) 7.2.0 Up to (excluding) 7.2.4 

Interpretat

ion Conflict 
10-Oct-2023 7.5 

A interpretation 

conflict in Fortinet 

IPS Engine versions 

7.321, 7.166 and 

6.158 allows 

attacker to evade 

IPS features via 

crafted TCP 

packets. 

https://fortig

uard.com/psir

t/FG-IR-23-

090 

O-FOR-FORT-

061123/8029 
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CVE ID : CVE-

2023-40718 

Affected Version(s): From (including) 7.2.0 Up to (including) 7.2.4 

N/A 10-Oct-2023 8.8 

An improper 

authorization 

vulnerability in 

Fortinet FortiOS 

7.0.0 - 7.0.11 and 

7.2.0 - 7.2.4 allows 

an attacker 

belonging to the 

prof-admin profile 

to perform elevated 

actions. 

CVE ID : CVE-

2023-41841 

https://fortig

uard.com/psir

t/FG-IR-23-

318 

O-FOR-FORT-

061123/8030 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Oct-2023 5.4 

An improper 

neutralization of 

script-related html 

tags in a web page 

(basic xss) in 

Fortinet FortiOS 

7.2.0 - 7.2.4 allows 

an attacker to 

execute 

unauthorized code 

or commands via 

the SAML and 

Security Fabric 

components. 

CVE ID : CVE-

2023-36555 

https://fortig

uard.com/psir

t/FG-IR-23-

104 

O-FOR-FORT-

061123/8031 

Use After 

Free 
10-Oct-2023 5.3 

A use after free 

vulnerability [CWE-

416] in FortiOS 

version 7.2.0 

through 7.2.4 and 

version 7.0.0 

through 7.0.10 and 

FortiProxy version 

7.2.0 through 7.2.2 

and version 7.0.0 

https://fortig

uard.com/psir

t/FG-IR-23-

184 

O-FOR-FORT-

061123/8032 
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through 7.0.8 may 

allow an 

unauthenticated 

remote attacker to 

crash the WAD 

process via 

multiple crafted 

packets reaching 

proxy policies or 

firewall policies 

with proxy mode 

alongside SSL deep 

packet inspection. 

CVE ID : CVE-

2023-41675 

N/A 10-Oct-2023 4.3 

An improper access 

control 

vulnerability in 

Fortinet FortiOS 

7.2.0 - 7.2.4 and 

7.4.0 allows an 

attacker to access a 

restricted resource 

from a non trusted 

host. 

CVE ID : CVE-

2023-33301 

https://fortig

uard.com/psir

t/FG-IR-23-

139 

O-FOR-FORT-

061123/8033 

Affected Version(s): From (including) 7.2.0 Up to (including) 7.2.5 

N/A 10-Oct-2023 7.5 

A use of GET 

request method 

with sensitive 

query strings 

vulnerability in 

Fortinet FortiOS 

7.0.0 - 7.0.12, 7.2.0 - 

7.2.5 and 7.4.0 

allows an attacker 

to view plaintext 

passwords of 

remote services 

such as RDP or 

VNC, if the attacker 

https://fortig

uard.com/psir

t/FG-IR-23-

120 

O-FOR-FORT-

061123/8034 
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is able to read the 

GET requests to 

those services. 

CVE ID : CVE-

2023-37935 

Vendor: Freebsd 

Product: freebsd 

Affected Version(s): * Up to (excluding) 12.4 

Insecure 

Default 

Initializatio

n of 

Resource 

04-Oct-2023 6.5 

On an msdosfs 

filesystem, the 

'truncate' or 

'ftruncate' system 

calls under certain 

circumstances 

populate the 

additional space in 

the file with 

unallocated data 

from the 

underlying disk 

device, rather than 

zero bytes. 

 

This may permit a 

user with write 

access to files on a 

msdosfs filesystem 

to read unintended 

data (e.g. from a 

previously deleted 

file). 

CVE ID : CVE-

2023-5368 

https://securi

ty.FreeBSD.or

g/advisories/

FreeBSD-SA-

23:12.msdosfs

.asc 

O-FRE-FREE-

061123/8035 

Affected Version(s): 12.4 

Insecure 

Default 

Initializatio

n of 

Resource 

04-Oct-2023 6.5 

On an msdosfs 

filesystem, the 

'truncate' or 

'ftruncate' system 

calls under certain 

circumstances 

populate the 

https://securi

ty.FreeBSD.or

g/advisories/

FreeBSD-SA-

23:12.msdosfs

.asc 

O-FRE-FREE-

061123/8036 
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additional space in 

the file with 

unallocated data 

from the 

underlying disk 

device, rather than 

zero bytes. 

 

This may permit a 

user with write 

access to files on a 

msdosfs filesystem 

to read unintended 

data (e.g. from a 

previously deleted 

file). 

CVE ID : CVE-

2023-5368 

Affected Version(s): 13.2 

Improper 

Check for 

Dropped 

Privileges 

04-Oct-2023 7.1 

Before correction, 

the copy_file_range 

system call checked 

only for the 

CAP_READ and 

CAP_WRITE 

capabilities on the 

input and output 

file descriptors, 

respectively.  Using 

an offset is logically 

equivalent to 

seeking, and the 

system call must 

additionally require 

the CAP_SEEK 

capability. 

 

This incorrect 

privilege check 

enabled sandboxed 

processes with only 

read or write but 

https://securi

ty.FreeBSD.or

g/advisories/

FreeBSD-SA-

23:13.capsicu

m.asc 

O-FRE-FREE-

061123/8037 
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no seek capability 

on a file descriptor 

to read data from 

or write data to an 

arbitrary location 

within the file 

corresponding to 

that file descriptor. 

CVE ID : CVE-

2023-5369 

Insecure 

Default 

Initializatio

n of 

Resource 

04-Oct-2023 6.5 

On an msdosfs 

filesystem, the 

'truncate' or 

'ftruncate' system 

calls under certain 

circumstances 

populate the 

additional space in 

the file with 

unallocated data 

from the 

underlying disk 

device, rather than 

zero bytes. 

 

This may permit a 

user with write 

access to files on a 

msdosfs filesystem 

to read unintended 

data (e.g. from a 

previously deleted 

file). 

CVE ID : CVE-

2023-5368 

https://securi

ty.FreeBSD.or

g/advisories/

FreeBSD-SA-

23:12.msdosfs

.asc 

O-FRE-FREE-

061123/8038 

Improper 

Initializatio

n 

04-Oct-2023 5.5 

On CPU 0 the check 

for the SMCCC 

workaround is 

called before 

SMCCC support has 

been initialized. 

This resulted in no 

https://securi

ty.FreeBSD.or

g/advisories/

FreeBSD-SA-

23:14.smccc.a

sc 

O-FRE-FREE-

061123/8039 
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speculative 

execution 

workarounds being 

installed on CPU 0. 

CVE ID : CVE-

2023-5370 

Affected Version(s): From (including) 13.0 Up to (excluding) 13.2 

Insecure 

Default 

Initializatio

n of 

Resource 

04-Oct-2023 6.5 

On an msdosfs 

filesystem, the 

'truncate' or 

'ftruncate' system 

calls under certain 

circumstances 

populate the 

additional space in 

the file with 

unallocated data 

from the 

underlying disk 

device, rather than 

zero bytes. 

 

This may permit a 

user with write 

access to files on a 

msdosfs filesystem 

to read unintended 

data (e.g. from a 

previously deleted 

file). 

CVE ID : CVE-

2023-5368 

https://securi

ty.FreeBSD.or

g/advisories/

FreeBSD-SA-

23:12.msdosfs

.asc 

O-FRE-FREE-

061123/8040 

Vendor: furunosystems 

Product: acera_1010_firmware 

Affected Version(s): * Up to (including) 01.86 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8041 
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OS 

Command 

('OS 

Command 

Injection') 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 
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850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8042 
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earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8043 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3414 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_1020_firmware 

Affected Version(s): * Up to (including) 01.86 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8044 
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OS 

Command 

('OS 

Command 

Injection') 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 
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850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8045 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3417 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8046 
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ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_1110_firmware 

Affected Version(s): * Up to (including) 01.76 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8047 
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OS 

Command 

('OS 

Command 

Injection') 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 
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850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8048 
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earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8049 
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ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_1150i_firmware 

Affected Version(s): * Up to (including) 01.35 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8050 
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OS 

Command 

('OS 

Command 

Injection') 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 
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850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8051 
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earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8052 
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ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_1150w_firmware 

Affected Version(s): * Up to (including) 01.35 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8053 
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OS 

Command 

('OS 

Command 

Injection') 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 
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850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8054 
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earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8055 
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ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_1210_firmware 

Affected Version(s): * Up to (including) 02.36 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8056 
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OS 

Command 

('OS 

Command 

Injection') 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 
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850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8057 
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earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8058 
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ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_1310_firmware 

Affected Version(s): * Up to (including) 01.26 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8059 
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OS 

Command 

('OS 

Command 

Injection') 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 
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850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Improper 

Authentica

tion 

03-Oct-2023 8.8 

Authentication 

bypass 

vulnerability in 

ACERA 1320 

firmware ver.01.26 

and earlier, and 

ACERA 1310 

firmware ver.01.26 

and earlier allows a 

network-adjacent 

unauthenticated 

attacker who can 

access the affected 

product to 

download 

configuration files 

and/or log files, 

and upload 

configuration files 

and/or firmware. 

They are affected 

when running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-42771 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8060 

Improper 

Limitation 

of a 

03-Oct-2023 5.7 
Path traversal 

vulnerability in 

ACERA 1320 

https://www.

furunosystem

s.co.jp/news/i

O-FUR-ACER-

061123/8061 
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Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

firmware ver.01.26 

and earlier, and 

ACERA 1310 

firmware ver.01.26 

and earlier allows a 

network-adjacent 

authenticated 

attacker to alter 

critical information 

such as system files 

by sending a 

specially crafted 

request. They are 

affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-43627 

nfo/vulner20

231002.html 

Product: acera_1320_firmware 

Affected Version(s): * Up to (including) 01.26 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8062 
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1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 
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Improper 

Authentica

tion 

03-Oct-2023 8.8 

Authentication 

bypass 

vulnerability in 

ACERA 1320 

firmware ver.01.26 

and earlier, and 

ACERA 1310 

firmware ver.01.26 

and earlier allows a 

network-adjacent 

unauthenticated 

attacker who can 

access the affected 

product to 

download 

configuration files 

and/or log files, 

and upload 

configuration files 

and/or firmware. 

They are affected 

when running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-42771 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8063 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

03-Oct-2023 5.7 

Path traversal 

vulnerability in 

ACERA 1320 

firmware ver.01.26 

and earlier, and 

ACERA 1310 

firmware ver.01.26 

and earlier allows a 

network-adjacent 

authenticated 

attacker to alter 

critical information 

such as system files 

by sending a 

specially crafted 

request. They are 

affected when 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8064 
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running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-43627 

Product: acera_800st_firmware 

Affected Version(s): * Up to (including) 07.35 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8065 
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earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8066 
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1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

https://www.

furunosystem

s.co.jp/news/i

O-FUR-ACER-

061123/8067 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

nfo/vulner20

231002.html 
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running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_810_firmware 

Affected Version(s): * Up to (including) 03.74 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8068 
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earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8069 
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1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

https://www.

furunosystem

s.co.jp/news/i

O-FUR-ACER-

061123/8070 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

nfo/vulner20

231002.html 
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running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_850f_firmware 

Affected Version(s): * Up to (including) 01.60 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8071 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3449 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8072 
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1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

https://www.

furunosystem

s.co.jp/news/i

O-FUR-ACER-

061123/8073 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

nfo/vulner20

231002.html 
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running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_850m_firmware 

Affected Version(s): * Up to (including) 02.06 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8074 
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earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8075 
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1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

https://www.

furunosystem

s.co.jp/news/i

O-FUR-ACER-

061123/8076 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

nfo/vulner20

231002.html 
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running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_900_firmware 

Affected Version(s): * Up to (including) 02.54 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8077 
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earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8078 
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1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

https://www.

furunosystem

s.co.jp/news/i

O-FUR-ACER-

061123/8079 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

nfo/vulner20

231002.html 
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running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Product: acera_950_firmware 

Affected Version(s): * Up to (including) 01.60 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

03-Oct-2023 8.8 

OS command 

injection 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

access point 

devices allows an 

authenticated user 

to execute an 

arbitrary OS 

command that is 

not intended to be 

executed from the 

web interface by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: ACERA 

1320 firmware 

ver.01.26 and 

earlier, ACERA 

1310 firmware 

ver.01.26 and 

earlier, ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8080 
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earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39222 

Cross-Site 

Request 

Forgery 

(CSRF) 

03-Oct-2023 8.8 

Cross-site request 

forgery (CSRF) 

vulnerability exists 

in FURUNO 

SYSTEMS wireless 

LAN access point 

devices. If a user 

views a malicious 

page while logged 

in, unintended 

operations may be 

performed. Affected 

products and 

versions are as 

follows: ACERA 

https://www.

furunosystem

s.co.jp/news/i

nfo/vulner20

231002.html 

O-FUR-ACER-

061123/8081 
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1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-41086 

Improper 

Neutralizat

ion of 

Input 

03-Oct-2023 5.4 

Cross-site scripting 

vulnerability in 

FURUNO SYSTEMS 

wireless LAN 

https://www.

furunosystem

s.co.jp/news/i

O-FUR-ACER-

061123/8082 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

access point 

devices allows an 

authenticated user 

to inject an 

arbitrary script via 

a crafted 

configuration. 

Affected products 

and versions are as 

follows: ACERA 

1210 firmware 

ver.02.36 and 

earlier, ACERA 

1150i firmware 

ver.01.35 and 

earlier, ACERA 

1150w firmware 

ver.01.35 and 

earlier, ACERA 

1110 firmware 

ver.01.76 and 

earlier, ACERA 

1020 firmware 

ver.01.86 and 

earlier, ACERA 

1010 firmware 

ver.01.86 and 

earlier, ACERA 950 

firmware ver.01.60 

and earlier, ACERA 

850F firmware 

ver.01.60 and 

earlier, ACERA 900 

firmware ver.02.54 

and earlier, ACERA 

850M firmware 

ver.02.06 and 

earlier, ACERA 810 

firmware ver.03.74 

and earlier, and 

ACERA 800ST 

firmware ver.07.35 

and earlier. They 

are affected when 

nfo/vulner20

231002.html 
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running in 

ST(Standalone) 

mode. 

CVE ID : CVE-

2023-39429 

Vendor: Google 

Product: android 

Affected Version(s): - 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

In TBD of TBD, 

there is a possible 

stack buffer 

overflow due to a 

missing bounds 

check. This could 

lead to remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

 

 

CVE ID : CVE-

2023-35646 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8083 

Out-of-

bounds 

Read 

11-Oct-2023 9.8 

In 

ProtocolEmbmsGlo

balCellIdAdapter::I

nit() of 

protocolembmsada

pter.cpp, there is a 

possible out of 

bounds read due to 

a missing bounds 

check. This could 

lead to remote 

information 

disclosure with 

baseband firmware 

compromise 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8084 
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required. User 

interaction is not 

needed for 

exploitation. 

 

 

CVE ID : CVE-

2023-35647 

Out-of-

bounds 

Read 

11-Oct-2023 9.8 

In 

ProtocolMiscLceInd

Adapter::GetConfLe

vel() of 

protocolmiscadapte

r.cpp, there is a 

possible out of 

bounds read due to 

a missing bounds 

check. This could 

lead to remote 

information 

disclosure with 

baseband firmware 

compromise 

required. User 

interaction is not 

needed for 

exploitation. 

 

 

CVE ID : CVE-

2023-35648 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8085 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

there is a possible 

out of bounds write 

due to buffer 

overflow. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8086 
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User interaction is 

not needed for 

exploitation. 

 

 

CVE ID : CVE-

2023-35662 

Improper 

Locking 
11-Oct-2023 7.8 

there is a possible 

use-after-free write 

due to improper 

locking. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

 

 

CVE ID : CVE-

2023-3781 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8087 

Out-of-

bounds 

Write 

11-Oct-2023 7.8 

In 

temp_residency_na

me_store of 

thermal_metrics.c, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8088 
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CVE ID : CVE-

2023-40141 

N/A 11-Oct-2023 7.8 

In TBD of TBD, 

there is a possible 

way to bypass 

carrier restrictions 

due to a logic error 

in the code. This 

could lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

 

 

CVE ID : CVE-

2023-40142 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8089 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

In 

ProtocolEmergency

CallListIndAdapter:

:Init of 

protocolcalladapter

.cpp, there is a 

possible out of 

bounds read due to 

a missing bounds 

check. This could 

lead to remote 

information 

disclosure with 

baseband firmware 

compromise 

required. User 

interaction is not 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8090 
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needed for 

exploitation. 

 

 

CVE ID : CVE-

2023-35652 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

In 

ProfSixDecomTcpS

ACKoption of 

RohcPacketCommo

n.cpp, there is a 

possible out of 

bounds read due to 

a missing bounds 

check. This could 

lead to remote 

information 

disclosure with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

 

 

CVE ID : CVE-

2023-35661 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8091 

Out-of-

bounds 

Write 

11-Oct-2023 7.2 

In several functions 

of Exynos modem 

files, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote code 

execution with 

System execution 

privileges needed. 

User interaction is 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8092 
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not needed for 

exploitation. 

 

 

CVE ID : CVE-

2023-35649 

Out-of-

bounds 

Read 

11-Oct-2023 6.7 

In ctrl_roi of 

stmvl53l1_module.

c, there is a possible 

out of bounds read 

due to an incorrect 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

 

 

CVE ID : CVE-

2023-35654 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8093 

Out-of-

bounds 

Read 

11-Oct-2023 6.7 

In 

CanConvertPadV2O

p of 

darwinn_mlir_conv

erter_aidl.cc, there 

is a possible out of 

bounds read due to 

a heap buffer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8094 
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CVE ID : CVE-

2023-35655 

Use After 

Free 
11-Oct-2023 6.7 

In 

lwis_transaction_cli

ent_cleanup of 

lwis_transaction.c, 

there is a possible 

way to corrupt 

memory due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

 

 

CVE ID : CVE-

2023-35660 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8095 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

11-Oct-2023 6.4 

In tbd of tbd, there 

is a possible 

memory corruption 

due to a race 

condition. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

 

 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8096 
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CVE ID : CVE-

2023-35645 

Incorrect 

Authorizati

on 

11-Oct-2023 4.4 

In TBD of TBD, 

there is a possible 

way to access 

location 

information due to 

a permissions 

bypass. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

 

 

CVE ID : CVE-

2023-35653 

https://sourc

e.android.com

/security/bull

etin/pixel/20

23-10-01 

O-GOO-ANDR-

061123/8097 

Affected Version(s): 10.0 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8098 
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Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40637 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8099 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40639 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8100 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In SoundRecorder 

service, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40640 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8101 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

O-GOO-ANDR-

061123/8102 
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System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Affected Version(s): 11.0 

N/A 06-Oct-2023 7.8 

In 

killBackgroundProc

esses of 

ActivityManagerSer

vice.java, there is a 

possible way to 

escape Google Play 

protection due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21266 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/5b7

edbf2ba076b0

4000eb5d271

01927eeb609

c26, 

https://sourc

e.android.com

/security/bull

etin/2023-10-

01 

O-GOO-ANDR-

061123/8103 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8104 
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Missing 

Authorizati

on 

08-Oct-2023 7.8 

In linkturbo, there 

is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40635 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8105 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8106 

Missing 

Authorizati

on 

06-Oct-2023 6.7 

In visitUris of 

Notification.java, 

there is a possible 

bypass of user 

profile boundaries 

due to a missing 

permission check. 

This could lead to 

local escalation of 

privilege with User 

execution 

privileges needed. 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/20a

edba4998373

addc2befcc45

5a118585559

fef, 

https://andro

id.googlesourc

e.com/platfor

O-GOO-ANDR-

061123/8107 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3475 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21244 

m/framework

s/base/+/3a4

48067ac9ebdf

669951e9067

8c2daa592a8

1d3 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03802522; 

Issue ID: 

DTV03802522. 

CVE ID : CVE-

2023-32830 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8108 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40653 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8109 

Missing 

Authorizati

on 

08-Oct-2023 6.7 

In FW-

PackageManager, 

there is a possible 

missing permission 

check. This could 

lead to local 

N/A 
O-GOO-ANDR-

061123/8110 
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escalation of 

privilege with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40654 

N/A 06-Oct-2023 5.5 

In 

validatePassword 

of 

WifiConfigurationU

til.java, there is a 

possible way to get 

the device into a 

boot loop due to 

improper input 

validation. This 

could lead to local 

denial of service 

with no additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21252 

https://andro

id.googlesourc

e.com/platfor

m/packages/

modules/Wifi

/+/044ab068

4153c4effb9f4

fda47df43ccd

c77bda8, 

https://andro

id.googlesourc

e.com/platfor

m/packages/

modules/Wifi

/+/50b08ee3

0e04d185e5a

e97a5f717d43

6fd5a90f3 

O-GOO-ANDR-

061123/8111 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Oct-2023 5.5 

In multiple 

locations, there is a 

possible way to 

crash multiple 

system services due 

to resource 

exhaustion. This 

could lead to local 

denial of service 

with no additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/84d

f68840b6f240

7146e722ebd

95a7d8bc6e3

529, 

https://andro

id.googlesourc

e.com/platfor

m/tools/apksi

g/+/039f8158

95f62c9f8af2

O-GOO-ANDR-

061123/8112 
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CVE ID : CVE-

2023-21253 

3df66622b66

246f3f61e 

Missing 

Authorizati

on 

06-Oct-2023 5.5 

In visitUris of 

Notification.java, 

there is a possible 

way to reveal image 

contents from 

another user due to 

a missing 

permission check. 

This could lead to 

local information 

disclosure with 

User execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21291 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/cb6

282e8970f4c9

db549788969

9e68fb20385

66e, 

https://sourc

e.android.com

/security/bull

etin/2023-10-

01 

O-GOO-ANDR-

061123/8113 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8114 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

O-GOO-ANDR-

061123/8115 
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execution 

privileges 

CVE ID : CVE-

2023-40637 

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40641 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8116 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40642 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8117 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40643 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8118 
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Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40644 

N/A 
O-GOO-ANDR-

061123/8119 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40645 

N/A 
O-GOO-ANDR-

061123/8120 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40646 

N/A 
O-GOO-ANDR-

061123/8121 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

N/A 
O-GOO-ANDR-

061123/8122 
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disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40647 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40648 

N/A 
O-GOO-ANDR-

061123/8123 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40649 

N/A 
O-GOO-ANDR-

061123/8124 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8125 
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CVE ID : CVE-

2023-40650 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8126 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In telecom service, 

there is a possible 

way to write 

permission usage 

records of an app 

due to a missing 

permission check. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40636 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8127 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local denial 

of service with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40638 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8128 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

O-GOO-ANDR-

061123/8129 
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bounds check. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40651 

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In jpg driver, there 

is a possible out of 

bounds write due 

to improper input 

validation. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40652 

N/A 
O-GOO-ANDR-

061123/8130 

Affected Version(s): 12.0 

N/A 06-Oct-2023 7.8 

In 

killBackgroundProc

esses of 

ActivityManagerSer

vice.java, there is a 

possible way to 

escape Google Play 

protection due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21266 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/5b7

edbf2ba076b0

4000eb5d271

01927eeb609

c26, 

https://sourc

e.android.com

/security/bull

etin/2023-10-

01 

O-GOO-ANDR-

061123/8131 
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Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8132 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8133 

Missing 

Authorizati

on 

06-Oct-2023 6.7 

In visitUris of 

Notification.java, 

there is a possible 

bypass of user 

profile boundaries 

due to a missing 

permission check. 

This could lead to 

local escalation of 

privilege with User 

execution 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/20a

edba4998373

addc2befcc45

5a118585559

fef, 

https://andro

id.googlesourc

O-GOO-ANDR-

061123/8134 
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privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21244 

e.com/platfor

m/framework

s/base/+/3a4

48067ac9ebdf

669951e9067

8c2daa592a8

1d3 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In video, there is a 

possible out of 

bounds write due 

to a permissions 

bypass. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08013430; 

Issue ID: 

ALPS08013433. 

CVE ID : CVE-

2023-32821 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8135 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8136 
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CVE ID : CVE-

2023-32822 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8137 

Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8138 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

https://corp.

mediatek.com

/product-

security-

O-GOO-ANDR-

061123/8139 
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validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

bulletin/Octo

ber-2023 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8140 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In vpu, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8141 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07767817; 

Issue ID: 

ALPS07767817. 

CVE ID : CVE-

2023-32828 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8142 

N/A 06-Oct-2023 5.5 

In 

validatePassword 

of 

WifiConfigurationU

til.java, there is a 

possible way to get 

the device into a 

boot loop due to 

improper input 

validation. This 

could lead to local 

denial of service 

with no additional 

execution 

privileges needed. 

User interaction is 

https://andro

id.googlesourc

e.com/platfor

m/packages/

modules/Wifi

/+/044ab068

4153c4effb9f4

fda47df43ccd

c77bda8, 

https://andro

id.googlesourc

e.com/platfor

m/packages/

modules/Wifi

/+/50b08ee3

0e04d185e5a

O-GOO-ANDR-

061123/8143 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3488 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21252 

e97a5f717d43

6fd5a90f3 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Oct-2023 5.5 

In multiple 

locations, there is a 

possible way to 

crash multiple 

system services due 

to resource 

exhaustion. This 

could lead to local 

denial of service 

with no additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21253 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/84d

f68840b6f240

7146e722ebd

95a7d8bc6e3

529, 

https://andro

id.googlesourc

e.com/platfor

m/tools/apksi

g/+/039f8158

95f62c9f8af2

3df66622b66

246f3f61e 

O-GOO-ANDR-

061123/8144 

Missing 

Authorizati

on 

06-Oct-2023 5.5 

In visitUris of 

Notification.java, 

there is a possible 

way to reveal image 

contents from 

another user due to 

a missing 

permission check. 

This could lead to 

local information 

disclosure with 

User execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21291 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/cb6

282e8970f4c9

db549788969

9e68fb20385

66e, 

https://sourc

e.android.com

/security/bull

etin/2023-10-

01 

O-GOO-ANDR-

061123/8145 

Missing 

Authorizati

on 

08-Oct-2023 5.5 
In 

phasecheckserver, 

there is a possible 

https://www.

unisoc.com/e

n_us/secy/an

O-GOO-ANDR-

061123/8146 
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missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges 

CVE ID : CVE-

2023-40637 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8147 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40641 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8148 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

O-GOO-ANDR-

061123/8149 
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execution 

privileges needed 

CVE ID : CVE-

2023-40642 

entDetail/170

72669661185

31074 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40643 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8150 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40644 

N/A 
O-GOO-ANDR-

061123/8151 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40645 

N/A 
O-GOO-ANDR-

061123/8152 
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Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40646 

N/A 
O-GOO-ANDR-

061123/8153 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40647 

N/A 
O-GOO-ANDR-

061123/8154 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40648 

N/A 
O-GOO-ANDR-

061123/8155 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Messaging, there 

is a possible 

missing permission 

check. This could 

lead to local 

information 

N/A 
O-GOO-ANDR-

061123/8156 
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disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40649 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In Telecom service, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40650 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8157 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8158 

Missing 

Authorizati

on 

08-Oct-2023 4.4 

In Dialer, there is a 

possible missing 

permission check. 

This could lead to 

local information 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

O-GOO-ANDR-

061123/8159 
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disclosure with 

System execution 

privileges needed 

CVE ID : CVE-

2023-40631 

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

CVE ID : CVE-

2023-40651 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8160 

Affected Version(s): 12.1 

N/A 06-Oct-2023 7.8 

In 

killBackgroundProc

esses of 

ActivityManagerSer

vice.java, there is a 

possible way to 

escape Google Play 

protection due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21266 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/5b7

edbf2ba076b0

4000eb5d271

01927eeb609

c26, 

https://sourc

e.android.com

/security/bull

etin/2023-10-

01 

O-GOO-ANDR-

061123/8161 
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Missing 

Authorizati

on 

06-Oct-2023 6.7 

In visitUris of 

Notification.java, 

there is a possible 

bypass of user 

profile boundaries 

due to a missing 

permission check. 

This could lead to 

local escalation of 

privilege with User 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21244 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/20a

edba4998373

addc2befcc45

5a118585559

fef, 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/3a4

48067ac9ebdf

669951e9067

8c2daa592a8

1d3 

O-GOO-ANDR-

061123/8162 

N/A 06-Oct-2023 5.5 

In 

validatePassword 

of 

WifiConfigurationU

til.java, there is a 

possible way to get 

the device into a 

boot loop due to 

improper input 

validation. This 

could lead to local 

denial of service 

with no additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21252 

https://andro

id.googlesourc

e.com/platfor

m/packages/

modules/Wifi

/+/044ab068

4153c4effb9f4

fda47df43ccd

c77bda8, 

https://andro

id.googlesourc

e.com/platfor

m/packages/

modules/Wifi

/+/50b08ee3

0e04d185e5a

e97a5f717d43

6fd5a90f3 

O-GOO-ANDR-

061123/8163 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Oct-2023 5.5 

In multiple 

locations, there is a 

possible way to 

crash multiple 

system services due 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/84d

O-GOO-ANDR-

061123/8164 
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to resource 

exhaustion. This 

could lead to local 

denial of service 

with no additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21253 

f68840b6f240

7146e722ebd

95a7d8bc6e3

529, 

https://andro

id.googlesourc

e.com/platfor

m/tools/apksi

g/+/039f8158

95f62c9f8af2

3df66622b66

246f3f61e 

Missing 

Authorizati

on 

06-Oct-2023 5.5 

In visitUris of 

Notification.java, 

there is a possible 

way to reveal image 

contents from 

another user due to 

a missing 

permission check. 

This could lead to 

local information 

disclosure with 

User execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21291 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/cb6

282e8970f4c9

db549788969

9e68fb20385

66e, 

https://sourc

e.android.com

/security/bull

etin/2023-10-

01 

O-GOO-ANDR-

061123/8165 

Affected Version(s): 13.0 

N/A 06-Oct-2023 7.8 

In 

killBackgroundProc

esses of 

ActivityManagerSer

vice.java, there is a 

possible way to 

escape Google Play 

protection due to a 

permissions 

bypass. This could 

lead to local 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/5b7

edbf2ba076b0

4000eb5d271

01927eeb609

c26, 

https://sourc

e.android.com

O-GOO-ANDR-

061123/8166 
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escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21266 

/security/bull

etin/2023-10-

01 

Missing 

Authorizati

on 

08-Oct-2023 7.8 

In 

phasechecksercer, 

there is a possible 

missing permission 

check. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40634 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8167 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

CVE ID : CVE-

2023-32820 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8168 
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Use After 

Free 
08-Oct-2023 7.5 

In jpg driver, there 

is a possible use 

after free due to a 

logic error. This 

could lead to 

remote information 

disclosure no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40632 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8169 

Missing 

Authorizati

on 

06-Oct-2023 6.7 

In visitUris of 

Notification.java, 

there is a possible 

bypass of user 

profile boundaries 

due to a missing 

permission check. 

This could lead to 

local escalation of 

privilege with User 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21244 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/20a

edba4998373

addc2befcc45

5a118585559

fef, 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/3a4

48067ac9ebdf

669951e9067

8c2daa592a8

1d3 

O-GOO-ANDR-

061123/8170 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In video, there is a 

possible out of 

bounds write due 

to a permissions 

bypass. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8171 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3498 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ID: ALPS08013430; 

Issue ID: 

ALPS08013433. 

CVE ID : CVE-

2023-32821 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In ftm, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07994229; 

Issue ID: 

ALPS07994229. 

CVE ID : CVE-

2023-32822 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8172 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In rpmb , there is a 

possible memory 

corruption due to a 

missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912966. 

CVE ID : CVE-

2023-32823 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8173 
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Double 

Free 
02-Oct-2023 6.7 

In rpmb , there is a 

possible double 

free due to 

improper locking. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07912966; 

Issue ID: 

ALPS07912961. 

CVE ID : CVE-

2023-32824 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8174 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993544. 

CVE ID : CVE-

2023-32826 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8175 

Out-of-

bounds 

Write 

02-Oct-2023 6.7 

In camera 

middleware, there 

is a possible out of 

bounds write due 

to a missing input 

validation. This 

could lead to local 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8176 
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escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993539; 

Issue ID: 

ALPS07993539. 

CVE ID : CVE-

2023-32827 

Integer 

Overflow 

or 

Wraparoun

d 

02-Oct-2023 6.7 

In apusys, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07713478; 

Issue ID: 

ALPS07713478. 

CVE ID : CVE-

2023-32829 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8177 

N/A 06-Oct-2023 5.5 

In 

validatePassword 

of 

WifiConfigurationU

til.java, there is a 

possible way to get 

the device into a 

boot loop due to 

improper input 

validation. This 

could lead to local 

denial of service 

with no additional 

https://andro

id.googlesourc

e.com/platfor

m/packages/

modules/Wifi

/+/044ab068

4153c4effb9f4

fda47df43ccd

c77bda8, 

https://andro

id.googlesourc

e.com/platfor

m/packages/

O-GOO-ANDR-

061123/8178 
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execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21252 

modules/Wifi

/+/50b08ee3

0e04d185e5a

e97a5f717d43

6fd5a90f3 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Oct-2023 5.5 

In multiple 

locations, there is a 

possible way to 

crash multiple 

system services due 

to resource 

exhaustion. This 

could lead to local 

denial of service 

with no additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21253 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/84d

f68840b6f240

7146e722ebd

95a7d8bc6e3

529, 

https://andro

id.googlesourc

e.com/platfor

m/tools/apksi

g/+/039f8158

95f62c9f8af2

3df66622b66

246f3f61e 

O-GOO-ANDR-

061123/8179 

Missing 

Authorizati

on 

06-Oct-2023 5.5 

In visitUris of 

Notification.java, 

there is a possible 

way to reveal image 

contents from 

another user due to 

a missing 

permission check. 

This could lead to 

local information 

disclosure with 

User execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

CVE ID : CVE-

2023-21291 

https://andro

id.googlesourc

e.com/platfor

m/framework

s/base/+/cb6

282e8970f4c9

db549788969

9e68fb20385

66e, 

https://sourc

e.android.com

/security/bull

etin/2023-10-

01 

O-GOO-ANDR-

061123/8180 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3502 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Missing 

Authorizati

on 

08-Oct-2023 5.5 

In 

phasecheckserver, 

there is a possible 

missing permission 

check. This could 

lead to local 

information 

disclosure with no 

additional 

execution 

privileges needed 

CVE ID : CVE-

2023-40633 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

72669661185

31074 

O-GOO-ANDR-

061123/8181 

N/A 02-Oct-2023 4.4 

In display, there is a 

possible 

information 

disclosure due to a 

missing bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07993705; 

Issue ID: 

ALPS08014138. 

CVE ID : CVE-

2023-32819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-GOO-ANDR-

061123/8182 

Out-of-

bounds 

Write 

08-Oct-2023 4.4 

In urild service, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/https://

www.unisoc.c

om/en_us/sec

y/announcem

entDetail/170

O-GOO-ANDR-

061123/8183 
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CVE ID : CVE-

2023-40651 

72669661185

31074 

Vendor: govee 

Product: led_strip_firmware 

Affected Version(s): 3.00.42 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

N/A 
O-GOV-LED_-

061123/8184 

Vendor: HP 

Product: e22_g4_fhd_firmware 

Affected Version(s): * Up to (excluding) 1.0.3.0 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-E22_-

061123/8185 
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Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

Product: e23_g4_fhd_firmware 

Affected Version(s): * Up to (excluding) 1.0.3.0 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-E23_-

061123/8186 

Product: e24i_g4_wuxga_firmware 

Affected Version(s): * Up to (excluding) 1.1.4.0 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-E24I-

061123/8187 

Product: e24mv_g4_fhd_firmware 

Affected Version(s): * Up to (excluding) 1.0.9.0 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-E24M-

061123/8188 
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feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

Product: e24q_g4_qhd_firmware 

Affected Version(s): * Up to (excluding) 1.0.4.0 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-E24Q-

061123/8189 

Product: e24t_g4_fhd_touch_firmware 

Affected Version(s): * Up to (excluding) 1.0.1.0 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-E24T-

061123/8190 

Product: e27q_g4_qhd_firmware 

Affected Version(s): * Up to (excluding) 1.0.4.0 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

https://suppo

rt.hp.com/us-

en/document

O-HP-E27Q-

061123/8191 
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supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

/ish_9438665

-9438794-16 

Product: e27_g4_fhd_firmware 

Affected Version(s): * Up to (excluding) 1.0.3.0 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-E27_-

061123/8192 

Product: elitedisplay_e202_20-inch_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-ELIT-

061123/8193 

Product: elitedisplay_e230t_23-inch_touch_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 A potential security 

vulnerability has 

https://suppo

rt.hp.com/us-

O-HP-ELIT-

061123/8194 
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been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

en/document

/ish_9438665

-9438794-16 

Product: elitedisplay_e243i_24-inch_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-ELIT-

061123/8195 

Product: elitedisplay_e243p_23.8-inch_sure_view_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-ELIT-

061123/8196 

Product: elitedisplay_e273m_27-inch_firmware 

Affected Version(s): - 
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N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-ELIT-

061123/8197 

Product: elitedisplay_e273_27-inch_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-ELIT-

061123/8198 

Product: futuresmart_5 

Affected Version(s): * Up to (excluding) 5.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 6.1 

Certain HP 

Enterprise LaserJet 

and HP LaserJet 

Managed Printers 

are potentially 

vulnerable to denial 

of service due to 

WS-Print request 

and potential 

injections of Cross 

Site Scripting via 

jQuery-UI. 

https://suppo

rt.hp.com/us-

en/document

/ish_9365285

-9365309-16 

O-HP-FUTU-

061123/8199 
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CVE ID : CVE-

2023-5113 

Product: m24m_firmware 

Affected Version(s): * Up to (excluding) 1.0.7.0 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-M24M-

061123/8200 

Product: m27ha_fhd_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-M27H-

061123/8201 

Product: m27m_firmware 

Affected Version(s): * Up to (excluding) 1.1.7.0 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-M27M-

061123/8202 
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Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

Product: p22h_g4_fhd_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-P22H-

061123/8203 

Product: p22va_g4_fhd_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-P22V-

061123/8204 

Product: p22_g4_22_fhd_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-P22_-

061123/8205 
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feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

Product: p24v_g4_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-P24V-

061123/8206 

Product: p27h_g4_fhd_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-P27H-

061123/8207 

Product: p27v_g4_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

https://suppo

rt.hp.com/us-

en/document

O-HP-P27V-

061123/8208 
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supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

/ish_9438665

-9438794-16 

Product: t430_thin_client_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 6.8 

HP is aware of a 

potential security 

vulnerability in HP 

t430 and t638 Thin 

Client PCs. These 

models may be 

susceptible to a 

physical attack, 

allowing an 

untrusted source to 

tamper with the 

system firmware 

using a publicly 

disclosed private 

key. HP is providing 

recommended 

guidance for 

customers to 

reduce exposure to 

the potential 

vulnerability. 

CVE ID : CVE-

2023-5409 

https://suppo

rt.hp.com/us-

en/document

/ish_9441200

-9441233-16 

O-HP-T430-

061123/8209 

Product: t638_thin_client_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 6.8 

HP is aware of a 

potential security 

vulnerability in HP 

t430 and t638 Thin 

Client PCs. These 

models may be 

https://suppo

rt.hp.com/us-

en/document

/ish_9441200

-9441233-16 

O-HP-T638-

061123/8210 
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susceptible to a 

physical attack, 

allowing an 

untrusted source to 

tamper with the 

system firmware 

using a publicly 

disclosed private 

key. HP is providing 

recommended 

guidance for 

customers to 

reduce exposure to 

the potential 

vulnerability. 

CVE ID : CVE-

2023-5409 

Product: z22n_g2_21.5-inch_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-Z22N-

061123/8211 

Product: z23n_g2_23-inch_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-Z23N-

061123/8212 
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Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

Product: z24f_g3_fhd_firmware 

Affected Version(s): * Up to (excluding) 1.0.6.0 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-Z24F-

061123/8213 

Product: z24i_g2_24-inch_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-Z24I-

061123/8214 

Product: z24nf_g2_23.8-inch_firmware 

Affected Version(s): - 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-Z24N-

061123/8215 
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feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

Product: z24n_g3_wuxga_firmware 

Affected Version(s): * Up to (excluding) 1.1.6.0 

N/A 13-Oct-2023 3.3 

A potential security 

vulnerability has 

been identified in 

certain HP Displays 

supporting the 

Theft Deterrence 

feature which may 

allow a monitor’s 

Theft Deterrence to 

be deactivated. 

CVE ID : CVE-

2023-5449 

https://suppo

rt.hp.com/us-

en/document

/ish_9438665

-9438794-16 

O-HP-Z24N-

061123/8216 

Vendor: hpe 

Product: msa_1060_storage_firmware 

Affected Version(s): * Up to (excluding) in210r004 

Inconsiste

nt 

Interpretat

ion of 

HTTP 

Requests 

('HTTP 

Request 

Smuggling'

) 

09-Oct-2023 5.4 

HPE MSA 

Controller prior to 

version IN210R004 

could be remotely 

exploited to allow 

inconsistent 

interpretation of 

HTTP requests.  

CVE ID : CVE-

2023-30910 

https://suppo

rt.hpe.com/hp

esc/public/do

cDisplay?docL

ocale=en_US&

docId=hpesbs

t04539en_us 

O-HPE-MSA_-

061123/8217 

Product: msa_2060_storage_firmware 

Affected Version(s): * Up to (excluding) in210r004 

Inconsiste

nt 

Interpretat

ion of 

09-Oct-2023 5.4 

HPE MSA 

Controller prior to 

version IN210R004 

could be remotely 

https://suppo

rt.hpe.com/hp

esc/public/do

cDisplay?docL

O-HPE-MSA_-

061123/8218 
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HTTP 

Requests 

('HTTP 

Request 

Smuggling'

) 

exploited to allow 

inconsistent 

interpretation of 

HTTP requests.  

CVE ID : CVE-

2023-30910 

ocale=en_US&

docId=hpesbs

t04539en_us 

Product: msa_2062_storage_firmware 

Affected Version(s): * Up to (excluding) in210r004 

Inconsiste

nt 

Interpretat

ion of 

HTTP 

Requests 

('HTTP 

Request 

Smuggling'

) 

09-Oct-2023 5.4 

HPE MSA 

Controller prior to 

version IN210R004 

could be remotely 

exploited to allow 

inconsistent 

interpretation of 

HTTP requests.  

CVE ID : CVE-

2023-30910 

https://suppo

rt.hpe.com/hp

esc/public/do

cDisplay?docL

ocale=en_US&

docId=hpesbs

t04539en_us 

O-HPE-MSA_-

061123/8219 

Vendor: Huawei 

Product: emui 

Affected Version(s): 12.0 

N/A 11-Oct-2023 9.8 

API permission 

management 

vulnerability in the 

Fwk-Display 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44106 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8220 

N/A 11-Oct-2023 7.5 

Vulnerability of 

package names' 

public keys not 

being verified in the 

security 

module.Successful 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

O-HUA-EMUI-

061123/8221 
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exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44093 

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

 Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44096 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8222 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44100 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8223 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

Out-of-bounds read 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

O-HUA-EMUI-

061123/8224 
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affect service 

confidentiality. 

CVE ID : CVE-

2023-44103 

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44104 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8225 

N/A 11-Oct-2023 7.5 

Clone vulnerability 

in the huks ta 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44109 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8226 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

O-HUA-EMUI-

061123/8227 
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affect service 

confidentiality. 

CVE ID : CVE-

2023-44111 

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 5.3 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44094 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8228 

Affected Version(s): 11.0.1 

Improper 

Privilege 

Manageme

nt 

11-Oct-2023 9.8 

Vulnerability of 

permissions not 

being strictly 

verified in the 

window 

management 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44105 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8229 

N/A 11-Oct-2023 9.8 

API permission 

management 

vulnerability in the 

Fwk-Display 

module.Successful 

exploitation of this 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

O-HUA-EMUI-

061123/8230 
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vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44106 

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Missing 

Authentica

tion for 

Critical 

Function 

11-Oct-2023 9.8 

Vulnerability of 

access permissions 

not being strictly 

verified in the 

APPWidget 

module.Successful 

exploitation of this 

vulnerability may 

cause some apps to 

run without being 

authorized. 

CVE ID : CVE-

2023-44116 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8231 

N/A 11-Oct-2023 9.1 

Vulnerability of 

undefined 

permissions in the 

MeeTime 

module.Successful 

exploitation of this 

vulnerability will 

affect availability 

and confidentiality. 

CVE ID : CVE-

2023-44118 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8232 

N/A 11-Oct-2023 7.5 

Vulnerability of 

package names' 

public keys not 

being verified in the 

security 

module.Successful 

exploitation of this 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

O-HUA-EMUI-

061123/8233 
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vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44093 

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44100 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8234 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

Out-of-bounds read 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44103 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8235 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

O-HUA-EMUI-

061123/8236 
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affect service 

confidentiality. 

CVE ID : CVE-

2023-44104 

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Improper 

Locking 
11-Oct-2023 7.5 

Vulnerability of 

mutual exclusion 

management in the 

kernel 

module.Successful 

exploitation of this 

vulnerability will 

affect availability. 

CVE ID : CVE-

2023-44119 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8237 

Affected Version(s): 12.0.0 

Improper 

Privilege 

Manageme

nt 

11-Oct-2023 9.8 

Vulnerability of 

permissions not 

being strictly 

verified in the 

window 

management 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44105 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8238 

Missing 

Authentica

tion for 

Critical 

Function 

11-Oct-2023 9.8 

Vulnerability of 

access permissions 

not being strictly 

verified in the 

APPWidget 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

O-HUA-EMUI-

061123/8239 
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module.Successful 

exploitation of this 

vulnerability may 

cause some apps to 

run without being 

authorized. 

CVE ID : CVE-

2023-44116 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

N/A 11-Oct-2023 9.1 

Vulnerability of 

undefined 

permissions in the 

MeeTime 

module.Successful 

exploitation of this 

vulnerability will 

affect availability 

and confidentiality. 

CVE ID : CVE-

2023-44118 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8240 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 7.5 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44108 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8241 

Improper 

Locking 
11-Oct-2023 7.5 

Vulnerability of 

mutual exclusion 

management in the 

kernel 

module.Successful 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

O-HUA-EMUI-

061123/8242 
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exploitation of this 

vulnerability will 

affect availability. 

CVE ID : CVE-

2023-44119 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

Affected Version(s): 12.0.1 

Improper 

Privilege 

Manageme

nt 

11-Oct-2023 9.8 

Vulnerability of 

permissions not 

being strictly 

verified in the 

window 

management 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44105 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8243 

N/A 11-Oct-2023 9.8 

API permission 

management 

vulnerability in the 

Fwk-Display 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44106 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8244 

Missing 

Authentica

tion for 

11-Oct-2023 9.8 
Vulnerability of 

access permissions 

not being strictly 

https://consu

mer.huawei.co

m/en/support

O-HUA-EMUI-

061123/8245 
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Critical 

Function 

verified in the 

APPWidget 

module.Successful 

exploitation of this 

vulnerability may 

cause some apps to 

run without being 

authorized. 

CVE ID : CVE-

2023-44116 

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

N/A 11-Oct-2023 7.5 

Vulnerability of 

package names' 

public keys not 

being verified in the 

security 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44093 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8246 

Use After 

Free 
11-Oct-2023 7.5 

Use-After-Free 

(UAF) vulnerability 

in the 

surfaceflinger 

module.Successful 

exploitation of this 

vulnerability can 

cause system crash. 

CVE ID : CVE-

2023-44095 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8247 

Improper 

Restriction 

of 

Excessive 

11-Oct-2023 7.5 

 Vulnerability of 

brute-force attacks 

on the device 

authentication 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

O-HUA-EMUI-

061123/8248 
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Authentica

tion 

Attempts 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44096 

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

11-Oct-2023 7.5 

Vulnerability of the 

permission to 

access device SNs 

being improperly 

managed.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44097 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8249 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44100 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8250 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

Out-of-bounds read 

vulnerability in the 

Bluetooth 

module.Successful 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

O-HUA-EMUI-

061123/8251 
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exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44103 

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44104 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8252 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 7.5 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44108 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8253 

N/A 11-Oct-2023 7.5 

Clone vulnerability 

in the huks ta 

module.Successful 

exploitation of this 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

O-HUA-EMUI-

061123/8254 
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vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44109 

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44111 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8255 

Improper 

Locking 
11-Oct-2023 7.5 

Vulnerability of 

mutual exclusion 

management in the 

kernel 

module.Successful 

exploitation of this 

vulnerability will 

affect availability. 

CVE ID : CVE-

2023-44119 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8256 

Access of 

Resource 

Using 

Incompatib

11-Oct-2023 5.3 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

O-HUA-EMUI-

061123/8257 
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le Type 

('Type 

Confusion') 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44094 

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Exposure 

of 

Resource 

to Wrong 

Sphere 

11-Oct-2023 5.3 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability can 

cause the Bluetooth 

function to be 

unavailable. 

CVE ID : CVE-

2023-44102 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8258 

Improper 

Input 

Validation 

11-Oct-2023 4.3 

Out-of-bounds 

access vulnerability 

in the audio 

module.Successful 

exploitation of this 

vulnerability may 

affect availability. 

CVE ID : CVE-

2023-44110 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

O-HUA-EMUI-

061123/8259 
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bulletins-

202310-

00000016636

76540 

Affected Version(s): 13.0.0 

Improper 

Privilege 

Manageme

nt 

11-Oct-2023 9.8 

Vulnerability of 

permissions not 

being strictly 

verified in the 

window 

management 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44105 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8260 

N/A 11-Oct-2023 9.8 

API permission 

management 

vulnerability in the 

Fwk-Display 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44106 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8261 

Missing 

Authentica

tion for 

Critical 

Function 

11-Oct-2023 9.8 

Vulnerability of 

access permissions 

not being strictly 

verified in the 

APPWidget 

module.Successful 

exploitation of this 

vulnerability may 

cause some apps to 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

O-HUA-EMUI-

061123/8262 
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run without being 

authorized. 

CVE ID : CVE-

2023-44116 

/security-

bulletins-

202310-

00000016636

76540 

N/A 11-Oct-2023 9.1 

Vulnerability of 

undefined 

permissions in the 

MeeTime 

module.Successful 

exploitation of this 

vulnerability will 

affect availability 

and confidentiality. 

CVE ID : CVE-

2023-44118 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8263 

N/A 11-Oct-2023 7.5 

Vulnerability of 

package names' 

public keys not 

being verified in the 

security 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44093 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8264 

Use After 

Free 
11-Oct-2023 7.5 

Use-After-Free 

(UAF) vulnerability 

in the 

surfaceflinger 

module.Successful 

exploitation of this 

vulnerability can 

cause system crash. 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

O-HUA-EMUI-

061123/8265 
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CVE ID : CVE-

2023-44095 

bulletins-

202310-

00000016636

76540 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

 Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44096 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8266 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

11-Oct-2023 7.5 

Vulnerability of the 

permission to 

access device SNs 

being improperly 

managed.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44097 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8267 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

O-HUA-EMUI-

061123/8268 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3533 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-44100 

bulletins-

202310-

00000016636

76540 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

Out-of-bounds read 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44103 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8269 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44104 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8270 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 7.5 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44108 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

O-HUA-EMUI-

061123/8271 
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bulletins-

202310-

00000016636

76540 

N/A 11-Oct-2023 7.5 

Clone vulnerability 

in the huks ta 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44109 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8272 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44111 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8273 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

Out-of-bounds 

array vulnerability 

in the dataipa 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44114 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

O-HUA-EMUI-

061123/8274 
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202310-

00000016636

76540 

Improper 

Locking 
11-Oct-2023 7.5 

Vulnerability of 

mutual exclusion 

management in the 

kernel 

module.Successful 

exploitation of this 

vulnerability will 

affect availability. 

CVE ID : CVE-

2023-44119 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8275 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

11-Oct-2023 5.3 

Parameter 

verification 

vulnerability in the 

window 

module.Successful 

exploitation of this 

vulnerability may 

cause the size of an 

app window to be 

adjusted to that of a 

floating window. 

CVE ID : CVE-

2023-41304 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8276 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 5.3 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44094 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

O-HUA-EMUI-

061123/8277 
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202310-

00000016636

76540 

Exposure 

of 

Resource 

to Wrong 

Sphere 

11-Oct-2023 5.3 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability can 

cause the Bluetooth 

function to be 

unavailable. 

CVE ID : CVE-

2023-44102 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8278 

Improper 

Input 

Validation 

11-Oct-2023 4.3 

Out-of-bounds 

access vulnerability 

in the audio 

module.Successful 

exploitation of this 

vulnerability may 

affect availability. 

CVE ID : CVE-

2023-44110 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-EMUI-

061123/8279 

Product: harmonyos 

Affected Version(s): 2.0 
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N/A 11-Oct-2023 9.8 

API permission 

management 

vulnerability in the 

Fwk-Display 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44106 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8280 

N/A 11-Oct-2023 7.5 

Vulnerability of 

package names' 

public keys not 

being verified in the 

security 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44093 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8281 

N/A 11-Oct-2023 7.5 

Clone vulnerability 

in the huks ta 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44109 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8282 
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Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 5.3 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44094 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8283 

Affected Version(s): 2.0.0 

Improper 

Privilege 

Manageme

nt 

11-Oct-2023 9.8 

Vulnerability of 

permissions not 

being strictly 

verified in the 

window 

management 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44105 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8284 

Missing 

Authentica

tion for 

Critical 

Function 

11-Oct-2023 9.8 

Vulnerability of 

access permissions 

not being strictly 

verified in the 

APPWidget 

module.Successful 

exploitation of this 

vulnerability may 

cause some apps to 

run without being 

authorized. 

CVE ID : CVE-

2023-44116 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

O-HUA-HARM-

061123/8285 
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00000016636

76540 

N/A 11-Oct-2023 9.1 

Vulnerability of 

undefined 

permissions in the 

MeeTime 

module.Successful 

exploitation of this 

vulnerability will 

affect availability 

and confidentiality. 

CVE ID : CVE-

2023-44118 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8286 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

 Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44096 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8287 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44100 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

O-HUA-HARM-

061123/8288 
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00000016636

76540 

Exposure 

of 

Resource 

to Wrong 

Sphere 

11-Oct-2023 7.5 

The Bluetooth 

module has a 

vulnerability in 

permission control 

for broadcast 

notifications.Succes

sful exploitation of 

this vulnerability 

may affect 

confidentiality. 

CVE ID : CVE-

2023-44101 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8289 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

Out-of-bounds read 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44103 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8290 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44104 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8291 
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Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 7.5 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44108 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8292 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44111 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8293 

Improper 

Locking 
11-Oct-2023 7.5 

Vulnerability of 

mutual exclusion 

management in the 

kernel 

module.Successful 

exploitation of this 

vulnerability will 

affect availability. 

CVE ID : CVE-

2023-44119 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

O-HUA-HARM-

061123/8294 
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00000016636

76540 

Affected Version(s): 2.0.1 

Improper 

Privilege 

Manageme

nt 

11-Oct-2023 9.8 

Vulnerability of 

permissions not 

being strictly 

verified in the 

window 

management 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44105 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8295 

N/A 11-Oct-2023 9.8 

API permission 

management 

vulnerability in the 

Fwk-Display 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44106 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8296 

Missing 

Authentica

tion for 

Critical 

Function 

11-Oct-2023 9.8 

Vulnerability of 

access permissions 

not being strictly 

verified in the 

APPWidget 

module.Successful 

exploitation of this 

vulnerability may 

cause some apps to 

run without being 

authorized. 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

O-HUA-HARM-

061123/8297 
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CVE ID : CVE-

2023-44116 

202310-

00000016636

76540 

N/A 11-Oct-2023 7.5 

Vulnerability of 

package names' 

public keys not 

being verified in the 

security 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44093 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8298 

Use After 

Free 
11-Oct-2023 7.5 

Use-After-Free 

(UAF) vulnerability 

in the 

surfaceflinger 

module.Successful 

exploitation of this 

vulnerability can 

cause system crash. 

CVE ID : CVE-

2023-44095 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8299 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

 Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44096 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

O-HUA-HARM-

061123/8300 
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00000016636

76540 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

11-Oct-2023 7.5 

Vulnerability of the 

permission to 

access device SNs 

being improperly 

managed.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44097 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8301 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44100 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8302 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

Out-of-bounds read 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44103 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

O-HUA-HARM-

061123/8303 
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00000016636

76540 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44104 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8304 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 7.5 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44108 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8305 

N/A 11-Oct-2023 7.5 

Clone vulnerability 

in the huks ta 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44109 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

O-HUA-HARM-

061123/8306 
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00000016636

76540 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44111 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8307 

Improper 

Locking 
11-Oct-2023 7.5 

Vulnerability of 

mutual exclusion 

management in the 

kernel 

module.Successful 

exploitation of this 

vulnerability will 

affect availability. 

CVE ID : CVE-

2023-44119 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8308 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 5.3 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44094 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

O-HUA-HARM-

061123/8309 
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00000016636

76540 

Exposure 

of 

Resource 

to Wrong 

Sphere 

11-Oct-2023 5.3 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability can 

cause the Bluetooth 

function to be 

unavailable. 

CVE ID : CVE-

2023-44102 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8310 

Improper 

Input 

Validation 

11-Oct-2023 4.3 

Out-of-bounds 

access vulnerability 

in the audio 

module.Successful 

exploitation of this 

vulnerability may 

affect availability. 

CVE ID : CVE-

2023-44110 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8311 

Affected Version(s): 2.1.0 

Improper 

Privilege 
11-Oct-2023 9.8 

Vulnerability of 

permissions not 

being strictly 

https://consu

mer.huawei.co

m/en/support

O-HUA-HARM-

061123/8312 
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Manageme

nt 

verified in the 

window 

management 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44105 

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

N/A 11-Oct-2023 9.8 

API permission 

management 

vulnerability in the 

Fwk-Display 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44106 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8313 

Missing 

Authentica

tion for 

Critical 

Function 

11-Oct-2023 9.8 

Vulnerability of 

access permissions 

not being strictly 

verified in the 

APPWidget 

module.Successful 

exploitation of this 

vulnerability may 

cause some apps to 

run without being 

authorized. 

CVE ID : CVE-

2023-44116 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8314 

N/A 11-Oct-2023 9.1 

 Vulnerability of 

defects introduced 

in the design 

process in the 

https://device

.harmonyos.co

m/en/docs/se

curity/update

O-HUA-HARM-

061123/8315 
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screen projection 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

availability and 

integrity. 

CVE ID : CVE-

2023-44107 

/security-

bulletins-

202310-

00000016636

76540 

N/A 11-Oct-2023 7.5 

Vulnerability of 

package names' 

public keys not 

being verified in the 

security 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44093 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8316 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

 Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44096 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8317 

Exposure 

of 

Resource 

to Wrong 

Sphere 

11-Oct-2023 7.5 

The Bluetooth 

module has a 

vulnerability in 

permission control 

for broadcast 

notifications.Succes

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

O-HUA-HARM-

061123/8318 
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sful exploitation of 

this vulnerability 

may affect 

confidentiality. 

CVE ID : CVE-

2023-44101 

bulletins-

202310-

00000016636

76540 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

Out-of-bounds read 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44103 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8319 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44104 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8320 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 7.5 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

O-HUA-HARM-

061123/8321 
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CVE ID : CVE-

2023-44108 

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

N/A 11-Oct-2023 7.5 

Clone vulnerability 

in the huks ta 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44109 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8322 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44111 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8323 

Improper 

Locking 
11-Oct-2023 7.5 

Vulnerability of 

mutual exclusion 

management in the 

kernel 

module.Successful 

exploitation of this 

vulnerability will 

affect availability. 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

O-HUA-HARM-

061123/8324 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3552 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-44119 

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 5.3 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44094 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8325 

Affected Version(s): 3.0.0 

Improper 

Privilege 

Manageme

nt 

11-Oct-2023 9.8 

Vulnerability of 

permissions not 

being strictly 

verified in the 

window 

management 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44105 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8326 

N/A 11-Oct-2023 9.8 

API permission 

management 

vulnerability in the 

Fwk-Display 

module.Successful 

exploitation of this 

vulnerability may 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

O-HUA-HARM-

061123/8327 
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cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44106 

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Missing 

Authentica

tion for 

Critical 

Function 

11-Oct-2023 9.8 

Vulnerability of 

access permissions 

not being strictly 

verified in the 

APPWidget 

module.Successful 

exploitation of this 

vulnerability may 

cause some apps to 

run without being 

authorized. 

CVE ID : CVE-

2023-44116 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8328 

N/A 11-Oct-2023 9.1 

Vulnerability of 

undefined 

permissions in the 

MeeTime 

module.Successful 

exploitation of this 

vulnerability will 

affect availability 

and confidentiality. 

CVE ID : CVE-

2023-44118 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8329 

N/A 11-Oct-2023 7.5 

Vulnerability of 

package names' 

public keys not 

being verified in the 

security 

module.Successful 

exploitation of this 

vulnerability may 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

O-HUA-HARM-

061123/8330 
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affect service 

confidentiality. 

CVE ID : CVE-

2023-44093 

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Use After 

Free 
11-Oct-2023 7.5 

Use-After-Free 

(UAF) vulnerability 

in the 

surfaceflinger 

module.Successful 

exploitation of this 

vulnerability can 

cause system crash. 

CVE ID : CVE-

2023-44095 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8331 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

 Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44096 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8332 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

11-Oct-2023 7.5 

Vulnerability of the 

permission to 

access device SNs 

being improperly 

managed.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

O-HUA-HARM-

061123/8333 
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CVE ID : CVE-

2023-44097 

/security-

bulletins-

202310-

00000016636

76540 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44100 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8334 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

Out-of-bounds read 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44103 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8335 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

O-HUA-HARM-

061123/8336 
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CVE ID : CVE-

2023-44104 

/security-

bulletins-

202310-

00000016636

76540 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 7.5 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44108 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8337 

N/A 11-Oct-2023 7.5 

Clone vulnerability 

in the huks ta 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44109 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8338 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

O-HUA-HARM-

061123/8339 
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CVE ID : CVE-

2023-44111 

/security-

bulletins-

202310-

00000016636

76540 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

Out-of-bounds 

array vulnerability 

in the dataipa 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44114 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8340 

Improper 

Locking 
11-Oct-2023 7.5 

Vulnerability of 

mutual exclusion 

management in the 

kernel 

module.Successful 

exploitation of this 

vulnerability will 

affect availability. 

CVE ID : CVE-

2023-44119 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8341 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

11-Oct-2023 5.3 

Parameter 

verification 

vulnerability in the 

window 

module.Successful 

exploitation of this 

vulnerability may 

cause the size of an 

app window to be 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

O-HUA-HARM-

061123/8342 
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adjusted to that of a 

floating window. 

CVE ID : CVE-

2023-41304 

/security-

bulletins-

202310-

00000016636

76540 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 5.3 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44094 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8343 

Exposure 

of 

Resource 

to Wrong 

Sphere 

11-Oct-2023 5.3 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability can 

cause the Bluetooth 

function to be 

unavailable. 

CVE ID : CVE-

2023-44102 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8344 

Improper 

Input 

Validation 

11-Oct-2023 4.3 

Out-of-bounds 

access vulnerability 

in the audio 

module.Successful 

exploitation of this 

vulnerability may 

affect availability. 

CVE ID : CVE-

2023-44110 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

O-HUA-HARM-

061123/8345 
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bulletins-

202310-

00000016636

76540, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Affected Version(s): 3.1.0 

Improper 

Privilege 

Manageme

nt 

11-Oct-2023 9.8 

Vulnerability of 

permissions not 

being strictly 

verified in the 

window 

management 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44105 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8346 

N/A 11-Oct-2023 9.8 

API permission 

management 

vulnerability in the 

Fwk-Display 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44106 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8347 
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Missing 

Authentica

tion for 

Critical 

Function 

11-Oct-2023 9.8 

Vulnerability of 

access permissions 

not being strictly 

verified in the 

APPWidget 

module.Successful 

exploitation of this 

vulnerability may 

cause some apps to 

run without being 

authorized. 

CVE ID : CVE-

2023-44116 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8348 

N/A 11-Oct-2023 7.5 

Vulnerability of 

package names' 

public keys not 

being verified in the 

security 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44093 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8349 

Use After 

Free 
11-Oct-2023 7.5 

Use-After-Free 

(UAF) vulnerability 

in the 

surfaceflinger 

module.Successful 

exploitation of this 

vulnerability can 

cause system crash. 

CVE ID : CVE-

2023-44095 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8350 
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Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

 Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44096 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8351 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44100 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8352 

Exposure 

of 

Resource 

to Wrong 

Sphere 

11-Oct-2023 7.5 

The Bluetooth 

module has a 

vulnerability in 

permission control 

for broadcast 

notifications.Succes

sful exploitation of 

this vulnerability 

may affect 

confidentiality. 

CVE ID : CVE-

2023-44101 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8353 
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Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44104 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8354 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 7.5 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44108 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8355 

N/A 11-Oct-2023 7.5 

Clone vulnerability 

in the huks ta 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44109 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8356 
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Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44111 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8357 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

Out-of-bounds 

array vulnerability 

in the dataipa 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44114 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8358 

Improper 

Locking 
11-Oct-2023 7.5 

Vulnerability of 

mutual exclusion 

management in the 

kernel 

module.Successful 

exploitation of this 

vulnerability will 

affect availability. 

CVE ID : CVE-

2023-44119 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8359 
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Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

11-Oct-2023 5.3 

Parameter 

verification 

vulnerability in the 

window 

module.Successful 

exploitation of this 

vulnerability may 

cause the size of an 

app window to be 

adjusted to that of a 

floating window. 

CVE ID : CVE-

2023-41304 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8360 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 5.3 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44094 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8361 

Exposure 

of 

Resource 

to Wrong 

Sphere 

11-Oct-2023 5.3 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability can 

cause the Bluetooth 

function to be 

unavailable. 

CVE ID : CVE-

2023-44102 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8362 
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Improper 

Input 

Validation 

11-Oct-2023 4.3 

Out-of-bounds 

access vulnerability 

in the audio 

module.Successful 

exploitation of this 

vulnerability may 

affect availability. 

CVE ID : CVE-

2023-44110 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8363 

Affected Version(s): 4.0.0 

Improper 

Privilege 

Manageme

nt 

11-Oct-2023 9.8 

Vulnerability of 

permissions not 

being strictly 

verified in the 

window 

management 

module.Successful 

exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44105 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8364 

N/A 11-Oct-2023 9.8 

API permission 

management 

vulnerability in the 

Fwk-Display 

module.Successful 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

O-HUA-HARM-

061123/8365 
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exploitation of this 

vulnerability may 

cause features to 

perform 

abnormally. 

CVE ID : CVE-

2023-44106 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Missing 

Authentica

tion for 

Critical 

Function 

11-Oct-2023 9.8 

Vulnerability of 

access permissions 

not being strictly 

verified in the 

APPWidget 

module.Successful 

exploitation of this 

vulnerability may 

cause some apps to 

run without being 

authorized. 

CVE ID : CVE-

2023-44116 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8366 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

 Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44096 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8367 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

O-HUA-HARM-

061123/8368 
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vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44100 

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

Exposure 

of 

Resource 

to Wrong 

Sphere 

11-Oct-2023 7.5 

The Bluetooth 

module has a 

vulnerability in 

permission control 

for broadcast 

notifications.Succes

sful exploitation of 

this vulnerability 

may affect 

confidentiality. 

CVE ID : CVE-

2023-44101 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8369 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

Out-of-bounds read 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44103 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8370 

Incorrect 

Resource 

Transfer 

Between 

Spheres 

11-Oct-2023 7.5 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability may 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

O-HUA-HARM-

061123/8371 
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affect service 

confidentiality. 

CVE ID : CVE-

2023-44104 

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 7.5 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

CVE ID : CVE-

2023-44108 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://https:

//device.harm

onyos.com/en

/docs/securit

y/update/sec

urity-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8372 

N/A 11-Oct-2023 7.5 

Clone vulnerability 

in the huks ta 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44109 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8373 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

11-Oct-2023 7.5 

Vulnerability of 

brute-force attacks 

on the device 

authentication 

module.Successful 

exploitation of this 

vulnerability may 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

O-HUA-HARM-

061123/8374 
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affect service 

confidentiality. 

CVE ID : CVE-

2023-44111 

curity/update

/security-

bulletins-

202310-

00000016636

76540 

Out-of-

bounds 

Read 

11-Oct-2023 7.5 

Out-of-bounds 

array vulnerability 

in the dataipa 

module.Successful 

exploitation of this 

vulnerability may 

affect service 

confidentiality. 

CVE ID : CVE-

2023-44114 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8375 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

11-Oct-2023 5.3 

Parameter 

verification 

vulnerability in the 

window 

module.Successful 

exploitation of this 

vulnerability may 

cause the size of an 

app window to be 

adjusted to that of a 

floating window. 

CVE ID : CVE-

2023-41304 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8376 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

11-Oct-2023 5.3 

Type confusion 

vulnerability in the 

distributed file 

module.Successful 

exploitation of this 

vulnerability may 

cause the device to 

restart. 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

O-HUA-HARM-

061123/8377 
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CVE ID : CVE-

2023-44094 

/security-

bulletins-

202310-

00000016636

76540 

Exposure 

of 

Resource 

to Wrong 

Sphere 

11-Oct-2023 5.3 

Broadcast 

permission control 

vulnerability in the 

Bluetooth 

module.Successful 

exploitation of this 

vulnerability can 

cause the Bluetooth 

function to be 

unavailable. 

CVE ID : CVE-

2023-44102 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8378 

Improper 

Input 

Validation 

11-Oct-2023 4.3 

Out-of-bounds 

access vulnerability 

in the audio 

module.Successful 

exploitation of this 

vulnerability may 

affect availability. 

CVE ID : CVE-

2023-44110 

https://consu

mer.huawei.co

m/en/support

/bulletin/202

3/10/, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540, 

https://device

.harmonyos.co

m/en/docs/se

curity/update

/security-

bulletins-

202310-

00000016636

76540 

O-HUA-HARM-

061123/8379 

Vendor: IBM 
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Product: i 

Affected Version(s): 7.2 

N/A 15-Oct-2023 7.8 

IBM Directory 

Server for IBM i 

contains a local 

privilege escalation 

vulnerability.  A 

malicious actor 

with command line 

access to the host 

operating system 

can elevate 

privileges to gain 

component access 

to the host 

operating system.  

IBM X-Force ID:  

263584. 

CVE ID : CVE-

2023-40378 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

63584, 

https://www.i

bm.com/supp

ort/pages/no

de/7047240 

O-IBM-I-

061123/8380 

Affected Version(s): 7.3 

N/A 15-Oct-2023 7.8 

IBM Directory 

Server for IBM i 

contains a local 

privilege escalation 

vulnerability.  A 

malicious actor 

with command line 

access to the host 

operating system 

can elevate 

privileges to gain 

component access 

to the host 

operating system.  

IBM X-Force ID:  

263584. 

CVE ID : CVE-

2023-40378 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

63584, 

https://www.i

bm.com/supp

ort/pages/no

de/7047240 

O-IBM-I-

061123/8381 

Affected Version(s): 7.4 
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N/A 15-Oct-2023 7.8 

IBM Directory 

Server for IBM i 

contains a local 

privilege escalation 

vulnerability.  A 

malicious actor 

with command line 

access to the host 

operating system 

can elevate 

privileges to gain 

component access 

to the host 

operating system.  

IBM X-Force ID:  

263584. 

CVE ID : CVE-

2023-40378 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

63584, 

https://www.i

bm.com/supp

ort/pages/no

de/7047240 

O-IBM-I-

061123/8382 

Affected Version(s): 7.5 

N/A 15-Oct-2023 7.8 

IBM Directory 

Server for IBM i 

contains a local 

privilege escalation 

vulnerability.  A 

malicious actor 

with command line 

access to the host 

operating system 

can elevate 

privileges to gain 

component access 

to the host 

operating system.  

IBM X-Force ID:  

263584. 

CVE ID : CVE-

2023-40378 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

63584, 

https://www.i

bm.com/supp

ort/pages/no

de/7047240 

O-IBM-I-

061123/8383 

Vendor: icpdas 

Product: et-7060_firmware 

Affected Version(s): 3.00 
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Unrestricte

d Upload of 

File with 

Dangerous 

Type 

03-Oct-2023 8.8 

This vulnerability 

allows an 

authenticated 

attacker to upload 

malicious files by 

bypassing the 

restrictions of the 

upload 

functionality, 

compromising the 

entire device. 

CVE ID : CVE-

2023-4817 

N/A 
O-ICP-ET-7-

061123/8384 

Vendor: ingeteam 

Product: ingepac_da3451_firmware 

Affected Version(s): - 

Improper 

Input 

Validation 

02-Oct-2023 7.5 

Incorrect data input 

validation 

vulnerability, which 

could allow an 

attacker with 

access to the 

network to 

implement fuzzing 

techniques that 

would allow him to 

gain knowledge 

about specially 

crafted packets that 

would create a DoS 

condition through 

the MMS protocol 

when initiating 

communication, 

achieving a 

complete system 

reboot of the device 

and its services. 

CVE ID : CVE-

2023-3768 

N/A 
O-ING-INGE-

061123/8385 

Affected Version(s): 0.29.2.42 
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Missing 

Authorizati

on 

02-Oct-2023 4.3 

 

 Incorrect 

validation 

vulnerability of the 

data entered, 

allowing an 

attacker with 

access to the 

network on which 

the affected device 

is located to use the 

discovery port 

protocol 

(1925/UDP) to 

obtain device-

specific information 

without the need 

for authentication. 

 

 

CVE ID : CVE-

2023-3770 

N/A 
O-ING-INGE-

061123/8386 

Product: ingepac_ef_md_firmware 

Affected Version(s): - 

Improper 

Input 

Validation 

02-Oct-2023 7.5 

Incorrect data input 

validation 

vulnerability, which 

could allow an 

attacker with 

access to the 

network to 

implement fuzzing 

techniques that 

would allow him to 

gain knowledge 

about specially 

crafted packets that 

would create a DoS 

condition through 

the MMS protocol 

when initiating 

communication, 

N/A 
O-ING-INGE-

061123/8387 
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achieving a 

complete system 

reboot of the device 

and its services. 

CVE ID : CVE-

2023-3768 

Product: ingepac_fc5066_firmware 

Affected Version(s): - 

Improper 

Input 

Validation 

02-Oct-2023 7.5 

Incorrect data input 

validation 

vulnerability, which 

could allow an 

attacker with 

access to the 

network to 

implement fuzzing 

techniques that 

would allow him to 

gain knowledge 

about specially 

crafted packets that 

would create a DoS 

condition through 

the MMS protocol 

when initiating 

communication, 

achieving a 

complete system 

reboot of the device 

and its services. 

CVE ID : CVE-

2023-3768 

N/A 
O-ING-INGE-

061123/8388 

Affected Version(s): 5.3.1.1 

N/A 02-Oct-2023 7.5 

Incorrect data input 

validation 

vulnerability, which 

could allow an 

attacker with 

access to the 

network to 

implement fuzzing 

techniques that 

N/A 
O-ING-INGE-

061123/8389 
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would allow him to 

gain knowledge 

about specially 

crafted packets that 

would create a DoS 

condition through 

the MMS protocol 

when initiating 

communication, 

achieving a 

complete system 

reboot of the device 

and its services. 

CVE ID : CVE-

2023-3769 

Affected Version(s): 6.1.1.22 

N/A 02-Oct-2023 7.5 

Incorrect data input 

validation 

vulnerability, which 

could allow an 

attacker with 

access to the 

network to 

implement fuzzing 

techniques that 

would allow him to 

gain knowledge 

about specially 

crafted packets that 

would create a DoS 

condition through 

the MMS protocol 

when initiating 

communication, 

achieving a 

complete system 

reboot of the device 

and its services. 

CVE ID : CVE-

2023-3769 

N/A 
O-ING-INGE-

061123/8390 

Affected Version(s): 9.0.22.6 
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N/A 02-Oct-2023 7.5 

Incorrect data input 

validation 

vulnerability, which 

could allow an 

attacker with 

access to the 

network to 

implement fuzzing 

techniques that 

would allow him to 

gain knowledge 

about specially 

crafted packets that 

would create a DoS 

condition through 

the MMS protocol 

when initiating 

communication, 

achieving a 

complete system 

reboot of the device 

and its services. 

CVE ID : CVE-

2023-3769 

N/A 
O-ING-INGE-

061123/8391 

Vendor: Juniper 

Product: junos 

Affected Version(s): * Up to (excluding) 20.2 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

O-JUN-JUNO-

061123/8392 
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DDOS violations 

and DDOS syslog. 

 

This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 
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  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

Affected Version(s): * Up to (excluding) 20.4 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

Networks Junos OS 

and Junos OS 

Evolved, the CLI, 

the XML API, the 

XML Management 

Protocol, the 

NETCONF 

Management 

Protocol, the gNMI 

interfaces, and the 

J-Web User 

Interfaces causes 

unintended effects 

such as demotion 

or elevation of 

privileges 

associated with an 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8393 
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operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

account, access to 

files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 
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  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 

22.2R2-S2-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44182 
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Incorrect 

Default 

Permission

s 

13-Oct-2023 7.8 

 

An Incorrect 

Default 

Permissions 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated 

attacker with local 

access to the device 

to create a 

backdoor with root 

privileges. The 

issue is caused by 

improper directory 

permissions on a 

certain system 

directory, allowing 

an attacker with 

access to this 

directory to create 

a backdoor with 

root privileges. 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S1. 

https://suppo

rtportal.junipe

r.net/JSA7315

8 

O-JUN-JUNO-

061123/8394 
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CVE ID : CVE-

2023-44194 

Uncontroll

ed 

Resource 

Consumpti

on 

12-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

unauthenticated 

network-based 

attacker to cause an 

infinite loop, 

resulting in a 

Denial of Service 

(DoS). 

 

An attacker who 

sends malformed 

TCP traffic via an 

interface 

configured with 

PPPoE, causes an 

infinite loop on the 

respective PFE. 

This results in 

consuming all 

resources and a 

https://suppo

rtportal.junipe

r.net/JSA7317

2 

O-JUN-JUNO-

061123/8395 
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manual restart is 

needed to recover. 

 

This issue affects 

interfaces with 

PPPoE configured 

and tcp-mss 

enabled. 

 

This issue affects 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 
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CVE ID : CVE-

2023-36841 

N/A 12-Oct-2023 7.5 

 

An Improper 

Handling of 

Inconsistent Special 

Elements 

vulnerability in the 

Junos Services 

Framework (jsf) 

module of Juniper 

Networks Junos OS 

allows an 

unauthenticated 

network based 

attacker to cause a 

crash in the Packet 

Forwarding Engine 

(pfe) and thereby 

resulting in a 

Denial of Service 

(DoS). 

 

Upon receiving 

malformed SSL 

traffic, the PFE 

crashes. A manual 

restart will be 

needed to recover 

the device. 

 

This issue only 

affects devices with 

Juniper Networks 

Advanced Threat 

Prevention (ATP) 

Cloud enabled with 

https://suppo

rtportal.junipe

r.net/JSA7317

4 

O-JUN-JUNO-

061123/8396 
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Encrypted Traffic 

Insights 

(configured via 

‘security-metadata-

streaming policy’). 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8, 

20.4R3-S9; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 
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CVE ID : CVE-

2023-36843 

Reachable 

Assertion 
12-Oct-2023 7.5 

 

A Reachable 

Assertion 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

to send specific 

genuine PIM 

packets to the 

device resulting in 

rpd to crash 

causing a Denial of 

Service (DoS). 

 

Continued receipt 

and processing of 

this packet will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

Note: This issue is 

not noticed when 

all the devices in 

the network are 

Juniper devices. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

https://suppo

rtportal.junipe

r.net/JSA7314

1 

O-JUN-JUNO-

061123/8397 
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  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 22.3R3-

EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO; 

  *  23.2-EVO 

versions prior to 

23.2R1-EVO. 
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CVE ID : CVE-

2023-44175 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

 

 

  *  Juniper 

Networks Junos OS: 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8398 
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  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 
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  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8399 
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PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 
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Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 
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CVE ID : CVE-

2023-44186 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

https://suppo

rtportal.junipe

r.net/JSA7315

6 

O-JUN-JUNO-

061123/8400 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3596 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 
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  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 

Out-of-

bounds 

Write 

13-Oct-2023 7.5 

 

An Out-of-Bounds 

Write vulnerability 

in the Routing 

Protocol Daemon 

(rpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated, 

network-based 

attacker to cause a 

Denial of Service 

(DoS). 

 

On all Junos OS and 

Junos OS Evolved 

devices an rpd 

crash and restart 

can occur while 

processing BGP 

route updates 

received over an 

established BGP 

session. This 

specific issue is 

observed for BGP 

routes learned via a 

https://suppo

rtportal.junipe

r.net/JSA7316

3 

O-JUN-JUNO-

061123/8401 
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peer which is 

configured with a 

BGP import policy 

that has hundreds 

of terms matching 

IPv4 and/or IPv6 

prefixes. 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3-S5. 

 

 

 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions; 

  *  21.2-EVO 

versions prior to 

21.2R3-S2-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later 

versions; 

  *  21.4-EVO 

versions prior to 

21.4R2-S1-EVO, 

21.4R3-S5-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44197 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

O-JUN-JUNO-

061123/8402 
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attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 
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  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

O-JUN-JUNO-

061123/8403 
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On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 
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CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

N/A 
O-JUN-JUNO-

061123/8404 
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the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 
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expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 
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  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 
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CVE ID : CVE-

2023-22392 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8405 
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and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 
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Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 
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CVE ID : CVE-

2023-36839 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8406 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 
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An indicator of 

compromise can be 

seen by first 

determining if the 

NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 

 

mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 

| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 
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Example to check 

for NETCONF 

activity: 

 

While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 

you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-

connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 

 

 

CVE ID : CVE-

2023-44184 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

O-JUN-JUNO-

061123/8407 
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EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 
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  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8408 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3616 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8409 
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CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 
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  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3619 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8410 
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This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 
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CVE ID : CVE-

2023-44178 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

O-JUN-JUNO-

061123/8411 
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specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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CVE ID : CVE-

2023-44193 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

13-Oct-2023 5.5 

 

An Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in a 

specific file of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows a 

local authenticated 

attacker to read 

configuration 

changes without 

having the 

permissions. 

 

When a user with 

the respective 

permissions 

commits a 

configuration 

change, a specific 

file is created. That 

file is readable even 

by users with no 

permissions to 

access the 

configuration. This 

can lead to 

privilege escalation 

as the user can read 

the password hash 

when a password 

change is being 

committed. 

 

N/A 
O-JUN-JUNO-

061123/8412 
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This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R2-S2, 

21.3R3-S1; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S4-

EVO; 

  *  21.1 versions 

prior to 21.1R3-S2-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S2-

EVO; 
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  *  21.3 versions 

prior to 21.3R3-S1-

EVO; 

  *  21.4 versions 

prior to 21.4R2-S2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44201 

Affected Version(s): 18.4 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8413 
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here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3627 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Affected Version(s): 19.1 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8414 
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EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 
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show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 
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CVE ID : CVE-

2023-44183 

Affected Version(s): 19.2 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8415 
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when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 
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  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Affected Version(s): 19.3 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8416 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3633 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 
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  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Affected Version(s): 19.4 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8417 
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Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 
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has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 
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CVE ID : CVE-

2023-44183 

Affected Version(s): 20.1 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8418 
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multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 
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  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Affected Version(s): 20.2 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

O-JUN-JUNO-

061123/8419 
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This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 

  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 
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  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8420 
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require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 
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  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Affected Version(s): 20.3 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

O-JUN-JUNO-

061123/8421 
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punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

 

This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 
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  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 

  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8422 
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conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 
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  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Affected Version(s): 20.4 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

Networks Junos OS 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8423 
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and Junos OS 

Evolved, the CLI, 

the XML API, the 

XML Management 

Protocol, the 

NETCONF 

Management 

Protocol, the gNMI 

interfaces, and the 

J-Web User 

Interfaces causes 

unintended effects 

such as demotion 

or elevation of 

privileges 

associated with an 

operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

account, access to 

files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 
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  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 

22.2R2-S2-EVO, 

22.2R3-EVO; 
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  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44182 

Incorrect 

Default 

Permission

s 

13-Oct-2023 7.8 

 

An Incorrect 

Default 

Permissions 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated 

attacker with local 

access to the device 

to create a 

backdoor with root 

privileges. The 

issue is caused by 

improper directory 

permissions on a 

certain system 

directory, allowing 

an attacker with 

access to this 

directory to create 

a backdoor with 

root privileges. 

 

This issue affects 

Juniper Networks 

Junos OS: 

https://suppo

rtportal.junipe

r.net/JSA7315

8 

O-JUN-JUNO-

061123/8424 
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  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S1. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44194 

Uncontroll

ed 

Resource 

Consumpti

on 

12-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

unauthenticated 

network-based 

attacker to cause an 

infinite loop, 

resulting in a 

https://suppo

rtportal.junipe

r.net/JSA7317

2 

O-JUN-JUNO-

061123/8425 
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Denial of Service 

(DoS). 

 

An attacker who 

sends malformed 

TCP traffic via an 

interface 

configured with 

PPPoE, causes an 

infinite loop on the 

respective PFE. 

This results in 

consuming all 

resources and a 

manual restart is 

needed to recover. 

 

This issue affects 

interfaces with 

PPPoE configured 

and tcp-mss 

enabled. 

 

This issue affects 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 
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  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36841 

N/A 12-Oct-2023 7.5 

 

An Improper 

Handling of 

Inconsistent Special 

Elements 

vulnerability in the 

Junos Services 

Framework (jsf) 

module of Juniper 

Networks Junos OS 

allows an 

unauthenticated 

network based 

attacker to cause a 

crash in the Packet 

Forwarding Engine 

(pfe) and thereby 

resulting in a 

Denial of Service 

(DoS). 

https://suppo

rtportal.junipe

r.net/JSA7317

4 

O-JUN-JUNO-

061123/8426 
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Upon receiving 

malformed SSL 

traffic, the PFE 

crashes. A manual 

restart will be 

needed to recover 

the device. 

 

This issue only 

affects devices with 

Juniper Networks 

Advanced Threat 

Prevention (ATP) 

Cloud enabled with 

Encrypted Traffic 

Insights 

(configured via 

‘security-metadata-

streaming policy’). 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8, 

20.4R3-S9; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 
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  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36843 

Reachable 

Assertion 
12-Oct-2023 7.5 

 

A Reachable 

Assertion 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

to send specific 

genuine PIM 

packets to the 

device resulting in 

rpd to crash 

causing a Denial of 

Service (DoS). 

 

Continued receipt 

and processing of 

this packet will 

https://suppo

rtportal.junipe

r.net/JSA7314

1 

O-JUN-JUNO-

061123/8427 
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create a sustained 

Denial of Service 

(DoS) condition. 

 

Note: This issue is 

not noticed when 

all the devices in 

the network are 

Juniper devices. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 
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Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 22.3R3-

EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO; 

  *  23.2-EVO 

versions prior to 

23.2R1-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44175 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

O-JUN-JUNO-

061123/8428 
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This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 
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  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8429 
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  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 
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  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8430 
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Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 
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affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 
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CVE ID : CVE-

2023-44186 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

https://suppo

rtportal.junipe

r.net/JSA7315

6 

O-JUN-JUNO-

061123/8431 
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to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 
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  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 

Out-of-

bounds 

Write 

13-Oct-2023 7.5 

 

An Out-of-Bounds 

Write vulnerability 

in the Routing 

Protocol Daemon 

(rpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated, 

network-based 

attacker to cause a 

Denial of Service 

(DoS). 

 

On all Junos OS and 

Junos OS Evolved 

devices an rpd 

crash and restart 

can occur while 

processing BGP 

route updates 

received over an 

established BGP 

session. This 

https://suppo

rtportal.junipe

r.net/JSA7316

3 

O-JUN-JUNO-

061123/8432 
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specific issue is 

observed for BGP 

routes learned via a 

peer which is 

configured with a 

BGP import policy 

that has hundreds 

of terms matching 

IPv4 and/or IPv6 

prefixes. 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3-S5. 

 

 

 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions; 

  *  21.2-EVO 

versions prior to 

21.2R3-S2-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later 

versions; 

  *  21.4-EVO 

versions prior to 

21.4R2-S1-EVO, 

21.4R3-S5-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44197 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

O-JUN-JUNO-

061123/8433 
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network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 
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  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

O-JUN-JUNO-

061123/8434 
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On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 
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CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

N/A 
O-JUN-JUNO-

061123/8435 
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the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 
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expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 
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  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 
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CVE ID : CVE-

2023-22392 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8436 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3678 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 
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Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 
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CVE ID : CVE-

2023-36839 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8437 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 
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An indicator of 

compromise can be 

seen by first 

determining if the 

NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 

 

mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 

| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 
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Example to check 

for NETCONF 

activity: 

 

While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 

you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-

connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 

 

 

CVE ID : CVE-

2023-44184 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

O-JUN-JUNO-

061123/8438 
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EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 
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  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8439 
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create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8440 
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CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 
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  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 
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  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8441 
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This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 
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CVE ID : CVE-

2023-44178 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

O-JUN-JUNO-

061123/8442 
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specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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CVE ID : CVE-

2023-44193 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

13-Oct-2023 5.5 

 

An Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in a 

specific file of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows a 

local authenticated 

attacker to read 

configuration 

changes without 

having the 

permissions. 

 

When a user with 

the respective 

permissions 

commits a 

configuration 

change, a specific 

file is created. That 

file is readable even 

by users with no 

permissions to 

access the 

configuration. This 

can lead to 

privilege escalation 

as the user can read 

the password hash 

when a password 

change is being 

committed. 

 

N/A 
O-JUN-JUNO-

061123/8443 
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This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R2-S2, 

21.3R3-S1; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S4-

EVO; 

  *  21.1 versions 

prior to 21.1R3-S2-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S2-

EVO; 
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  *  21.3 versions 

prior to 21.3R3-S1-

EVO; 

  *  21.4 versions 

prior to 21.4R2-S2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44201 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8444 
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case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 
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versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

11-Oct-2023 5.3 

 

A Time-of-check 

Time-of-use 

(TOCTOU) Race 

Condition 

vulnerability in 

telemetry 

processing of 

Juniper Networks 

Junos OS allows a 

https://suppo

rtportal.junipe

r.net/JSA7315

2 

O-JUN-JUNO-

061123/8445 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3698 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

network-based 

authenticated 

attacker to flood 

the system with 

multiple telemetry 

requests, causing 

the Junos Kernel 

Debugging 

Streaming Daemon 

(jkdsd) process to 

crash, leading to a 

Denial of Service 

(DoS). Continued 

receipt and 

processing of 

telemetry requests 

will repeatedly 

crash the jkdsd 

process and sustain 

the Denial of 

Service (DoS) 

condition. 

 

This issue is seen 

on all Junos 

platforms. The 

crash is triggered 

when multiple 

telemetry requests 

come from different 

collectors. As the 

load increases, the 

Dynamic Rendering 

Daemon (drend) 

decides to defer 

processing and 

continue later, 

which results in a 

timing issue 

accessing stale 

memory, causing 

the jkdsd process to 

crash and restart. 
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Note: jkdsd is not 

shipped with SRX 

Series devices and 

therefore are not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S9; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S2, 

22.4R3; 

  *  23.1 versions 

prior to 23.1R2; 

  *  23.2 versions 

prior to 23.2R2. 
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This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

19.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44188 

Affected Version(s): 21.1 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

Networks Junos OS 

and Junos OS 

Evolved, the CLI, 

the XML API, the 

XML Management 

Protocol, the 

NETCONF 

Management 

Protocol, the gNMI 

interfaces, and the 

J-Web User 

Interfaces causes 

unintended effects 

such as demotion 

or elevation of 

privileges 

associated with an 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8446 
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operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

account, access to 

files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 
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  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 

22.2R2-S2-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44182 
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Incorrect 

Default 

Permission

s 

13-Oct-2023 7.8 

 

An Incorrect 

Default 

Permissions 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated 

attacker with local 

access to the device 

to create a 

backdoor with root 

privileges. The 

issue is caused by 

improper directory 

permissions on a 

certain system 

directory, allowing 

an attacker with 

access to this 

directory to create 

a backdoor with 

root privileges. 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S1. 

https://suppo

rtportal.junipe

r.net/JSA7315

8 

O-JUN-JUNO-

061123/8447 
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CVE ID : CVE-

2023-44194 

Uncontroll

ed 

Resource 

Consumpti

on 

12-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

unauthenticated 

network-based 

attacker to cause an 

infinite loop, 

resulting in a 

Denial of Service 

(DoS). 

 

An attacker who 

sends malformed 

TCP traffic via an 

interface 

configured with 

PPPoE, causes an 

infinite loop on the 

respective PFE. 

This results in 

consuming all 

resources and a 

https://suppo

rtportal.junipe

r.net/JSA7317

2 

O-JUN-JUNO-

061123/8448 
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manual restart is 

needed to recover. 

 

This issue affects 

interfaces with 

PPPoE configured 

and tcp-mss 

enabled. 

 

This issue affects 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 
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CVE ID : CVE-

2023-36841 

N/A 12-Oct-2023 7.5 

 

An Improper 

Handling of 

Inconsistent Special 

Elements 

vulnerability in the 

Junos Services 

Framework (jsf) 

module of Juniper 

Networks Junos OS 

allows an 

unauthenticated 

network based 

attacker to cause a 

crash in the Packet 

Forwarding Engine 

(pfe) and thereby 

resulting in a 

Denial of Service 

(DoS). 

 

Upon receiving 

malformed SSL 

traffic, the PFE 

crashes. A manual 

restart will be 

needed to recover 

the device. 

 

This issue only 

affects devices with 

Juniper Networks 

Advanced Threat 

Prevention (ATP) 

Cloud enabled with 

https://suppo

rtportal.junipe

r.net/JSA7317

4 

O-JUN-JUNO-

061123/8449 
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Encrypted Traffic 

Insights 

(configured via 

‘security-metadata-

streaming policy’). 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8, 

20.4R3-S9; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 
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CVE ID : CVE-

2023-36843 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

 

This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

O-JUN-JUNO-

061123/8450 
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  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 

  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8451 
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daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

 

 

  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 
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  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 
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22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8452 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3713 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 
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  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 
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  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44186 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

O-JUN-JUNO-

061123/8453 
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On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 
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  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

https://suppo

rtportal.junipe

r.net/JSA7315

6 

O-JUN-JUNO-

061123/8454 
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VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 
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  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 

Out-of-

bounds 

Write 

13-Oct-2023 7.5 

 

An Out-of-Bounds 

Write vulnerability 

in the Routing 

Protocol Daemon 

(rpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated, 

https://suppo

rtportal.junipe

r.net/JSA7316

3 

O-JUN-JUNO-

061123/8455 
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network-based 

attacker to cause a 

Denial of Service 

(DoS). 

 

On all Junos OS and 

Junos OS Evolved 

devices an rpd 

crash and restart 

can occur while 

processing BGP 

route updates 

received over an 

established BGP 

session. This 

specific issue is 

observed for BGP 

routes learned via a 

peer which is 

configured with a 

BGP import policy 

that has hundreds 

of terms matching 

IPv4 and/or IPv6 

prefixes. 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3-S5. 

 

 

 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions; 

  *  21.2-EVO 

versions prior to 

21.2R3-S2-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later 

versions; 

  *  21.4-EVO 

versions prior to 

21.4R2-S1-EVO, 

21.4R3-S5-EVO. 
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CVE ID : CVE-

2023-44197 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

O-JUN-JUNO-

061123/8456 
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Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 
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CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

O-JUN-JUNO-

061123/8457 
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  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

N/A 
O-JUN-JUNO-

061123/8458 
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PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3727 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 
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This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 
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  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8459 
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Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 
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  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 
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  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36839 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

O-JUN-JUNO-

061123/8460 
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to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3734 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

O-JUN-JUNO-

061123/8461 
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LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3736 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

13-Oct-2023 5.5 

 

An Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in a 

specific file of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows a 

local authenticated 

attacker to read 

configuration 

changes without 

having the 

permissions. 

 

When a user with 

the respective 

permissions 

commits a 

configuration 

change, a specific 

file is created. That 

file is readable even 

N/A 
O-JUN-JUNO-

061123/8462 
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by users with no 

permissions to 

access the 

configuration. This 

can lead to 

privilege escalation 

as the user can read 

the password hash 

when a password 

change is being 

committed. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R2-S2, 

21.3R3-S1; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S4-

EVO; 

  *  21.1 versions 

prior to 21.1R3-S2-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S2-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S1-

EVO; 

  *  21.4 versions 

prior to 21.4R2-S2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44201 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8463 
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sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 
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Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3741 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-44183 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

11-Oct-2023 5.3 

 

A Time-of-check 

Time-of-use 

(TOCTOU) Race 

Condition 

vulnerability in 

telemetry 

processing of 

Juniper Networks 

Junos OS allows a 

network-based 

authenticated 

attacker to flood 

the system with 

multiple telemetry 

requests, causing 

the Junos Kernel 

Debugging 

Streaming Daemon 

(jkdsd) process to 

crash, leading to a 

Denial of Service 

(DoS). Continued 

receipt and 

processing of 

telemetry requests 

will repeatedly 

crash the jkdsd 

process and sustain 

the Denial of 

Service (DoS) 

condition. 

 

This issue is seen 

on all Junos 

platforms. The 

crash is triggered 

when multiple 

telemetry requests 

come from different 

collectors. As the 

https://suppo

rtportal.junipe

r.net/JSA7315

2 

O-JUN-JUNO-

061123/8464 
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load increases, the 

Dynamic Rendering 

Daemon (drend) 

decides to defer 

processing and 

continue later, 

which results in a 

timing issue 

accessing stale 

memory, causing 

the jkdsd process to 

crash and restart. 

 

Note: jkdsd is not 

shipped with SRX 

Series devices and 

therefore are not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S9; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 
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  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S2, 

22.4R3; 

  *  23.1 versions 

prior to 23.1R2; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

19.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44188 

Affected Version(s): 21.2 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

Networks Junos OS 

and Junos OS 

Evolved, the CLI, 

the XML API, the 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8465 
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XML Management 

Protocol, the 

NETCONF 

Management 

Protocol, the gNMI 

interfaces, and the 

J-Web User 

Interfaces causes 

unintended effects 

such as demotion 

or elevation of 

privileges 

associated with an 

operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

account, access to 

files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 
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  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 

22.2R2-S2-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 
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22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44182 

Incorrect 

Default 

Permission

s 

13-Oct-2023 7.8 

 

An Incorrect 

Default 

Permissions 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated 

attacker with local 

access to the device 

to create a 

backdoor with root 

privileges. The 

issue is caused by 

improper directory 

permissions on a 

certain system 

directory, allowing 

an attacker with 

access to this 

directory to create 

a backdoor with 

root privileges. 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

https://suppo

rtportal.junipe

r.net/JSA7315

8 

O-JUN-JUNO-

061123/8466 
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  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S1. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44194 

Uncontroll

ed 

Resource 

Consumpti

on 

12-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

unauthenticated 

network-based 

attacker to cause an 

infinite loop, 

resulting in a 

https://suppo

rtportal.junipe

r.net/JSA7317

2 

O-JUN-JUNO-

061123/8467 
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Denial of Service 

(DoS). 

 

An attacker who 

sends malformed 

TCP traffic via an 

interface 

configured with 

PPPoE, causes an 

infinite loop on the 

respective PFE. 

This results in 

consuming all 

resources and a 

manual restart is 

needed to recover. 

 

This issue affects 

interfaces with 

PPPoE configured 

and tcp-mss 

enabled. 

 

This issue affects 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3749 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36841 

N/A 12-Oct-2023 7.5 

 

An Improper 

Handling of 

Inconsistent Special 

Elements 

vulnerability in the 

Junos Services 

Framework (jsf) 

module of Juniper 

Networks Junos OS 

allows an 

unauthenticated 

network based 

attacker to cause a 

crash in the Packet 

Forwarding Engine 

(pfe) and thereby 

resulting in a 

Denial of Service 

(DoS). 

https://suppo

rtportal.junipe

r.net/JSA7317

4 

O-JUN-JUNO-

061123/8468 
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Upon receiving 

malformed SSL 

traffic, the PFE 

crashes. A manual 

restart will be 

needed to recover 

the device. 

 

This issue only 

affects devices with 

Juniper Networks 

Advanced Threat 

Prevention (ATP) 

Cloud enabled with 

Encrypted Traffic 

Insights 

(configured via 

‘security-metadata-

streaming policy’). 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8, 

20.4R3-S9; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 
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  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36843 

Reachable 

Assertion 
12-Oct-2023 7.5 

 

A Reachable 

Assertion 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

to send specific 

genuine PIM 

packets to the 

device resulting in 

rpd to crash 

causing a Denial of 

Service (DoS). 

 

Continued receipt 

and processing of 

this packet will 

https://suppo

rtportal.junipe

r.net/JSA7314

1 

O-JUN-JUNO-

061123/8469 
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create a sustained 

Denial of Service 

(DoS) condition. 

 

Note: This issue is 

not noticed when 

all the devices in 

the network are 

Juniper devices. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 
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Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 22.3R3-

EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO; 

  *  23.2-EVO 

versions prior to 

23.2R1-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44175 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

O-JUN-JUNO-

061123/8470 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3754 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 
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  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8471 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3756 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

 

  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 
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  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8472 
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Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 
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affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 
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CVE ID : CVE-

2023-44186 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

O-JUN-JUNO-

061123/8473 
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  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

https://suppo

rtportal.junipe

O-JUN-JUNO-

061123/8474 
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after 

Effective 

Lifetime 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

r.net/JSA7315

6 
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monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 
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CVE ID : CVE-

2023-44192 

Out-of-

bounds 

Write 

13-Oct-2023 7.5 

 

An Out-of-Bounds 

Write vulnerability 

in the Routing 

Protocol Daemon 

(rpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated, 

network-based 

attacker to cause a 

Denial of Service 

(DoS). 

 

On all Junos OS and 

Junos OS Evolved 

devices an rpd 

crash and restart 

can occur while 

processing BGP 

route updates 

received over an 

established BGP 

session. This 

specific issue is 

observed for BGP 

routes learned via a 

peer which is 

configured with a 

BGP import policy 

that has hundreds 

of terms matching 

IPv4 and/or IPv6 

prefixes. 

https://suppo

rtportal.junipe

r.net/JSA7316

3 

O-JUN-JUNO-

061123/8475 
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This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3-S5. 

 

 

 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions; 
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  *  21.2-EVO 

versions prior to 

21.2R3-S2-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later 

versions; 

  *  21.4-EVO 

versions prior to 

21.4R2-S1-EVO, 

21.4R3-S5-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44197 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

O-JUN-JUNO-

061123/8476 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3768 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 
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  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

O-JUN-JUNO-

061123/8477 
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prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44199 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

N/A 
O-JUN-JUNO-

061123/8478 
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the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 
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to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 
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  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 
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CVE ID : CVE-

2023-22392 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8479 
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these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36839 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8480 
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  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 
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An indicator of 

compromise can be 

seen by first 

determining if the 

NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 

 

mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 

| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 

Example to check 

for NETCONF 

activity: 
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While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 

you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-

connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 

 

 

CVE ID : CVE-

2023-44184 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

O-JUN-JUNO-

061123/8481 
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traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8482 
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This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8483 
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to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 
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  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 
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  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8484 
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  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 
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CVE ID : CVE-

2023-44178 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

O-JUN-JUNO-

061123/8485 
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Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 

Incorrect 

Permission 

Assignmen

13-Oct-2023 5.5 

 

An Incorrect 

Permission 

N/A 
O-JUN-JUNO-

061123/8486 
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t for 

Critical 

Resource 

Assignment for 

Critical Resource 

vulnerability in a 

specific file of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows a 

local authenticated 

attacker to read 

configuration 

changes without 

having the 

permissions. 

 

When a user with 

the respective 

permissions 

commits a 

configuration 

change, a specific 

file is created. That 

file is readable even 

by users with no 

permissions to 

access the 

configuration. This 

can lead to 

privilege escalation 

as the user can read 

the password hash 

when a password 

change is being 

committed. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 
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  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R2-S2, 

21.3R3-S1; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S4-

EVO; 

  *  21.1 versions 

prior to 21.1R3-S2-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S2-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S1-

EVO; 

  *  21.4 versions 

prior to 21.4R2-S2-

EVO. 
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CVE ID : CVE-

2023-44201 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8487 
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multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 
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  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

11-Oct-2023 5.3 

 

A Time-of-check 

Time-of-use 

(TOCTOU) Race 

Condition 

vulnerability in 

telemetry 

processing of 

Juniper Networks 

Junos OS allows a 

network-based 

authenticated 

attacker to flood 

the system with 

multiple telemetry 

requests, causing 

the Junos Kernel 

Debugging 

Streaming Daemon 

https://suppo

rtportal.junipe

r.net/JSA7315

2 

O-JUN-JUNO-

061123/8488 
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(jkdsd) process to 

crash, leading to a 

Denial of Service 

(DoS). Continued 

receipt and 

processing of 

telemetry requests 

will repeatedly 

crash the jkdsd 

process and sustain 

the Denial of 

Service (DoS) 

condition. 

 

This issue is seen 

on all Junos 

platforms. The 

crash is triggered 

when multiple 

telemetry requests 

come from different 

collectors. As the 

load increases, the 

Dynamic Rendering 

Daemon (drend) 

decides to defer 

processing and 

continue later, 

which results in a 

timing issue 

accessing stale 

memory, causing 

the jkdsd process to 

crash and restart. 

 

Note: jkdsd is not 

shipped with SRX 

Series devices and 

therefore are not 

affected by this 

vulnerability. 

This issue affects: 
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Juniper Networks 

Junos OS: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S9; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S2, 

22.4R3; 

  *  23.1 versions 

prior to 23.1R2; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 
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versions prior to 

19.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44188 

Affected Version(s): 21.3 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

Networks Junos OS 

and Junos OS 

Evolved, the CLI, 

the XML API, the 

XML Management 

Protocol, the 

NETCONF 

Management 

Protocol, the gNMI 

interfaces, and the 

J-Web User 

Interfaces causes 

unintended effects 

such as demotion 

or elevation of 

privileges 

associated with an 

operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

account, access to 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8489 
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files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 

22.2R2-S2-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44182 

Incorrect 

Default 

Permission

s 

13-Oct-2023 7.8 

 

An Incorrect 

Default 

Permissions 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated 

attacker with local 

https://suppo

rtportal.junipe

r.net/JSA7315

8 

O-JUN-JUNO-

061123/8490 
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access to the device 

to create a 

backdoor with root 

privileges. The 

issue is caused by 

improper directory 

permissions on a 

certain system 

directory, allowing 

an attacker with 

access to this 

directory to create 

a backdoor with 

root privileges. 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S1. 
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CVE ID : CVE-

2023-44194 

Uncontroll

ed 

Resource 

Consumpti

on 

12-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

unauthenticated 

network-based 

attacker to cause an 

infinite loop, 

resulting in a 

Denial of Service 

(DoS). 

 

An attacker who 

sends malformed 

TCP traffic via an 

interface 

configured with 

PPPoE, causes an 

infinite loop on the 

respective PFE. 

This results in 

consuming all 

resources and a 

manual restart is 

needed to recover. 

 

This issue affects 

interfaces with 

PPPoE configured 

and tcp-mss 

enabled. 

 

https://suppo

rtportal.junipe

r.net/JSA7317

2 

O-JUN-JUNO-

061123/8491 
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This issue affects 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36841 

N/A 12-Oct-2023 7.5 

 

An Improper 

Handling of 

https://suppo

rtportal.junipe

O-JUN-JUNO-

061123/8492 
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Inconsistent Special 

Elements 

vulnerability in the 

Junos Services 

Framework (jsf) 

module of Juniper 

Networks Junos OS 

allows an 

unauthenticated 

network based 

attacker to cause a 

crash in the Packet 

Forwarding Engine 

(pfe) and thereby 

resulting in a 

Denial of Service 

(DoS). 

 

Upon receiving 

malformed SSL 

traffic, the PFE 

crashes. A manual 

restart will be 

needed to recover 

the device. 

 

This issue only 

affects devices with 

Juniper Networks 

Advanced Threat 

Prevention (ATP) 

Cloud enabled with 

Encrypted Traffic 

Insights 

(configured via 

‘security-metadata-

streaming policy’). 

 

This issue affects 

Juniper Networks 

Junos OS: 

r.net/JSA7317

4 
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  *  All versions 

prior to 20.4R3-S8, 

20.4R3-S9; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36843 

Reachable 

Assertion 
12-Oct-2023 7.5 

 

A Reachable 

Assertion 

https://suppo

rtportal.junipe

O-JUN-JUNO-

061123/8493 
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vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

to send specific 

genuine PIM 

packets to the 

device resulting in 

rpd to crash 

causing a Denial of 

Service (DoS). 

 

Continued receipt 

and processing of 

this packet will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

Note: This issue is 

not noticed when 

all the devices in 

the network are 

Juniper devices. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

r.net/JSA7314

1 
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  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 22.3R3-

EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO; 

  *  23.2-EVO 

versions prior to 

23.2R1-EVO. 
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CVE ID : CVE-

2023-44175 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

 

This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

O-JUN-JUNO-

061123/8494 
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  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 

  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8495 
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Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

 

 

  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 
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  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 
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CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8496 
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receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 
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  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3815 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44186 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

O-JUN-JUNO-

061123/8497 
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high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3817 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

https://suppo

rtportal.junipe

r.net/JSA7315

6 

O-JUN-JUNO-

061123/8498 
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observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 
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  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 

Out-of-

bounds 

Write 

13-Oct-2023 7.5 

 

An Out-of-Bounds 

Write vulnerability 

in the Routing 

Protocol Daemon 

(rpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated, 

network-based 

attacker to cause a 

Denial of Service 

(DoS). 

https://suppo

rtportal.junipe

r.net/JSA7316

3 

O-JUN-JUNO-

061123/8499 
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On all Junos OS and 

Junos OS Evolved 

devices an rpd 

crash and restart 

can occur while 

processing BGP 

route updates 

received over an 

established BGP 

session. This 

specific issue is 

observed for BGP 

routes learned via a 

peer which is 

configured with a 

BGP import policy 

that has hundreds 

of terms matching 

IPv4 and/or IPv6 

prefixes. 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3-S5. 
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This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions; 

  *  21.2-EVO 

versions prior to 

21.2R3-S2-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later 

versions; 

  *  21.4-EVO 

versions prior to 

21.4R2-S1-EVO, 

21.4R3-S5-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44197 
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Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

O-JUN-JUNO-

061123/8500 
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  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

O-JUN-JUNO-

061123/8501 
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l 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 
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  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

N/A 
O-JUN-JUNO-

061123/8502 
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received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 
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base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 
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  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 
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  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8503 
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packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 
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  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3832 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36839 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8504 
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This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 
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  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

An indicator of 

compromise can be 

seen by first 

determining if the 

NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 

 

mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 
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| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 

Example to check 

for NETCONF 

activity: 

 

While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 

you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-

connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 
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CVE ID : CVE-

2023-44184 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

O-JUN-JUNO-

061123/8505 
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This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

https://suppo

rtportal.junipe

O-JUN-JUNO-

061123/8506 
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vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

r.net/JSA7314

0 
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CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8507 
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  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3841 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8508 
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Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 
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  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44178 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

O-JUN-JUNO-

061123/8509 
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is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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CVE ID : CVE-

2023-44193 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

13-Oct-2023 5.5 

 

An Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in a 

specific file of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows a 

local authenticated 

attacker to read 

configuration 

changes without 

having the 

permissions. 

 

When a user with 

the respective 

permissions 

commits a 

configuration 

change, a specific 

file is created. That 

file is readable even 

by users with no 

permissions to 

access the 

configuration. This 

can lead to 

privilege escalation 

N/A 
O-JUN-JUNO-

061123/8510 
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as the user can read 

the password hash 

when a password 

change is being 

committed. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R2-S2, 

21.3R3-S1; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S4-

EVO; 
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  *  21.1 versions 

prior to 21.1R3-S2-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S2-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S1-

EVO; 

  *  21.4 versions 

prior to 21.4R2-S2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44201 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8511 
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to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 
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  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

11-Oct-2023 5.3 

 

A Time-of-check 

Time-of-use 

(TOCTOU) Race 

https://suppo

rtportal.junipe

r.net/JSA7315

2 

O-JUN-JUNO-

061123/8512 
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Race 

Condition 

Condition 

vulnerability in 

telemetry 

processing of 

Juniper Networks 

Junos OS allows a 

network-based 

authenticated 

attacker to flood 

the system with 

multiple telemetry 

requests, causing 

the Junos Kernel 

Debugging 

Streaming Daemon 

(jkdsd) process to 

crash, leading to a 

Denial of Service 

(DoS). Continued 

receipt and 

processing of 

telemetry requests 

will repeatedly 

crash the jkdsd 

process and sustain 

the Denial of 

Service (DoS) 

condition. 

 

This issue is seen 

on all Junos 

platforms. The 

crash is triggered 

when multiple 

telemetry requests 

come from different 

collectors. As the 

load increases, the 

Dynamic Rendering 

Daemon (drend) 

decides to defer 

processing and 

continue later, 
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which results in a 

timing issue 

accessing stale 

memory, causing 

the jkdsd process to 

crash and restart. 

 

Note: jkdsd is not 

shipped with SRX 

Series devices and 

therefore are not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S9; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3-S1; 
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  *  22.4 versions 

prior to 22.4R2-S2, 

22.4R3; 

  *  23.1 versions 

prior to 23.1R2; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

19.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44188 

Affected Version(s): 21.4 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

Networks Junos OS 

and Junos OS 

Evolved, the CLI, 

the XML API, the 

XML Management 

Protocol, the 

NETCONF 

Management 

Protocol, the gNMI 

interfaces, and the 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8513 
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J-Web User 

Interfaces causes 

unintended effects 

such as demotion 

or elevation of 

privileges 

associated with an 

operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

account, access to 

files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 
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  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 

22.2R2-S2-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 
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CVE ID : CVE-

2023-44182 

Incorrect 

Default 

Permission

s 

13-Oct-2023 7.8 

 

An Incorrect 

Default 

Permissions 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated 

attacker with local 

access to the device 

to create a 

backdoor with root 

privileges. The 

issue is caused by 

improper directory 

permissions on a 

certain system 

directory, allowing 

an attacker with 

access to this 

directory to create 

a backdoor with 

root privileges. 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

https://suppo

rtportal.junipe

r.net/JSA7315

8 

O-JUN-JUNO-

061123/8514 
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  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S1. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44194 

Uncontroll

ed 

Resource 

Consumpti

on 

12-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

unauthenticated 

network-based 

attacker to cause an 

infinite loop, 

resulting in a 

Denial of Service 

(DoS). 

 

An attacker who 

sends malformed 

TCP traffic via an 

interface 

configured with 

https://suppo

rtportal.junipe

r.net/JSA7317

2 

O-JUN-JUNO-

061123/8515 
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PPPoE, causes an 

infinite loop on the 

respective PFE. 

This results in 

consuming all 

resources and a 

manual restart is 

needed to recover. 

 

This issue affects 

interfaces with 

PPPoE configured 

and tcp-mss 

enabled. 

 

This issue affects 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 
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  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36841 

N/A 12-Oct-2023 7.5 

 

An Improper 

Handling of 

Inconsistent Special 

Elements 

vulnerability in the 

Junos Services 

Framework (jsf) 

module of Juniper 

Networks Junos OS 

allows an 

unauthenticated 

network based 

attacker to cause a 

crash in the Packet 

Forwarding Engine 

(pfe) and thereby 

resulting in a 

Denial of Service 

(DoS). 

 

Upon receiving 

malformed SSL 

traffic, the PFE 

crashes. A manual 

restart will be 

needed to recover 

the device. 

https://suppo

rtportal.junipe

r.net/JSA7317

4 

O-JUN-JUNO-

061123/8516 
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This issue only 

affects devices with 

Juniper Networks 

Advanced Threat 

Prevention (ATP) 

Cloud enabled with 

Encrypted Traffic 

Insights 

(configured via 

‘security-metadata-

streaming policy’). 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8, 

20.4R3-S9; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 
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  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36843 

Reachable 

Assertion 
12-Oct-2023 7.5 

 

A Reachable 

Assertion 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

to send specific 

genuine PIM 

packets to the 

device resulting in 

rpd to crash 

causing a Denial of 

Service (DoS). 

 

Continued receipt 

and processing of 

this packet will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

Note: This issue is 

not noticed when 

all the devices in 

https://suppo

rtportal.junipe

r.net/JSA7314

1 

O-JUN-JUNO-

061123/8517 
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the network are 

Juniper devices. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

Junos OS Evolved: 
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  *  All versions 

prior to 22.3R3-

EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO; 

  *  23.2-EVO 

versions prior to 

23.2R1-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44175 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

 

This issue is 

triggered when 

Storm control is 

enabled and 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

O-JUN-JUNO-

061123/8518 
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ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 

  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3864 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

 

 

  *  Juniper 

Networks Junos OS: 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8519 
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  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 
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  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8520 
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PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 
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Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 
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CVE ID : CVE-

2023-44186 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

O-JUN-JUNO-

061123/8521 
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  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

https://suppo

rtportal.junipe

r.net/JSA7315

6 

O-JUN-JUNO-

061123/8522 
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unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 
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found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 
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CVE ID : CVE-

2023-44192 

Out-of-

bounds 

Write 

13-Oct-2023 7.5 

 

An Out-of-Bounds 

Write vulnerability 

in the Routing 

Protocol Daemon 

(rpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated, 

network-based 

attacker to cause a 

Denial of Service 

(DoS). 

 

On all Junos OS and 

Junos OS Evolved 

devices an rpd 

crash and restart 

can occur while 

processing BGP 

route updates 

received over an 

established BGP 

session. This 

specific issue is 

observed for BGP 

routes learned via a 

peer which is 

configured with a 

BGP import policy 

that has hundreds 

of terms matching 

IPv4 and/or IPv6 

prefixes. 

 

https://suppo

rtportal.junipe

r.net/JSA7316

3 

O-JUN-JUNO-

061123/8523 
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This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3-S5. 

 

 

 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions; 

  *  21.2-EVO 

versions prior to 

21.2R3-S2-EVO; 
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  *  21.3-EVO 

version 21.3R1-

EVO and later 

versions; 

  *  21.4-EVO 

versions prior to 

21.4R2-S1-EVO, 

21.4R3-S5-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44197 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

O-JUN-JUNO-

061123/8524 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3877 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

O-JUN-JUNO-

061123/8525 
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This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

N/A 
O-JUN-JUNO-

061123/8526 
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Effective 

Lifetime 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 
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expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 
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Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 
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on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 
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Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8527 
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Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 
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  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36839 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8528 
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a Memory 

Buffer 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 
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  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

An indicator of 

compromise can be 

seen by first 

determining if the 
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NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 

 

mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 

| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 

Example to check 

for NETCONF 

activity: 

 

While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 
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you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-

connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 

 

 

CVE ID : CVE-

2023-44184 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

O-JUN-JUNO-

061123/8529 
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When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 
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  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Improper 

Input 

Validation 

13-Oct-2023 6.5 

 

An Improper 

Validation of 

Syntactic 

Correctness of 

Input vulnerability 

in Routing Protocol 

Daemon (rpd) 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an unauthenticated, 

network based 

attacker to cause a 

Denial of Service 

(DoS). 

 

When a malformed 

BGP UPDATE 

packet is received 

over an established 

BGP session, the 

rpd crashes and 

restarts. 

 

https://suppo

rtportal.junipe

r.net/JSA7317

0 

O-JUN-JUNO-

061123/8530 
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This issue affects 

both eBGP and 

iBGP 

implementations. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R1, 

23.2R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3894 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R3-

EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44204 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8531 
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Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 
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Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8532 
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  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 
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  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8533 
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This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 
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  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44178 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

O-JUN-JUNO-

061123/8534 
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reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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CVE ID : CVE-

2023-44193 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

13-Oct-2023 5.5 

 

An Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in a 

specific file of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows a 

local authenticated 

attacker to read 

configuration 

changes without 

having the 

permissions. 

 

When a user with 

the respective 

permissions 

commits a 

configuration 

change, a specific 

file is created. That 

file is readable even 

by users with no 

permissions to 

access the 

configuration. This 

can lead to 

privilege escalation 

as the user can read 

the password hash 

when a password 

change is being 

committed. 

N/A 
O-JUN-JUNO-

061123/8535 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3903 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R2-S2, 

21.3R3-S1; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S4-

EVO; 

  *  21.1 versions 

prior to 21.1R3-S2-

EVO; 
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  *  21.2 versions 

prior to 21.2R3-S2-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S1-

EVO; 

  *  21.4 versions 

prior to 21.4R2-S2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44201 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8536 
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conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3906 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

11-Oct-2023 5.3 

 

A Time-of-check 

Time-of-use 

(TOCTOU) Race 

Condition 

vulnerability in 

telemetry 

processing of 

https://suppo

rtportal.junipe

r.net/JSA7315

2 

O-JUN-JUNO-

061123/8537 
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Juniper Networks 

Junos OS allows a 

network-based 

authenticated 

attacker to flood 

the system with 

multiple telemetry 

requests, causing 

the Junos Kernel 

Debugging 

Streaming Daemon 

(jkdsd) process to 

crash, leading to a 

Denial of Service 

(DoS). Continued 

receipt and 

processing of 

telemetry requests 

will repeatedly 

crash the jkdsd 

process and sustain 

the Denial of 

Service (DoS) 

condition. 

 

This issue is seen 

on all Junos 

platforms. The 

crash is triggered 

when multiple 

telemetry requests 

come from different 

collectors. As the 

load increases, the 

Dynamic Rendering 

Daemon (drend) 

decides to defer 

processing and 

continue later, 

which results in a 

timing issue 

accessing stale 

memory, causing 
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the jkdsd process to 

crash and restart. 

 

Note: jkdsd is not 

shipped with SRX 

Series devices and 

therefore are not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S9; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S2, 

22.4R3; 

  *  23.1 versions 

prior to 23.1R2; 
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  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

19.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44188 

Affected Version(s): 22.1 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

Networks Junos OS 

and Junos OS 

Evolved, the CLI, 

the XML API, the 

XML Management 

Protocol, the 

NETCONF 

Management 

Protocol, the gNMI 

interfaces, and the 

J-Web User 

Interfaces causes 

unintended effects 

such as demotion 

or elevation of 

privileges 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8538 
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associated with an 

operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

account, access to 

files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3911 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 

22.2R2-S2-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 
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CVE ID : CVE-

2023-44182 

Uncontroll

ed 

Resource 

Consumpti

on 

12-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

unauthenticated 

network-based 

attacker to cause an 

infinite loop, 

resulting in a 

Denial of Service 

(DoS). 

 

An attacker who 

sends malformed 

TCP traffic via an 

interface 

configured with 

PPPoE, causes an 

infinite loop on the 

respective PFE. 

This results in 

consuming all 

resources and a 

manual restart is 

needed to recover. 

 

This issue affects 

interfaces with 

PPPoE configured 

and tcp-mss 

enabled. 

 

https://suppo

rtportal.junipe

r.net/JSA7317

2 

O-JUN-JUNO-

061123/8539 
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This issue affects 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36841 

N/A 12-Oct-2023 7.5 

 

An Improper 

Handling of 

https://suppo

rtportal.junipe

O-JUN-JUNO-

061123/8540 
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Inconsistent Special 

Elements 

vulnerability in the 

Junos Services 

Framework (jsf) 

module of Juniper 

Networks Junos OS 

allows an 

unauthenticated 

network based 

attacker to cause a 

crash in the Packet 

Forwarding Engine 

(pfe) and thereby 

resulting in a 

Denial of Service 

(DoS). 

 

Upon receiving 

malformed SSL 

traffic, the PFE 

crashes. A manual 

restart will be 

needed to recover 

the device. 

 

This issue only 

affects devices with 

Juniper Networks 

Advanced Threat 

Prevention (ATP) 

Cloud enabled with 

Encrypted Traffic 

Insights 

(configured via 

‘security-metadata-

streaming policy’). 

 

This issue affects 

Juniper Networks 

Junos OS: 

r.net/JSA7317

4 
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  *  All versions 

prior to 20.4R3-S8, 

20.4R3-S9; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36843 

Reachable 

Assertion 
12-Oct-2023 7.5 

 

A Reachable 

Assertion 

https://suppo

rtportal.junipe

O-JUN-JUNO-

061123/8541 
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vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

to send specific 

genuine PIM 

packets to the 

device resulting in 

rpd to crash 

causing a Denial of 

Service (DoS). 

 

Continued receipt 

and processing of 

this packet will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

Note: This issue is 

not noticed when 

all the devices in 

the network are 

Juniper devices. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

r.net/JSA7314

1 
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  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 22.3R3-

EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO; 

  *  23.2-EVO 

versions prior to 

23.2R1-EVO. 
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CVE ID : CVE-

2023-44175 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

 

This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

O-JUN-JUNO-

061123/8542 
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  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 

  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8543 
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Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

 

 

  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 
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  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 
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CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8544 
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receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 
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  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 
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  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44186 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

O-JUN-JUNO-

061123/8545 
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high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 
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This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

https://suppo

rtportal.junipe

r.net/JSA7315

6 

O-JUN-JUNO-

061123/8546 
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observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 
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  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

O-JUN-JUNO-

061123/8547 
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connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 
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  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

O-JUN-JUNO-

061123/8548 
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On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 
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CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

N/A 
O-JUN-JUNO-

061123/8549 
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the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 
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expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 
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  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 
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CVE ID : CVE-

2023-22392 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8550 
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and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 
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Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 
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CVE ID : CVE-

2023-36839 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8551 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 
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An indicator of 

compromise can be 

seen by first 

determining if the 

NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 

 

mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 

| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3943 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Example to check 

for NETCONF 

activity: 

 

While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 

you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-

connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 

 

 

CVE ID : CVE-

2023-44184 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

O-JUN-JUNO-

061123/8552 
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EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 
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  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Improper 

Input 

Validation 

13-Oct-2023 6.5 

 

An Improper 

Validation of 

Syntactic 

Correctness of 

Input vulnerability 

in Routing Protocol 

Daemon (rpd) 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an unauthenticated, 

network based 

attacker to cause a 

https://suppo

rtportal.junipe

r.net/JSA7317

0 

O-JUN-JUNO-

061123/8553 
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Denial of Service 

(DoS). 

 

When a malformed 

BGP UPDATE 

packet is received 

over an established 

BGP session, the 

rpd crashes and 

restarts. 

 

This issue affects 

both eBGP and 

iBGP 

implementations. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R1, 

23.2R2; 
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Juniper Networks 

Junos OS Evolved 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R3-

EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44204 
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Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8554 
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CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8555 
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  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8556 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3952 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44178 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

O-JUN-JUNO-

061123/8557 
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Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 
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  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8558 
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operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 
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  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

11-Oct-2023 5.3 

 

A Time-of-check 

Time-of-use 

(TOCTOU) Race 

Condition 

vulnerability in 

telemetry 

https://suppo

rtportal.junipe

r.net/JSA7315

2 

O-JUN-JUNO-

061123/8559 
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processing of 

Juniper Networks 

Junos OS allows a 

network-based 

authenticated 

attacker to flood 

the system with 

multiple telemetry 

requests, causing 

the Junos Kernel 

Debugging 

Streaming Daemon 

(jkdsd) process to 

crash, leading to a 

Denial of Service 

(DoS). Continued 

receipt and 

processing of 

telemetry requests 

will repeatedly 

crash the jkdsd 

process and sustain 

the Denial of 

Service (DoS) 

condition. 

 

This issue is seen 

on all Junos 

platforms. The 

crash is triggered 

when multiple 

telemetry requests 

come from different 

collectors. As the 

load increases, the 

Dynamic Rendering 

Daemon (drend) 

decides to defer 

processing and 

continue later, 

which results in a 

timing issue 

accessing stale 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3959 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

memory, causing 

the jkdsd process to 

crash and restart. 

 

Note: jkdsd is not 

shipped with SRX 

Series devices and 

therefore are not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S9; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S2, 

22.4R3; 
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  *  23.1 versions 

prior to 23.1R2; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

19.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44188 

Affected Version(s): 22.2 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

Networks Junos OS 

and Junos OS 

Evolved, the CLI, 

the XML API, the 

XML Management 

Protocol, the 

NETCONF 

Management 

Protocol, the gNMI 

interfaces, and the 

J-Web User 

Interfaces causes 

unintended effects 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8560 
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such as demotion 

or elevation of 

privileges 

associated with an 

operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

account, access to 

files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 
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  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 

22.2R2-S2-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 
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CVE ID : CVE-

2023-44182 

Uncontroll

ed 

Resource 

Consumpti

on 

12-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

unauthenticated 

network-based 

attacker to cause an 

infinite loop, 

resulting in a 

Denial of Service 

(DoS). 

 

An attacker who 

sends malformed 

TCP traffic via an 

interface 

configured with 

PPPoE, causes an 

infinite loop on the 

respective PFE. 

This results in 

consuming all 

resources and a 

manual restart is 

needed to recover. 

 

This issue affects 

interfaces with 

PPPoE configured 

https://suppo

rtportal.junipe

r.net/JSA7317

2 

O-JUN-JUNO-

061123/8561 
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and tcp-mss 

enabled. 

 

This issue affects 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36841 
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N/A 12-Oct-2023 7.5 

 

An Improper 

Handling of 

Inconsistent Special 

Elements 

vulnerability in the 

Junos Services 

Framework (jsf) 

module of Juniper 

Networks Junos OS 

allows an 

unauthenticated 

network based 

attacker to cause a 

crash in the Packet 

Forwarding Engine 

(pfe) and thereby 

resulting in a 

Denial of Service 

(DoS). 

 

Upon receiving 

malformed SSL 

traffic, the PFE 

crashes. A manual 

restart will be 

needed to recover 

the device. 

 

This issue only 

affects devices with 

Juniper Networks 

Advanced Threat 

Prevention (ATP) 

Cloud enabled with 

Encrypted Traffic 

Insights 

(configured via 

‘security-metadata-

streaming policy’). 

 

https://suppo

rtportal.junipe

r.net/JSA7317

4 

O-JUN-JUNO-

061123/8562 
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This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8, 

20.4R3-S9; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36843 
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Reachable 

Assertion 
12-Oct-2023 7.5 

 

A Reachable 

Assertion 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

to send specific 

genuine PIM 

packets to the 

device resulting in 

rpd to crash 

causing a Denial of 

Service (DoS). 

 

Continued receipt 

and processing of 

this packet will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

Note: This issue is 

not noticed when 

all the devices in 

the network are 

Juniper devices. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

https://suppo

rtportal.junipe

r.net/JSA7314

1 

O-JUN-JUNO-

061123/8563 
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  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 22.3R3-

EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO; 

  *  23.2-EVO 

versions prior to 

23.2R1-EVO. 
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CVE ID : CVE-

2023-44175 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Oct-2023 7.5 

 

An Improperly 

Implemented 

Security Check for 

Standard 

vulnerability in 

storm control of 

Juniper Networks 

Junos OS QFX5k 

devices allows 

packets to be 

punted to ARP 

queue causing a l2 

loop resulting in a 

DDOS violations 

and DDOS syslog. 

 

This issue is 

triggered when 

Storm control is 

enabled and 

ICMPv6 packets are 

present on device. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 20.2R3-S6 

on QFX5k; 

https://suppo

rtportal.junipe

r.net/JSA7314

5 

O-JUN-JUNO-

061123/8564 
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  *  20.3 versions 

prior to 20.3R3-S5 

on QFX5k; 

  *  20.4 versions 

prior to 20.4R3-S5 

on QFX5k; 

  *  21.1 versions 

prior to 21.1R3-S4 

on QFX5k; 

  *  21.2 versions 

prior to 21.2R3-S3 

on QFX5k; 

  *  21.3 versions 

prior to 21.3R3-S2 

on QFX5k; 

  *  21.4 versions 

prior to 21.4R3 on 

QFX5k; 

  *  22.1 versions 

prior to 22.1R3 on 

QFX5k; 

  *  22.2 versions 

prior to 22.2R2 on 

QFX5k. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44181 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8565 
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daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

 

 

  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 
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  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 
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22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8566 
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Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 
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  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 
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  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44186 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

O-JUN-JUNO-

061123/8567 
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On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 
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  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

https://suppo

rtportal.junipe

r.net/JSA7315

6 

O-JUN-JUNO-

061123/8568 
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VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 
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  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

O-JUN-JUNO-

061123/8569 
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unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 
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  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

network-based, 

unauthenticated 

attacker to cause a 

https://suppo

rtportal.junipe

r.net/JSA7316

5 

O-JUN-JUNO-

061123/8570 
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Denial of Service 

(DoS). 

 

On Junos MX Series 

platforms with 

Precision Time 

Protocol (PTP) 

configured, a 

prolonged routing 

protocol churn can 

lead to an FPC 

crash and restart. 

 

This issue affects 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R1-S1, 

22.2R2. 
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CVE ID : CVE-

2023-44199 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

N/A 
O-JUN-JUNO-

061123/8571 
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heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 
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__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 
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  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 
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  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8572 
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(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 
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Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 
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CVE ID : CVE-

2023-36839 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8573 
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  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 
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  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

An indicator of 

compromise can be 

seen by first 

determining if the 

NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 

 

mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 

| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 
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<<<<<<<<<<< 

review the high cpu 

percentage. 

Example to check 

for NETCONF 

activity: 

 

While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 

you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-

connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 

 

 

CVE ID : CVE-

2023-44184 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

O-JUN-JUNO-

061123/8574 
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Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

 

When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 
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  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Improper 

Input 

Validation 

13-Oct-2023 6.5 

 

An Improper 

Validation of 

Syntactic 

Correctness of 

Input vulnerability 

in Routing Protocol 

Daemon (rpd) 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an unauthenticated, 

network based 

https://suppo

rtportal.junipe

r.net/JSA7317

0 

O-JUN-JUNO-

061123/8575 
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attacker to cause a 

Denial of Service 

(DoS). 

 

When a malformed 

BGP UPDATE 

packet is received 

over an established 

BGP session, the 

rpd crashes and 

restarts. 

 

This issue affects 

both eBGP and 

iBGP 

implementations. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 
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  *  23.2 versions 

prior to 23.2R1, 

23.2R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R3-

EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO; 
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CVE ID : CVE-

2023-44204 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8576 
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  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8577 
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  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8578 
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Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44178 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

O-JUN-JUNO-

061123/8579 
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Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 
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  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44193 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8580 
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operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 
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  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

11-Oct-2023 5.3 

 

A Time-of-check 

Time-of-use 

(TOCTOU) Race 

Condition 

vulnerability in 

telemetry 

https://suppo

rtportal.junipe

r.net/JSA7315

2 

O-JUN-JUNO-

061123/8581 
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processing of 

Juniper Networks 

Junos OS allows a 

network-based 

authenticated 

attacker to flood 

the system with 

multiple telemetry 

requests, causing 

the Junos Kernel 

Debugging 

Streaming Daemon 

(jkdsd) process to 

crash, leading to a 

Denial of Service 

(DoS). Continued 

receipt and 

processing of 

telemetry requests 

will repeatedly 

crash the jkdsd 

process and sustain 

the Denial of 

Service (DoS) 

condition. 

 

This issue is seen 

on all Junos 

platforms. The 

crash is triggered 

when multiple 

telemetry requests 

come from different 

collectors. As the 

load increases, the 

Dynamic Rendering 

Daemon (drend) 

decides to defer 

processing and 

continue later, 

which results in a 

timing issue 

accessing stale 
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memory, causing 

the jkdsd process to 

crash and restart. 

 

Note: jkdsd is not 

shipped with SRX 

Series devices and 

therefore are not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S9; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S2, 

22.4R3; 
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  *  23.1 versions 

prior to 23.1R2; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

19.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44188 

Affected Version(s): 22.3 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

Networks Junos OS 

and Junos OS 

Evolved, the CLI, 

the XML API, the 

XML Management 

Protocol, the 

NETCONF 

Management 

Protocol, the gNMI 

interfaces, and the 

J-Web User 

Interfaces causes 

unintended effects 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8582 
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such as demotion 

or elevation of 

privileges 

associated with an 

operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

account, access to 

files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 
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  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 

22.2R2-S2-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 
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CVE ID : CVE-

2023-44182 

Uncontroll

ed 

Resource 

Consumpti

on 

12-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

unauthenticated 

network-based 

attacker to cause an 

infinite loop, 

resulting in a 

Denial of Service 

(DoS). 

 

An attacker who 

sends malformed 

TCP traffic via an 

interface 

configured with 

PPPoE, causes an 

infinite loop on the 

respective PFE. 

This results in 

consuming all 

resources and a 

manual restart is 

needed to recover. 

 

This issue affects 

interfaces with 

PPPoE configured 

https://suppo

rtportal.junipe

r.net/JSA7317

2 

O-JUN-JUNO-

061123/8583 
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and tcp-mss 

enabled. 

 

This issue affects 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36841 
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N/A 12-Oct-2023 7.5 

 

An Improper 

Handling of 

Inconsistent Special 

Elements 

vulnerability in the 

Junos Services 

Framework (jsf) 

module of Juniper 

Networks Junos OS 

allows an 

unauthenticated 

network based 

attacker to cause a 

crash in the Packet 

Forwarding Engine 

(pfe) and thereby 

resulting in a 

Denial of Service 

(DoS). 

 

Upon receiving 

malformed SSL 

traffic, the PFE 

crashes. A manual 

restart will be 

needed to recover 

the device. 

 

This issue only 

affects devices with 

Juniper Networks 

Advanced Threat 

Prevention (ATP) 

Cloud enabled with 

Encrypted Traffic 

Insights 

(configured via 

‘security-metadata-

streaming policy’). 

 

https://suppo

rtportal.junipe

r.net/JSA7317

4 

O-JUN-JUNO-

061123/8584 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4017 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8, 

20.4R3-S9; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36843 
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Reachable 

Assertion 
12-Oct-2023 7.5 

 

A Reachable 

Assertion 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

to send specific 

genuine PIM 

packets to the 

device resulting in 

rpd to crash 

causing a Denial of 

Service (DoS). 

 

Continued receipt 

and processing of 

this packet will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

Note: This issue is 

not noticed when 

all the devices in 

the network are 

Juniper devices. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

https://suppo

rtportal.junipe

r.net/JSA7314

1 

O-JUN-JUNO-

061123/8585 
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  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 22.3R3-

EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO; 

  *  23.2-EVO 

versions prior to 

23.2R1-EVO. 
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CVE ID : CVE-

2023-44175 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

 

 

  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8586 
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  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 
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  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8587 
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these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 
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  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 
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  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44186 

Allocation 

of 

Resources 

Without 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

O-JUN-JUNO-

061123/8588 
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Limits or 

Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 
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  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

https://suppo

rtportal.junipe

r.net/JSA7315

6 

O-JUN-JUNO-

061123/8589 
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leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 
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Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 
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Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

SIP ALG of Juniper 

Networks Junos OS 

on SRX Series and 

MX Series allows an 

unauthenticated 

network-based 

attacker to cause an 

integrity impact in 

connected 

networks. 

 

If the SIP ALG is 

configured and a 

device receives a 

specifically 

malformed SIP 

packet, the device 

prevents this 

packet from being 

forwarded, but any 

subsequently 

received 

retransmissions of 

the same packet are 

forwarded as if 

they were valid. 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series and MX 

Series: 

 

 

 

https://suppo

rtportal.junipe

r.net/JSA7316

4 

O-JUN-JUNO-

061123/8590 
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  *  20.4 versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

This issue doesn't 

not affected 

releases prior to 

20.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44198 

Missing 

Release of 

Memory 

after 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

N/A 
O-JUN-JUNO-

061123/8591 
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Effective 

Lifetime 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 
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expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 

expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 
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Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 
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on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 
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Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8592 
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Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 
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  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36839 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8593 
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a Memory 

Buffer 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 
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  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

An indicator of 

compromise can be 

seen by first 

determining if the 
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NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 

 

mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 

| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 

Example to check 

for NETCONF 

activity: 

 

While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 
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you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-

connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 

 

 

CVE ID : CVE-

2023-44184 

N/A 13-Oct-2023 6.5 

 

An Improper Check 

or Handling of 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 allows 

a adjacent attacker 

to send specific 

traffic, which leads 

to packet flooding, 

resulting in a 

Denial of Service 

(DoS). 

https://suppo

rtportal.junipe

r.net/JSA7316

9 

O-JUN-JUNO-

061123/8594 
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When a specific 

IGMP packet is 

received in an 

isolated VLAN, it is 

duplicated to all 

other ports under 

the primary VLAN, 

which causes a 

flood. 

 

This issue affects 

QFX5000 series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600 

platforms only. 

 

This issue affects 

Juniper Junos OS on 

on QFX5000 Series, 

EX2300, EX3400, 

EX4100, EX4400 

and EX4600: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S3; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S2; 

  *  22.1 versions 

prior to 22.1R3; 
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  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44203 

Improper 

Input 

Validation 

13-Oct-2023 6.5 

 

An Improper 

Validation of 

Syntactic 

Correctness of 

Input vulnerability 

in Routing Protocol 

Daemon (rpd) 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an unauthenticated, 

network based 

attacker to cause a 

Denial of Service 

(DoS). 

 

When a malformed 

BGP UPDATE 

packet is received 

over an established 

BGP session, the 

rpd crashes and 

restarts. 

 

https://suppo

rtportal.junipe

r.net/JSA7317

0 

O-JUN-JUNO-

061123/8595 
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This issue affects 

both eBGP and 

iBGP 

implementations. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R1, 

23.2R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R3-

EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44204 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8596 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4047 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 
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Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8597 
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  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 
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  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8598 
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This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4052 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44178 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.5 

 

An Improper 

Release of Memory 

Before Removing 

Last Reference 

vulnerability in 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows a 

local, low 

privileged attacker 

to cause an FPC 

crash, leading to 

Denial of Service 

(DoS). 

 

On all Junos MX 

Series with MPC1 - 

MPC9, LC480, 

LC2101, MX10003, 

and MX80, when 

Connectivity-Fault-

Management (CFM) 

is enabled in a VPLS 

scenario, and a 

specific LDP related 

command is run, an 

FPC will crash and 

https://suppo

rtportal.junipe

r.net/JSA7315

7 

O-JUN-JUNO-

061123/8599 
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reboot. Continued 

execution of this 

specific LDP 

command can lead 

to sustained Denial 

of Service 

condition. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on MX 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S1; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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CVE ID : CVE-

2023-44193 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8600 
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when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 
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  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

11-Oct-2023 5.3 

 

A Time-of-check 

Time-of-use 

(TOCTOU) Race 

Condition 

vulnerability in 

telemetry 

processing of 

Juniper Networks 

Junos OS allows a 

network-based 

authenticated 

attacker to flood 

the system with 

multiple telemetry 

requests, causing 

the Junos Kernel 

Debugging 

Streaming Daemon 

(jkdsd) process to 

crash, leading to a 

Denial of Service 

(DoS). Continued 

receipt and 

https://suppo

rtportal.junipe

r.net/JSA7315

2 

O-JUN-JUNO-

061123/8601 
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processing of 

telemetry requests 

will repeatedly 

crash the jkdsd 

process and sustain 

the Denial of 

Service (DoS) 

condition. 

 

This issue is seen 

on all Junos 

platforms. The 

crash is triggered 

when multiple 

telemetry requests 

come from different 

collectors. As the 

load increases, the 

Dynamic Rendering 

Daemon (drend) 

decides to defer 

processing and 

continue later, 

which results in a 

timing issue 

accessing stale 

memory, causing 

the jkdsd process to 

crash and restart. 

 

Note: jkdsd is not 

shipped with SRX 

Series devices and 

therefore are not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 
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  *  20.4 versions 

prior to 20.4R3-S9; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S2, 

22.4R3; 

  *  23.1 versions 

prior to 23.1R2; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

19.4R1. 

 

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4059 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

CVE ID : CVE-

2023-44188 

Affected Version(s): 22.4 

Uncontroll

ed 

Resource 

Consumpti

on 

12-Oct-2023 7.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions 

vulnerability in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS on MX 

Series allows a 

unauthenticated 

network-based 

attacker to cause an 

infinite loop, 

resulting in a 

Denial of Service 

(DoS). 

 

An attacker who 

sends malformed 

TCP traffic via an 

interface 

configured with 

PPPoE, causes an 

infinite loop on the 

respective PFE. 

This results in 

consuming all 

resources and a 

manual restart is 

needed to recover. 

 

This issue affects 

interfaces with 

PPPoE configured 

https://suppo

rtportal.junipe

r.net/JSA7317

2 

O-JUN-JUNO-

061123/8602 
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and tcp-mss 

enabled. 

 

This issue affects 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36841 
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N/A 12-Oct-2023 7.5 

 

An Improper 

Handling of 

Inconsistent Special 

Elements 

vulnerability in the 

Junos Services 

Framework (jsf) 

module of Juniper 

Networks Junos OS 

allows an 

unauthenticated 

network based 

attacker to cause a 

crash in the Packet 

Forwarding Engine 

(pfe) and thereby 

resulting in a 

Denial of Service 

(DoS). 

 

Upon receiving 

malformed SSL 

traffic, the PFE 

crashes. A manual 

restart will be 

needed to recover 

the device. 

 

This issue only 

affects devices with 

Juniper Networks 

Advanced Threat 

Prevention (ATP) 

Cloud enabled with 

Encrypted Traffic 

Insights 

(configured via 

‘security-metadata-

streaming policy’). 

 

https://suppo

rtportal.junipe

r.net/JSA7317

4 

O-JUN-JUNO-

061123/8603 
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This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8, 

20.4R3-S9; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36843 
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Reachable 

Assertion 
12-Oct-2023 7.5 

 

A Reachable 

Assertion 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

to send specific 

genuine PIM 

packets to the 

device resulting in 

rpd to crash 

causing a Denial of 

Service (DoS). 

 

Continued receipt 

and processing of 

this packet will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

Note: This issue is 

not noticed when 

all the devices in 

the network are 

Juniper devices. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

https://suppo

rtportal.junipe

r.net/JSA7314

1 

O-JUN-JUNO-

061123/8604 
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  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 22.3R3-

EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO; 

  *  23.2-EVO 

versions prior to 

23.2R1-EVO. 
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CVE ID : CVE-

2023-44175 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8605 
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large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 
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  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-
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EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44186 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

13-Oct-2023 7.5 

 

An Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Juniper Networks 

Junos OS allows an 

unauthenticated, 

network-based 

attacker to cause 

Denial of Service 

(DoS). 

 

On all Junos OS 

QFX5000 Series 

and EX4000 Series 

platforms, when a 

high number of 

VLANs are 

configured, a 

specific DHCP 

packet will cause 

https://suppo

rtportal.junipe

r.net/JSA7315

5 

O-JUN-JUNO-

061123/8606 
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PFE hogging which 

will lead to 

dropping of socket 

connections. 

 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series 

and EX4000 Series 

 

 

 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 
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versions prior to 

21.1R1 

 

 

 

 

CVE ID : CVE-

2023-44191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

Packet Forwarding 

Engine of Juniper 

Networks Junos OS 

allows an 

unauthenticated, 

network-based 

attacker to cause 

memory leak, 

leading to Denial of 

Service (DoS). 

 

On all Junos OS 

QFX5000 Series 

platforms, when 

pseudo-VTEP 

(Virtual Tunnel End 

Point) is configured 

under EVPN-

VXLAN scenario, 

and specific DHCP 

packets are 

transmitted, DMA 

memory leak is 

observed. 

Continuous receipt 

of these specific 

DHCP packets will 

cause memory leak 

to reach 99% and 

https://suppo

rtportal.junipe

r.net/JSA7315

6 

O-JUN-JUNO-

061123/8607 
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then cause the 

protocols to stop 

working and traffic 

is impacted, leading 

to Denial of Service 

(DoS) condition. A 

manual reboot of 

the system recovers 

from the memory 

leak. 

 

To confirm the 

memory leak, 

monitor for 

"sheaf:possible 

leak" and "vtep not 

found" messages in 

the logs. 

 

This issue affects: 

 

Juniper Networks 

Junos OS QFX5000 

Series: 

 

 

 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4072 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44192 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

12-Oct-2023 6.5 

 

A Missing Release 

of Memory after 

Effective Lifetime 

vulnerability in the 

Packet Forwarding 

Engine (PFE) of 

Juniper Networks 

Junos OS allows an 

adjacent, 

unauthenticated 

attacker to cause a 

Denial of Service 

(DoS). 

 

PTX3000, PTX5000, 

QFX10000, 

PTX1000, 

PTX10002, and 

PTX10004, 

PTX10008 and 

N/A 
O-JUN-JUNO-

061123/8608 
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PTX10016 with 

LC110x FPCs do not 

support certain 

flow-routes. Once a 

flow-route is 

received over an 

established BGP 

session and an 

attempt is made to 

install the resulting 

filter into the PFE, 

FPC heap memory 

is leaked. The FPC 

heap memory can 

be monitored using 

the CLI command 

"show chassis fpc". 

 

The following 

syslog messages 

can be observed if 

the respective filter 

derived from a 

flow-route cannot 

be installed. 

 

expr_dfw_sfm_rang

e_add:661 SFM 

packet-length 

Unable to get a sfm 

entry for updating 

the hw 

expr_dfw_hw_sfm_a

dd:750 Unable to 

add the filter 

secondarymatch to 

the hardware 

expr_dfw_base_hw_

add:52 Failed to 

add h/w sfm data. 
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expr_dfw_base_hw_

create:114 Failed to 

add h/w data. 

expr_dfw_base_pfe_

inst_create:241 

Failed to create 

base inst for sfilter 

0 on PFE 0 for 

__flowspec_default_i

net__ 

expr_dfw_flt_inst_c

hange:1368 Failed 

to create 

__flowspec_default_i

net__ on PFE 0 

expr_dfw_hw_pgm_

fnum:465 

dfw_pfe_inst_old 

not found for 

pfe_index 0! 

expr_dfw_bp_pgm_f

lt_num:548 Failed 

to pgm bind-point 

in hw: generic 

failure 

expr_dfw_bp_topo_

handler:1102 

Failed to program 

fnum. 

expr_dfw_entry_pro

cess_change:679 

Failed to change 

instance for filter 

__flowspec_default_i

net__. 

This issue affects 

Juniper Networks 

Junos OS: 

 

on PTX1000, 

PTX10002, and 
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PTX10004, 

PTX10008 and 

PTX10016 with 

LC110x FPCs: 

 

 

 

  *  All versions 

prior to 20.4R3-S5; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3; 

  *  21.4 versions 

prior to 21.4R2-S2, 

21.4R3; 

  *  22.1 versions 

prior to 22.1R1-S2, 

22.1R2. 

 

 

 

 

on PTX3000, 

PTX5000, 

QFX10000: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 
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  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3 

  *  22.2 versions 

prior to 22.2R3-S1 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-22392 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8609 
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LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 
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  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 
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  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36839 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8610 
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cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

An indicator of 

compromise can be 

seen by first 

determining if the 

NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 
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mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 

| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 

Example to check 

for NETCONF 

activity: 

 

While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 

you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-
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connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 

 

 

CVE ID : CVE-

2023-44184 

Improper 

Input 

Validation 

13-Oct-2023 6.5 

 

An Improper 

Validation of 

Syntactic 

Correctness of 

Input vulnerability 

in Routing Protocol 

Daemon (rpd) 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an unauthenticated, 

network based 

attacker to cause a 

Denial of Service 

(DoS). 

 

When a malformed 

BGP UPDATE 

packet is received 

over an established 

BGP session, the 

rpd crashes and 

restarts. 

 

This issue affects 

both eBGP and 

iBGP 

implementations. 

 

This issue affects: 

 

https://suppo

rtportal.junipe

r.net/JSA7317

0 

O-JUN-JUNO-

061123/8611 
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Juniper Networks 

Junos OS 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R1, 

23.2R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 
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  *  22.2 versions 

prior to 22.2R3-S3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R3-

EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44204 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8612 
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This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8613 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4087 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 
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  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 
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  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8614 
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  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 
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CVE ID : CVE-

2023-44178 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

13-Oct-2023 5.3 

 

An Improper Input 

Validation 

vulnerability in the 

VxLAN packet 

forwarding engine 

(PFE) of Juniper 

Networks Junos OS 

on QFX5000 Series, 

EX4600 Series 

devices allows an 

unauthenticated, 

adjacent attacker, 

sending two or 

more genuine 

packets in the same 

VxLAN topology to 

possibly cause a 

DMA memory leak 

to occur under 

various specific 

operational 

conditions. The 

scenario described 

here is the worst-

case scenario. 

There are other 

scenarios that 

require operator 

action to occur. 

 

An indicator of 

compromise may 

be seen when 

multiple devices 

indicate that FPC0 

has gone missing 

https://suppo

rtportal.junipe

r.net/JSA7314

8 

O-JUN-JUNO-

061123/8615 
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when issuing a 

show chassis fpc 

command for about 

10 to 20 minutes, 

and a number of 

interfaces have also 

gone missing. 

 

Use the following 

command to 

determine if FPC0 

has gone missing 

from the device. 

 

show chassis fpc 

detail 

This issue affects: 

 

Juniper Networks 

Junos OS on 

QFX5000 Series, 

EX4600 Series: 

 

 

 

  *  18.4 version 

18.4R2 and later 

versions prior to 

20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions prior to 

21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 
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  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44183 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

11-Oct-2023 5.3 

 

A Time-of-check 

Time-of-use 

(TOCTOU) Race 

Condition 

vulnerability in 

telemetry 

processing of 

Juniper Networks 

Junos OS allows a 

network-based 

authenticated 

attacker to flood 

the system with 

multiple telemetry 

requests, causing 

the Junos Kernel 

Debugging 

Streaming Daemon 

(jkdsd) process to 

crash, leading to a 

Denial of Service 

(DoS). Continued 

receipt and 

https://suppo

rtportal.junipe

r.net/JSA7315

2 

O-JUN-JUNO-

061123/8616 
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processing of 

telemetry requests 

will repeatedly 

crash the jkdsd 

process and sustain 

the Denial of 

Service (DoS) 

condition. 

 

This issue is seen 

on all Junos 

platforms. The 

crash is triggered 

when multiple 

telemetry requests 

come from different 

collectors. As the 

load increases, the 

Dynamic Rendering 

Daemon (drend) 

decides to defer 

processing and 

continue later, 

which results in a 

timing issue 

accessing stale 

memory, causing 

the jkdsd process to 

crash and restart. 

 

Note: jkdsd is not 

shipped with SRX 

Series devices and 

therefore are not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 
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  *  20.4 versions 

prior to 20.4R3-S9; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S2, 

22.4R3; 

  *  23.1 versions 

prior to 23.1R2; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

19.4R1. 
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CVE ID : CVE-

2023-44188 

Affected Version(s): 23.1 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8617 
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PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 
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  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 
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  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44186 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

11-Oct-2023 5.3 

 

A Time-of-check 

Time-of-use 

(TOCTOU) Race 

Condition 

vulnerability in 

telemetry 

processing of 

Juniper Networks 

Junos OS allows a 

network-based 

authenticated 

attacker to flood 

the system with 

multiple telemetry 

requests, causing 

the Junos Kernel 

Debugging 

Streaming Daemon 

(jkdsd) process to 

crash, leading to a 

https://suppo

rtportal.junipe

r.net/JSA7315

2 

O-JUN-JUNO-

061123/8618 
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Denial of Service 

(DoS). Continued 

receipt and 

processing of 

telemetry requests 

will repeatedly 

crash the jkdsd 

process and sustain 

the Denial of 

Service (DoS) 

condition. 

 

This issue is seen 

on all Junos 

platforms. The 

crash is triggered 

when multiple 

telemetry requests 

come from different 

collectors. As the 

load increases, the 

Dynamic Rendering 

Daemon (drend) 

decides to defer 

processing and 

continue later, 

which results in a 

timing issue 

accessing stale 

memory, causing 

the jkdsd process to 

crash and restart. 

 

Note: jkdsd is not 

shipped with SRX 

Series devices and 

therefore are not 

affected by this 

vulnerability. 

This issue affects: 
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Juniper Networks 

Junos OS: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S9; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S2, 

22.4R3; 

  *  23.1 versions 

prior to 23.1R2; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

19.4R1. 
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CVE ID : CVE-

2023-44188 

Affected Version(s): 23.2 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8619 
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update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 
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  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4105 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44186 

Improper 

Input 

Validation 

13-Oct-2023 6.5 

 

An Improper 

Validation of 

Syntactic 

Correctness of 

Input vulnerability 

in Routing Protocol 

Daemon (rpd) 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an unauthenticated, 

network based 

attacker to cause a 

Denial of Service 

(DoS). 

 

When a malformed 

BGP UPDATE 

packet is received 

https://suppo

rtportal.junipe

r.net/JSA7317

0 

O-JUN-JUNO-

061123/8620 
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over an established 

BGP session, the 

rpd crashes and 

restarts. 

 

This issue affects 

both eBGP and 

iBGP 

implementations. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R1, 

23.2R2; 
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Juniper Networks 

Junos OS Evolved 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R3-

EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44204 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

11-Oct-2023 5.3 

 

A Time-of-check 

Time-of-use 

(TOCTOU) Race 

Condition 

vulnerability in 

https://suppo

rtportal.junipe

r.net/JSA7315

2 

O-JUN-JUNO-

061123/8621 
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Race 

Condition 

telemetry 

processing of 

Juniper Networks 

Junos OS allows a 

network-based 

authenticated 

attacker to flood 

the system with 

multiple telemetry 

requests, causing 

the Junos Kernel 

Debugging 

Streaming Daemon 

(jkdsd) process to 

crash, leading to a 

Denial of Service 

(DoS). Continued 

receipt and 

processing of 

telemetry requests 

will repeatedly 

crash the jkdsd 

process and sustain 

the Denial of 

Service (DoS) 

condition. 

 

This issue is seen 

on all Junos 

platforms. The 

crash is triggered 

when multiple 

telemetry requests 

come from different 

collectors. As the 

load increases, the 

Dynamic Rendering 

Daemon (drend) 

decides to defer 

processing and 

continue later, 

which results in a 

timing issue 
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accessing stale 

memory, causing 

the jkdsd process to 

crash and restart. 

 

Note: jkdsd is not 

shipped with SRX 

Series devices and 

therefore are not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S9; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S2, 

22.4R3; 
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  *  23.1 versions 

prior to 23.1R2; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 

versions prior to 

19.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44188 

Affected Version(s): From (excluding) 19.4 Up to (excluding) 20.4 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

11-Oct-2023 5.3 

 

A Time-of-check 

Time-of-use 

(TOCTOU) Race 

Condition 

vulnerability in 

telemetry 

processing of 

Juniper Networks 

Junos OS allows a 

network-based 

authenticated 

attacker to flood 

the system with 

multiple telemetry 

requests, causing 

the Junos Kernel 

Debugging 

Streaming Daemon 

https://suppo

rtportal.junipe

r.net/JSA7315

2 

O-JUN-JUNO-

061123/8622 
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(jkdsd) process to 

crash, leading to a 

Denial of Service 

(DoS). Continued 

receipt and 

processing of 

telemetry requests 

will repeatedly 

crash the jkdsd 

process and sustain 

the Denial of 

Service (DoS) 

condition. 

 

This issue is seen 

on all Junos 

platforms. The 

crash is triggered 

when multiple 

telemetry requests 

come from different 

collectors. As the 

load increases, the 

Dynamic Rendering 

Daemon (drend) 

decides to defer 

processing and 

continue later, 

which results in a 

timing issue 

accessing stale 

memory, causing 

the jkdsd process to 

crash and restart. 

 

Note: jkdsd is not 

shipped with SRX 

Series devices and 

therefore are not 

affected by this 

vulnerability. 

This issue affects: 
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Juniper Networks 

Junos OS: 

 

 

 

  *  20.4 versions 

prior to 20.4R3-S9; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S2, 

22.4R3; 

  *  23.1 versions 

prior to 23.1R2; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

This issue does not 

affect Juniper 

Networks Junos OS 
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versions prior to 

19.4R1. 

 

 

 

 

CVE ID : CVE-

2023-44188 

Product: junos_os_evolved 

Affected Version(s): * Up to (excluding) 20.4 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

 

 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8623 
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  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4115 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8624 
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PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 
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Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 
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CVE ID : CVE-

2023-44186 

Out-of-

bounds 

Write 

13-Oct-2023 7.5 

 

An Out-of-Bounds 

Write vulnerability 

in the Routing 

Protocol Daemon 

(rpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated, 

network-based 

attacker to cause a 

Denial of Service 

(DoS). 

 

On all Junos OS and 

Junos OS Evolved 

devices an rpd 

crash and restart 

can occur while 

processing BGP 

route updates 

received over an 

established BGP 

session. This 

specific issue is 

observed for BGP 

routes learned via a 

peer which is 

configured with a 

BGP import policy 

that has hundreds 

of terms matching 

IPv4 and/or IPv6 

prefixes. 

 

This issue affects 

Juniper Networks 

Junos OS: 

https://suppo

rtportal.junipe

r.net/JSA7316

3 

O-JUN-JUNO-

061123/8625 
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  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3-S5. 

 

 

 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions; 

  *  21.2-EVO 

versions prior to 

21.2R3-S2-EVO; 

  *  21.3-EVO 

version 21.3R1-
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EVO and later 

versions; 

  *  21.4-EVO 

versions prior to 

21.4R2-S1-EVO, 

21.4R3-S5-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44197 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8626 
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device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 
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  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 
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CVE ID : CVE-

2023-36839 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 6.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows an 

unauthenticated 

adjacent attacker to 

cause an impact to 

the integrity of the 

system. 

 

When specific 

transit MPLS 

packets are 

received by the 

PFE, these packets 

are internally 

forwarded to the 

RE. This issue is a 

prerequisite for 

CVE-2023-44195. 

 

https://suppo

rtportal.junipe

r.net/JSA7316

2 

O-JUN-JUNO-

061123/8627 
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This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later; 

  *  21.2-EVO 

versions prior to 

21.2R3-S6-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-S4-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R3-S3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R2-EVO. 
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CVE ID : CVE-

2023-44196 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8628 
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  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8629 
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Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 
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Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8630 
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  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44178 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

11-Oct-2023 5.5 

An Exposure of 

Sensitive 

Information 

vulnerability in the 

'file copy' command 

of Junos OS Evolved 

allows a local, 

authenticated 

attacker with shell 

access to view 

passwords supplied 

https://suppo

rtportal.junipe

r.net/JSA7315

1 

O-JUN-JUNO-

061123/8631 
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on the CLI 

command-line. 

These credentials 

can then be used to 

provide 

unauthorized 

access to the 

remote system. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

  *  All versions 

prior to 20.4R3-S7-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R2-

EVO. 

 

 

 

CVE ID : CVE-

2023-44187 
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Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

13-Oct-2023 5.5 

 

An Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in a 

specific file of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows a 

local authenticated 

attacker to read 

configuration 

changes without 

having the 

permissions. 

 

When a user with 

the respective 

permissions 

commits a 

configuration 

change, a specific 

file is created. That 

file is readable even 

by users with no 

permissions to 

access the 

configuration. This 

can lead to 

privilege escalation 

as the user can read 

the password hash 

when a password 

change is being 

committed. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

N/A 
O-JUN-JUNO-

061123/8632 
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  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R2-S2, 

21.3R3-S1; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S4-

EVO; 

  *  21.1 versions 

prior to 21.1R3-S2-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S2-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S1-

EVO; 
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  *  21.4 versions 

prior to 21.4R2-S2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44201 

Affected Version(s): 20.4 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8633 
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  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 
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versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8634 
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a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 
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Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4141 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-44186 

Out-of-

bounds 

Write 

13-Oct-2023 7.5 

 

An Out-of-Bounds 

Write vulnerability 

in the Routing 

Protocol Daemon 

(rpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated, 

network-based 

attacker to cause a 

Denial of Service 

(DoS). 

 

On all Junos OS and 

Junos OS Evolved 

devices an rpd 

crash and restart 

can occur while 

processing BGP 

route updates 

received over an 

established BGP 

session. This 

specific issue is 

observed for BGP 

routes learned via a 

peer which is 

configured with a 

BGP import policy 

that has hundreds 

of terms matching 

IPv4 and/or IPv6 

prefixes. 

 

This issue affects 

Juniper Networks 

Junos OS: 

https://suppo

rtportal.junipe

r.net/JSA7316

3 

O-JUN-JUNO-

061123/8635 
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  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3-S5. 

 

 

 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions; 

  *  21.2-EVO 

versions prior to 

21.2R3-S2-EVO; 

  *  21.3-EVO 

version 21.3R1-
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EVO and later 

versions; 

  *  21.4-EVO 

versions prior to 

21.4R2-S1-EVO, 

21.4R3-S5-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44197 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8636 
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device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 
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  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 
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CVE ID : CVE-

2023-36839 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 6.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows an 

unauthenticated 

adjacent attacker to 

cause an impact to 

the integrity of the 

system. 

 

When specific 

transit MPLS 

packets are 

received by the 

PFE, these packets 

are internally 

forwarded to the 

RE. This issue is a 

prerequisite for 

CVE-2023-44195. 

 

https://suppo

rtportal.junipe

r.net/JSA7316

2 

O-JUN-JUNO-

061123/8637 
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This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later; 

  *  21.2-EVO 

versions prior to 

21.2R3-S6-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-S4-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R3-S3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R2-EVO. 
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CVE ID : CVE-

2023-44196 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8638 
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  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8639 
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Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 
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Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8640 
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  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44178 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

11-Oct-2023 5.5 

An Exposure of 

Sensitive 

Information 

vulnerability in the 

'file copy' command 

of Junos OS Evolved 

allows a local, 

authenticated 

attacker with shell 

access to view 

passwords supplied 

https://suppo

rtportal.junipe

r.net/JSA7315

1 

O-JUN-JUNO-

061123/8641 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4154 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

on the CLI 

command-line. 

These credentials 

can then be used to 

provide 

unauthorized 

access to the 

remote system. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

  *  All versions 

prior to 20.4R3-S7-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R2-

EVO. 

 

 

 

CVE ID : CVE-

2023-44187 
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Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

13-Oct-2023 5.5 

 

An Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in a 

specific file of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows a 

local authenticated 

attacker to read 

configuration 

changes without 

having the 

permissions. 

 

When a user with 

the respective 

permissions 

commits a 

configuration 

change, a specific 

file is created. That 

file is readable even 

by users with no 

permissions to 

access the 

configuration. This 

can lead to 

privilege escalation 

as the user can read 

the password hash 

when a password 

change is being 

committed. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

N/A 
O-JUN-JUNO-

061123/8642 
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  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R2-S2, 

21.3R3-S1; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S4-

EVO; 

  *  21.1 versions 

prior to 21.1R3-S2-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S2-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S1-

EVO; 
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  *  21.4 versions 

prior to 21.4R2-S2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44201 

Affected Version(s): 21.1 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8643 
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  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 
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versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8644 
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a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 
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Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 
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CVE ID : CVE-

2023-44186 

Out-of-

bounds 

Write 

13-Oct-2023 7.5 

 

An Out-of-Bounds 

Write vulnerability 

in the Routing 

Protocol Daemon 

(rpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated, 

network-based 

attacker to cause a 

Denial of Service 

(DoS). 

 

On all Junos OS and 

Junos OS Evolved 

devices an rpd 

crash and restart 

can occur while 

processing BGP 

route updates 

received over an 

established BGP 

session. This 

specific issue is 

observed for BGP 

routes learned via a 

peer which is 

configured with a 

BGP import policy 

that has hundreds 

of terms matching 

IPv4 and/or IPv6 

prefixes. 

 

This issue affects 

Juniper Networks 

Junos OS: 

https://suppo

rtportal.junipe

r.net/JSA7316

3 

O-JUN-JUNO-

061123/8645 
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  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3-S5. 

 

 

 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions; 

  *  21.2-EVO 

versions prior to 

21.2R3-S2-EVO; 

  *  21.3-EVO 

version 21.3R1-
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EVO and later 

versions; 

  *  21.4-EVO 

versions prior to 

21.4R2-S1-EVO, 

21.4R3-S5-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44197 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8646 
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device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 
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  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 
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CVE ID : CVE-

2023-36839 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 6.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows an 

unauthenticated 

adjacent attacker to 

cause an impact to 

the integrity of the 

system. 

 

When specific 

transit MPLS 

packets are 

received by the 

PFE, these packets 

are internally 

forwarded to the 

RE. This issue is a 

prerequisite for 

CVE-2023-44195. 

 

https://suppo

rtportal.junipe

r.net/JSA7316

2 

O-JUN-JUNO-

061123/8647 
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This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later; 

  *  21.2-EVO 

versions prior to 

21.2R3-S6-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-S4-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R3-S3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R2-EVO. 
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CVE ID : CVE-

2023-44196 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

11-Oct-2023 5.5 

An Exposure of 

Sensitive 

Information 

vulnerability in the 

'file copy' command 

of Junos OS Evolved 

allows a local, 

authenticated 

attacker with shell 

access to view 

passwords supplied 

on the CLI 

command-line. 

These credentials 

can then be used to 

provide 

unauthorized 

access to the 

remote system. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

  *  All versions 

prior to 20.4R3-S7-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

https://suppo

rtportal.junipe

r.net/JSA7315

1 

O-JUN-JUNO-

061123/8648 
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  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R2-

EVO. 

 

 

 

CVE ID : CVE-

2023-44187 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

13-Oct-2023 5.5 

 

An Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in a 

specific file of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows a 

local authenticated 

attacker to read 

configuration 

changes without 

having the 

permissions. 

 

When a user with 

the respective 

permissions 

commits a 

configuration 

change, a specific 

file is created. That 

file is readable even 

by users with no 

permissions to 

N/A 
O-JUN-JUNO-

061123/8649 
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access the 

configuration. This 

can lead to 

privilege escalation 

as the user can read 

the password hash 

when a password 

change is being 

committed. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R2-S2, 

21.3R3-S1; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S4-

EVO; 

  *  21.1 versions 

prior to 21.1R3-S2-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S2-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S1-

EVO; 

  *  21.4 versions 

prior to 21.4R2-S2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44201 

Affected Version(s): 21.2 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8650 
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specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

 

 

  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 
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CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8651 
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prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 
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  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 
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  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44186 

Out-of-

bounds 

Write 

13-Oct-2023 7.5 

 

An Out-of-Bounds 

Write vulnerability 

in the Routing 

Protocol Daemon 

(rpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated, 

network-based 

attacker to cause a 

Denial of Service 

(DoS). 

 

On all Junos OS and 

Junos OS Evolved 

devices an rpd 

crash and restart 

can occur while 

processing BGP 

route updates 

received over an 

established BGP 

session. This 

https://suppo

rtportal.junipe

r.net/JSA7316

3 

O-JUN-JUNO-

061123/8652 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4180 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

specific issue is 

observed for BGP 

routes learned via a 

peer which is 

configured with a 

BGP import policy 

that has hundreds 

of terms matching 

IPv4 and/or IPv6 

prefixes. 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3-S5. 

 

 

 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions; 

  *  21.2-EVO 

versions prior to 

21.2R3-S2-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later 

versions; 

  *  21.4-EVO 

versions prior to 

21.4R2-S1-EVO, 

21.4R3-S5-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44197 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8653 
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Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 
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  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 
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  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36839 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 6.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows an 

unauthenticated 

adjacent attacker to 

cause an impact to 

https://suppo

rtportal.junipe

r.net/JSA7316

2 

O-JUN-JUNO-

061123/8654 
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the integrity of the 

system. 

 

When specific 

transit MPLS 

packets are 

received by the 

PFE, these packets 

are internally 

forwarded to the 

RE. This issue is a 

prerequisite for 

CVE-2023-44195. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later; 

  *  21.2-EVO 

versions prior to 

21.2R3-S6-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-S4-EVO; 
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  *  22.2-EVO 

versions prior to 

22.2R3-S3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44196 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8655 
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This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8656 
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to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 
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  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 
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  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8657 
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  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 
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CVE ID : CVE-

2023-44178 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

11-Oct-2023 5.5 

An Exposure of 

Sensitive 

Information 

vulnerability in the 

'file copy' command 

of Junos OS Evolved 

allows a local, 

authenticated 

attacker with shell 

access to view 

passwords supplied 

on the CLI 

command-line. 

These credentials 

can then be used to 

provide 

unauthorized 

access to the 

remote system. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

  *  All versions 

prior to 20.4R3-S7-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

https://suppo

rtportal.junipe

r.net/JSA7315

1 

O-JUN-JUNO-

061123/8658 
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  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R2-

EVO. 

 

 

 

CVE ID : CVE-

2023-44187 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

13-Oct-2023 5.5 

 

An Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in a 

specific file of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows a 

local authenticated 

attacker to read 

configuration 

changes without 

having the 

permissions. 

 

When a user with 

the respective 

permissions 

commits a 

configuration 

change, a specific 

file is created. That 

file is readable even 

by users with no 

permissions to 

access the 

configuration. This 

can lead to 

N/A 
O-JUN-JUNO-

061123/8659 
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privilege escalation 

as the user can read 

the password hash 

when a password 

change is being 

committed. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R2-S2, 

21.3R3-S1; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S4-

EVO; 

  *  21.1 versions 

prior to 21.1R3-S2-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S2-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S1-

EVO; 

  *  21.4 versions 

prior to 21.4R2-S2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44201 

Affected Version(s): 21.3 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8660 
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ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

 

 

  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 
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CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8661 
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prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 
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  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 
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  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44186 

Out-of-

bounds 

Write 

13-Oct-2023 7.5 

 

An Out-of-Bounds 

Write vulnerability 

in the Routing 

Protocol Daemon 

(rpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated, 

network-based 

attacker to cause a 

Denial of Service 

(DoS). 

 

On all Junos OS and 

Junos OS Evolved 

devices an rpd 

crash and restart 

can occur while 

processing BGP 

route updates 

received over an 

established BGP 

session. This 

https://suppo

rtportal.junipe

r.net/JSA7316

3 

O-JUN-JUNO-

061123/8662 
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specific issue is 

observed for BGP 

routes learned via a 

peer which is 

configured with a 

BGP import policy 

that has hundreds 

of terms matching 

IPv4 and/or IPv6 

prefixes. 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3-S5. 

 

 

 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions; 

  *  21.2-EVO 

versions prior to 

21.2R3-S2-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later 

versions; 

  *  21.4-EVO 

versions prior to 

21.4R2-S1-EVO, 

21.4R3-S5-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44197 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8663 
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Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 
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  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 
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  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36839 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 6.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows an 

unauthenticated 

adjacent attacker to 

cause an impact to 

https://suppo

rtportal.junipe

r.net/JSA7316

2 

O-JUN-JUNO-

061123/8664 
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the integrity of the 

system. 

 

When specific 

transit MPLS 

packets are 

received by the 

PFE, these packets 

are internally 

forwarded to the 

RE. This issue is a 

prerequisite for 

CVE-2023-44195. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later; 

  *  21.2-EVO 

versions prior to 

21.2R3-S6-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-S4-EVO; 
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  *  22.2-EVO 

versions prior to 

22.2R3-S3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44196 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8665 
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This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8666 
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to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 
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  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4212 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8667 
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  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 
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CVE ID : CVE-

2023-44178 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

11-Oct-2023 5.5 

An Exposure of 

Sensitive 

Information 

vulnerability in the 

'file copy' command 

of Junos OS Evolved 

allows a local, 

authenticated 

attacker with shell 

access to view 

passwords supplied 

on the CLI 

command-line. 

These credentials 

can then be used to 

provide 

unauthorized 

access to the 

remote system. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

  *  All versions 

prior to 20.4R3-S7-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

https://suppo

rtportal.junipe

r.net/JSA7315

1 

O-JUN-JUNO-

061123/8668 
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  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R2-

EVO. 

 

 

 

CVE ID : CVE-

2023-44187 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

13-Oct-2023 5.5 

 

An Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in a 

specific file of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows a 

local authenticated 

attacker to read 

configuration 

changes without 

having the 

permissions. 

 

When a user with 

the respective 

permissions 

commits a 

configuration 

change, a specific 

file is created. That 

file is readable even 

by users with no 

permissions to 

access the 

configuration. This 

can lead to 

N/A 
O-JUN-JUNO-

061123/8669 
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privilege escalation 

as the user can read 

the password hash 

when a password 

change is being 

committed. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 

  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R2-S2, 

21.3R3-S1; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S4-

EVO; 

  *  21.1 versions 

prior to 21.1R3-S2-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S2-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S1-

EVO; 

  *  21.4 versions 

prior to 21.4R2-S2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44201 

Affected Version(s): 21.4 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

Networks Junos OS 

and Junos OS 

Evolved, the CLI, 

the XML API, the 

XML Management 

Protocol, the 

NETCONF 

Management 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8670 
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Protocol, the gNMI 

interfaces, and the 

J-Web User 

Interfaces causes 

unintended effects 

such as demotion 

or elevation of 

privileges 

associated with an 

operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

account, access to 

files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 
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  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 

22.2R2-S2-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 
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CVE ID : CVE-

2023-44182 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

 

 

  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8671 
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  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 
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  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8672 
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Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 
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  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 
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  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44186 
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Out-of-

bounds 

Write 

13-Oct-2023 7.5 

 

An Out-of-Bounds 

Write vulnerability 

in the Routing 

Protocol Daemon 

(rpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated, 

network-based 

attacker to cause a 

Denial of Service 

(DoS). 

 

On all Junos OS and 

Junos OS Evolved 

devices an rpd 

crash and restart 

can occur while 

processing BGP 

route updates 

received over an 

established BGP 

session. This 

specific issue is 

observed for BGP 

routes learned via a 

peer which is 

configured with a 

BGP import policy 

that has hundreds 

of terms matching 

IPv4 and/or IPv6 

prefixes. 

 

This issue affects 

Juniper Networks 

Junos OS: 

 

 

https://suppo

rtportal.junipe

r.net/JSA7316

3 

O-JUN-JUNO-

061123/8673 
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  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3-S5. 

 

 

 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions; 

  *  21.2-EVO 

versions prior to 

21.2R3-S2-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later 

versions; 
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  *  21.4-EVO 

versions prior to 

21.4R2-S1-EVO, 

21.4R3-S5-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44197 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8674 
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reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 
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  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 
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CVE ID : CVE-

2023-36839 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8675 
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  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 
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  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

An indicator of 

compromise can be 

seen by first 

determining if the 

NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 

 

mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 

| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 
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92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 

Example to check 

for NETCONF 

activity: 

 

While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 

you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-

connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 

 

 

CVE ID : CVE-

2023-44184 

Improper 

Check for 

Unusual or 

Exceptiona

13-Oct-2023 6.5 

 

An Improper Check 

for Unusual or 

Exceptional 

https://suppo

rtportal.junipe

r.net/JSA7316

2 

O-JUN-JUNO-

061123/8676 
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l 

Conditions 

Conditions in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows an 

unauthenticated 

adjacent attacker to 

cause an impact to 

the integrity of the 

system. 

 

When specific 

transit MPLS 

packets are 

received by the 

PFE, these packets 

are internally 

forwarded to the 

RE. This issue is a 

prerequisite for 

CVE-2023-44195. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later; 

  *  21.2-EVO 

versions prior to 

21.2R3-S6-EVO; 
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  *  21.3-EVO 

version 21.3R1-

EVO and later; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-S4-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R3-S3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44196 

Improper 

Input 

Validation 

13-Oct-2023 6.5 

 

An Improper 

Validation of 

Syntactic 

Correctness of 

Input vulnerability 

in Routing Protocol 

Daemon (rpd) 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

https://suppo

rtportal.junipe

r.net/JSA7317

0 

O-JUN-JUNO-

061123/8677 
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an unauthenticated, 

network based 

attacker to cause a 

Denial of Service 

(DoS). 

 

When a malformed 

BGP UPDATE 

packet is received 

over an established 

BGP session, the 

rpd crashes and 

restarts. 

 

This issue affects 

both eBGP and 

iBGP 

implementations. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 
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  *  23.2 versions 

prior to 23.2R1, 

23.2R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R3-

EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO; 
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CVE ID : CVE-

2023-44204 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8678 
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  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8679 
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  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8680 
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Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44178 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

11-Oct-2023 5.5 

An Exposure of 

Sensitive 

Information 

vulnerability in the 

'file copy' command 

of Junos OS Evolved 

allows a local, 

authenticated 

attacker with shell 

access to view 

passwords supplied 

on the CLI 

command-line. 

These credentials 

can then be used to 

provide 

https://suppo

rtportal.junipe

r.net/JSA7315

1 

O-JUN-JUNO-

061123/8681 
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unauthorized 

access to the 

remote system. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

  *  All versions 

prior to 20.4R3-S7-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R2-

EVO. 

 

 

 

CVE ID : CVE-

2023-44187 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

13-Oct-2023 5.5 

 

An Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in a 

N/A 
O-JUN-JUNO-

061123/8682 
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specific file of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows a 

local authenticated 

attacker to read 

configuration 

changes without 

having the 

permissions. 

 

When a user with 

the respective 

permissions 

commits a 

configuration 

change, a specific 

file is created. That 

file is readable even 

by users with no 

permissions to 

access the 

configuration. This 

can lead to 

privilege escalation 

as the user can read 

the password hash 

when a password 

change is being 

committed. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S4; 
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  *  21.1 versions 

prior to 21.1R3-S4; 

  *  21.2 versions 

prior to 21.2R3-S2; 

  *  21.3 versions 

prior to 21.3R2-S2, 

21.3R3-S1; 

  *  21.4 versions 

prior to 21.4R2-S1, 

21.4R3. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S4-

EVO; 

  *  21.1 versions 

prior to 21.1R3-S2-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S2-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S1-

EVO; 

  *  21.4 versions 

prior to 21.4R2-S2-

EVO. 
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CVE ID : CVE-

2023-44201 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows a 

network-adjacent 

attacker to bypass 

MAC address 

checking, allowing 

MAC addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

https://suppo

rtportal.junipe

r.net/JSA7315

3 

O-JUN-JUNO-

061123/8683 
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Junos OS Evolved 

on PTX10003 

Series: 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 version 

22.2R1-EVO and 

later versions; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44189 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

https://suppo

rtportal.junipe

r.net/JSA7315

4 

O-JUN-JUNO-

061123/8684 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4250 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016 devices 

allows a network-

adjacent attacker to 

bypass MAC 

address checking, 

allowing MAC 

addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016: 
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  *  All versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

22.2R1-EVO and 

later; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R1-S1-

EVO, 23.2R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44190 

N/A 13-Oct-2023 5.3 

 

An Improper 

Restriction of 

Communication 

Channel to 

Intended Endpoints 

vulnerability in the 

NetworkStack 

agent daemon 

(nsagentd) of 

Juniper Networks 

https://suppo

rtportal.junipe

r.net/JSA7316

0 

O-JUN-JUNO-

061123/8685 
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Junos OS Evolved 

allows an 

unauthenticated 

network based 

attacker to cause 

limited impact to 

the availability of 

the system. 

 

If specific packets 

reach the Routing-

Engine (RE) these 

will be processed 

normally even if 

firewall filters are 

in place which 

should have 

prevented this. This 

can lead to a 

limited, increased 

consumption of 

resources resulting 

in a Denial-of-

Service (DoS), and 

unauthorized 

access. 

 

CVE-2023-44196 is 

a prerequisite for 

this issue. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  21.3-EVO 

versions prior to 

21.3R3-S5-EVO; 
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  *  21.4-EVO 

versions prior to 

21.4R3-S4-EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later; 

  *  22.2-EVO 

version 22.2R1-

EVO and later; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-S1-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO. 

 

 

 

 

This issue doesn't 

not affected Junos 

OS Evolved 

versions prior to 

21.3R1-EVO. 

 

 

 

 

CVE ID : CVE-

2023-44195 

Affected Version(s): 22.1 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8686 
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Networks Junos OS 

and Junos OS 

Evolved, the CLI, 

the XML API, the 

XML Management 

Protocol, the 

NETCONF 

Management 

Protocol, the gNMI 

interfaces, and the 

J-Web User 

Interfaces causes 

unintended effects 

such as demotion 

or elevation of 

privileges 

associated with an 

operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

account, access to 

files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 
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  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 
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22.2R2-S2-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44182 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8687 
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  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 
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  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8688 
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Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 
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affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 
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CVE ID : CVE-

2023-44186 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8689 
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these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36839 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8690 
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  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 
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An indicator of 

compromise can be 

seen by first 

determining if the 

NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 

 

mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 

| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 

Example to check 

for NETCONF 

activity: 
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While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 

you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-

connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 

 

 

CVE ID : CVE-

2023-44184 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 6.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows an 

unauthenticated 

adjacent attacker to 

cause an impact to 

the integrity of the 

system. 

https://suppo

rtportal.junipe

r.net/JSA7316

2 

O-JUN-JUNO-

061123/8691 
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When specific 

transit MPLS 

packets are 

received by the 

PFE, these packets 

are internally 

forwarded to the 

RE. This issue is a 

prerequisite for 

CVE-2023-44195. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later; 

  *  21.2-EVO 

versions prior to 

21.2R3-S6-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-S4-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R3-S3-EVO; 
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  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44196 

Improper 

Input 

Validation 

13-Oct-2023 6.5 

 

An Improper 

Validation of 

Syntactic 

Correctness of 

Input vulnerability 

in Routing Protocol 

Daemon (rpd) 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an unauthenticated, 

network based 

attacker to cause a 

Denial of Service 

(DoS). 

 

When a malformed 

BGP UPDATE 

packet is received 

over an established 

BGP session, the 

https://suppo

rtportal.junipe

r.net/JSA7317

0 

O-JUN-JUNO-

061123/8692 
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rpd crashes and 

restarts. 

 

This issue affects 

both eBGP and 

iBGP 

implementations. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R1, 

23.2R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R3-

EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44204 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8693 
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a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 
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CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8694 
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  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 
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  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8695 
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create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 
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  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44178 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

11-Oct-2023 5.5 

An Exposure of 

Sensitive 

Information 

vulnerability in the 

'file copy' command 

of Junos OS Evolved 

allows a local, 

authenticated 

attacker with shell 

access to view 

passwords supplied 

on the CLI 

command-line. 

These credentials 

can then be used to 

provide 

unauthorized 

access to the 

remote system. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

  *  All versions 

prior to 20.4R3-S7-

EVO; 

https://suppo

rtportal.junipe

r.net/JSA7315

1 

O-JUN-JUNO-

061123/8696 
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  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R2-

EVO. 

 

 

 

CVE ID : CVE-

2023-44187 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows a 

network-adjacent 

attacker to bypass 

MAC address 

checking, allowing 

MAC addresses not 

intended to reach 

the adjacent LAN to 

https://suppo

rtportal.junipe

r.net/JSA7315

3 

O-JUN-JUNO-

061123/8697 
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be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series: 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 version 

22.2R1-EVO and 

later versions; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 
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  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44189 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016 devices 

allows a network-

adjacent attacker to 

bypass MAC 

address checking, 

allowing MAC 

addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

https://suppo

rtportal.junipe

r.net/JSA7315

4 

O-JUN-JUNO-

061123/8698 
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causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016: 

 

 

 

  *  All versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

22.2R1-EVO and 

later; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R1-S1-

EVO, 23.2R2-EVO. 
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CVE ID : CVE-

2023-44190 

N/A 13-Oct-2023 5.3 

 

An Improper 

Restriction of 

Communication 

Channel to 

Intended Endpoints 

vulnerability in the 

NetworkStack 

agent daemon 

(nsagentd) of 

Juniper Networks 

Junos OS Evolved 

allows an 

unauthenticated 

network based 

attacker to cause 

limited impact to 

the availability of 

the system. 

 

If specific packets 

reach the Routing-

Engine (RE) these 

will be processed 

normally even if 

firewall filters are 

in place which 

should have 

prevented this. This 

can lead to a 

limited, increased 

consumption of 

resources resulting 

in a Denial-of-

Service (DoS), and 

https://suppo

rtportal.junipe

r.net/JSA7316

0 

O-JUN-JUNO-

061123/8699 
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unauthorized 

access. 

 

CVE-2023-44196 is 

a prerequisite for 

this issue. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  21.3-EVO 

versions prior to 

21.3R3-S5-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S4-EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later; 

  *  22.2-EVO 

version 22.2R1-

EVO and later; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-S1-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO. 

 

 

 

 

This issue doesn't 

not affected Junos 
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OS Evolved 

versions prior to 

21.3R1-EVO. 

 

 

 

 

CVE ID : CVE-

2023-44195 

Affected Version(s): 22.2 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

Networks Junos OS 

and Junos OS 

Evolved, the CLI, 

the XML API, the 

XML Management 

Protocol, the 

NETCONF 

Management 

Protocol, the gNMI 

interfaces, and the 

J-Web User 

Interfaces causes 

unintended effects 

such as demotion 

or elevation of 

privileges 

associated with an 

operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8700 
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account, access to 

files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 
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Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 

22.2R2-S2-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44182 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8701 
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to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

Denial of Service 

condition. 

 

This issue affects: 

 

 

 

  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 
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  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 
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CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8702 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4291 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 
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  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 
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  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44186 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8703 
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cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 
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  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 
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  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36839 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8704 
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cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

An indicator of 

compromise can be 

seen by first 

determining if the 

NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 
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mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 

| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 

Example to check 

for NETCONF 

activity: 

 

While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 

you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-
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connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 

 

 

CVE ID : CVE-

2023-44184 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 6.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows an 

unauthenticated 

adjacent attacker to 

cause an impact to 

the integrity of the 

system. 

 

When specific 

transit MPLS 

packets are 

received by the 

PFE, these packets 

are internally 

forwarded to the 

RE. This issue is a 

prerequisite for 

CVE-2023-44195. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

https://suppo

rtportal.junipe

r.net/JSA7316

2 

O-JUN-JUNO-

061123/8705 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later; 

  *  21.2-EVO 

versions prior to 

21.2R3-S6-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-S4-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R3-S3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R2-EVO. 
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CVE ID : CVE-

2023-44196 

Improper 

Input 

Validation 

13-Oct-2023 6.5 

 

An Improper 

Validation of 

Syntactic 

Correctness of 

Input vulnerability 

in Routing Protocol 

Daemon (rpd) 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an unauthenticated, 

network based 

attacker to cause a 

Denial of Service 

(DoS). 

 

When a malformed 

BGP UPDATE 

packet is received 

over an established 

BGP session, the 

rpd crashes and 

restarts. 

 

This issue affects 

both eBGP and 

iBGP 

implementations. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

https://suppo

rtportal.junipe

r.net/JSA7317

0 

O-JUN-JUNO-

061123/8706 
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  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R1, 

23.2R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 
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  *  22.4 versions 

prior to 22.4R3-

EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44204 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8707 
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  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8708 
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Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 
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  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 
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CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8709 
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  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44178 

Exposure 

of Sensitive 

Informatio

11-Oct-2023 5.5 
An Exposure of 

Sensitive 

Information 

https://suppo

rtportal.junipe

O-JUN-JUNO-

061123/8710 
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n to an 

Unauthoriz

ed Actor 

vulnerability in the 

'file copy' command 

of Junos OS Evolved 

allows a local, 

authenticated 

attacker with shell 

access to view 

passwords supplied 

on the CLI 

command-line. 

These credentials 

can then be used to 

provide 

unauthorized 

access to the 

remote system. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

  *  All versions 

prior to 20.4R3-S7-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R2-

EVO. 

r.net/JSA7315

1 
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CVE ID : CVE-

2023-44187 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows a 

network-adjacent 

attacker to bypass 

MAC address 

checking, allowing 

MAC addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

https://suppo

rtportal.junipe

r.net/JSA7315

3 

O-JUN-JUNO-

061123/8711 
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on PTX10003 

Series: 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 version 

22.2R1-EVO and 

later versions; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44189 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

https://suppo

rtportal.junipe

r.net/JSA7315

4 

O-JUN-JUNO-

061123/8712 
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validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016 devices 

allows a network-

adjacent attacker to 

bypass MAC 

address checking, 

allowing MAC 

addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016: 
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  *  All versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

22.2R1-EVO and 

later; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R1-S1-

EVO, 23.2R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44190 

N/A 13-Oct-2023 5.3 

 

An Improper 

Restriction of 

Communication 

Channel to 

Intended Endpoints 

vulnerability in the 

NetworkStack 

agent daemon 

(nsagentd) of 

Juniper Networks 

https://suppo

rtportal.junipe

r.net/JSA7316

0 

O-JUN-JUNO-

061123/8713 
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Junos OS Evolved 

allows an 

unauthenticated 

network based 

attacker to cause 

limited impact to 

the availability of 

the system. 

 

If specific packets 

reach the Routing-

Engine (RE) these 

will be processed 

normally even if 

firewall filters are 

in place which 

should have 

prevented this. This 

can lead to a 

limited, increased 

consumption of 

resources resulting 

in a Denial-of-

Service (DoS), and 

unauthorized 

access. 

 

CVE-2023-44196 is 

a prerequisite for 

this issue. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  21.3-EVO 

versions prior to 

21.3R3-S5-EVO; 
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  *  21.4-EVO 

versions prior to 

21.4R3-S4-EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later; 

  *  22.2-EVO 

version 22.2R1-

EVO and later; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-S1-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO. 

 

 

 

 

This issue doesn't 

not affected Junos 

OS Evolved 

versions prior to 

21.3R1-EVO. 

 

 

 

 

CVE ID : CVE-

2023-44195 

Affected Version(s): 22.3 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8714 
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Networks Junos OS 

and Junos OS 

Evolved, the CLI, 

the XML API, the 

XML Management 

Protocol, the 

NETCONF 

Management 

Protocol, the gNMI 

interfaces, and the 

J-Web User 

Interfaces causes 

unintended effects 

such as demotion 

or elevation of 

privileges 

associated with an 

operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

account, access to 

files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4318 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 
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22.2R2-S2-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44182 

Reachable 

Assertion 
12-Oct-2023 7.5 

 

A Reachable 

Assertion 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

to send specific 

genuine PIM 

packets to the 

device resulting in 

rpd to crash 

causing a Denial of 

Service (DoS). 

 

Continued receipt 

and processing of 

this packet will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

https://suppo

rtportal.junipe

r.net/JSA7314

1 

O-JUN-JUNO-

061123/8715 
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Note: This issue is 

not noticed when 

all the devices in 

the network are 

Juniper devices. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

Junos OS Evolved: 
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  *  All versions 

prior to 22.3R3-

EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO; 

  *  23.2-EVO 

versions prior to 

23.2R1-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44175 

N/A 13-Oct-2023 7.5 

 

An Improper Input 

Validation 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

allows an attacker 

to cause a Denial of 

Service (DoS )to the 

device upon 

receiving and 

processing a 

specific malformed 

ISO VPN BGP 

UPDATE packet. 

 

Continued receipt 

of this packet will 

cause a sustained 

https://suppo

rtportal.junipe

r.net/JSA7314

6 

O-JUN-JUNO-

061123/8716 
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Denial of Service 

condition. 

 

This issue affects: 

 

 

 

  *  Juniper 

Networks Junos OS: 

  *  All versions 

prior to 20.4R3-S6; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S4; 

  *  21.3 versions 

prior to 21.3R3-S3; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R2-S2, 

22.1R3; 

  *  22.2 versions 

prior to 22.2R2-S1, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved: 
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  *  All versions 

prior to 20.4R3-S6-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later 

versions prior to 

21.2R3-S4-EVO; 

  *  21.3-EVO 

versions prior to 

21.3R3-S3-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R2-S1-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44185 

Improper 

Handling 

of 

Exceptiona

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8717 
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l 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4325 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 
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Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 
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CVE ID : CVE-

2023-44186 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8718 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4328 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 
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Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 
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CVE ID : CVE-

2023-36839 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8719 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 
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An indicator of 

compromise can be 

seen by first 

determining if the 

NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 

 

mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 

| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4333 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Example to check 

for NETCONF 

activity: 

 

While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 

you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-

connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 

 

 

CVE ID : CVE-

2023-44184 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 6.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows an 

https://suppo

rtportal.junipe

r.net/JSA7316

2 

O-JUN-JUNO-

061123/8720 
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unauthenticated 

adjacent attacker to 

cause an impact to 

the integrity of the 

system. 

 

When specific 

transit MPLS 

packets are 

received by the 

PFE, these packets 

are internally 

forwarded to the 

RE. This issue is a 

prerequisite for 

CVE-2023-44195. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1-EVO 

version 21.1R1-

EVO and later; 

  *  21.2-EVO 

versions prior to 

21.2R3-S6-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 
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  *  22.1-EVO 

versions prior to 

22.1R3-S4-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R3-S3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44196 

Improper 

Input 

Validation 

13-Oct-2023 6.5 

 

An Improper 

Validation of 

Syntactic 

Correctness of 

Input vulnerability 

in Routing Protocol 

Daemon (rpd) 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an unauthenticated, 

network based 

attacker to cause a 

Denial of Service 

(DoS). 

 

https://suppo

rtportal.junipe

r.net/JSA7317

0 

O-JUN-JUNO-

061123/8721 
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When a malformed 

BGP UPDATE 

packet is received 

over an established 

BGP session, the 

rpd crashes and 

restarts. 

 

This issue affects 

both eBGP and 

iBGP 

implementations. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R1, 

23.2R2; 
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Juniper Networks 

Junos OS Evolved 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R3-

EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44204 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8722 
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CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 
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CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8723 
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  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 
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  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8724 
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Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 
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  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44178 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows a 

network-adjacent 

attacker to bypass 

MAC address 

checking, allowing 

MAC addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

https://suppo

rtportal.junipe

r.net/JSA7315

3 

O-JUN-JUNO-

061123/8725 
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forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series: 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 version 

22.2R1-EVO and 

later versions; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 
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CVE ID : CVE-

2023-44189 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016 devices 

allows a network-

adjacent attacker to 

bypass MAC 

address checking, 

allowing MAC 

addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

https://suppo

rtportal.junipe

r.net/JSA7315

4 

O-JUN-JUNO-

061123/8726 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4346 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016: 

 

 

 

  *  All versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

22.2R1-EVO and 

later; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R1-S1-

EVO, 23.2R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44190 
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N/A 13-Oct-2023 5.3 

 

An Improper 

Restriction of 

Communication 

Channel to 

Intended Endpoints 

vulnerability in the 

NetworkStack 

agent daemon 

(nsagentd) of 

Juniper Networks 

Junos OS Evolved 

allows an 

unauthenticated 

network based 

attacker to cause 

limited impact to 

the availability of 

the system. 

 

If specific packets 

reach the Routing-

Engine (RE) these 

will be processed 

normally even if 

firewall filters are 

in place which 

should have 

prevented this. This 

can lead to a 

limited, increased 

consumption of 

resources resulting 

in a Denial-of-

Service (DoS), and 

unauthorized 

access. 

 

CVE-2023-44196 is 

a prerequisite for 

this issue. 

 

https://suppo

rtportal.junipe

r.net/JSA7316

0 

O-JUN-JUNO-

061123/8727 
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This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  21.3-EVO 

versions prior to 

21.3R3-S5-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S4-EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later; 

  *  22.2-EVO 

version 22.2R1-

EVO and later; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-S1-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO. 

 

 

 

 

This issue doesn't 

not affected Junos 

OS Evolved 

versions prior to 

21.3R1-EVO. 
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CVE ID : CVE-

2023-44195 

Affected Version(s): 22.4 

Reachable 

Assertion 
12-Oct-2023 7.5 

 

A Reachable 

Assertion 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

to send specific 

genuine PIM 

packets to the 

device resulting in 

rpd to crash 

causing a Denial of 

Service (DoS). 

 

Continued receipt 

and processing of 

this packet will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

Note: This issue is 

not noticed when 

all the devices in 

the network are 

Juniper devices. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

https://suppo

rtportal.junipe

r.net/JSA7314

1 

O-JUN-JUNO-

061123/8728 
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  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 22.3R3-

EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO; 

  *  23.2-EVO 

versions prior to 

23.2R1-EVO. 
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CVE ID : CVE-

2023-44175 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8729 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4352 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 

 

Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 
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  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 
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  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44186 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

12-Oct-2023 6.5 

 

An Improper 

Validation of 

Specified Quantity 

in Input 

vulnerability in the 

Layer-2 control 

protocols daemon 

(l2cpd) of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows an 

unauthenticated 

adjacent attacker 

who sends specific 

LLDP packets to 

cause a Denial of 

Service(DoS). 

 

https://suppo

rtportal.junipe

r.net/JSA7317

1 

O-JUN-JUNO-

061123/8730 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4355 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

This issue occurs 

when specific LLDP 

packets are 

received and 

telemetry polling is 

being done on the 

device. The impact 

of the l2cpd crash is 

reinitialization of 

STP protocols 

(RSTP, MSTP or 

VSTP), and MVRP 

and ERP. Also, if 

any services 

depend on LLDP 

state (like PoE or 

VoIP device 

recognition), then 

these will also be 

affected. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 version 

21.1R1 and later 

versions; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 
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  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S2; 

  *  22.4 versions 

prior to 22.4R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 version 

21.1R1-EVO and 

later versions; 

  *  21.2 versions 

prior to 21.2R3-S5-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S4-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 
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  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R1-S1-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-36839 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

specific command 

via NETCONF, to 

cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8731 
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This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 
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  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

An indicator of 

compromise can be 

seen by first 

determining if the 

NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 

following 

command: 

 

mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 
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| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 

Example to check 

for NETCONF 

activity: 

 

While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 

you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 

User 'root' login, 

class 'super-user' 

[38121], ssh-

connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 
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CVE ID : CVE-

2023-44184 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

13-Oct-2023 6.5 

 

An Improper Check 

for Unusual or 

Exceptional 

Conditions in the 

Packet Forwarding 

Engine (pfe) of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows an 

unauthenticated 

adjacent attacker to 

cause an impact to 

the integrity of the 

system. 

 

When specific 

transit MPLS 

packets are 

received by the 

PFE, these packets 

are internally 

forwarded to the 

RE. This issue is a 

prerequisite for 

CVE-2023-44195. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

https://suppo

rtportal.junipe

r.net/JSA7316

2 

O-JUN-JUNO-

061123/8732 
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  *  21.1-EVO 

version 21.1R1-

EVO and later; 

  *  21.2-EVO 

versions prior to 

21.2R3-S6-EVO; 

  *  21.3-EVO 

version 21.3R1-

EVO and later; 

  *  21.4-EVO 

versions prior to 

21.4R3-S3-EVO; 

  *  22.1-EVO 

versions prior to 

22.1R3-S4-EVO; 

  *  22.2-EVO 

versions prior to 

22.2R3-S3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44196 

Improper 

Input 

Validation 

13-Oct-2023 6.5 

 

An Improper 

Validation of 

Syntactic 

https://suppo

rtportal.junipe

r.net/JSA7317

0 

O-JUN-JUNO-

061123/8733 
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Correctness of 

Input vulnerability 

in Routing Protocol 

Daemon (rpd) 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an unauthenticated, 

network based 

attacker to cause a 

Denial of Service 

(DoS). 

 

When a malformed 

BGP UPDATE 

packet is received 

over an established 

BGP session, the 

rpd crashes and 

restarts. 

 

This issue affects 

both eBGP and 

iBGP 

implementations. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 
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  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R1, 

23.2R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 

  *  22.4 versions 

prior to 22.4R3-

EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO; 
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CVE ID : CVE-

2023-44204 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8734 
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  *  21.3 versions 

prior to 21.3R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44176 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos and Junos 

EVO allows a low 

privileged attacker 

to execute a specific 

CLI commands 

leading to Denial of 

Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8735 
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This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S1; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R2. 
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Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S1-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 
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CVE ID : CVE-

2023-44177 

Out-of-

bounds 

Write 

13-Oct-2023 5.5 

 

A Stack-based 

Buffer Overflow 

vulnerability in the 

CLI command of 

Juniper Networks 

Junos OS allows a 

low privileged 

attacker to execute 

a specific CLI 

commands leading 

to Denial of Service. 

 

Repeated actions 

by the attacker will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

This issue affects 

Juniper Networks: 

 

Junos OS 

 

 

 

  *  All versions 

prior to 19.1R3-

S10; 

  *  19.2 versions 

prior to 19.2R3-S7; 

  *  19.3 versions 

prior to 19.3R3-S8; 

  *  19.4 versions 

prior to 19.4R3-

S12; 

https://suppo

rtportal.junipe

r.net/JSA7314

0 

O-JUN-JUNO-

061123/8736 
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  *  20.2 versions 

prior to 20.2R3-S8; 

  *  20.4 versions 

prior to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44178 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

https://suppo

rtportal.junipe

r.net/JSA7315

3 

O-JUN-JUNO-

061123/8737 
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Series allows a 

network-adjacent 

attacker to bypass 

MAC address 

checking, allowing 

MAC addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series: 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 version 

22.2R1-EVO and 

later versions; 
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  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44189 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016 devices 

allows a network-

adjacent attacker to 

bypass MAC 

address checking, 

allowing MAC 

addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

https://suppo

rtportal.junipe

r.net/JSA7315

4 

O-JUN-JUNO-

061123/8738 
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downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016: 

 

 

 

  *  All versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

22.2R1-EVO and 

later; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 
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  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R1-S1-

EVO, 23.2R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44190 

N/A 13-Oct-2023 5.3 

 

An Improper 

Restriction of 

Communication 

Channel to 

Intended Endpoints 

vulnerability in the 

NetworkStack 

agent daemon 

(nsagentd) of 

Juniper Networks 

Junos OS Evolved 

allows an 

unauthenticated 

network based 

attacker to cause 

limited impact to 

the availability of 

the system. 

 

If specific packets 

reach the Routing-

Engine (RE) these 

will be processed 

normally even if 

https://suppo

rtportal.junipe

r.net/JSA7316

0 

O-JUN-JUNO-

061123/8739 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4375 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

firewall filters are 

in place which 

should have 

prevented this. This 

can lead to a 

limited, increased 

consumption of 

resources resulting 

in a Denial-of-

Service (DoS), and 

unauthorized 

access. 

 

CVE-2023-44196 is 

a prerequisite for 

this issue. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  21.3-EVO 

versions prior to 

21.3R3-S5-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S4-EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later; 

  *  22.2-EVO 

version 22.2R1-

EVO and later; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-S1-EVO; 
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  *  22.4-EVO 

versions prior to 

22.4R3-EVO. 

 

 

 

 

This issue doesn't 

not affected Junos 

OS Evolved 

versions prior to 

21.3R1-EVO. 

 

 

 

 

CVE ID : CVE-

2023-44195 

Affected Version(s): 23.1 

N/A 13-Oct-2023 5.3 

 

An Improper 

Restriction of 

Communication 

Channel to 

Intended Endpoints 

vulnerability in the 

NetworkStack 

agent daemon 

(nsagentd) of 

Juniper Networks 

Junos OS Evolved 

allows an 

unauthenticated 

network based 

attacker to cause 

limited impact to 

the availability of 

the system. 

 

https://suppo

rtportal.junipe

r.net/JSA7316

0 

O-JUN-JUNO-

061123/8740 
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If specific packets 

reach the Routing-

Engine (RE) these 

will be processed 

normally even if 

firewall filters are 

in place which 

should have 

prevented this. This 

can lead to a 

limited, increased 

consumption of 

resources resulting 

in a Denial-of-

Service (DoS), and 

unauthorized 

access. 

 

CVE-2023-44196 is 

a prerequisite for 

this issue. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  21.3-EVO 

versions prior to 

21.3R3-S5-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S4-EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later; 

  *  22.2-EVO 

version 22.2R1-

EVO and later; 
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  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-S1-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO. 

 

 

 

 

This issue doesn't 

not affected Junos 

OS Evolved 

versions prior to 

21.3R1-EVO. 

 

 

 

 

CVE ID : CVE-

2023-44195 

Affected Version(s): 23.2 

Reachable 

Assertion 
12-Oct-2023 7.5 

 

A Reachable 

Assertion 

vulnerability in the 

routing protocol 

daemon (rpd) of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

to send specific 

genuine PIM 

packets to the 

device resulting in 

rpd to crash 

causing a Denial of 

Service (DoS). 

https://suppo

rtportal.junipe

r.net/JSA7314

1 

O-JUN-JUNO-

061123/8741 
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Continued receipt 

and processing of 

this packet will 

create a sustained 

Denial of Service 

(DoS) condition. 

 

Note: This issue is 

not noticed when 

all the devices in 

the network are 

Juniper devices. 

 

This issue affects 

Juniper Networks: 

 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R3; 

  *  22.4 versions 

prior to 22.4R3. 
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Junos OS Evolved: 

 

 

 

  *  All versions 

prior to 22.3R3-

EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO; 

  *  23.2-EVO 

versions prior to 

23.2R1-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44175 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

11-Oct-2023 7.5 

 

An Improper 

Handling of 

Exceptional 

Conditions 

vulnerability in AS 

PATH processing of 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an attacker to send 

a BGP update 

message with an AS 

https://suppo

rtportal.junipe

r.net/JSA7315

0 

O-JUN-JUNO-

061123/8742 
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PATH containing a 

large number of 4-

byte ASes, leading 

to a Denial of 

Service (DoS). 

Continued receipt 

and processing of 

these BGP updates 

will create a 

sustained Denial of 

Service (DoS) 

condition. 

 

This issue is hit 

when the router 

has Non-Stop 

Routing (NSR) 

enabled, has a non-

4-byte-AS capable 

BGP neighbor, 

receives a BGP 

update message 

with a prefix that 

includes a long AS 

PATH containing 

large number of 4-

byte ASes, and has 

to advertise the 

prefix towards the 

non-4-byte-AS 

capable BGP 

neighbor. 

 

Note: NSR is not 

supported on the 

SRX Series and is 

therefore not 

affected by this 

vulnerability. 

This issue affects: 
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Juniper Networks 

Junos OS: 

 

 

 

  *  All versions 

prior to 20.4R3-S8; 

  *  21.1 versions 

21.1R1 and later; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S5; 

  *  22.1 versions 

prior to 22.1R3-S4; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3-S1; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 20.4R3-S8-

EVO; 

  *  21.1 versions 

21.1R1-EVO and 

later; 

  *  21.2 versions 

prior to 21.2R3-S6-

EVO; 

  *  21.3 versions 

prior to 21.3R3-S5-

EVO; 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S2-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 
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CVE ID : CVE-

2023-44186 

Improper 

Input 

Validation 

13-Oct-2023 6.5 

 

An Improper 

Validation of 

Syntactic 

Correctness of 

Input vulnerability 

in Routing Protocol 

Daemon (rpd) 

Juniper Networks 

Junos OS and Junos 

OS Evolved allows 

an unauthenticated, 

network based 

attacker to cause a 

Denial of Service 

(DoS). 

 

When a malformed 

BGP UPDATE 

packet is received 

over an established 

BGP session, the 

rpd crashes and 

restarts. 

 

This issue affects 

both eBGP and 

iBGP 

implementations. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

https://suppo

rtportal.junipe

r.net/JSA7317

0 

O-JUN-JUNO-

061123/8743 
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  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S3; 

  *  22.2 versions 

prior to 22.2R3-S2; 

  *  22.3 versions 

prior to 22.3R2-S2, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R2-S1, 

22.4R3; 

  *  23.2 versions 

prior to 23.2R1, 

23.2R2; 

 

 

 

 

Juniper Networks 

Junos OS Evolved 

 

 

 

  *  21.4 versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 versions 

prior to 22.2R3-S3-

EVO; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO; 
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  *  22.4 versions 

prior to 22.4R3-

EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO; 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44204 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows a 

network-adjacent 

attacker to bypass 

MAC address 

checking, allowing 

MAC addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

https://suppo

rtportal.junipe

r.net/JSA7315

3 

O-JUN-JUNO-

061123/8744 
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forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series: 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 version 

22.2R1-EVO and 

later versions; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 
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CVE ID : CVE-

2023-44189 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016 devices 

allows a network-

adjacent attacker to 

bypass MAC 

address checking, 

allowing MAC 

addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

https://suppo

rtportal.junipe

r.net/JSA7315

4 

O-JUN-JUNO-

061123/8745 
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This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016: 

 

 

 

  *  All versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

22.2R1-EVO and 

later; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R1-S1-

EVO, 23.2R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44190 
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N/A 13-Oct-2023 5.3 

 

An Improper 

Restriction of 

Communication 

Channel to 

Intended Endpoints 

vulnerability in the 

NetworkStack 

agent daemon 

(nsagentd) of 

Juniper Networks 

Junos OS Evolved 

allows an 

unauthenticated 

network based 

attacker to cause 

limited impact to 

the availability of 

the system. 

 

If specific packets 

reach the Routing-

Engine (RE) these 

will be processed 

normally even if 

firewall filters are 

in place which 

should have 

prevented this. This 

can lead to a 

limited, increased 

consumption of 

resources resulting 

in a Denial-of-

Service (DoS), and 

unauthorized 

access. 

 

CVE-2023-44196 is 

a prerequisite for 

this issue. 

 

https://suppo

rtportal.junipe

r.net/JSA7316

0 

O-JUN-JUNO-

061123/8746 
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This issue affects 

Juniper Networks 

Junos OS Evolved: 

 

 

 

  *  21.3-EVO 

versions prior to 

21.3R3-S5-EVO; 

  *  21.4-EVO 

versions prior to 

21.4R3-S4-EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later; 

  *  22.2-EVO 

version 22.2R1-

EVO and later; 

  *  22.3-EVO 

versions prior to 

22.3R2-S2-EVO, 

22.3R3-S1-EVO; 

  *  22.4-EVO 

versions prior to 

22.4R3-EVO. 

 

 

 

 

This issue doesn't 

not affected Junos 

OS Evolved 

versions prior to 

21.3R1-EVO. 
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CVE ID : CVE-

2023-44195 

Affected Version(s): * Up to (excluding) 21.4 

Unchecked 

Return 

Value 

13-Oct-2023 8.8 

 

An Unchecked 

Return Value 

vulnerability in the 

user interfaces to 

the Juniper 

Networks Junos OS 

and Junos OS 

Evolved, the CLI, 

the XML API, the 

XML Management 

Protocol, the 

NETCONF 

Management 

Protocol, the gNMI 

interfaces, and the 

J-Web User 

Interfaces causes 

unintended effects 

such as demotion 

or elevation of 

privileges 

associated with an 

operators actions 

to occur. 

 

Multiple scenarios 

may occur; for 

example: privilege 

escalation over the 

device or another 

account, access to 

files that should not 

otherwise be 

accessible, files not 

being accessible 

where they should 

be accessible, code 

expected to run as 

https://suppo

rtportal.junipe

r.net/JSA7314

9 

O-JUN-JUNO-

061123/8747 
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non-root may run 

as root, and so 

forth. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.1 versions 

prior to 21.1R3-S5; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S4; 

  *  21.4 versions 

prior to 21.4R3-S3; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R2-S2, 

22.2R3; 

  *  22.3 versions 

prior to 22.3R1-S2, 

22.3R2. 

 

 

 

 

Juniper Networks 

Junos OS Evolved 
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  *  All versions 

prior to 21.4R3-S3-

EVO; 

  *  22.1-EVO 

version 22.1R1-

EVO and later 

versions prior to 

22.2R2-S2-EVO, 

22.2R3-EVO; 

  *  22.3-EVO 

versions prior to 

22.3R1-S2-EVO, 

22.3R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44182 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

13-Oct-2023 6.5 

 

An Improper 

Restriction of 

Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in the 

management 

daemon (mgd) 

process of Juniper 

Networks Junos OS 

and Junos OS 

Evolved allows a 

network-based 

authenticated low-

privileged attacker, 

by executing a 

https://suppo

rtportal.junipe

r.net/JSA7314

7 

O-JUN-JUNO-

061123/8748 
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specific command 

via NETCONF, to 

cause a CPU Denial 

of Service to the 

device's control 

plane. 

 

This issue affects: 

 

Juniper Networks 

Junos OS 

 

 

 

  *  All versions 

prior to 20.4R3-S7; 

  *  21.2 versions 

prior to 21.2R3-S5; 

  *  21.3 versions 

prior to 21.3R3-S5; 

  *  21.4 versions 

prior to 21.4R3-S4; 

  *  22.1 versions 

prior to 22.1R3-S2; 

  *  22.2 versions 

prior to 22.2R3; 

  *  22.3 versions 

prior to 22.3R2-S1, 

22.3R3; 

  *  22.4 versions 

prior to 22.4R1-S2, 

22.4R2. 
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Juniper Networks 

Junos OS Evolved 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S2-

EVO; 

  *  22.2 versions 

prior to 22.2R3-

EVO; 

  *  22.3 versions 

prior to 22.3R3-

EVO; 

  *  22.4 versions 

prior to 22.4R2-

EVO. 

 

 

 

 

An indicator of 

compromise can be 

seen by first 

determining if the 

NETCONF client is 

logged in and fails 

to log out after a 

reasonable period 

of time and 

secondly reviewing 

the WCPU 

percentage for the 

mgd process by 

running the 
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following 

command: 

 

mgd process 

example: 

 

user@device-re#> 

show system 

processes extensive 

| match "mgd|PID" | 

except last 

PID USERNAME PRI 

NICE SIZE RES 

STATE C TIME 

WCPU COMMAND 

92476 root 100 0 

500M 89024K 

CPU3 3 57.5H 

89.60% mgd 

<<<<<<<<<<< 

review the high cpu 

percentage. 

Example to check 

for NETCONF 

activity: 

 

While there is no 

specific command 

that shows a 

specific session in 

use for NETCONF, 

you can review logs 

for UI_LOG_EVENT 

with "client-mode 

'netconf'" 

 

For example: 

 

mgd[38121]: 

UI_LOGIN_EVENT: 
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User 'root' login, 

class 'super-user' 

[38121], ssh-

connection 

'10.1.1.1 201 55480 

10.1.1.2 22', client-

mode 'netconf' 

 

 

CVE ID : CVE-

2023-44184 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series allows a 

network-adjacent 

attacker to bypass 

MAC address 

checking, allowing 

MAC addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

https://suppo

rtportal.junipe

r.net/JSA7315

3 

O-JUN-JUNO-

061123/8749 
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connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10003 

Series: 

 

 

 

  *  All versions 

prior to 21.4R3-S4-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S3-

EVO; 

  *  22.2 version 

22.2R1-EVO and 

later versions; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R2-

EVO. 
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CVE ID : CVE-

2023-44189 

Origin 

Validation 

Error 

11-Oct-2023 5.4 

 

An Origin 

Validation 

vulnerability in 

MAC address 

validation of 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

PTX10008, and 

PTX10016 devices 

allows a network-

adjacent attacker to 

bypass MAC 

address checking, 

allowing MAC 

addresses not 

intended to reach 

the adjacent LAN to 

be forwarded to the 

downstream 

network. Due to 

this issue, the 

router will start 

forwarding traffic if 

a valid route is 

present in 

forwarding-table, 

causing a loop and 

congestion in the 

downstream layer-

2 domain 

connected to the 

device. 

 

This issue affects 

Juniper Networks 

Junos OS Evolved 

on PTX10001, 

PTX10004, 

https://suppo

rtportal.junipe

r.net/JSA7315

4 

O-JUN-JUNO-

061123/8750 
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PTX10008, and 

PTX10016: 

 

 

 

  *  All versions 

prior to 21.4R3-S5-

EVO; 

  *  22.1 versions 

prior to 22.1R3-S4-

EVO; 

  *  22.2 versions 

22.2R1-EVO and 

later; 

  *  22.3 versions 

prior to 22.3R2-S2-

EVO, 22.3R3-S1-

EVO; 

  *  22.4 versions 

prior to 22.4R2-S1-

EVO, 22.4R3-EVO; 

  *  23.2 versions 

prior to 23.2R1-S1-

EVO, 23.2R2-EVO. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-44190 

Vendor: Linux 

Product: linux_kernel 

Affected Version(s): - 
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N/A 04-Oct-2023 7.8 

Altair is a GraphQL 

Client. Prior to 

version 5.2.5, the 

Altair GraphQL 

Client Desktop 

Application does 

not sanitize 

external URLs 

before passing 

them to the 

underlying system. 

Moreover, Altair 

GraphQL Client also 

does not isolate the 

context of the 

renderer process. 

This affects 

versions of the 

software running 

on MacOS, 

Windows, and 

Linux. Version 5.2.5 

fixes this issue. 

CVE ID : CVE-

2023-43799 

https://github

.com/altair-

graphql/altair

/security/advi

sories/GHSA-

9m5v-vrf6-

fmvm 

O-LIN-LINU-

061123/8751 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

04-Oct-2023 7.8 

Local privilege 

escalation due to 

improper soft link 

handling. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 29051. 

CVE ID : CVE-

2023-44209 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

2119 

O-LIN-LINU-

061123/8752 

Use of a 

Broken or 

Risky 

Cryptograp

14-Oct-2023 7.5 

IBM QRadar SIEM 

7.5.0 uses weaker 

than expected 

cryptographic 

algorithms that 

could allow an 

https://www.i

bm.com/supp

ort/pages/no

de/7049133, 

https://excha

nge.xforce.ibm

O-LIN-LINU-

061123/8753 
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hic 

Algorithm 

attacker to decrypt 

highly sensitive 

information.  IBM 

X-Force ID:  254138 

CVE ID : CVE-

2023-30994 

cloud.com/vul

nerabilities/2

54138 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

03-Oct-2023 7.5 

Allocation of 

Resources Without 

Limits or Throttling 

vulnerability in 

Hitachi Ops Center 

Common Services 

on Linux allows 

DoS.This issue 

affects Hitachi Ops 

Center Common 

Services: before 

10.9.3-00. 

 

 

CVE ID : CVE-

2023-3967 

https://www.

hitachi.com/p

roducts/it/sof

tware/securit

y/info/vuls/hi

tachi-sec-

2023-

142/index.ht

ml 

O-LIN-LINU-

061123/8754 

Missing 

Authorizati

on 

05-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 31637. 

CVE ID : CVE-

2023-44211 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

4061 

O-LIN-LINU-

061123/8755 

Missing 

Authorizati

on 

05-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

O-LIN-LINU-

061123/8756 
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authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 31477. 

CVE ID : CVE-

2023-44212 

5528, 

https://securi

ty-

advisory.acro

nis.com/SEC-

2159 

Missing 

Authorizati

on 

06-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35895. 

CVE ID : CVE-

2023-45244 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5907 

O-LIN-LINU-

061123/8757 

Improper 

Authentica

tion 

06-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to improper 

authentication. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 36343. 

CVE ID : CVE-

2023-45246 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5903 

O-LIN-LINU-

061123/8758 

Missing 

Authorizati

on 

09-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

https://securi

ty-

advisory.acro

nis.com/advis

O-LIN-LINU-

061123/8759 
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authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 36497. 

CVE ID : CVE-

2023-45247 

ories/SEC-

6600 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

03-Oct-2023 5.5 

Insertion of 

Sensitive 

Information into 

Log File 

vulnerability in 

Hitachi Ops Center 

Administrator on 

Linux allows local 

users  to gain 

sensive 

information.This 

issue affects Hitachi 

Ops Center 

Administrator: 

before 10.9.3-00. 

 

 

CVE ID : CVE-

2023-3335 

https://www.

hitachi.com/p

roducts/it/sof

tware/securit

y/info/vuls/hi

tachi-sec-

2023-

140/index.ht

ml 

O-LIN-LINU-

061123/8760 

Missing 

Authorizati

on 

04-Oct-2023 5.5 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 29258. 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

2159, 

https://securi

ty-

advisory.acro

nis.com/SEC-

5528 

O-LIN-LINU-

061123/8761 
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CVE ID : CVE-

2023-44210 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-44214 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5902 

O-LIN-LINU-

061123/8762 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-45240 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5904 

O-LIN-LINU-

061123/8763 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

05-Oct-2023 5.5 

Sensitive 

information leak 

through log files. 

The following 

products are 

affected: Acronis 

Agent (Linux, 

macOS, Windows) 

before build 35739. 

CVE ID : CVE-

2023-45241 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5999 

O-LIN-LINU-

061123/8764 
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Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-45242 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6018 

O-LIN-LINU-

061123/8765 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-45243 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6019 

O-LIN-LINU-

061123/8766 

Missing 

Authorizati

on 

06-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 36119. 

CVE ID : CVE-

2023-45245 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6017 

O-LIN-LINU-

061123/8767 

Improper 

Neutralizat

ion of 

14-Oct-2023 5.4 
IBM QRadar SIEM 

7.5.0 is vulnerable 

to cross-site 

https://www.i

bm.com/supp

ort/pages/no

O-LIN-LINU-

061123/8768 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

263376. 

CVE ID : CVE-

2023-40367 

de/7049133, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

63376 

Affected Version(s): * Up to (excluding) 6.2.3 

Out-of-

bounds 

Write 

14-Oct-2023 6.4 

An issue was 

discovered in 

lib/kobject.c in the 

Linux kernel before 

6.2.3. With root 

access, an attacker 

can trigger a race 

condition that 

results in a 

fill_kobj_path out-

of-bounds write. 

CVE ID : CVE-

2023-45863 

https://git.ker

nel.org/pub/s

cm/linux/ker

nel/git/torval

ds/linux.git/c

ommit/?id=3b

b2a01caa813

d3a1845d378

bbe4169ef280

d394 

O-LIN-LINU-

061123/8769 

Affected Version(s): * Up to (excluding) 6.2.5 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

14-Oct-2023 7.5 

An issue was 

discovered in 

drivers/usb/storag

e/ene_ub6250.c for 

the ENE UB6250 

reader driver in the 

Linux kernel before 

6.2.5. An object 

could potentially 

extend beyond the 

end of an allocation. 

https://git.ker

nel.org/pub/s

cm/linux/ker

nel/git/torval

ds/linux.git/c

ommit/?id=ce

33e64c17889

12976b61314

b56935abd4b

c97ef 

O-LIN-LINU-

061123/8770 
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CVE ID : CVE-

2023-45862 

Affected Version(s): * Up to (excluding) 6.3 

N/A 04-Oct-2023 8.2 

An improper input 

validation flaw was 

found in the eBPF 

subsystem in the 

Linux kernel. The 

issue occurs due to 

a lack of proper 

validation of 

dynamic pointers 

within user-

supplied eBPF 

programs prior to 

executing them. 

This may allow an 

attacker with 

CAP_BPF privileges 

to escalate 

privileges and 

execute arbitrary 

code in the context 

of the kernel. 

CVE ID : CVE-

2023-39191 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226783, 

https://www.

zerodayinitiat

ive.com/advis

ories/ZDI-

CAN-19399/ 

O-LIN-LINU-

061123/8771 

Out-of-

bounds 

Read 

05-Oct-2023 5.5 

A flaw was found in 

the IPv4 Resource 

Reservation 

Protocol (RSVP) 

classifier in the 

Linux kernel. The 

xprt pointer may go 

beyond the linear 

part of the skb, 

leading to an out-

of-bounds read in 

the `rsvp_classify` 

function. This issue 

may allow a local 

user to crash the 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2239847, 

https://seclist

s.org/oss-

sec/2023/q3/

229 

O-LIN-LINU-

061123/8772 
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system and cause a 

denial of service. 

CVE ID : CVE-

2023-42755 

Affected Version(s): * Up to (excluding) 6.5 

Out-of-

bounds 

Read 

09-Oct-2023 4.4 

A flaw was found in 

the XFRM 

subsystem in the 

Linux kernel. The 

specific flaw exists 

within the 

processing of state 

filters, which can 

result in a read past 

the end of an 

allocated buffer. 

This flaw allows a 

local privileged 

(CAP_NET_ADMIN) 

attacker to trigger 

an out-of-bounds 

read, potentially 

leading to an 

information 

disclosure. 

CVE ID : CVE-

2023-39194 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226788, 

https://www.

zerodayinitiat

ive.com/advis

ories/ZDI-

CAN-18111/ 

O-LIN-LINU-

061123/8773 

Affected Version(s): * Up to (excluding) 6.5.3 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

15-Oct-2023 9.8 

An issue was 

discovered in 

drivers/net/ethern

et/intel/igb/igb_m

ain.c in the IGB 

driver in the Linux 

kernel before 6.5.3. 

A buffer size may 

not be adequate for 

frames larger than 

the MTU. 

CVE ID : CVE-

2023-45871 

https://git.ker

nel.org/pub/s

cm/linux/ker

nel/git/stable

/linux.git/com

mit/?id=bb5e

d01cd2428cd

25b1c88a3a9

cba87055eb2

89f 

O-LIN-LINU-

061123/8774 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4411 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): * Up to (excluding) 6.6 

Use After 

Free 
03-Oct-2023 7.8 

A use-after-free 

vulnerability in the 

Linux kernel's 

fs/smb/client 

component can be 

exploited to achieve 

local privilege 

escalation. 

 

In case of an error 

in 

smb3_fs_context_pa

rse_param, ctx-

>password was 

freed but the field 

was not set to NULL 

which could lead to 

double free. 

 

We recommend 

upgrading past 

commit 

e6e43b8aa7cd3c3a

f686caf0c2e11819a

886d705. 

 

 

CVE ID : CVE-

2023-5345 

https://git.ker

nel.org/pub/s

cm/linux/ker

nel/git/torval

ds/linux.git/c

ommit/?id=e6

e43b8aa7cd3c

3af686caf0c2

e11819a886d

705, 

https://kernel

.dance/e6e43

b8aa7cd3c3af

686caf0c2e11

819a886d705 

O-LIN-LINU-

061123/8775 

Out-of-

bounds 

Read 

09-Oct-2023 6 

A flaw was found in 

the Netfilter 

subsystem in the 

Linux kernel. The 

nfnl_osf_add_callba

ck function did not 

validate the user 

mode controlled 

opt_num field. This 

flaw allows a local 

privileged 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226777 

O-LIN-LINU-

061123/8776 
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(CAP_NET_ADMIN) 

attacker to trigger 

an out-of-bounds 

read, leading to a 

crash or 

information 

disclosure. 

CVE ID : CVE-

2023-39189 

Out-of-

bounds 

Read 

09-Oct-2023 6 

A flaw was found in 

the Netfilter 

subsystem in the 

Linux kernel. The 

xt_u32 module did 

not validate the 

fields in the xt_u32 

structure. This flaw 

allows a local 

privileged attacker 

to trigger an out-of-

bounds read by 

setting the size 

fields with a value 

beyond the array 

boundaries, leading 

to a crash or 

information 

disclosure. 

CVE ID : CVE-

2023-39192 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226784 

O-LIN-LINU-

061123/8777 

Out-of-

bounds 

Read 

09-Oct-2023 6 

A flaw was found in 

the Netfilter 

subsystem in the 

Linux kernel. The 

sctp_mt_check did 

not validate the 

flag_count field. 

This flaw allows a 

local privileged 

(CAP_NET_ADMIN) 

attacker to trigger 

an out-of-bounds 

read, leading to a 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226787, 

https://www.

zerodayinitiat

ive.com/advis

ories/ZDI-

CAN-18866/ 

O-LIN-LINU-

061123/8778 
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crash or 

information 

disclosure. 

CVE ID : CVE-

2023-39193 

NULL 

Pointer 

Dereferenc

e 

05-Oct-2023 5.5 

A NULL pointer 

dereference flaw 

was found in the 

Linux kernel ipv4 

stack. The socket 

buffer (skb) was 

assumed to be 

associated with a 

device before 

calling 

__ip_options_compil

e, which is not 

always the case if 

the skb is re-routed 

by ipvs. This issue 

may allow a local 

user with 

CAP_NET_ADMIN 

privileges to crash 

the system. 

CVE ID : CVE-

2023-42754 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

42754, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2239845, 

https://seclist

s.org/oss-

sec/2023/q4/

14 

O-LIN-LINU-

061123/8779 

Affected Version(s): * Up to (including) 5.13.19 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

03-Oct-2023 4.7 

A flaw was found in 

pfn_swap_entry_to_

page in memory 

management 

subsystem in the 

Linux Kernel. In 

this flaw, an 

attacker with a 

local user privilege 

may cause a denial 

of service problem 

due to a BUG 

statement 

N/A 
O-LIN-LINU-

061123/8780 
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referencing pmd_t 

x. 

CVE ID : CVE-

2023-4732 

Affected Version(s): * Up to (including) 6.5.7 

Integer 

Overflow 

or 

Wraparoun

d 

13-Oct-2023 5.5 

An integer overflow 

flaw was found in 

the Linux kernel. 

This issue leads to 

the kernel 

allocating 

`skb_shared_info` in 

the userspace, 

which is exploitable 

in systems without 

SMAP protection 

since 

`skb_shared_info` 

contains references 

to function 

pointers. 

CVE ID : CVE-

2023-42752 

https://git.ker

nel.org/pub/s

cm/linux/ker

nel/git/netde

v/net.git/com

mit/?id=915d

975b2ffa, 

https://git.ker

nel.org/pub/s

cm/linux/ker

nel/git/netde

v/net.git/com

mit/?id=c3b7

04d4a4a2 

O-LIN-LINU-

061123/8781 

Affected Version(s): 4.19 

Reachable 

Assertion 
02-Oct-2023 7.5 

In wlan firmware, 

there is a possible 

firmware assertion 

due to improper 

input handling. This 

could lead to 

remote denial of 

service with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07932637; 

Issue ID: 

ALPS07932637. 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-LIN-LINU-

061123/8782 
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CVE ID : CVE-

2023-32820 

Affected Version(s): 6.5 

Out-of-

bounds 

Read 

09-Oct-2023 4.4 

A flaw was found in 

the XFRM 

subsystem in the 

Linux kernel. The 

specific flaw exists 

within the 

processing of state 

filters, which can 

result in a read past 

the end of an 

allocated buffer. 

This flaw allows a 

local privileged 

(CAP_NET_ADMIN) 

attacker to trigger 

an out-of-bounds 

read, potentially 

leading to an 

information 

disclosure. 

CVE ID : CVE-

2023-39194 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226788, 

https://www.

zerodayinitiat

ive.com/advis

ories/ZDI-

CAN-18111/ 

O-LIN-LINU-

061123/8783 

Affected Version(s): 6.6 

Use After 

Free 
03-Oct-2023 7.8 

A use-after-free 

vulnerability in the 

Linux kernel's 

fs/smb/client 

component can be 

exploited to achieve 

local privilege 

escalation. 

 

In case of an error 

in 

smb3_fs_context_pa

rse_param, ctx-

>password was 

freed but the field 

was not set to NULL 

https://git.ker

nel.org/pub/s

cm/linux/ker

nel/git/torval

ds/linux.git/c

ommit/?id=e6

e43b8aa7cd3c

3af686caf0c2

e11819a886d

705, 

https://kernel

.dance/e6e43

b8aa7cd3c3af

686caf0c2e11

819a886d705 

O-LIN-LINU-

061123/8784 
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which could lead to 

double free. 

 

We recommend 

upgrading past 

commit 

e6e43b8aa7cd3c3a

f686caf0c2e11819a

886d705. 

 

 

CVE ID : CVE-

2023-5345 

NULL 

Pointer 

Dereferenc

e 

05-Oct-2023 5.5 

A NULL pointer 

dereference flaw 

was found in the 

Linux kernel ipv4 

stack. The socket 

buffer (skb) was 

assumed to be 

associated with a 

device before 

calling 

__ip_options_compil

e, which is not 

always the case if 

the skb is re-routed 

by ipvs. This issue 

may allow a local 

user with 

CAP_NET_ADMIN 

privileges to crash 

the system. 

CVE ID : CVE-

2023-42754 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

42754, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2239845, 

https://seclist

s.org/oss-

sec/2023/q4/

14 

O-LIN-LINU-

061123/8785 

Vendor: mcl-collection 

Product: mcl-net_firmware 

Affected Version(s): * Up to (excluding) 4.6.0.30210 

Improper 

Limitation 
11-Oct-2023 7.5 Directory traversal 

vulnerability in 
N/A 

O-MCL-MCL--

061123/8786 
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of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

MCL-Net versions 

prior to 4.6 Update 

Package (P01) may 

allow attackers to 

read arbitrary files. 

CVE ID : CVE-

2023-4990 

Vendor: mediatek 

Product: lr11 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-MED-LR11-

061123/8787 

Product: lr12a 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-MED-LR12-

061123/8788 
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privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

Product: lr13 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-MED-LR13-

061123/8789 

Product: nr15 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 
In CDMA PPP 

protocol, there is a 

possible out of 

https://corp.

mediatek.com

/product-

O-MED-NR15-

061123/8790 
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bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

security-

bulletin/Octo

ber-2023 

Product: nr16 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-MED-NR16-

061123/8791 

Product: nr17 
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Affected Version(s): - 

Out-of-

bounds 

Write 

02-Oct-2023 9.8 

In CDMA PPP 

protocol, there is a 

possible out of 

bounds write due 

to a missing bounds 

check. This could 

lead to remote 

escalation of 

privilege with no 

additional 

execution privilege 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: 

MOLY01068234; 

Issue ID: 

ALPS08010003. 

CVE ID : CVE-

2023-20819 

https://corp.

mediatek.com

/product-

security-

bulletin/Octo

ber-2023 

O-MED-NR17-

061123/8792 

Vendor: mi 

Product: xiaomi_router_ax3200_firmware 

Affected Version(s): * Up to (excluding) 2023.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

11-Oct-2023 8.1 

Improper 

Neutralization of 

Special Elements 

used in a Command 

('Command 

Injection') 

vulnerability in 

Xiaomi Xiaomi 

Router allows 

Command 

Injection. 

CVE ID : CVE-

2023-26320 

https://trust.

mi.com/misrc

/bulletins/adv

isory?cveId=5

40 

O-MI-XIAO-

061123/8793 

Buffer 

Copy 

without 

11-Oct-2023 7.2 
Buffer Copy 

without Checking 

Size of Input 

https://trust.

mi.com/misrc

/bulletins/adv

O-MI-XIAO-

061123/8794 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

('Classic Buffer 

Overflow') 

vulnerability in 

Xiaomi Xiaomi 

Router allows 

Overflow Buffers. 

CVE ID : CVE-

2023-26318 

isory?cveId=5

39 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

11-Oct-2023 7.2 

Improper 

Neutralization of 

Special Elements 

used in a Command 

('Command 

Injection') 

vulnerability in 

Xiaomi Xiaomi 

Router allows 

Command 

Injection. 

CVE ID : CVE-

2023-26319 

https://trust.

mi.com/misrc

/bulletins/adv

isory?cveId=5

36 

O-MI-XIAO-

061123/8795 

Vendor: Microsoft 

Product: azure_devops_server 

Affected Version(s): 2020.0.2 

N/A 10-Oct-2023 7.3 

Azure DevOps 

Server Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36561 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36561 

O-MIC-AZUR-

061123/8796 

Affected Version(s): 2020.1.2 

N/A 10-Oct-2023 7.3 

Azure DevOps 

Server Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36561 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36561 

O-MIC-AZUR-

061123/8797 

Affected Version(s): 2022.0.1 
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N/A 10-Oct-2023 7.3 

Azure DevOps 

Server Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36561 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36561 

O-MIC-AZUR-

061123/8798 

Product: windows 

Affected Version(s): - 

Missing 

Authorizati

on 

04-Oct-2023 9.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Cyber 

Protect Home 

Office (Windows) 

before build 40713. 

CVE ID : CVE-

2023-44208 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6587 

O-MIC-WIND-

061123/8799 

Access of 

Uninitialize

d Pointer 

11-Oct-2023 7.8 

Adobe Photoshop 

versions 23.5.5 

(and earlier) and 

24.7 (and earlier) 

are affected by an 

Access of 

Uninitialized 

Pointer 

vulnerability that 

could result in 

arbitrary code 

execution in the 

context of the 

current user. 

Exploitation of this 

issue requires user 

interaction in that a 

victim must open a 

malicious file. 

https://helpx.

adobe.com/se

curity/produc

ts/photoshop

/apsb23-

51.html 

O-MIC-WIND-

061123/8800 
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CVE ID : CVE-

2023-26370 

Incorrect 

Default 

Permission

s 

03-Oct-2023 7.8 

Incorrect Default 

Permissions 

vulnerability in 

Hitachi 

JP1/Performance 

Management on 

Windows allows 

File 

Manipulation.This 

issue affects 

JP1/Performance 

Management - 

Manager: from 09-

00 before 12-50-

07; 

JP1/Performance 

Management - 

Base: from 09-00 

through 10-50-*; 

JP1/Performance 

Management - 

Agent Option for 

Application Server: 

from 11-00 before 

11-50-16; 

JP1/Performance 

Management - 

Agent Option for 

Enterprise 

Applications: from 

09-00 before 12-

00-14; 

JP1/Performance 

Management - 

Agent Option for 

HiRDB: from 09-00 

before 12-00-14; 

JP1/Performance 

Management - 

Agent Option for 

IBM Lotus Domino: 

from 10-00 before 

https://www.

hitachi.com/p

roducts/it/sof

tware/securit

y/info/vuls/hi

tachi-sec-

2023-

145/index.ht

ml 

O-MIC-WIND-

061123/8801 
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11-50-16; 

JP1/Performance 

Management - 

Agent Option for 

Microsoft(R) 

Exchange Server: 

from 09-00 

before  12-00-14; 

JP1/Performance 

Management - 

Agent Option for 

Microsoft(R) 

Internet 

Information Server: 

from 09-00 before 

12-00-14; 

JP1/Performance 

Management - 

Agent Option for 

Microsoft(R) SQL 

Server: from 09-00 

before 12-50-07; 

JP1/Performance 

Management - 

Agent Option for 

Oracle: from 09-00 

before  12-10-08; 

JP1/Performance 

Management - 

Agent Option for 

Platform: from 09-

00 before 12-50-

07; 

JP1/Performance 

Management - 

Agent Option for 

Service Response: 

from 09-00 before 

11-50-16; 

JP1/Performance 

Management - 

Agent Option for 

Transaction 

System: from 11-00 
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before 12-00-14; 

JP1/Performance 

Management - 

Remote Monitor for 

Microsoft(R) SQL 

Server: from 09-00 

before 12-50-07; 

JP1/Performance 

Management - 

Remote Monitor for 

Oracle: from 09-00 

before 12-10-08; 

JP1/Performance 

Management - 

Remote Monitor for 

Platform: from 09-

00 before 12-10-

08; 

JP1/Performance 

Management - 

Remote Monitor for 

Virtual Machine: 

from 10-00 before 

12-50-07; 

JP1/Performance 

Management - 

Agent Option for 

Domino: from 09-

00 through 09-00-

*; JP1/Performance 

Management - 

Agent Option for 

IBM WebSphere 

Application Server: 

from 09-00 through 

10-00-*; 

JP1/Performance 

Management - 

Agent Option for 

IBM WebSphere 

MQ: from 09-00 

through 10-00-*; 

JP1/Performance 

Management - 
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Agent Option for 

JP1/AJS3: from 09-

00 through 10-00-

*; JP1/Performance 

Management - 

Agent Option for 

OpenTP1: from 09-

00 through 10-00-

*; JP1/Performance 

Management - 

Agent Option for 

Oracle WebLogic 

Server: from 09-00 

through 10-00-*; 

JP1/Performance 

Management - 

Agent Option for 

uCosminexus 

Application Server: 

from 09-00 through 

10-00-*; 

JP1/Performance 

Management - 

Agent Option for 

Virtual Machine: 

from 09-00 through 

09-01-*. 

 

 

CVE ID : CVE-

2023-3440 

N/A 04-Oct-2023 7.8 

Altair is a GraphQL 

Client. Prior to 

version 5.2.5, the 

Altair GraphQL 

Client Desktop 

Application does 

not sanitize 

external URLs 

before passing 

them to the 

underlying system. 

Moreover, Altair 

https://github

.com/altair-

graphql/altair

/security/advi

sories/GHSA-

9m5v-vrf6-

fmvm 

O-MIC-WIND-

061123/8802 
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GraphQL Client also 

does not isolate the 

context of the 

renderer process. 

This affects 

versions of the 

software running 

on MacOS, 

Windows, and 

Linux. Version 5.2.5 

fixes this issue. 

CVE ID : CVE-

2023-43799 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

04-Oct-2023 7.8 

Local privilege 

escalation due to 

improper soft link 

handling. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 29051. 

CVE ID : CVE-

2023-44209 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

2119 

O-MIC-WIND-

061123/8803 

Uncontroll

ed Search 

Path 

Element 

09-Oct-2023 7.3 

Local privilege 

escalation due to 

DLL hijacking 

vulnerability. The 

following products 

are affected: 

Acronis Agent 

(Windows) before 

build 36497. 

CVE ID : CVE-

2023-45248 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6052 

O-MIC-WIND-

061123/8804 

Missing 

Authorizati

on 

05-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

4061 

O-MIC-WIND-

061123/8805 
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following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 31637. 

CVE ID : CVE-

2023-44211 

Missing 

Authorizati

on 

05-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 31477. 

CVE ID : CVE-

2023-44212 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5528, 

https://securi

ty-

advisory.acro

nis.com/SEC-

2159 

O-MIC-WIND-

061123/8806 

Missing 

Authorizati

on 

06-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35895. 

CVE ID : CVE-

2023-45244 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5907 

O-MIC-WIND-

061123/8807 

Improper 

Authentica

tion 

06-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to improper 

authentication. The 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5903 

O-MIC-WIND-

061123/8808 
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following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 36343. 

CVE ID : CVE-

2023-45246 

Missing 

Authorizati

on 

09-Oct-2023 7.1 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 36497. 

CVE ID : CVE-

2023-45247 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6600 

O-MIC-WIND-

061123/8809 

Use After 

Free 
11-Oct-2023 5.5 

Adobe Bridge 

versions 12.0.4 

(and earlier) and 

13.0.3 (and earlier) 

are affected by a 

Use After Free 

vulnerability that 

could lead to 

disclosure of 

sensitive memory. 

An attacker could 

leverage this 

vulnerability to 

bypass mitigations 

such as ASLR. 

Exploitation of this 

issue requires user 

interaction in that a 

victim must open a 

malicious file. 

https://helpx.

adobe.com/se

curity/produc

ts/bridge/aps

b23-49.html 

O-MIC-WIND-

061123/8810 
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CVE ID : CVE-

2023-38216 

Out-of-

bounds 

Read 

11-Oct-2023 5.5 

Adobe Bridge 

versions 12.0.4 

(and earlier) and 

13.0.3 (and earlier) 

are affected by an 

Out-of-bounds 

Read vulnerability 

that could lead to 

disclosure of 

sensitive memory. 

An attacker could 

leverage this 

vulnerability to 

bypass mitigations 

such as ASLR. 

Exploitation of this 

issue requires user 

interaction in that a 

victim must open a 

malicious file. 

CVE ID : CVE-

2023-38217 

https://helpx.

adobe.com/se

curity/produc

ts/bridge/aps

b23-49.html 

O-MIC-WIND-

061123/8811 

Missing 

Authorizati

on 

04-Oct-2023 5.5 

Sensitive 

information 

disclosure and 

manipulation due 

to missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 29258. 

CVE ID : CVE-

2023-44210 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

2159, 

https://securi

ty-

advisory.acro

nis.com/SEC-

5528 

O-MIC-WIND-

061123/8812 

N/A 05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

excessive collection 

https://securi

ty-

advisory.acro

nis.com/advis

O-MIC-WIND-

061123/8813 
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of system 

information. The 

following products 

are affected: 

Acronis Agent 

(Windows) before 

build 35739. 

CVE ID : CVE-

2023-44213 

ories/SEC-

5286 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-44214 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5902 

O-MIC-WIND-

061123/8814 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-45240 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5904 

O-MIC-WIND-

061123/8815 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

05-Oct-2023 5.5 

Sensitive 

information leak 

through log files. 

The following 

products are 

affected: Acronis 

Agent (Linux, 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

5999 

O-MIC-WIND-

061123/8816 
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macOS, Windows) 

before build 35739. 

CVE ID : CVE-

2023-45241 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-45242 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6018 

O-MIC-WIND-

061123/8817 

Missing 

Authorizati

on 

05-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 35739. 

CVE ID : CVE-

2023-45243 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6019 

O-MIC-WIND-

061123/8818 

Missing 

Authorizati

on 

06-Oct-2023 5.5 

Sensitive 

information 

disclosure due to 

missing 

authorization. The 

following products 

are affected: 

Acronis Agent 

(Linux, macOS, 

Windows) before 

build 36119. 

https://securi

ty-

advisory.acro

nis.com/advis

ories/SEC-

6017 

O-MIC-WIND-

061123/8819 
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CVE ID : CVE-

2023-45245 

Product: windows_10 

Affected Version(s): * Up to (excluding) 10.0.10240.20232 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36697 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36697 

O-MIC-WIND-

061123/8820 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36581 

O-MIC-WIND-

061123/8821 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36606 

O-MIC-WIND-

061123/8822 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36582 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36582 

O-MIC-WIND-

061123/8823 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36583 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36583 

O-MIC-WIND-

061123/8824 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/8825 
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CVE ID : CVE-

2023-36589 

bility/CVE-

2023-36589 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36590 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36590 

O-MIC-WIND-

061123/8826 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/8827 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36592 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/8828 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36593 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36593 

O-MIC-WIND-

061123/8829 

Product: windows_10_1507 

Affected Version(s): - 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/8830 

Affected Version(s): * Up to (excluding) 10.0.10240.20232 

N/A 10-Oct-2023 9.8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/8831 
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CVE ID : CVE-

2023-35349 

bility/CVE-

2023-35349 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/8832 

N/A 10-Oct-2023 8.8 

Microsoft WDAC 

OLE DB provider 

for SQL Server 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36577 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36577 

O-MIC-WIND-

061123/8833 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41774 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41774 

O-MIC-WIND-

061123/8834 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/8835 

Concurrent 

Execution 

using 

Shared 

10-Oct-2023 8.1 Layer 2 Tunneling 

Protocol Remote 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/8836 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4436 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

bility/CVE-

2023-38166 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/8837 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41768 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41768 

O-MIC-WIND-

061123/8838 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/8839 

Concurrent 

Execution 

using 

10-Oct-2023 8.1 Layer 2 Tunneling 

Protocol Remote 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/8840 
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Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

guide/vulnera

bility/CVE-

2023-41770 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/8841 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41773 

O-MIC-WIND-

061123/8842 

N/A 10-Oct-2023 7.8 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36594 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36594 

O-MIC-WIND-

061123/8843 

N/A 10-Oct-2023 7.8 

Windows MSHTML 

Platform Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/8844 
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CVE ID : CVE-

2023-36436 

bility/CVE-

2023-36436 

N/A 10-Oct-2023 7.8 

Microsoft 

DirectMusic 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36702 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36702 

O-MIC-WIND-

061123/8845 

N/A 10-Oct-2023 7.8 

PrintHTML API 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36557 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36557 

O-MIC-WIND-

061123/8846 

N/A 10-Oct-2023 7.8 

Microsoft WDAC 

ODBC Driver 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36598 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36598 

O-MIC-WIND-

061123/8847 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36732 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36732 

O-MIC-WIND-

061123/8848 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36731 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36731 

O-MIC-WIND-

061123/8849 

N/A 10-Oct-2023 7.8 

Named Pipe File 

System Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36729 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36729 

O-MIC-WIND-

061123/8850 
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N/A 10-Oct-2023 7.8 

Windows Internet 

Key Exchange (IKE) 

Extension Elevation 

of Privilege  

Vulnerability 

CVE ID : CVE-

2023-36726 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36726 

O-MIC-WIND-

061123/8851 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36712 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36712 

O-MIC-WIND-

061123/8852 

N/A 10-Oct-2023 7.8 

Windows Runtime 

C++ Template 

Library Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36711 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36711 

O-MIC-WIND-

061123/8853 

N/A 10-Oct-2023 7.8 

Microsoft Resilient 

File System (ReFS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36701 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36701 

O-MIC-WIND-

061123/8854 

N/A 10-Oct-2023 7.8 

Windows Media 

Foundation Core 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36710 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36710 

O-MIC-WIND-

061123/8855 

N/A 10-Oct-2023 7.8 

Microsoft Virtual 

Trusted Platform 

Module Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36718 

O-MIC-WIND-

061123/8856 
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CVE ID : CVE-

2023-36718 

N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41766 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41766 

O-MIC-WIND-

061123/8857 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36743 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36743 

O-MIC-WIND-

061123/8858 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36431 

O-MIC-WIND-

061123/8859 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36438 

O-MIC-WIND-

061123/8860 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36567 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36567 

O-MIC-WIND-

061123/8861 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/8862 
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CVE ID : CVE-

2023-36579 

bility/CVE-

2023-36579 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 7.5 

Remote Procedure 

Call Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36596 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36596 

O-MIC-WIND-

061123/8863 

N/A 10-Oct-2023 7.5 

Active Template 

Library Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36585 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36585 

O-MIC-WIND-

061123/8864 

N/A 10-Oct-2023 7.5 

Microsoft AllJoyn 

API Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36709 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36709 

O-MIC-WIND-

061123/8865 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36575 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36575 

O-MIC-WIND-

061123/8866 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/8867 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36572 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36572 

O-MIC-WIND-

061123/8868 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/8869 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36570 

O-MIC-WIND-

061123/8870 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36578 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36578 

O-MIC-WIND-

061123/8871 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36573 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36573 

O-MIC-WIND-

061123/8872 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/8873 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

10-Oct-2023 7 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38159 

O-MIC-WIND-

061123/8874 
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Improper 

Synchroniz

ation 

('Race 

Condition') 

CVE ID : CVE-

2023-38159 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36563 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/8875 

N/A 10-Oct-2023 6.5 

Windows Search 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36564 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36564 

O-MIC-WIND-

061123/8876 

N/A 10-Oct-2023 6.5 

Windows Virtual 

Trusted Platform 

Module Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36717 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36717 

O-MIC-WIND-

061123/8877 

N/A 10-Oct-2023 5.5 

Windows Kernel 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36576 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36576 

O-MIC-WIND-

061123/8878 

N/A 10-Oct-2023 5.5 

Windows Common 

Log File System 

Driver Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36713 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36713 

O-MIC-WIND-

061123/8879 

N/A 10-Oct-2023 5.5 
Windows Power 

Management 

Service Information 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/8880 
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Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36724 

guide/vulnera

bility/CVE-

2023-36724 

N/A 10-Oct-2023 5.4 

Windows Mark of 

the Web Security 

Feature Bypass 

Vulnerability 

CVE ID : CVE-

2023-36584 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36584 

O-MIC-WIND-

061123/8881 

N/A 10-Oct-2023 4.4 

Active Directory 

Domain Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36722 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36722 

O-MIC-WIND-

061123/8882 

Product: windows_10_1607 

Affected Version(s): * Up to (excluding) 10.0.14393.6351 

N/A 10-Oct-2023 9.8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-35349 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-35349 

O-MIC-WIND-

061123/8883 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/8884 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/8885 
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('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41770 

O-MIC-WIND-

061123/8886 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/8887 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41768 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41768 

O-MIC-WIND-

061123/8888 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/8889 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4446 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ation 

('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38166 

O-MIC-WIND-

061123/8890 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/8891 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41773 

O-MIC-WIND-

061123/8892 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41774 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41774 

O-MIC-WIND-

061123/8893 
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Synchroniz

ation 

('Race 

Condition') 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36697 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36697 

O-MIC-WIND-

061123/8894 

N/A 10-Oct-2023 7.8 

Microsoft Resilient 

File System (ReFS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36701 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36701 

O-MIC-WIND-

061123/8895 

N/A 10-Oct-2023 7.8 

Microsoft 

DirectMusic 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36702 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36702 

O-MIC-WIND-

061123/8896 

N/A 10-Oct-2023 7.8 

PrintHTML API 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36557 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36557 

O-MIC-WIND-

061123/8897 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36743 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36743 

O-MIC-WIND-

061123/8898 

N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/8899 
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Privilege 

Vulnerability 

CVE ID : CVE-

2023-41766 

bility/CVE-

2023-41766 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36732 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36732 

O-MIC-WIND-

061123/8900 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36731 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36731 

O-MIC-WIND-

061123/8901 

N/A 10-Oct-2023 7.8 

Named Pipe File 

System Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36729 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36729 

O-MIC-WIND-

061123/8902 

N/A 10-Oct-2023 7.8 

Windows Internet 

Key Exchange (IKE) 

Extension Elevation 

of Privilege  

Vulnerability 

CVE ID : CVE-

2023-36726 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36726 

O-MIC-WIND-

061123/8903 

N/A 10-Oct-2023 7.8 

Microsoft Virtual 

Trusted Platform 

Module Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36718 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36718 

O-MIC-WIND-

061123/8904 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/8905 
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CVE ID : CVE-

2023-36712 

bility/CVE-

2023-36712 

N/A 10-Oct-2023 7.8 

Windows Media 

Foundation Core 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36710 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36710 

O-MIC-WIND-

061123/8906 

N/A 10-Oct-2023 7.8 

Windows Runtime 

C++ Template 

Library Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36711 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36711 

O-MIC-WIND-

061123/8907 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36581 

O-MIC-WIND-

061123/8908 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/8909 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36606 

O-MIC-WIND-

061123/8910 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36579 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36579 

O-MIC-WIND-

061123/8911 
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N/A 10-Oct-2023 7.5 

Windows Mixed 

Reality Developer 

Tools Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36720 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36720 

O-MIC-WIND-

061123/8912 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36431 

O-MIC-WIND-

061123/8913 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36438 

O-MIC-WIND-

061123/8914 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-MIC-WIND-

061123/8915 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36590 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36590 

O-MIC-WIND-

061123/8916 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36593 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36593 

O-MIC-WIND-

061123/8917 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36589 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36589 

O-MIC-WIND-

061123/8918 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36583 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36583 

O-MIC-WIND-

061123/8919 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36582 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36582 

O-MIC-WIND-

061123/8920 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36570 

O-MIC-WIND-

061123/8921 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/8922 
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CVE ID : CVE-

2023-36578 

bility/CVE-

2023-36578 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36575 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36575 

O-MIC-WIND-

061123/8923 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/8924 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36573 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36573 

O-MIC-WIND-

061123/8925 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36592 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/8926 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36572 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36572 

O-MIC-WIND-

061123/8927 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/8928 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/8929 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/8930 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Runtime 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36902 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36902 

O-MIC-WIND-

061123/8931 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-38159 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38159 

O-MIC-WIND-

061123/8932 

N/A 10-Oct-2023 6.5 Windows Search 

Security Feature 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/8933 
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Bypass 

Vulnerability 

CVE ID : CVE-

2023-36564 

guide/vulnera

bility/CVE-

2023-36564 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36563 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/8934 

N/A 10-Oct-2023 6.5 

Windows Virtual 

Trusted Platform 

Module Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36717 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36717 

O-MIC-WIND-

061123/8935 

N/A 10-Oct-2023 5.5 

Windows Power 

Management 

Service Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36724 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36724 

O-MIC-WIND-

061123/8936 

N/A 10-Oct-2023 5.5 

Windows Common 

Log File System 

Driver Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36713 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36713 

O-MIC-WIND-

061123/8937 

N/A 10-Oct-2023 4.4 

Active Directory 

Domain Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36722 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36722 

O-MIC-WIND-

061123/8938 

Product: windows_10_1809 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4455 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): * Up to (excluding) 10.0.17763.4974 

N/A 10-Oct-2023 9.8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-35349 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-35349 

O-MIC-WIND-

061123/8939 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/8940 

N/A 10-Oct-2023 8.8 

Microsoft WDAC 

OLE DB provider 

for SQL Server 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36577 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36577 

O-MIC-WIND-

061123/8941 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38166 

O-MIC-WIND-

061123/8942 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/8943 
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('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41770 

O-MIC-WIND-

061123/8944 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/8945 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41768 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41768 

O-MIC-WIND-

061123/8946 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/8947 
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ation 

('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41773 

O-MIC-WIND-

061123/8948 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41774 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41774 

O-MIC-WIND-

061123/8949 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/8950 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36697 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36697 

O-MIC-WIND-

061123/8951 
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N/A 10-Oct-2023 7.8 

Microsoft Resilient 

File System (ReFS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36701 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36701 

O-MIC-WIND-

061123/8952 

N/A 10-Oct-2023 7.8 

Windows MSHTML 

Platform Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36436 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36436 

O-MIC-WIND-

061123/8953 

N/A 10-Oct-2023 7.8 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36594 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36594 

O-MIC-WIND-

061123/8954 

N/A 10-Oct-2023 7.8 

PrintHTML API 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36557 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36557 

O-MIC-WIND-

061123/8955 

N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41766 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41766 

O-MIC-WIND-

061123/8956 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36743 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36743 

O-MIC-WIND-

061123/8957 
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N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36732 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36732 

O-MIC-WIND-

061123/8958 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36731 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36731 

O-MIC-WIND-

061123/8959 

N/A 10-Oct-2023 7.8 

Named Pipe File 

System Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36729 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36729 

O-MIC-WIND-

061123/8960 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36712 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36712 

O-MIC-WIND-

061123/8961 

N/A 10-Oct-2023 7.8 

Windows Named 

Pipe Filesystem 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36605 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36605 

O-MIC-WIND-

061123/8962 

N/A 10-Oct-2023 7.8 

Windows Runtime 

C++ Template 

Library Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36711 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36711 

O-MIC-WIND-

061123/8963 

N/A 10-Oct-2023 7.8 
Windows Media 

Foundation Core 

Remote Code 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/8964 
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Execution 

Vulnerability 

CVE ID : CVE-

2023-36710 

guide/vulnera

bility/CVE-

2023-36710 

N/A 10-Oct-2023 7.8 

Windows Setup 

Files Cleanup 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36704 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36704 

O-MIC-WIND-

061123/8965 

N/A 10-Oct-2023 7.8 

Microsoft 

DirectMusic 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36702 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36702 

O-MIC-WIND-

061123/8966 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36725 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36725 

O-MIC-WIND-

061123/8967 

N/A 10-Oct-2023 7.8 

Microsoft WDAC 

ODBC Driver 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36598 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36598 

O-MIC-WIND-

061123/8968 

N/A 10-Oct-2023 7.8 

Windows Container 

Manager Service 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36723 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36723 

O-MIC-WIND-

061123/8969 
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N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-41772 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41772 

O-MIC-WIND-

061123/8970 

N/A 10-Oct-2023 7.8 

Microsoft Virtual 

Trusted Platform 

Module Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36718 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36718 

O-MIC-WIND-

061123/8971 

N/A 10-Oct-2023 7.8 

Windows Internet 

Key Exchange (IKE) 

Extension Elevation 

of Privilege  

Vulnerability 

CVE ID : CVE-

2023-36726 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36726 

O-MIC-WIND-

061123/8972 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/8973 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36603 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36603 

O-MIC-WIND-

061123/8974 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36606 

O-MIC-WIND-

061123/8975 

N/A 10-Oct-2023 7.5 Microsoft Message 

Queuing Denial of 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/8976 
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Service 

Vulnerability 

CVE ID : CVE-

2023-36579 

guide/vulnera

bility/CVE-

2023-36579 

N/A 10-Oct-2023 7.5 

Microsoft AllJoyn 

API Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36709 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36709 

O-MIC-WIND-

061123/8977 

N/A 10-Oct-2023 7.5 

Windows Mixed 

Reality Developer 

Tools Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36720 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36720 

O-MIC-WIND-

061123/8978 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36431 

O-MIC-WIND-

061123/8979 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36438 

O-MIC-WIND-

061123/8980 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36567 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36567 

O-MIC-WIND-

061123/8981 

N/A 10-Oct-2023 7.5 Microsoft Message 

Queuing Denial of 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/8982 
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Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

guide/vulnera

bility/CVE-

2023-36581 

N/A 10-Oct-2023 7.5 

Active Template 

Library Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36585 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36585 

O-MIC-WIND-

061123/8983 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 7.5 

Remote Procedure 

Call Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36596 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36596 

O-MIC-WIND-

061123/8984 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-MIC-WIND-

061123/8985 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/8986 
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CVE ID : CVE-

2023-36583 

bility/CVE-

2023-36583 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36592 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/8987 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36582 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36582 

O-MIC-WIND-

061123/8988 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36570 

O-MIC-WIND-

061123/8989 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36578 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36578 

O-MIC-WIND-

061123/8990 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36575 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36575 

O-MIC-WIND-

061123/8991 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/8992 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36573 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36573 

O-MIC-WIND-

061123/8993 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36572 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36572 

O-MIC-WIND-

061123/8994 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/8995 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/8996 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36593 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36593 

O-MIC-WIND-

061123/8997 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36590 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36590 

O-MIC-WIND-

061123/8998 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/8999 
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CVE ID : CVE-

2023-36589 

bility/CVE-

2023-36589 

N/A 10-Oct-2023 7 

Windows Error 

Reporting Service 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36721 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36721 

O-MIC-WIND-

061123/9000 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/9001 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Runtime 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36902 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36902 

O-MIC-WIND-

061123/9002 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-38159 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38159 

O-MIC-WIND-

061123/9003 
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N/A 10-Oct-2023 6.5 

Windows Virtual 

Trusted Platform 

Module Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36717 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36717 

O-MIC-WIND-

061123/9004 

N/A 10-Oct-2023 6.5 

Windows Search 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36564 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36564 

O-MIC-WIND-

061123/9005 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36563 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/9006 

N/A 10-Oct-2023 5.5 

Windows Power 

Management 

Service Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36724 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36724 

O-MIC-WIND-

061123/9007 

N/A 10-Oct-2023 5.5 

Windows Kernel 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36576 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36576 

O-MIC-WIND-

061123/9008 

N/A 10-Oct-2023 5.5 

Windows Common 

Log File System 

Driver Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36713 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36713 

O-MIC-WIND-

061123/9009 
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N/A 10-Oct-2023 5.4 

Windows Mark of 

the Web Security 

Feature Bypass 

Vulnerability 

CVE ID : CVE-

2023-36584 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36584 

O-MIC-WIND-

061123/9010 

N/A 10-Oct-2023 4.4 

Active Directory 

Domain Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36722 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36722 

O-MIC-WIND-

061123/9011 

N/A 10-Oct-2023 4.4 

Windows Kernel 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36698 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36698 

O-MIC-WIND-

061123/9012 

Product: windows_10_21h1 

Affected Version(s): * Up to (excluding) 10.0.19041.3570 

N/A 10-Oct-2023 8.8 

Microsoft WDAC 

OLE DB provider 

for SQL Server 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36577 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36577 

O-MIC-WIND-

061123/9013 

N/A 10-Oct-2023 7.8 

Windows MSHTML 

Platform Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36436 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36436 

O-MIC-WIND-

061123/9014 

N/A 10-Oct-2023 7.8 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9015 
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CVE ID : CVE-

2023-36594 

bility/CVE-

2023-36594 

N/A 10-Oct-2023 7.8 

Microsoft WDAC 

ODBC Driver 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36598 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36598 

O-MIC-WIND-

061123/9016 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36567 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36567 

O-MIC-WIND-

061123/9017 

N/A 10-Oct-2023 7.5 

Active Template 

Library Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36585 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36585 

O-MIC-WIND-

061123/9018 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 7.5 

Remote Procedure 

Call Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36596 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36596 

O-MIC-WIND-

061123/9019 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/9020 

N/A 10-Oct-2023 5.5 

Windows Kernel 

Information 

Disclosure 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9021 
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CVE ID : CVE-

2023-36576 

bility/CVE-

2023-36576 

N/A 10-Oct-2023 5.4 

Windows Mark of 

the Web Security 

Feature Bypass 

Vulnerability 

CVE ID : CVE-

2023-36584 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36584 

O-MIC-WIND-

061123/9022 

Product: windows_10_21h2 

Affected Version(s): * Up to (excluding) 10.0.19041.3570 

N/A 10-Oct-2023 9.8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-35349 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-35349 

O-MIC-WIND-

061123/9023 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/9024 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/9025 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41768 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41768 

O-MIC-WIND-

061123/9026 
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ation 

('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/9027 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/9028 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41774 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41774 

O-MIC-WIND-

061123/9029 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38166 

O-MIC-WIND-

061123/9030 
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Synchroniz

ation 

('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41773 

O-MIC-WIND-

061123/9031 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/9032 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41770 

O-MIC-WIND-

061123/9033 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9034 
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CVE ID : CVE-

2023-36697 

bility/CVE-

2023-36697 

N/A 10-Oct-2023 7.8 

Microsoft 

DirectMusic 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36702 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36702 

O-MIC-WIND-

061123/9035 

N/A 10-Oct-2023 7.8 

Windows Media 

Foundation Core 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36710 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36710 

O-MIC-WIND-

061123/9036 

N/A 10-Oct-2023 7.8 

PrintHTML API 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36557 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36557 

O-MIC-WIND-

061123/9037 

N/A 10-Oct-2023 7.8 

Windows Runtime 

C++ Template 

Library Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36711 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36711 

O-MIC-WIND-

061123/9038 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36712 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36712 

O-MIC-WIND-

061123/9039 

N/A 10-Oct-2023 7.8 

Microsoft Virtual 

Trusted Platform 

Module Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9040 
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CVE ID : CVE-

2023-36718 

bility/CVE-

2023-36718 

N/A 10-Oct-2023 7.8 

Windows Container 

Manager Service 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36723 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36723 

O-MIC-WIND-

061123/9041 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36725 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36725 

O-MIC-WIND-

061123/9042 

N/A 10-Oct-2023 7.8 

Windows Internet 

Key Exchange (IKE) 

Extension Elevation 

of Privilege  

Vulnerability 

CVE ID : CVE-

2023-36726 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36726 

O-MIC-WIND-

061123/9043 

N/A 10-Oct-2023 7.8 

Named Pipe File 

System Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36729 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36729 

O-MIC-WIND-

061123/9044 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36731 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36731 

O-MIC-WIND-

061123/9045 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36732 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36732 

O-MIC-WIND-

061123/9046 
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N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41766 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41766 

O-MIC-WIND-

061123/9047 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-41772 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41772 

O-MIC-WIND-

061123/9048 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36743 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36743 

O-MIC-WIND-

061123/9049 

N/A 10-Oct-2023 7.8 

Windows Named 

Pipe Filesystem 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36605 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36605 

O-MIC-WIND-

061123/9050 

N/A 10-Oct-2023 7.8 

Microsoft Resilient 

File System (ReFS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36701 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36701 

O-MIC-WIND-

061123/9051 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36431 

O-MIC-WIND-

061123/9052 
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N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36438 

O-MIC-WIND-

061123/9053 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36579 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36579 

O-MIC-WIND-

061123/9054 

N/A 10-Oct-2023 7.5 

Microsoft AllJoyn 

API Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36709 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36709 

O-MIC-WIND-

061123/9055 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36606 

O-MIC-WIND-

061123/9056 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36581 

O-MIC-WIND-

061123/9057 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36603 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36603 

O-MIC-WIND-

061123/9058 

N/A 10-Oct-2023 7.5 
Windows Mixed 

Reality Developer 

Tools Denial of 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9059 
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Service 

Vulnerability 

CVE ID : CVE-

2023-36720 

bility/CVE-

2023-36720 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36570 

O-MIC-WIND-

061123/9060 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36572 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36572 

O-MIC-WIND-

061123/9061 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36573 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36573 

O-MIC-WIND-

061123/9062 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/9063 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36575 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36575 

O-MIC-WIND-

061123/9064 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36578 

O-MIC-WIND-

061123/9065 
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CVE ID : CVE-

2023-36578 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/9066 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36582 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36582 

O-MIC-WIND-

061123/9067 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36583 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36583 

O-MIC-WIND-

061123/9068 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36589 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36589 

O-MIC-WIND-

061123/9069 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36593 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36593 

O-MIC-WIND-

061123/9070 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36592 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/9071 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/9072 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36590 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36590 

O-MIC-WIND-

061123/9073 

N/A 10-Oct-2023 7 

Windows Error 

Reporting Service 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36721 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36721 

O-MIC-WIND-

061123/9074 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/9075 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Runtime 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36902 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36902 

O-MIC-WIND-

061123/9076 
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Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-38159 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38159 

O-MIC-WIND-

061123/9077 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36563 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/9078 

N/A 10-Oct-2023 6.5 

Windows Virtual 

Trusted Platform 

Module Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36717 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36717 

O-MIC-WIND-

061123/9079 

N/A 10-Oct-2023 5.5 

Windows Power 

Management 

Service Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36724 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36724 

O-MIC-WIND-

061123/9080 

N/A 10-Oct-2023 5.5 

Windows Common 

Log File System 

Driver Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36713 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36713 

O-MIC-WIND-

061123/9081 

N/A 10-Oct-2023 4.4 
Active Directory 

Domain Services 

Information 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/9082 
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Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36722 

guide/vulnera

bility/CVE-

2023-36722 

N/A 10-Oct-2023 4.4 

Windows Kernel 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36698 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36698 

O-MIC-WIND-

061123/9083 

Affected Version(s): * Up to (excluding) 10.0.19044.3570 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-MIC-WIND-

061123/9084 

Product: windows_10_22h2 

Affected Version(s): * Up to (excluding) 10.0.19041.3570 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/9085 
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N/A 10-Oct-2023 8.8 

Microsoft WDAC 

OLE DB provider 

for SQL Server 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36577 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36577 

O-MIC-WIND-

061123/9086 

N/A 10-Oct-2023 7.8 

Windows MSHTML 

Platform Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36436 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36436 

O-MIC-WIND-

061123/9087 

N/A 10-Oct-2023 7.8 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36594 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36594 

O-MIC-WIND-

061123/9088 

N/A 10-Oct-2023 7.8 

Microsoft WDAC 

ODBC Driver 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36598 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36598 

O-MIC-WIND-

061123/9089 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36567 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36567 

O-MIC-WIND-

061123/9090 

N/A 10-Oct-2023 7.5 

Active Template 

Library Denial of 

Service 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9091 
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CVE ID : CVE-

2023-36585 

bility/CVE-

2023-36585 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 7.5 

Remote Procedure 

Call Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36596 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36596 

O-MIC-WIND-

061123/9092 

N/A 10-Oct-2023 6.5 

Windows Search 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36564 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36564 

O-MIC-WIND-

061123/9093 

N/A 10-Oct-2023 5.5 

Windows Kernel 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36576 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36576 

O-MIC-WIND-

061123/9094 

N/A 10-Oct-2023 5.4 

Windows Mark of 

the Web Security 

Feature Bypass 

Vulnerability 

CVE ID : CVE-

2023-36584 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36584 

O-MIC-WIND-

061123/9095 

Affected Version(s): * Up to (excluding) 10.0.19045.3570 

N/A 10-Oct-2023 9.8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-35349 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-35349 

O-MIC-WIND-

061123/9096 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/9097 
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Synchroniz

ation 

('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/9098 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/9099 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38166 

O-MIC-WIND-

061123/9100 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9101 
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Improper 

Synchroniz

ation 

('Race 

Condition') 

CVE ID : CVE-

2023-41768 

bility/CVE-

2023-41768 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41770 

O-MIC-WIND-

061123/9102 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/9103 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41773 

O-MIC-WIND-

061123/9104 

Concurrent 

Execution 

using 

Shared 

Resource 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9105 
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with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

CVE ID : CVE-

2023-41774 

bility/CVE-

2023-41774 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36697 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36697 

O-MIC-WIND-

061123/9106 

N/A 10-Oct-2023 7.8 

Windows Named 

Pipe Filesystem 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36605 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36605 

O-MIC-WIND-

061123/9107 

N/A 10-Oct-2023 7.8 

Windows Runtime 

C++ Template 

Library Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36711 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36711 

O-MIC-WIND-

061123/9108 

N/A 10-Oct-2023 7.8 

PrintHTML API 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36557 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36557 

O-MIC-WIND-

061123/9109 

N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41766 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41766 

O-MIC-WIND-

061123/9110 
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N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36743 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36743 

O-MIC-WIND-

061123/9111 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36712 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36712 

O-MIC-WIND-

061123/9112 

N/A 10-Oct-2023 7.8 

Microsoft Resilient 

File System (ReFS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36701 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36701 

O-MIC-WIND-

061123/9113 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36732 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36732 

O-MIC-WIND-

061123/9114 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36731 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36731 

O-MIC-WIND-

061123/9115 

N/A 10-Oct-2023 7.8 

Named Pipe File 

System Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36729 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36729 

O-MIC-WIND-

061123/9116 

N/A 10-Oct-2023 7.8 
Windows Internet 

Key Exchange (IKE) 

Extension Elevation 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9117 
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of Privilege  

Vulnerability 

CVE ID : CVE-

2023-36726 

bility/CVE-

2023-36726 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36725 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36725 

O-MIC-WIND-

061123/9118 

N/A 10-Oct-2023 7.8 

Windows Container 

Manager Service 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36723 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36723 

O-MIC-WIND-

061123/9119 

N/A 10-Oct-2023 7.8 

Microsoft Virtual 

Trusted Platform 

Module Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36718 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36718 

O-MIC-WIND-

061123/9120 

N/A 10-Oct-2023 7.8 

Microsoft 

DirectMusic 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36702 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36702 

O-MIC-WIND-

061123/9121 

N/A 10-Oct-2023 7.8 

Windows Media 

Foundation Core 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36710 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36710 

O-MIC-WIND-

061123/9122 
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N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-41772 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41772 

O-MIC-WIND-

061123/9123 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/9124 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36603 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36603 

O-MIC-WIND-

061123/9125 

N/A 10-Oct-2023 7.5 

Microsoft AllJoyn 

API Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36709 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36709 

O-MIC-WIND-

061123/9126 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

O-MIC-WIND-

061123/9127 
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impacting-f5-

nginx-

products/ 

N/A 10-Oct-2023 7.5 

Windows Mixed 

Reality Developer 

Tools Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36720 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36720 

O-MIC-WIND-

061123/9128 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36431 

O-MIC-WIND-

061123/9129 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36438 

O-MIC-WIND-

061123/9130 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36606 

O-MIC-WIND-

061123/9131 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36579 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36579 

O-MIC-WIND-

061123/9132 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36581 

O-MIC-WIND-

061123/9133 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36592 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/9134 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/9135 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36590 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36590 

O-MIC-WIND-

061123/9136 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36589 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36589 

O-MIC-WIND-

061123/9137 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36583 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36583 

O-MIC-WIND-

061123/9138 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36582 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36582 

O-MIC-WIND-

061123/9139 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9140 
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CVE ID : CVE-

2023-36578 

bility/CVE-

2023-36578 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36575 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36575 

O-MIC-WIND-

061123/9141 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/9142 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36573 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36573 

O-MIC-WIND-

061123/9143 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/9144 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36570 

O-MIC-WIND-

061123/9145 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36572 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36572 

O-MIC-WIND-

061123/9146 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36593 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36593 

O-MIC-WIND-

061123/9147 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Runtime 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36902 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36902 

O-MIC-WIND-

061123/9148 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-38159 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38159 

O-MIC-WIND-

061123/9149 

N/A 10-Oct-2023 7 

Windows Error 

Reporting Service 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36721 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36721 

O-MIC-WIND-

061123/9150 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/9151 
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Synchroniz

ation 

('Race 

Condition') 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36563 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/9152 

N/A 10-Oct-2023 6.5 

Windows Virtual 

Trusted Platform 

Module Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36717 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36717 

O-MIC-WIND-

061123/9153 

N/A 10-Oct-2023 5.5 

Windows Power 

Management 

Service Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36724 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36724 

O-MIC-WIND-

061123/9154 

N/A 10-Oct-2023 5.5 

Windows Common 

Log File System 

Driver Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36713 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36713 

O-MIC-WIND-

061123/9155 

N/A 10-Oct-2023 4.4 

Active Directory 

Domain Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36722 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36722 

O-MIC-WIND-

061123/9156 

N/A 10-Oct-2023 4.4 Windows Kernel 

Security Feature 

https://msrc.

microsoft.com

O-MIC-WIND-

061123/9157 
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Bypass 

Vulnerability 

CVE ID : CVE-

2023-36698 

/update-

guide/vulnera

bility/CVE-

2023-36698 

Product: windows_11_21h2 

Affected Version(s): * Up to (excluding) 10.0.22000.2538 

N/A 10-Oct-2023 9.8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-35349 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-35349 

O-MIC-WIND-

061123/9158 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/9159 

N/A 10-Oct-2023 8.8 

Microsoft WDAC 

OLE DB provider 

for SQL Server 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36577 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36577 

O-MIC-WIND-

061123/9160 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38166 

O-MIC-WIND-

061123/9161 

Concurrent 

Execution 

using 

10-Oct-2023 8.1 Layer 2 Tunneling 

Protocol Remote 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/9162 
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Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

guide/vulnera

bility/CVE-

2023-41770 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/9163 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41773 

O-MIC-WIND-

061123/9164 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41774 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41774 

O-MIC-WIND-

061123/9165 
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Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41768 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41768 

O-MIC-WIND-

061123/9166 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/9167 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/9168 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/9169 
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('Race 

Condition') 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36697 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36697 

O-MIC-WIND-

061123/9170 

N/A 10-Oct-2023 7.8 

Microsoft 

DirectMusic 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36702 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36702 

O-MIC-WIND-

061123/9171 

N/A 10-Oct-2023 7.8 

Windows MSHTML 

Platform Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36436 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36436 

O-MIC-WIND-

061123/9172 

N/A 10-Oct-2023 7.8 

Microsoft Resilient 

File System (ReFS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36701 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36701 

O-MIC-WIND-

061123/9173 

N/A 10-Oct-2023 7.8 

PrintHTML API 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36557 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36557 

O-MIC-WIND-

061123/9174 

N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

Privilege 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41766 

O-MIC-WIND-

061123/9175 
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CVE ID : CVE-

2023-41766 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36743 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36743 

O-MIC-WIND-

061123/9176 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36732 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36732 

O-MIC-WIND-

061123/9177 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36731 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36731 

O-MIC-WIND-

061123/9178 

N/A 10-Oct-2023 7.8 

Windows Container 

Manager Service 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36723 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36723 

O-MIC-WIND-

061123/9179 

N/A 10-Oct-2023 7.8 

Microsoft Virtual 

Trusted Platform 

Module Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36718 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36718 

O-MIC-WIND-

061123/9180 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36712 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36712 

O-MIC-WIND-

061123/9181 
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N/A 10-Oct-2023 7.8 

Microsoft WDAC 

ODBC Driver 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36598 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36598 

O-MIC-WIND-

061123/9182 

N/A 10-Oct-2023 7.8 

Windows Runtime 

C++ Template 

Library Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36711 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36711 

O-MIC-WIND-

061123/9183 

N/A 10-Oct-2023 7.8 

Windows Media 

Foundation Core 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36710 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36710 

O-MIC-WIND-

061123/9184 

N/A 10-Oct-2023 7.8 

Named Pipe File 

System Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36729 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36729 

O-MIC-WIND-

061123/9185 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36725 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36725 

O-MIC-WIND-

061123/9186 

N/A 10-Oct-2023 7.8 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36594 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36594 

O-MIC-WIND-

061123/9187 
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N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-41772 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41772 

O-MIC-WIND-

061123/9188 

N/A 10-Oct-2023 7.8 

Windows Named 

Pipe Filesystem 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36605 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36605 

O-MIC-WIND-

061123/9189 

N/A 10-Oct-2023 7.8 

Windows Internet 

Key Exchange (IKE) 

Extension Elevation 

of Privilege  

Vulnerability 

CVE ID : CVE-

2023-36726 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36726 

O-MIC-WIND-

061123/9190 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 7.5 

Remote Procedure 

Call Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36596 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36596 

O-MIC-WIND-

061123/9191 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/9192 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36603 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36603 

O-MIC-WIND-

061123/9193 

N/A 10-Oct-2023 7.5 Microsoft Message 

Queuing Denial of 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/9194 
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Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

guide/vulnera

bility/CVE-

2023-36606 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36567 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36567 

O-MIC-WIND-

061123/9195 

N/A 10-Oct-2023 7.5 

Microsoft AllJoyn 

API Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36709 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36709 

O-MIC-WIND-

061123/9196 

N/A 10-Oct-2023 7.5 

Windows Mixed 

Reality Developer 

Tools Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36720 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36720 

O-MIC-WIND-

061123/9197 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36431 

O-MIC-WIND-

061123/9198 

N/A 10-Oct-2023 7.5 

Microsoft QUIC 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36435 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36435 

O-MIC-WIND-

061123/9199 

N/A 10-Oct-2023 7.5 Windows TCP/IP 

Information 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/9200 
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Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

guide/vulnera

bility/CVE-

2023-36438 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36579 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36579 

O-MIC-WIND-

061123/9201 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36581 

O-MIC-WIND-

061123/9202 

N/A 10-Oct-2023 7.5 

Active Template 

Library Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36585 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36585 

O-MIC-WIND-

061123/9203 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

O-MIC-WIND-

061123/9204 
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nginx-

products/ 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36583 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36583 

O-MIC-WIND-

061123/9205 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36593 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36593 

O-MIC-WIND-

061123/9206 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36582 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36582 

O-MIC-WIND-

061123/9207 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36578 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36578 

O-MIC-WIND-

061123/9208 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36575 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36575 

O-MIC-WIND-

061123/9209 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/9210 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36573 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36573 

O-MIC-WIND-

061123/9211 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36572 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36572 

O-MIC-WIND-

061123/9212 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/9213 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36570 

O-MIC-WIND-

061123/9214 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36592 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/9215 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/9216 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9217 
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CVE ID : CVE-

2023-36590 

bility/CVE-

2023-36590 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36589 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36589 

O-MIC-WIND-

061123/9218 

N/A 10-Oct-2023 7 

Windows Error 

Reporting Service 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36721 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36721 

O-MIC-WIND-

061123/9219 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/9220 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Runtime 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36902 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36902 

O-MIC-WIND-

061123/9221 

Concurrent 

Execution 

using 

Shared 

Resource 

10-Oct-2023 7 
Windows Graphics 

Component 

Elevation of 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9222 
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with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-38159 

bility/CVE-

2023-38159 

N/A 10-Oct-2023 6.5 

Windows Search 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36564 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36564 

O-MIC-WIND-

061123/9223 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36563 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/9224 

N/A 10-Oct-2023 6.5 

Windows Virtual 

Trusted Platform 

Module Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36717 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36717 

O-MIC-WIND-

061123/9225 

N/A 10-Oct-2023 5.5 

Windows Power 

Management 

Service Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36724 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36724 

O-MIC-WIND-

061123/9226 

N/A 10-Oct-2023 5.5 

Windows Kernel 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36576 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36576 

O-MIC-WIND-

061123/9227 

N/A 10-Oct-2023 5.5 Windows Common 

Log File System 

https://msrc.

microsoft.com

O-MIC-WIND-

061123/9228 
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Driver Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36713 

/update-

guide/vulnera

bility/CVE-

2023-36713 

N/A 10-Oct-2023 5.4 

Windows Mark of 

the Web Security 

Feature Bypass 

Vulnerability 

CVE ID : CVE-

2023-36584 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36584 

O-MIC-WIND-

061123/9229 

N/A 10-Oct-2023 4.4 

Active Directory 

Domain Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36722 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36722 

O-MIC-WIND-

061123/9230 

N/A 10-Oct-2023 4.4 

Windows Kernel 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36698 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36698 

O-MIC-WIND-

061123/9231 

Product: windows_11_22h2 

Affected Version(s): * Up to (excluding) 10.0.22621.2428 

N/A 10-Oct-2023 9.8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-35349 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-35349 

O-MIC-WIND-

061123/9232 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/9233 
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N/A 10-Oct-2023 8.8 

Microsoft WDAC 

OLE DB provider 

for SQL Server 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36577 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36577 

O-MIC-WIND-

061123/9234 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38166 

O-MIC-WIND-

061123/9235 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41770 

O-MIC-WIND-

061123/9236 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/9237 
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Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41773 

O-MIC-WIND-

061123/9238 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41774 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41774 

O-MIC-WIND-

061123/9239 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41768 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41768 

O-MIC-WIND-

061123/9240 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/9241 
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('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/9242 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/9243 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36697 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36697 

O-MIC-WIND-

061123/9244 

N/A 10-Oct-2023 7.8 

Microsoft 

DirectMusic 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36702 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36702 

O-MIC-WIND-

061123/9245 

N/A 10-Oct-2023 7.8 

Windows MSHTML 

Platform Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9246 
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CVE ID : CVE-

2023-36436 

bility/CVE-

2023-36436 

N/A 10-Oct-2023 7.8 

Microsoft Resilient 

File System (ReFS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36701 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36701 

O-MIC-WIND-

061123/9247 

N/A 10-Oct-2023 7.8 

PrintHTML API 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36557 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36557 

O-MIC-WIND-

061123/9248 

N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41766 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41766 

O-MIC-WIND-

061123/9249 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36743 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36743 

O-MIC-WIND-

061123/9250 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36732 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36732 

O-MIC-WIND-

061123/9251 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36731 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36731 

O-MIC-WIND-

061123/9252 
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N/A 10-Oct-2023 7.8 

Windows Container 

Manager Service 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36723 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36723 

O-MIC-WIND-

061123/9253 

N/A 10-Oct-2023 7.8 

Microsoft Virtual 

Trusted Platform 

Module Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36718 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36718 

O-MIC-WIND-

061123/9254 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36712 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36712 

O-MIC-WIND-

061123/9255 

N/A 10-Oct-2023 7.8 

Microsoft WDAC 

ODBC Driver 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36598 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36598 

O-MIC-WIND-

061123/9256 

N/A 10-Oct-2023 7.8 

Windows Runtime 

C++ Template 

Library Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36711 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36711 

O-MIC-WIND-

061123/9257 

N/A 10-Oct-2023 7.8 

Windows Media 

Foundation Core 

Remote Code 

Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36710 

O-MIC-WIND-

061123/9258 
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CVE ID : CVE-

2023-36710 

N/A 10-Oct-2023 7.8 

Named Pipe File 

System Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36729 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36729 

O-MIC-WIND-

061123/9259 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36725 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36725 

O-MIC-WIND-

061123/9260 

N/A 10-Oct-2023 7.8 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36594 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36594 

O-MIC-WIND-

061123/9261 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-41772 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41772 

O-MIC-WIND-

061123/9262 

N/A 10-Oct-2023 7.8 

Windows Named 

Pipe Filesystem 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36605 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36605 

O-MIC-WIND-

061123/9263 

N/A 10-Oct-2023 7.8 

Windows Internet 

Key Exchange (IKE) 

Extension Elevation 

of Privilege  

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36726 

O-MIC-WIND-

061123/9264 
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CVE ID : CVE-

2023-36726 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 7.5 

Remote Procedure 

Call Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36596 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36596 

O-MIC-WIND-

061123/9265 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/9266 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36603 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36603 

O-MIC-WIND-

061123/9267 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36606 

O-MIC-WIND-

061123/9268 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36567 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36567 

O-MIC-WIND-

061123/9269 

N/A 10-Oct-2023 7.5 

Microsoft AllJoyn 

API Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36709 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36709 

O-MIC-WIND-

061123/9270 
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N/A 10-Oct-2023 7.5 

Windows Mixed 

Reality Developer 

Tools Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36720 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36720 

O-MIC-WIND-

061123/9271 

N/A 10-Oct-2023 7.5 

Microsoft QUIC 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-38171 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38171 

O-MIC-WIND-

061123/9272 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36431 

O-MIC-WIND-

061123/9273 

N/A 10-Oct-2023 7.5 

Microsoft QUIC 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36435 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36435 

O-MIC-WIND-

061123/9274 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36438 

O-MIC-WIND-

061123/9275 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36579 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36579 

O-MIC-WIND-

061123/9276 

N/A 10-Oct-2023 7.5 Microsoft Message 

Queuing Denial of 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9277 
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Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

bility/CVE-

2023-36581 

N/A 10-Oct-2023 7.5 

Active Template 

Library Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36585 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36585 

O-MIC-WIND-

061123/9278 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-MIC-WIND-

061123/9279 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36593 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36593 

O-MIC-WIND-

061123/9280 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9281 
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CVE ID : CVE-

2023-36582 

bility/CVE-

2023-36582 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36578 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36578 

O-MIC-WIND-

061123/9282 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36575 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36575 

O-MIC-WIND-

061123/9283 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/9284 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36573 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36573 

O-MIC-WIND-

061123/9285 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36572 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36572 

O-MIC-WIND-

061123/9286 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/9287 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/9288 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36570 

O-MIC-WIND-

061123/9289 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36592 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/9290 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36590 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36590 

O-MIC-WIND-

061123/9291 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36589 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36589 

O-MIC-WIND-

061123/9292 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36583 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36583 

O-MIC-WIND-

061123/9293 

N/A 10-Oct-2023 7 
Windows Error 

Reporting Service 

Elevation of 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9294 
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Privilege 

Vulnerability 

CVE ID : CVE-

2023-36721 

bility/CVE-

2023-36721 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/9295 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Runtime 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36902 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36902 

O-MIC-WIND-

061123/9296 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-38159 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38159 

O-MIC-WIND-

061123/9297 

N/A 10-Oct-2023 6.5 

Windows Search 

Security Feature 

Bypass 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9298 
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CVE ID : CVE-

2023-36564 

bility/CVE-

2023-36564 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36563 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/9299 

N/A 10-Oct-2023 6.5 

Windows Virtual 

Trusted Platform 

Module Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36717 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36717 

O-MIC-WIND-

061123/9300 

N/A 10-Oct-2023 5.5 

Windows Power 

Management 

Service Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36724 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36724 

O-MIC-WIND-

061123/9301 

N/A 10-Oct-2023 5.5 

Windows Kernel 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36576 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36576 

O-MIC-WIND-

061123/9302 

N/A 10-Oct-2023 5.5 

Windows Common 

Log File System 

Driver Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36713 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36713 

O-MIC-WIND-

061123/9303 

N/A 10-Oct-2023 5.4 

Windows Mark of 

the Web Security 

Feature Bypass 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9304 
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CVE ID : CVE-

2023-36584 

bility/CVE-

2023-36584 

N/A 10-Oct-2023 4.4 

Active Directory 

Domain Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36722 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36722 

O-MIC-WIND-

061123/9305 

N/A 10-Oct-2023 4.4 

Windows Kernel 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36698 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36698 

O-MIC-WIND-

061123/9306 

Product: windows_server_2008 

Affected Version(s): - 

N/A 10-Oct-2023 9.8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-35349 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-35349 

O-MIC-WIND-

061123/9307 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/9308 

N/A 10-Oct-2023 8.8 

Microsoft WDAC 

OLE DB provider 

for SQL Server 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36577 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36577 

O-MIC-WIND-

061123/9309 

Concurrent 

Execution 

using 

10-Oct-2023 8.1 Layer 2 Tunneling 

Protocol Remote 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/9310 
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Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41774 

guide/vulnera

bility/CVE-

2023-41774 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41768 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41768 

O-MIC-WIND-

061123/9311 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38166 

O-MIC-WIND-

061123/9312 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/9313 
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Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/9314 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/9315 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41770 

O-MIC-WIND-

061123/9316 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/9317 
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('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41773 

O-MIC-WIND-

061123/9318 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36697 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36697 

O-MIC-WIND-

061123/9319 

N/A 10-Oct-2023 7.8 

Windows MSHTML 

Platform Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36436 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36436 

O-MIC-WIND-

061123/9320 

N/A 10-Oct-2023 7.8 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36594 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36594 

O-MIC-WIND-

061123/9321 

N/A 10-Oct-2023 7.8 

Microsoft WDAC 

ODBC Driver 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36598 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36598 

O-MIC-WIND-

061123/9322 
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N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41766 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41766 

O-MIC-WIND-

061123/9323 

N/A 10-Oct-2023 7.8 

Windows RDP 

Encoder Mirror 

Driver Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36790 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36790 

O-MIC-WIND-

061123/9324 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36431 

O-MIC-WIND-

061123/9325 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36438 

O-MIC-WIND-

061123/9326 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36606 

O-MIC-WIND-

061123/9327 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36567 

O-MIC-WIND-

061123/9328 
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CVE ID : CVE-

2023-36567 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36579 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36579 

O-MIC-WIND-

061123/9329 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/9330 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36581 

O-MIC-WIND-

061123/9331 

N/A 10-Oct-2023 7.5 

Active Template 

Library Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36585 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36585 

O-MIC-WIND-

061123/9332 

N/A 10-Oct-2023 7.5 

DHCP Server 

Service Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36703 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36703 

O-MIC-WIND-

061123/9333 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36590 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36590 

O-MIC-WIND-

061123/9334 

N/A 10-Oct-2023 7.3 Microsoft Message 

Queuing Remote 

https://msrc.

microsoft.com

O-MIC-WIND-

061123/9335 
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Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

/update-

guide/vulnera

bility/CVE-

2023-36570 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/9336 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36573 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36573 

O-MIC-WIND-

061123/9337 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/9338 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36575 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36575 

O-MIC-WIND-

061123/9339 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36578 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36578 

O-MIC-WIND-

061123/9340 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36583 

O-MIC-WIND-

061123/9341 
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CVE ID : CVE-

2023-36583 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36582 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36582 

O-MIC-WIND-

061123/9342 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36589 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36589 

O-MIC-WIND-

061123/9343 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36572 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36572 

O-MIC-WIND-

061123/9344 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/9345 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36592 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/9346 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36593 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36593 

O-MIC-WIND-

061123/9347 
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Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/9348 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36563 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/9349 

N/A 10-Oct-2023 6.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36706 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36706 

O-MIC-WIND-

061123/9350 

N/A 10-Oct-2023 6.5 

Windows Search 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36564 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36564 

O-MIC-WIND-

061123/9351 

N/A 10-Oct-2023 5.4 

Windows Mark of 

the Web Security 

Feature Bypass 

Vulnerability 

CVE ID : CVE-

2023-36584 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36584 

O-MIC-WIND-

061123/9352 

Affected Version(s): r2 

N/A 10-Oct-2023 9.8 Microsoft Message 

Queuing Remote 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/9353 
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Code Execution 

Vulnerability 

CVE ID : CVE-

2023-35349 

guide/vulnera

bility/CVE-

2023-35349 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/9354 

N/A 10-Oct-2023 8.8 

Microsoft WDAC 

OLE DB provider 

for SQL Server 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36577 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36577 

O-MIC-WIND-

061123/9355 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/9356 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38166 

O-MIC-WIND-

061123/9357 
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Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41774 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41774 

O-MIC-WIND-

061123/9358 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41773 

O-MIC-WIND-

061123/9359 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/9360 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41770 

O-MIC-WIND-

061123/9361 
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('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/9362 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41768 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41768 

O-MIC-WIND-

061123/9363 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/9364 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36697 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36697 

O-MIC-WIND-

061123/9365 
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N/A 10-Oct-2023 7.8 

Windows RDP 

Encoder Mirror 

Driver Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36790 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36790 

O-MIC-WIND-

061123/9366 

N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41766 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41766 

O-MIC-WIND-

061123/9367 

N/A 10-Oct-2023 7.8 

Microsoft WDAC 

ODBC Driver 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36598 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36598 

O-MIC-WIND-

061123/9368 

N/A 10-Oct-2023 7.8 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36594 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36594 

O-MIC-WIND-

061123/9369 

N/A 10-Oct-2023 7.8 

Windows Media 

Foundation Core 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36710 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36710 

O-MIC-WIND-

061123/9370 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9371 
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CVE ID : CVE-

2023-36731 

bility/CVE-

2023-36731 

N/A 10-Oct-2023 7.8 

Microsoft 

DirectMusic 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36702 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36702 

O-MIC-WIND-

061123/9372 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36712 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36712 

O-MIC-WIND-

061123/9373 

N/A 10-Oct-2023 7.8 

Windows Internet 

Key Exchange (IKE) 

Extension Elevation 

of Privilege  

Vulnerability 

CVE ID : CVE-

2023-36726 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36726 

O-MIC-WIND-

061123/9374 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36732 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36732 

O-MIC-WIND-

061123/9375 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36743 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36743 

O-MIC-WIND-

061123/9376 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36431 

O-MIC-WIND-

061123/9377 
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N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36438 

O-MIC-WIND-

061123/9378 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36567 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36567 

O-MIC-WIND-

061123/9379 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36606 

O-MIC-WIND-

061123/9380 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/9381 

N/A 10-Oct-2023 7.5 

DHCP Server 

Service Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36703 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36703 

O-MIC-WIND-

061123/9382 

N/A 10-Oct-2023 7.5 

Windows Remote 

Desktop Gateway 

(RD Gateway) 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-29348 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-29348 

O-MIC-WIND-

061123/9383 
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N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36581 

O-MIC-WIND-

061123/9384 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36579 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36579 

O-MIC-WIND-

061123/9385 

N/A 10-Oct-2023 7.5 

Active Template 

Library Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36585 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36585 

O-MIC-WIND-

061123/9386 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36570 

O-MIC-WIND-

061123/9387 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/9388 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36572 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36572 

O-MIC-WIND-

061123/9389 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9390 
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CVE ID : CVE-

2023-36573 

bility/CVE-

2023-36573 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/9391 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36575 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36575 

O-MIC-WIND-

061123/9392 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36578 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36578 

O-MIC-WIND-

061123/9393 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36593 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36593 

O-MIC-WIND-

061123/9394 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36592 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/9395 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/9396 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36590 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36590 

O-MIC-WIND-

061123/9397 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36589 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36589 

O-MIC-WIND-

061123/9398 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36583 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36583 

O-MIC-WIND-

061123/9399 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36582 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36582 

O-MIC-WIND-

061123/9400 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/9401 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/9402 
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CVE ID : CVE-

2023-36563 

N/A 10-Oct-2023 6.5 

Windows Search 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36564 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36564 

O-MIC-WIND-

061123/9403 

N/A 10-Oct-2023 6.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36706 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36706 

O-MIC-WIND-

061123/9404 

N/A 10-Oct-2023 5.5 

Windows Common 

Log File System 

Driver Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36713 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36713 

O-MIC-WIND-

061123/9405 

N/A 10-Oct-2023 5.5 

Windows Power 

Management 

Service Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36724 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36724 

O-MIC-WIND-

061123/9406 

N/A 10-Oct-2023 5.4 

Windows Mark of 

the Web Security 

Feature Bypass 

Vulnerability 

CVE ID : CVE-

2023-36584 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36584 

O-MIC-WIND-

061123/9407 

N/A 10-Oct-2023 4.4 
Active Directory 

Domain Services 

Information 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9408 
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Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36722 

bility/CVE-

2023-36722 

Product: windows_server_2012 

Affected Version(s): - 

N/A 10-Oct-2023 9.8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-35349 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-35349 

O-MIC-WIND-

061123/9409 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/9410 

N/A 10-Oct-2023 8.8 

Microsoft WDAC 

OLE DB provider 

for SQL Server 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36577 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36577 

O-MIC-WIND-

061123/9411 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/9412 

Concurrent 

Execution 

using 

10-Oct-2023 8.1 Layer 2 Tunneling 

Protocol Remote 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/9413 
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Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

guide/vulnera

bility/CVE-

2023-41773 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38166 

O-MIC-WIND-

061123/9414 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/9415 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41770 

O-MIC-WIND-

061123/9416 
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Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/9417 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41774 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41774 

O-MIC-WIND-

061123/9418 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41768 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41768 

O-MIC-WIND-

061123/9419 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/9420 
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('Race 

Condition') 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36697 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36697 

O-MIC-WIND-

061123/9421 

N/A 10-Oct-2023 7.8 

Microsoft 

DirectMusic 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36702 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36702 

O-MIC-WIND-

061123/9422 

N/A 10-Oct-2023 7.8 

Windows MSHTML 

Platform Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36436 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36436 

O-MIC-WIND-

061123/9423 

N/A 10-Oct-2023 7.8 

Windows Internet 

Key Exchange (IKE) 

Extension Elevation 

of Privilege  

Vulnerability 

CVE ID : CVE-

2023-36726 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36726 

O-MIC-WIND-

061123/9424 

N/A 10-Oct-2023 7.8 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36594 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36594 

O-MIC-WIND-

061123/9425 

N/A 10-Oct-2023 7.8 

Microsoft WDAC 

ODBC Driver 

Remote Code 

Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9426 
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CVE ID : CVE-

2023-36598 

bility/CVE-

2023-36598 

N/A 10-Oct-2023 7.8 

Microsoft Resilient 

File System (ReFS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36701 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36701 

O-MIC-WIND-

061123/9427 

N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41766 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41766 

O-MIC-WIND-

061123/9428 

N/A 10-Oct-2023 7.8 

Windows Media 

Foundation Core 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36710 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36710 

O-MIC-WIND-

061123/9429 

N/A 10-Oct-2023 7.8 

Windows Runtime 

C++ Template 

Library Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36711 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36711 

O-MIC-WIND-

061123/9430 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36712 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36712 

O-MIC-WIND-

061123/9431 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/9432 
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CVE ID : CVE-

2023-36731 

guide/vulnera

bility/CVE-

2023-36731 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36732 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36732 

O-MIC-WIND-

061123/9433 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36743 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36743 

O-MIC-WIND-

061123/9434 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36707 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36707 

O-MIC-WIND-

061123/9435 

N/A 10-Oct-2023 7.5 

DHCP Server 

Service Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36703 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36703 

O-MIC-WIND-

061123/9436 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36579 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36579 

O-MIC-WIND-

061123/9437 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36606 

O-MIC-WIND-

061123/9438 
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N/A 10-Oct-2023 7.5 

Active Template 

Library Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36585 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36585 

O-MIC-WIND-

061123/9439 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/9440 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 7.5 

Remote Procedure 

Call Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36596 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36596 

O-MIC-WIND-

061123/9441 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36581 

O-MIC-WIND-

061123/9442 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36567 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36567 

O-MIC-WIND-

061123/9443 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36438 

O-MIC-WIND-

061123/9444 

N/A 10-Oct-2023 7.5 Microsoft Message 

Queuing Denial of 

https://msrc.

microsoft.com

O-MIC-WIND-

061123/9445 
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Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

/update-

guide/vulnera

bility/CVE-

2023-36431 

N/A 10-Oct-2023 7.5 

Windows Remote 

Desktop Gateway 

(RD Gateway) 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-29348 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-29348 

O-MIC-WIND-

061123/9446 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36583 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36583 

O-MIC-WIND-

061123/9447 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36590 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36590 

O-MIC-WIND-

061123/9448 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/9449 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36592 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/9450 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9451 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4549 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-36593 

bility/CVE-

2023-36593 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36575 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36575 

O-MIC-WIND-

061123/9452 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36589 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36589 

O-MIC-WIND-

061123/9453 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36570 

O-MIC-WIND-

061123/9454 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/9455 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36572 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36572 

O-MIC-WIND-

061123/9456 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36573 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36573 

O-MIC-WIND-

061123/9457 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/9458 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36578 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36578 

O-MIC-WIND-

061123/9459 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36582 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36582 

O-MIC-WIND-

061123/9460 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/9461 

N/A 10-Oct-2023 6.5 

Windows Search 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36564 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36564 

O-MIC-WIND-

061123/9462 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/9463 
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CVE ID : CVE-

2023-36563 

N/A 10-Oct-2023 6.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36706 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36706 

O-MIC-WIND-

061123/9464 

N/A 10-Oct-2023 5.5 

Windows Power 

Management 

Service Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36724 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36724 

O-MIC-WIND-

061123/9465 

N/A 10-Oct-2023 5.5 

Windows Common 

Log File System 

Driver Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36713 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36713 

O-MIC-WIND-

061123/9466 

N/A 10-Oct-2023 5.4 

Windows Mark of 

the Web Security 

Feature Bypass 

Vulnerability 

CVE ID : CVE-

2023-36584 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36584 

O-MIC-WIND-

061123/9467 

N/A 10-Oct-2023 4.4 

Active Directory 

Domain Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36722 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36722 

O-MIC-WIND-

061123/9468 

Affected Version(s): r2 

N/A 10-Oct-2023 9.8 Microsoft Message 

Queuing Remote 

https://msrc.

microsoft.com

O-MIC-WIND-

061123/9469 
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Code Execution 

Vulnerability 

CVE ID : CVE-

2023-35349 

/update-

guide/vulnera

bility/CVE-

2023-35349 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/9470 

N/A 10-Oct-2023 8.8 

Microsoft WDAC 

OLE DB provider 

for SQL Server 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36577 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36577 

O-MIC-WIND-

061123/9471 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/9472 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41773 

O-MIC-WIND-

061123/9473 
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Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38166 

O-MIC-WIND-

061123/9474 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/9475 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41770 

O-MIC-WIND-

061123/9476 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/9477 
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('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41774 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41774 

O-MIC-WIND-

061123/9478 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41768 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41768 

O-MIC-WIND-

061123/9479 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/9480 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36697 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36697 

O-MIC-WIND-

061123/9481 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4555 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

N/A 10-Oct-2023 7.8 

Microsoft 

DirectMusic 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36702 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36702 

O-MIC-WIND-

061123/9482 

N/A 10-Oct-2023 7.8 

Windows MSHTML 

Platform Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36436 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36436 

O-MIC-WIND-

061123/9483 

N/A 10-Oct-2023 7.8 

Named Pipe File 

System Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36729 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36729 

O-MIC-WIND-

061123/9484 

N/A 10-Oct-2023 7.8 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36594 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36594 

O-MIC-WIND-

061123/9485 

N/A 10-Oct-2023 7.8 

Microsoft WDAC 

ODBC Driver 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36598 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36598 

O-MIC-WIND-

061123/9486 

N/A 10-Oct-2023 7.8 

Microsoft Resilient 

File System (ReFS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36701 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36701 

O-MIC-WIND-

061123/9487 
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N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41766 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41766 

O-MIC-WIND-

061123/9488 

N/A 10-Oct-2023 7.8 

Windows Media 

Foundation Core 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36710 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36710 

O-MIC-WIND-

061123/9489 

N/A 10-Oct-2023 7.8 

Windows Runtime 

C++ Template 

Library Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36711 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36711 

O-MIC-WIND-

061123/9490 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36712 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36712 

O-MIC-WIND-

061123/9491 

N/A 10-Oct-2023 7.8 

Windows Internet 

Key Exchange (IKE) 

Extension Elevation 

of Privilege  

Vulnerability 

CVE ID : CVE-

2023-36726 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36726 

O-MIC-WIND-

061123/9492 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36731 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9493 
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bility/CVE-

2023-36731 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36732 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36732 

O-MIC-WIND-

061123/9494 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36743 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36743 

O-MIC-WIND-

061123/9495 

N/A 10-Oct-2023 7.5 

DHCP Server 

Service Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36703 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36703 

O-MIC-WIND-

061123/9496 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36707 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36707 

O-MIC-WIND-

061123/9497 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36579 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36579 

O-MIC-WIND-

061123/9498 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36606 

O-MIC-WIND-

061123/9499 
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N/A 10-Oct-2023 7.5 

Active Template 

Library Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36585 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36585 

O-MIC-WIND-

061123/9500 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/9501 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 7.5 

Remote Procedure 

Call Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36596 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36596 

O-MIC-WIND-

061123/9502 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36581 

O-MIC-WIND-

061123/9503 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36567 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36567 

O-MIC-WIND-

061123/9504 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36438 

O-MIC-WIND-

061123/9505 

N/A 10-Oct-2023 7.5 Microsoft Message 

Queuing Denial of 

https://msrc.

microsoft.com

O-MIC-WIND-

061123/9506 
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Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

/update-

guide/vulnera

bility/CVE-

2023-36431 

N/A 10-Oct-2023 7.5 

Windows Remote 

Desktop Gateway 

(RD Gateway) 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-29348 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-29348 

O-MIC-WIND-

061123/9507 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36590 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36590 

O-MIC-WIND-

061123/9508 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/9509 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36592 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/9510 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36593 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36593 

O-MIC-WIND-

061123/9511 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9512 
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CVE ID : CVE-

2023-36575 

bility/CVE-

2023-36575 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36570 

O-MIC-WIND-

061123/9513 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36589 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36589 

O-MIC-WIND-

061123/9514 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/9515 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36572 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36572 

O-MIC-WIND-

061123/9516 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36573 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36573 

O-MIC-WIND-

061123/9517 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/9518 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36578 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36578 

O-MIC-WIND-

061123/9519 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36582 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36582 

O-MIC-WIND-

061123/9520 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36583 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36583 

O-MIC-WIND-

061123/9521 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/9522 

N/A 10-Oct-2023 6.5 

Windows Search 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36564 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36564 

O-MIC-WIND-

061123/9523 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/9524 
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CVE ID : CVE-

2023-36563 

N/A 10-Oct-2023 6.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36706 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36706 

O-MIC-WIND-

061123/9525 

N/A 10-Oct-2023 5.5 

Windows Common 

Log File System 

Driver Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36713 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36713 

O-MIC-WIND-

061123/9526 

N/A 10-Oct-2023 5.5 

Windows Power 

Management 

Service Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36724 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36724 

O-MIC-WIND-

061123/9527 

N/A 10-Oct-2023 5.4 

Windows Mark of 

the Web Security 

Feature Bypass 

Vulnerability 

CVE ID : CVE-

2023-36584 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36584 

O-MIC-WIND-

061123/9528 

N/A 10-Oct-2023 4.4 

Active Directory 

Domain Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36722 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36722 

O-MIC-WIND-

061123/9529 

Product: windows_server_2016 

Affected Version(s): - 
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N/A 10-Oct-2023 9.8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-35349 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-35349 

O-MIC-WIND-

061123/9530 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/9531 

N/A 10-Oct-2023 8.8 

Microsoft WDAC 

OLE DB provider 

for SQL Server 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36577 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36577 

O-MIC-WIND-

061123/9532 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41773 

O-MIC-WIND-

061123/9533 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/9534 
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('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41770 

O-MIC-WIND-

061123/9535 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/9536 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41768 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41768 

O-MIC-WIND-

061123/9537 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/9538 
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ation 

('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/9539 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38166 

O-MIC-WIND-

061123/9540 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41774 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41774 

O-MIC-WIND-

061123/9541 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36697 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36697 

O-MIC-WIND-

061123/9542 
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N/A 10-Oct-2023 7.8 

Named Pipe File 

System Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36729 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36729 

O-MIC-WIND-

061123/9543 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36731 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36731 

O-MIC-WIND-

061123/9544 

N/A 10-Oct-2023 7.8 

Windows MSHTML 

Platform Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36436 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36436 

O-MIC-WIND-

061123/9545 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36732 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36732 

O-MIC-WIND-

061123/9546 

N/A 10-Oct-2023 7.8 

PrintHTML API 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36557 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36557 

O-MIC-WIND-

061123/9547 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36743 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36743 

O-MIC-WIND-

061123/9548 

N/A 10-Oct-2023 7.8 

Windows Runtime 

C++ Template 

Library Elevation of 

Privilege 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9549 
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CVE ID : CVE-

2023-36711 

bility/CVE-

2023-36711 

N/A 10-Oct-2023 7.8 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36594 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36594 

O-MIC-WIND-

061123/9550 

N/A 10-Oct-2023 7.8 

Microsoft WDAC 

ODBC Driver 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36598 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36598 

O-MIC-WIND-

061123/9551 

N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41766 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41766 

O-MIC-WIND-

061123/9552 

N/A 10-Oct-2023 7.8 

Microsoft Resilient 

File System (ReFS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36701 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36701 

O-MIC-WIND-

061123/9553 

N/A 10-Oct-2023 7.8 

Microsoft 

DirectMusic 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36702 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36702 

O-MIC-WIND-

061123/9554 

N/A 10-Oct-2023 7.8 Windows Media 

Foundation Core 

https://msrc.

microsoft.com

O-MIC-WIND-

061123/9555 
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Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36710 

/update-

guide/vulnera

bility/CVE-

2023-36710 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36712 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36712 

O-MIC-WIND-

061123/9556 

N/A 10-Oct-2023 7.8 

Microsoft Virtual 

Trusted Platform 

Module Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36718 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36718 

O-MIC-WIND-

061123/9557 

N/A 10-Oct-2023 7.8 

Windows Internet 

Key Exchange (IKE) 

Extension Elevation 

of Privilege  

Vulnerability 

CVE ID : CVE-

2023-36726 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36726 

O-MIC-WIND-

061123/9558 

N/A 10-Oct-2023 7.5 

Windows Remote 

Desktop Gateway 

(RD Gateway) 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-29348 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-29348 

O-MIC-WIND-

061123/9559 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36431 

O-MIC-WIND-

061123/9560 
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N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36438 

O-MIC-WIND-

061123/9561 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/9562 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36567 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36567 

O-MIC-WIND-

061123/9563 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 7.5 

Remote Procedure 

Call Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36596 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36596 

O-MIC-WIND-

061123/9564 

N/A 10-Oct-2023 7.5 

Active Template 

Library Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36585 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36585 

O-MIC-WIND-

061123/9565 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36707 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36707 

O-MIC-WIND-

061123/9566 
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N/A 10-Oct-2023 7.5 

Windows Mixed 

Reality Developer 

Tools Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36720 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36720 

O-MIC-WIND-

061123/9567 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-MIC-WIND-

061123/9568 

N/A 10-Oct-2023 7.5 

Microsoft AllJoyn 

API Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36709 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36709 

O-MIC-WIND-

061123/9569 

N/A 10-Oct-2023 7.5 

DHCP Server 

Service Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36703 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36703 

O-MIC-WIND-

061123/9570 
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N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36606 

O-MIC-WIND-

061123/9571 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36579 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36579 

O-MIC-WIND-

061123/9572 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36581 

O-MIC-WIND-

061123/9573 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36570 

O-MIC-WIND-

061123/9574 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/9575 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36572 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36572 

O-MIC-WIND-

061123/9576 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9577 
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CVE ID : CVE-

2023-36573 

bility/CVE-

2023-36573 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/9578 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36575 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36575 

O-MIC-WIND-

061123/9579 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36578 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36578 

O-MIC-WIND-

061123/9580 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36582 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36582 

O-MIC-WIND-

061123/9581 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36583 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36583 

O-MIC-WIND-

061123/9582 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/9583 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36593 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36593 

O-MIC-WIND-

061123/9584 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36592 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/9585 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36590 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36590 

O-MIC-WIND-

061123/9586 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36589 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36589 

O-MIC-WIND-

061123/9587 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/9588 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

10-Oct-2023 7 

Windows Runtime 

Remote Code 

Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36902 

O-MIC-WIND-

061123/9589 
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Improper 

Synchroniz

ation 

('Race 

Condition') 

CVE ID : CVE-

2023-36902 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-38159 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38159 

O-MIC-WIND-

061123/9590 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36563 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/9591 

N/A 10-Oct-2023 6.5 

Windows Virtual 

Trusted Platform 

Module Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36717 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36717 

O-MIC-WIND-

061123/9592 

N/A 10-Oct-2023 6.5 

Windows Search 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36564 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36564 

O-MIC-WIND-

061123/9593 

N/A 10-Oct-2023 6.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36706 

O-MIC-WIND-

061123/9594 
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CVE ID : CVE-

2023-36706 

N/A 10-Oct-2023 5.5 

Windows Kernel 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36576 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36576 

O-MIC-WIND-

061123/9595 

N/A 10-Oct-2023 5.5 

Windows Power 

Management 

Service Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36724 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36724 

O-MIC-WIND-

061123/9596 

N/A 10-Oct-2023 5.5 

Windows Common 

Log File System 

Driver Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36713 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36713 

O-MIC-WIND-

061123/9597 

N/A 10-Oct-2023 5.4 

Windows Mark of 

the Web Security 

Feature Bypass 

Vulnerability 

CVE ID : CVE-

2023-36584 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36584 

O-MIC-WIND-

061123/9598 

N/A 10-Oct-2023 4.4 

Active Directory 

Domain Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36722 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36722 

O-MIC-WIND-

061123/9599 

Product: windows_server_2019 

Affected Version(s): - 

N/A 10-Oct-2023 9.8 Microsoft Message 

Queuing Remote 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/9600 
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Code Execution 

Vulnerability 

CVE ID : CVE-

2023-35349 

guide/vulnera

bility/CVE-

2023-35349 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/9601 

N/A 10-Oct-2023 8.8 

Microsoft WDAC 

OLE DB provider 

for SQL Server 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36577 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36577 

O-MIC-WIND-

061123/9602 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/9603 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38166 

O-MIC-WIND-

061123/9604 
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Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41774 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41774 

O-MIC-WIND-

061123/9605 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41773 

O-MIC-WIND-

061123/9606 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/9607 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41770 

O-MIC-WIND-

061123/9608 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4578 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/9609 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/9610 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41768 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41768 

O-MIC-WIND-

061123/9611 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36697 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36697 

O-MIC-WIND-

061123/9612 
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N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36743 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36743 

O-MIC-WIND-

061123/9613 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-41772 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41772 

O-MIC-WIND-

061123/9614 

N/A 10-Oct-2023 7.8 

Windows MSHTML 

Platform Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36436 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36436 

O-MIC-WIND-

061123/9615 

N/A 10-Oct-2023 7.8 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36594 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36594 

O-MIC-WIND-

061123/9616 

N/A 10-Oct-2023 7.8 

PrintHTML API 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36557 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36557 

O-MIC-WIND-

061123/9617 

N/A 10-Oct-2023 7.8 

Microsoft WDAC 

ODBC Driver 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36598 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36598 

O-MIC-WIND-

061123/9618 

N/A 10-Oct-2023 7.8 
Windows Named 

Pipe Filesystem 

Elevation of 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/9619 
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Privilege 

Vulnerability 

CVE ID : CVE-

2023-36605 

guide/vulnera

bility/CVE-

2023-36605 

N/A 10-Oct-2023 7.8 

Microsoft Resilient 

File System (ReFS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36701 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36701 

O-MIC-WIND-

061123/9620 

N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41766 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41766 

O-MIC-WIND-

061123/9621 

N/A 10-Oct-2023 7.8 

Microsoft 

DirectMusic 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36702 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36702 

O-MIC-WIND-

061123/9622 

N/A 10-Oct-2023 7.8 

Windows Setup 

Files Cleanup 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36704 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36704 

O-MIC-WIND-

061123/9623 

N/A 10-Oct-2023 7.8 

Windows Media 

Foundation Core 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36710 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36710 

O-MIC-WIND-

061123/9624 
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N/A 10-Oct-2023 7.8 

Windows Runtime 

C++ Template 

Library Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36711 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36711 

O-MIC-WIND-

061123/9625 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36712 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36712 

O-MIC-WIND-

061123/9626 

N/A 10-Oct-2023 7.8 

Microsoft Virtual 

Trusted Platform 

Module Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36718 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36718 

O-MIC-WIND-

061123/9627 

N/A 10-Oct-2023 7.8 

Windows Container 

Manager Service 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36723 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36723 

O-MIC-WIND-

061123/9628 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36725 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36725 

O-MIC-WIND-

061123/9629 

N/A 10-Oct-2023 7.8 

Windows Internet 

Key Exchange (IKE) 

Extension Elevation 

of Privilege  

Vulnerability 

CVE ID : CVE-

2023-36726 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36726 

O-MIC-WIND-

061123/9630 
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N/A 10-Oct-2023 7.8 

Named Pipe File 

System Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36729 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36729 

O-MIC-WIND-

061123/9631 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36731 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36731 

O-MIC-WIND-

061123/9632 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36732 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36732 

O-MIC-WIND-

061123/9633 

N/A 10-Oct-2023 7.5 

Windows Remote 

Desktop Gateway 

(RD Gateway) 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-29348 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-29348 

O-MIC-WIND-

061123/9634 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36431 

O-MIC-WIND-

061123/9635 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36438 

O-MIC-WIND-

061123/9636 

N/A 10-Oct-2023 7.5 
Windows 

Deployment 

Services 

https://msrc.

microsoft.com

/update-

O-MIC-WIND-

061123/9637 
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Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36567 

guide/vulnera

bility/CVE-

2023-36567 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36606 

O-MIC-WIND-

061123/9638 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-MIC-WIND-

061123/9639 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36579 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36579 

O-MIC-WIND-

061123/9640 

N/A 10-Oct-2023 7.5 Microsoft Message 

Queuing Denial of 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9641 
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Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

bility/CVE-

2023-36581 

N/A 10-Oct-2023 7.5 

DHCP Server 

Service Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36703 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36703 

O-MIC-WIND-

061123/9642 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36707 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36707 

O-MIC-WIND-

061123/9643 

N/A 10-Oct-2023 7.5 

Microsoft AllJoyn 

API Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36709 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36709 

O-MIC-WIND-

061123/9644 

N/A 10-Oct-2023 7.5 

Windows Mixed 

Reality Developer 

Tools Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36720 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36720 

O-MIC-WIND-

061123/9645 

N/A 10-Oct-2023 7.5 

Active Template 

Library Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36585 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36585 

O-MIC-WIND-

061123/9646 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9647 
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CVE ID : CVE-

2023-36603 

bility/CVE-

2023-36603 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/9648 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 7.5 

Remote Procedure 

Call Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36596 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36596 

O-MIC-WIND-

061123/9649 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/9650 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36575 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36575 

O-MIC-WIND-

061123/9651 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36578 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36578 

O-MIC-WIND-

061123/9652 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36582 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36582 

O-MIC-WIND-

061123/9653 

N/A 10-Oct-2023 7.3 Microsoft Message 

Queuing Remote 

https://msrc.

microsoft.com

O-MIC-WIND-

061123/9654 
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Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36583 

/update-

guide/vulnera

bility/CVE-

2023-36583 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36589 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36589 

O-MIC-WIND-

061123/9655 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36570 

O-MIC-WIND-

061123/9656 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/9657 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36572 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36572 

O-MIC-WIND-

061123/9658 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36573 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36573 

O-MIC-WIND-

061123/9659 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/9660 
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CVE ID : CVE-

2023-36592 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/9661 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36590 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36590 

O-MIC-WIND-

061123/9662 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36593 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36593 

O-MIC-WIND-

061123/9663 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Runtime 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36902 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36902 

O-MIC-WIND-

061123/9664 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

10-Oct-2023 7 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-38159 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38159 

O-MIC-WIND-

061123/9665 
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('Race 

Condition') 

N/A 10-Oct-2023 7 

Windows Error 

Reporting Service 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36721 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36721 

O-MIC-WIND-

061123/9666 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/9667 

N/A 10-Oct-2023 6.5 

Windows Search 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36564 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36564 

O-MIC-WIND-

061123/9668 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36563 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/9669 

N/A 10-Oct-2023 6.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36706 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36706 

O-MIC-WIND-

061123/9670 
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N/A 10-Oct-2023 6.5 

Windows Virtual 

Trusted Platform 

Module Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36717 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36717 

O-MIC-WIND-

061123/9671 

N/A 10-Oct-2023 5.5 

Windows Common 

Log File System 

Driver Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36713 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36713 

O-MIC-WIND-

061123/9672 

N/A 10-Oct-2023 5.5 

Windows Power 

Management 

Service Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36724 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36724 

O-MIC-WIND-

061123/9673 

N/A 10-Oct-2023 5.5 

Windows Kernel 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36576 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36576 

O-MIC-WIND-

061123/9674 

N/A 10-Oct-2023 5.4 

Windows Mark of 

the Web Security 

Feature Bypass 

Vulnerability 

CVE ID : CVE-

2023-36584 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36584 

O-MIC-WIND-

061123/9675 

N/A 10-Oct-2023 4.4 

Windows Kernel 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36698 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36698 

O-MIC-WIND-

061123/9676 
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N/A 10-Oct-2023 4.4 

Active Directory 

Domain Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36722 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36722 

O-MIC-WIND-

061123/9677 

Product: windows_server_2022 

Affected Version(s): - 

N/A 10-Oct-2023 9.8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-35349 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-35349 

O-MIC-WIND-

061123/9678 

N/A 10-Oct-2023 9.8 

Windows IIS Server 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36434 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36434 

O-MIC-WIND-

061123/9679 

N/A 10-Oct-2023 8.8 

Microsoft WDAC 

OLE DB provider 

for SQL Server 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36577 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36577 

O-MIC-WIND-

061123/9680 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41767 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41767 

O-MIC-WIND-

061123/9681 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4591 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41765 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41765 

O-MIC-WIND-

061123/9682 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-38166 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38166 

O-MIC-WIND-

061123/9683 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41773 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41773 

O-MIC-WIND-

061123/9684 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41774 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41774 

O-MIC-WIND-

061123/9685 
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('Race 

Condition') 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41769 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41769 

O-MIC-WIND-

061123/9686 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41770 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41770 

O-MIC-WIND-

061123/9687 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41771 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41771 

O-MIC-WIND-

061123/9688 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

10-Oct-2023 8.1 

Layer 2 Tunneling 

Protocol Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-41768 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41768 

O-MIC-WIND-

061123/9689 
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ation 

('Race 

Condition') 

N/A 10-Oct-2023 8 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36697 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36697 

O-MIC-WIND-

061123/9690 

N/A 10-Oct-2023 7.8 

Microsoft 

DirectMusic 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36702 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36702 

O-MIC-WIND-

061123/9691 

N/A 10-Oct-2023 7.8 

Microsoft Resilient 

File System (ReFS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36701 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36701 

O-MIC-WIND-

061123/9692 

N/A 10-Oct-2023 7.8 

Windows MSHTML 

Platform Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36436 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36436 

O-MIC-WIND-

061123/9693 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36712 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36712 

O-MIC-WIND-

061123/9694 

N/A 10-Oct-2023 7.8 

PrintHTML API 

Remote Code 

Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9695 
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CVE ID : CVE-

2023-36557 

bility/CVE-

2023-36557 

N/A 10-Oct-2023 7.8 

Windows Client 

Server Run-time 

Subsystem (CSRSS) 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-41766 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41766 

O-MIC-WIND-

061123/9696 

N/A 10-Oct-2023 7.8 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36594 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36594 

O-MIC-WIND-

061123/9697 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36743 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36743 

O-MIC-WIND-

061123/9698 

N/A 10-Oct-2023 7.8 

Microsoft WDAC 

ODBC Driver 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36598 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36598 

O-MIC-WIND-

061123/9699 

N/A 10-Oct-2023 7.8 

Windows Kernel 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36725 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36725 

O-MIC-WIND-

061123/9700 

N/A 10-Oct-2023 7.8 
Windows Container 

Manager Service 

Elevation of 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9701 
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Privilege 

Vulnerability 

CVE ID : CVE-

2023-36723 

bility/CVE-

2023-36723 

N/A 10-Oct-2023 7.8 

Microsoft Virtual 

Trusted Platform 

Module Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36718 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36718 

O-MIC-WIND-

061123/9702 

N/A 10-Oct-2023 7.8 

Windows Named 

Pipe Filesystem 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36605 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36605 

O-MIC-WIND-

061123/9703 

N/A 10-Oct-2023 7.8 

Windows Runtime 

C++ Template 

Library Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36711 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36711 

O-MIC-WIND-

061123/9704 

N/A 10-Oct-2023 7.8 

Windows Media 

Foundation Core 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36710 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36710 

O-MIC-WIND-

061123/9705 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36731 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36731 

O-MIC-WIND-

061123/9706 

N/A 10-Oct-2023 7.8 Named Pipe File 

System Elevation of 

https://msrc.

microsoft.com

O-MIC-WIND-

061123/9707 
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Privilege 

Vulnerability 

CVE ID : CVE-

2023-36729 

/update-

guide/vulnera

bility/CVE-

2023-36729 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-41772 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-41772 

O-MIC-WIND-

061123/9708 

N/A 10-Oct-2023 7.8 

Windows Internet 

Key Exchange (IKE) 

Extension Elevation 

of Privilege  

Vulnerability 

CVE ID : CVE-

2023-36726 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36726 

O-MIC-WIND-

061123/9709 

N/A 10-Oct-2023 7.8 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36732 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36732 

O-MIC-WIND-

061123/9710 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36581 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36581 

O-MIC-WIND-

061123/9711 

N/A 10-Oct-2023 7.5 

Active Template 

Library Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36585 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36585 

O-MIC-WIND-

061123/9712 

Exposure 

of 

Resource 

to Wrong 

Sphere 

10-Oct-2023 7.5 

Remote Procedure 

Call Information 

Disclosure 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9713 
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CVE ID : CVE-

2023-36596 

bility/CVE-

2023-36596 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36602 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36602 

O-MIC-WIND-

061123/9714 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36603 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36603 

O-MIC-WIND-

061123/9715 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36606 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36606 

O-MIC-WIND-

061123/9716 

N/A 10-Oct-2023 7.5 

Windows Remote 

Desktop Gateway 

(RD Gateway) 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-29348 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-29348 

O-MIC-WIND-

061123/9717 

N/A 10-Oct-2023 7.5 

DHCP Server 

Service Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36703 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36703 

O-MIC-WIND-

061123/9718 

N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services Denial of 

Service 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36707 

O-MIC-WIND-

061123/9719 
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CVE ID : CVE-

2023-36707 

N/A 10-Oct-2023 7.5 

Microsoft AllJoyn 

API Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36709 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36709 

O-MIC-WIND-

061123/9720 

N/A 10-Oct-2023 7.5 

Windows Mixed 

Reality Developer 

Tools Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36720 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36720 

O-MIC-WIND-

061123/9721 

N/A 10-Oct-2023 7.5 

Microsoft QUIC 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-38171 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38171 

O-MIC-WIND-

061123/9722 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36431 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36431 

O-MIC-WIND-

061123/9723 

N/A 10-Oct-2023 7.5 

Microsoft QUIC 

Denial of Service 

Vulnerability 

CVE ID : CVE-

2023-36435 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36435 

O-MIC-WIND-

061123/9724 

N/A 10-Oct-2023 7.5 

Windows TCP/IP 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36438 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36438 

O-MIC-WIND-

061123/9725 
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N/A 10-Oct-2023 7.5 

Windows 

Deployment 

Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36567 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36567 

O-MIC-WIND-

061123/9726 

N/A 10-Oct-2023 7.5 

Microsoft Message 

Queuing Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36579 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36579 

O-MIC-WIND-

061123/9727 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-MIC-WIND-

061123/9728 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36583 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36583 

O-MIC-WIND-

061123/9729 
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N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36582 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36582 

O-MIC-WIND-

061123/9730 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36578 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36578 

O-MIC-WIND-

061123/9731 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36575 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36575 

O-MIC-WIND-

061123/9732 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36574 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36574 

O-MIC-WIND-

061123/9733 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36573 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36573 

O-MIC-WIND-

061123/9734 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36591 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36591 

O-MIC-WIND-

061123/9735 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

https://msrc.

microsoft.com

/update-

guide/vulnera

O-MIC-WIND-

061123/9736 
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CVE ID : CVE-

2023-36572 

bility/CVE-

2023-36572 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36593 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36593 

O-MIC-WIND-

061123/9737 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36571 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36571 

O-MIC-WIND-

061123/9738 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36570 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36570 

O-MIC-WIND-

061123/9739 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36592 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36592 

O-MIC-WIND-

061123/9740 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36590 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36590 

O-MIC-WIND-

061123/9741 

N/A 10-Oct-2023 7.3 

Microsoft Message 

Queuing Remote 

Code Execution 

Vulnerability 

CVE ID : CVE-

2023-36589 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36589 

O-MIC-WIND-

061123/9742 
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N/A 10-Oct-2023 7 

Windows Error 

Reporting Service 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-36721 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36721 

O-MIC-WIND-

061123/9743 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Win32k Elevation 

of Privilege 

Vulnerability 

CVE ID : CVE-

2023-36776 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36776 

O-MIC-WIND-

061123/9744 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Runtime 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2023-36902 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36902 

O-MIC-WIND-

061123/9745 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

10-Oct-2023 7 

Windows Graphics 

Component 

Elevation of 

Privilege 

Vulnerability 

CVE ID : CVE-

2023-38159 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-38159 

O-MIC-WIND-

061123/9746 

N/A 10-Oct-2023 6.5 Windows 

Deployment 

https://msrc.

microsoft.com

O-MIC-WIND-

061123/9747 
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Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36706 

/update-

guide/vulnera

bility/CVE-

2023-36706 

N/A 10-Oct-2023 6.5 

Windows Search 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36564 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36564 

O-MIC-WIND-

061123/9748 

N/A 10-Oct-2023 6.5 

Microsoft WordPad 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36563 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36563 

O-MIC-WIND-

061123/9749 

N/A 10-Oct-2023 6.5 

Windows Virtual 

Trusted Platform 

Module Denial of 

Service 

Vulnerability 

CVE ID : CVE-

2023-36717 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36717 

O-MIC-WIND-

061123/9750 

N/A 10-Oct-2023 5.5 

Windows Power 

Management 

Service Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36724 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36724 

O-MIC-WIND-

061123/9751 

N/A 10-Oct-2023 5.5 

Windows Kernel 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36576 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36576 

O-MIC-WIND-

061123/9752 

N/A 10-Oct-2023 5.5 Windows Common 

Log File System 

https://msrc.

microsoft.com

O-MIC-WIND-

061123/9753 
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Driver Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36713 

/update-

guide/vulnera

bility/CVE-

2023-36713 

N/A 10-Oct-2023 5.4 

Windows Mark of 

the Web Security 

Feature Bypass 

Vulnerability 

CVE ID : CVE-

2023-36584 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36584 

O-MIC-WIND-

061123/9754 

N/A 10-Oct-2023 4.4 

Active Directory 

Domain Services 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-

2023-36722 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36722 

O-MIC-WIND-

061123/9755 

N/A 10-Oct-2023 4.4 

Windows Kernel 

Security Feature 

Bypass 

Vulnerability 

CVE ID : CVE-

2023-36698 

https://msrc.

microsoft.com

/update-

guide/vulnera

bility/CVE-

2023-36698 

O-MIC-WIND-

061123/9756 

Vendor: milesight 

Product: ur32l_firmware 

Affected Version(s): * Up to (excluding) 35.3.0.7 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 7.5 

An information 

disclosure in 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 allows 

attackers to access 

sensitive router 

components. 

CVE ID : CVE-

2023-43261 

N/A 
O-MIL-UR32-

061123/9757 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

CVE ID : CVE-

2023-43260 

N/A 
O-MIL-UR32-

061123/9758 

Product: ur32_firmware 

Affected Version(s): * Up to (excluding) 35.3.0.7 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 7.5 

An information 

disclosure in 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 allows 

attackers to access 

sensitive router 

components. 

CVE ID : CVE-

2023-43261 

N/A 
O-MIL-UR32-

061123/9759 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

CVE ID : CVE-

2023-43260 

N/A 
O-MIL-UR32-

061123/9760 

Product: ur35_firmware 

Affected Version(s): * Up to (excluding) 35.3.0.7 

Insertion 

of Sensitive 

Informatio

04-Oct-2023 7.5 

An information 

disclosure in 

Milesight UR5X, 

UR32L, UR32, 

N/A 
O-MIL-UR35-

061123/9761 
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n into Log 

File 

UR35, UR41 before 

v35.3.0.7 allows 

attackers to access 

sensitive router 

components. 

CVE ID : CVE-

2023-43261 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

CVE ID : CVE-

2023-43260 

N/A 
O-MIL-UR35-

061123/9762 

Product: ur41_firmware 

Affected Version(s): * Up to (excluding) 35.3.0.7 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 7.5 

An information 

disclosure in 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 allows 

attackers to access 

sensitive router 

components. 

CVE ID : CVE-

2023-43261 

N/A 
O-MIL-UR41-

061123/9763 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

N/A 
O-MIL-UR41-

061123/9764 
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CVE ID : CVE-

2023-43260 

Product: ur51_firmware 

Affected Version(s): * Up to (excluding) 35.3.0.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

CVE ID : CVE-

2023-43260 

N/A 
O-MIL-UR51-

061123/9765 

Product: ur52_firmware 

Affected Version(s): * Up to (excluding) 35.3.0.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

CVE ID : CVE-

2023-43260 

N/A 
O-MIL-UR52-

061123/9766 

Product: ur55_firmware 

Affected Version(s): * Up to (excluding) 35.3.0.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Oct-2023 6.1 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via 

the admin panel. 

N/A 
O-MIL-UR55-

061123/9767 
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CVE ID : CVE-

2023-43260 

Product: ur5x_firmware 

Affected Version(s): * Up to (excluding) 35.3.0.7 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 7.5 

An information 

disclosure in 

Milesight UR5X, 

UR32L, UR32, 

UR35, UR41 before 

v35.3.0.7 allows 

attackers to access 

sensitive router 

components. 

CVE ID : CVE-

2023-43261 

N/A 
O-MIL-UR5X-

061123/9768 

Vendor: Mitsubishielectric 

Product: fx3g-14mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9769 
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CVE ID : CVE-

2023-4562 

Product: fx3g-14mr\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9770 
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Product: fx3g-14mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9771 

Product: fx3g-14mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9772 
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allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-14mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9773 
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without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-14mt\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9774 
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CVE ID : CVE-

2023-4562 

Product: fx3g-14mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9775 

Product: fx3g-14mt\/es_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9776 

Product: fx3g-14_mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9777 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-14_mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9778 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-14_mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9779 
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CVE ID : CVE-

2023-4562 

Product: fx3g-14_mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9780 

Product: fx3g-14_mt\/ess_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9781 

Product: fx3g-14_mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9782 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-232adp\(-mb\)_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9783 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-24mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9784 
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CVE ID : CVE-

2023-4562 

Product: fx3g-24mr\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9785 

Product: fx3g-24mr\/es_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9786 

Product: fx3g-24mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9787 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-24mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9788 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4624 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-24mt\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9789 
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CVE ID : CVE-

2023-4562 

Product: fx3g-24mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9790 

Product: fx3g-24mt\/es_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9791 

Product: fx3g-24_mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9792 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-24_mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9793 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-24_mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9794 
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CVE ID : CVE-

2023-4562 

Product: fx3g-24_mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9795 

Product: fx3g-24_mt\/ess_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9796 

Product: fx3g-24_mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9797 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-32_mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9798 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-3a-adp_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9799 
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CVE ID : CVE-

2023-4562 

Product: fx3g-40mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9800 

Product: fx3g-40mr\/es-a_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9801 

Product: fx3g-40mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9802 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-40mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9803 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-40mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9804 
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CVE ID : CVE-

2023-4562 

Product: fx3g-40mt\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9805 

Product: fx3g-40mt\/ess_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9806 

Product: fx3g-40mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9807 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-40_mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9808 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4640 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-40_mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9809 
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CVE ID : CVE-

2023-4562 

Product: fx3g-40_mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9810 

Product: fx3g-40_mt\/ds_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9811 

Product: fx3g-40_mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9812 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-40_mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9813 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-485adp\(-mb\)_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9814 
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CVE ID : CVE-

2023-4562 

Product: fx3g-4ad-adp_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9815 

Product: fx3g-4ad-pt-adp_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9816 

Product: fx3g-4ad-ptw-adp_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9817 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-4ad-tc-adp_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9818 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-4da-adp_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9819 
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CVE ID : CVE-

2023-4562 

Product: fx3g-4da-pnk-adp_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9820 

Product: fx3g-60mr\/ds_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9821 

Product: fx3g-60mr\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9822 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-60mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9823 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-60mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9824 
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CVE ID : CVE-

2023-4562 

Product: fx3g-60mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9825 

Product: fx3g-60mt\/es-a_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9826 

Product: fx3g-60mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9827 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-60mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9828 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-60_mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9829 
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CVE ID : CVE-

2023-4562 

Product: fx3g-60_mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9830 

Product: fx3g-60_mt\/dss_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9831 

Product: fx3g-60_mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9832 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-60_mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9833 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3g-60_mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9834 
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CVE ID : CVE-

2023-4562 

Product: fx3g-cnv-adp_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9835 

Product: fx3ga-24mr-cm_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9836 

Product: fx3ga-24mt-cm_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9837 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ga-40mr-cm_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9838 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ga-40mt-cm_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9839 
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CVE ID : CVE-

2023-4562 

Product: fx3ga-60mr-cm_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9840 

Product: fx3ga-60mt-cm_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9841 

Product: fx3gc-32mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9842 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4667 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3gc-32mt\/d_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9843 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3gc_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9844 
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CVE ID : CVE-

2023-4562 

Product: fx3ge-24mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9845 

Product: fx3ge-24mr\/es_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9846 

Product: fx3ge-24mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9847 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ge-24mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9848 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ge-24mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9849 
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CVE ID : CVE-

2023-4562 

Product: fx3ge-24mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9850 

Product: fx3ge-40mr\/ds_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9851 

Product: fx3ge-40mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9852 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ge-40mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9853 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3ge-40mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9854 
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CVE ID : CVE-

2023-4562 

Product: fx3ge-40mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9855 

Product: fx3ge-40mt\/es_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3G-

061123/9856 

Product: fx3s-10mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9857 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-10mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9858 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-10mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9859 
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CVE ID : CVE-

2023-4562 

Product: fx3s-10mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9860 

Product: fx3s-10mt\/ess_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9861 

Product: fx3s-10mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9862 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-14mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9863 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-14mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9864 
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CVE ID : CVE-

2023-4562 

Product: fx3s-14mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9865 

Product: fx3s-14mt\/ds_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9866 

Product: fx3s-14mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9867 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-14mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9868 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-20mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9869 
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CVE ID : CVE-

2023-4562 

Product: fx3s-20mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9870 

Product: fx3s-20mt\/dss_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9871 

Product: fx3s-20mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9872 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-20mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9873 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-20mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9874 
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CVE ID : CVE-

2023-4562 

Product: fx3s-30mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9875 

Product: fx3s-30mr\/es-2ad_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9876 

Product: fx3s-30mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9877 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-30mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9878 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-30mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9879 
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CVE ID : CVE-

2023-4562 

Product: fx3s-30mt\/es-2ad_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9880 

Product: fx3s-30mt\/ess-2ad_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9881 

Product: fx3s-30mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9882 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4699 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3s-30mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9883 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3sa-10mr-cm_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9884 
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CVE ID : CVE-

2023-4562 

Product: fx3sa-10mt-cm_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9885 

Product: fx3sa-14mr-cm_firmware 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4702 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9886 

Product: fx3sa-14mt-cm_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9887 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4703 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3sa-20mr-cm_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9888 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3sa-20mt-cm_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9889 
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CVE ID : CVE-

2023-4562 

Product: fx3sa-30mr-cm_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9890 

Product: fx3sa-30mt-cm_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3S-

061123/9891 

Product: fx3u-128mr\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9892 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-128mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9893 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-128mt\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9894 
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CVE ID : CVE-

2023-4562 

Product: fx3u-128mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9895 

Product: fx3u-128mt\/es_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9896 

Product: fx3u-16mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9897 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-16mr\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9898 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-16mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9899 
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CVE ID : CVE-

2023-4562 

Product: fx3u-16mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9900 

Product: fx3u-16mt\/ds_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9901 

Product: fx3u-16mt\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9902 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4715 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-16mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9903 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-16mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9904 
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CVE ID : CVE-

2023-4562 

Product: fx3u-32mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9905 

Product: fx3u-32mr\/es-a_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9906 

Product: fx3u-32mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9907 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-32mr\/ua1_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9908 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-32ms\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9909 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4721 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-32mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9910 

Product: fx3u-32mt\/ds_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9911 

Product: fx3u-32mt\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9912 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-32mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9913 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-32mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9914 
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CVE ID : CVE-

2023-4562 

Product: fx3u-48mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9915 

Product: fx3u-48mr\/es-a_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9916 

Product: fx3u-48mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9917 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-48mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9918 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-48mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9919 
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CVE ID : CVE-

2023-4562 

Product: fx3u-48mt\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9920 

Product: fx3u-48mt\/ess_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9921 

Product: fx3u-48mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9922 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-64mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9923 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-64mr\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9924 
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CVE ID : CVE-

2023-4562 

Product: fx3u-64mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9925 

Product: fx3u-64mr\/ua1_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9926 

Product: fx3u-64ms\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9927 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-64mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9928 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-64mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9929 
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CVE ID : CVE-

2023-4562 

Product: fx3u-64mt\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9930 

Product: fx3u-64mt\/ess_firmware 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4738 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9931 

Product: fx3u-64mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9932 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-80mr\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9933 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-80mr\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9934 
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CVE ID : CVE-

2023-4562 

Product: fx3u-80mr\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9935 

Product: fx3u-80mt\/dss_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9936 

Product: fx3u-80mt\/ds_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9937 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4743 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-80mt\/es-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9938 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-80mt\/ess_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9939 
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CVE ID : CVE-

2023-4562 

Product: fx3u-80mt\/es_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9940 

Product: fx3u-enet-l_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9941 

Product: fx3u-enet-p502_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9942 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3u-enet_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9943 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3uc-16mr\/d-t_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9944 
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CVE ID : CVE-

2023-4562 

Product: fx3uc-16mr\/ds-t_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9945 

Product: fx3uc-16mt\/d-p4_firmware 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4750 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9946 

Product: fx3uc-16mt\/dss-p4_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9947 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3uc-16mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9948 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3uc-16mt\/d_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9949 
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CVE ID : CVE-

2023-4562 

Product: fx3uc-32mt-lt-2_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9950 

Product: fx3uc-32mt-lt_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9951 

Product: fx3uc-32mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9952 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3uc-32mt\/d_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9953 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3uc-64mt\/dss_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9954 
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CVE ID : CVE-

2023-4562 

Product: fx3uc-64mt\/d_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9955 

Product: fx3uc-96mt\/dss_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9956 

Product: fx3uc-96mt\/d_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9957 
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attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Product: fx3uc_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

13-Oct-2023 9.1 

Improper 

Authentication 

vulnerability in 

Mitsubishi Electric 

Corporation 

MELSEC-F Series 

main modules 

allows a remote 

unauthenticated 

attacker to obtain 

sequence programs 

from the product or 

write malicious 

sequence programs 

or improper data in 

the product 

without 

authentication by 

https://www.

mitsubishielec

tric.com/en/p

sirt/vulnerabi

lity/pdf/2023

-012_en.pdf 

O-MIT-FX3U-

061123/9958 
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sending illegitimate 

messages. 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-4562 

Vendor: Moxa 

Product: nport_5110-t_firmware 

Affected Version(s): * Up to (including) 2.10 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9959 

Product: nport_5110a-t_firmware 
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Affected Version(s): * Up to (including) 1.6 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9960 

Product: nport_5110a_firmware 

Affected Version(s): * Up to (including) 1.6 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

O-MOX-NPOR-

061123/9961 
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manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_5110_firmware 

Affected Version(s): * Up to (including) 2.10 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9962 

Product: nport_5130a-t_firmware 

Affected Version(s): * Up to (including) 1.6 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

O-MOX-NPOR-

061123/9963 
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integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5130a_firmware 

Affected Version(s): * Up to (including) 1.6 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9964 
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CVE ID : CVE-

2023-4929 

Product: nport_5130_firmware 

Affected Version(s): * Up to (including) 3.10 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9965 

Product: nport_5150a-t_firmware 

Affected Version(s): * Up to (including) 1.6 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

O-MOX-NPOR-

061123/9966 
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updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

validation-of-

integrity-

check-

vulnerability 

Product: nport_5150ai-m12-ct-t_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9967 

Product: nport_5150ai-m12-ct_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 
03-Oct-2023 8.8 All firmware 

versions of the 

https://www.

moxa.com/en

O-MOX-NPOR-

061123/9968 
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of Integrity 

Check 

Value 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5150ai-m12-t_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9969 
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CVE ID : CVE-

2023-4929 

Product: nport_5150ai-m12_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9970 

Product: nport_5150a_firmware 

Affected Version(s): * Up to (including) 1.6 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

O-MOX-NPOR-

061123/9971 
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results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5150_firmware 

Affected Version(s): * Up to (including) 3.10 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9972 

Product: nport_5210-t_firmware 
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Affected Version(s): * Up to (including) 2.12 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9973 

Product: nport_5210a-t_firmware 

Affected Version(s): * Up to (including) 1.6 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

O-MOX-NPOR-

061123/9974 
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manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_5210a_firmware 

Affected Version(s): * Up to (including) 1.6 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9975 

Product: nport_5210_firmware 

Affected Version(s): * Up to (including) 2.12 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

O-MOX-NPOR-

061123/9976 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4771 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5230-t_firmware 

Affected Version(s): * Up to (including) 2.12 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9977 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4772 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-4929 

Product: nport_5230a-t_firmware 

Affected Version(s): * Up to (including) 1.6 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9978 

Product: nport_5230a_firmware 

Affected Version(s): * Up to (including) 1.6 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

O-MOX-NPOR-

061123/9979 
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updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

validation-of-

integrity-

check-

vulnerability 

Product: nport_5230_firmware 

Affected Version(s): * Up to (including) 2.12 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9980 

Product: nport_5232-t_firmware 

Affected Version(s): * Up to (including) 2.12 

Improper 

Validation 
03-Oct-2023 8.8 All firmware 

versions of the 

https://www.

moxa.com/en

O-MOX-NPOR-

061123/9981 
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of Integrity 

Check 

Value 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5232i-t_firmware 

Affected Version(s): * Up to (including) 2.12 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9982 
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CVE ID : CVE-

2023-4929 

Product: nport_5232i_firmware 

Affected Version(s): * Up to (including) 2.12 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9983 

Product: nport_5232_firmware 

Affected Version(s): * Up to (including) 2.12 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

O-MOX-NPOR-

061123/9984 
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results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5250a-t_firmware 

Affected Version(s): * Up to (including) 1.6 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9985 

Product: nport_5250ai-m12-ct-t_firmware 
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Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9986 

Product: nport_5250ai-m12-ct_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

O-MOX-NPOR-

061123/9987 
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manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_5250ai-m12-t_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9988 

Product: nport_5250ai-m12_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

O-MOX-NPOR-

061123/9989 
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integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5250a_firmware 

Affected Version(s): * Up to (including) 1.6 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9990 
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CVE ID : CVE-

2023-4929 

Product: nport_5410_firmware 

Affected Version(s): From (including) 2.0 Up to (including) 2.9 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9991 

Affected Version(s): From (including) 3.2 Up to (including) 3.14 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

O-MOX-NPOR-

061123/9992 
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upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

integrity-

check-

vulnerability 

Product: nport_5430_firmware 

Affected Version(s): From (including) 2.0 Up to (including) 2.9 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9993 

Affected Version(s): From (including) 3.2 Up to (including) 3.14 

Improper 

Validation 

of Integrity 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

https://www.

moxa.com/en

/support/pro

duct-

O-MOX-NPOR-

061123/9994 
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Check 

Value 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5450-t_firmware 

Affected Version(s): * Up to (including) 3.14 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9995 
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CVE ID : CVE-

2023-4929 

Product: nport_5450ai-m12-ct-t_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9996 

Product: nport_5450ai-m12-ct_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

O-MOX-NPOR-

061123/9997 
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on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5450ai-m12-t_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9998 

Product: nport_5450ai-m12_firmware 

Affected Version(s): * Up to (including) 1.5 
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Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/9999 

Product: nport_5450i-t_firmware 

Affected Version(s): * Up to (including) 3.14 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10000 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_5450i_firmware 

Affected Version(s): * Up to (including) 3.14 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10001 

Product: nport_5450_firmware 

Affected Version(s): * Up to (including) 3.14 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

O-MOX-NPOR-

061123/10002 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5610-16-48v_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10003 
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Product: nport_5610-16_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10004 

Product: nport_5610-8-48v_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

O-MOX-NPOR-

061123/10005 
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potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_5610-8-dt-j_firmware 

Affected Version(s): * Up to (including) 2.9 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10006 

Product: nport_5610-8-dt-t_firmware 

Affected Version(s): * Up to (including) 2.9 

Improper 

Validation 

of Integrity 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

https://www.

moxa.com/en

/support/pro

duct-

O-MOX-NPOR-

061123/10007 
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Check 

Value 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5610-8-dt_firmware 

Affected Version(s): * Up to (including) 2.9 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10008 
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CVE ID : CVE-

2023-4929 

Product: nport_5610-8_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10009 

Product: nport_5630-16_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

O-MOX-NPOR-

061123/10010 
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on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5630-8_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10011 

Product: nport_5650-16-hv-t_firmware 

Affected Version(s): * Up to (including) 3.11 
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Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10012 

Product: nport_5650-16-m-sc_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10013 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_5650-16-s-sc_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10014 

Product: nport_5650-16-t_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

O-MOX-NPOR-

061123/10015 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5650-16_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10016 
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Product: nport_5650-8-dt-j_firmware 

Affected Version(s): * Up to (including) 2.9 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10017 

Product: nport_5650-8-dt-t_firmware 

Affected Version(s): * Up to (including) 2.9 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

O-MOX-NPOR-

061123/10018 
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potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_5650-8-dt_firmware 

Affected Version(s): * Up to (including) 2.9 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10019 

Product: nport_5650-8-hv-t_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

https://www.

moxa.com/en

/support/pro

duct-

O-MOX-NPOR-

061123/10020 
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Check 

Value 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5650-8-m-sc_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10021 
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CVE ID : CVE-

2023-4929 

Product: nport_5650-8-s-sc_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10022 

Product: nport_5650-8-t_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

O-MOX-NPOR-

061123/10023 
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on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_5650-8_firmware 

Affected Version(s): * Up to (including) 3.11 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10024 

Product: nport_5650i-8-dt-t_firmware 

Affected Version(s): * Up to (including) 2.9 
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Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10025 

Product: nport_5650i-8-dt_firmware 

Affected Version(s): * Up to (including) 2.9 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10026 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_ia-5150-m-sc-t_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10027 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

O-MOX-NPOR-

061123/10028 
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vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia-5150-m-sc_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10029 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4804 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10030 

Product: nport_ia-5150-m-st-t_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

O-MOX-NPOR-

061123/10031 
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manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10032 

Product: nport_ia-5150-m-st_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

O-MOX-NPOR-

061123/10033 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10034 

Product: nport_ia-5150-s-sc-t_firmware 
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Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10035 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10036 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_ia-5150-s-sc_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10037 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

O-MOX-NPOR-

061123/10038 
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vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia-5150-t_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10039 
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Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10040 

Product: nport_ia-5150i-m-sc-t_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

O-MOX-NPOR-

061123/10041 
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manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10042 

Product: nport_ia-5150i-m-sc_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

O-MOX-NPOR-

061123/10043 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10044 

Product: nport_ia-5150i-s-sc-t_firmware 
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Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10045 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10046 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_ia-5150i-s-sc_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10047 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

O-MOX-NPOR-

061123/10048 
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vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia-5150i-t_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10049 
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Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10050 

Product: nport_ia-5150i_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

O-MOX-NPOR-

061123/10051 
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manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10052 

Product: nport_ia-5150_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

O-MOX-NPOR-

061123/10053 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10054 

Product: nport_ia-5250-t_firmware 
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Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10055 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10056 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_ia-5250i-t_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10057 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

O-MOX-NPOR-

061123/10058 
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vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia-5250i_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10059 
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Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10060 

Product: nport_ia-5250_firmware 

Affected Version(s): * Up to (including) 1.7 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

O-MOX-NPOR-

061123/10061 
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manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Affected Version(s): * Up to (including) 2.1 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10062 

Product: nport_ia5000a-i\/o_firmware 

Affected Version(s): * Up to (including) 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

O-MOX-NPOR-

061123/10063 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia5150a-iex_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10064 
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Product: nport_ia5150a-t-iex_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10065 

Product: nport_ia5150a-t_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

O-MOX-NPOR-

061123/10066 
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potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_ia5150ai-iex_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10067 

Product: nport_ia5150ai-t-iex_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

https://www.

moxa.com/en

/support/pro

duct-

O-MOX-NPOR-

061123/10068 
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Check 

Value 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia5150ai-t_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10069 
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CVE ID : CVE-

2023-4929 

Product: nport_ia5150ai_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10070 

Product: nport_ia5150a_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

O-MOX-NPOR-

061123/10071 
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on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia5250a-iex_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10072 

Product: nport_ia5250a-t-iex_firmware 

Affected Version(s): * Up to (including) 1.5 
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Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10073 

Product: nport_ia5250a-t_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10074 
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firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

Product: nport_ia5250ai-iex_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10075 

Product: nport_ia5250ai-t-iex_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

O-MOX-NPOR-

061123/10076 
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vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia5250ai-t_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10077 
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Product: nport_ia5250ai_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10078 

Product: nport_ia5250a_firmware 

Affected Version(s): * Up to (including) 1.5 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

O-MOX-NPOR-

061123/10079 
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potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

check-

vulnerability 

Product: nport_ia5450a-t_firmware 

Affected Version(s): * Up to (including) 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10080 

Product: nport_ia5450ai-t_firmware 

Affected Version(s): * Up to (including) 2.0 

Improper 

Validation 

of Integrity 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

https://www.

moxa.com/en

/support/pro

duct-

O-MOX-NPOR-

061123/10081 
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Check 

Value 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_ia5450ai_firmware 

Affected Version(s): * Up to (including) 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10082 
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CVE ID : CVE-

2023-4929 

Product: nport_ia5450a_firmware 

Affected Version(s): * Up to (including) 2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10083 

Product: nport_iaw5000a-i\/o_firmware 

Affected Version(s): * Up to (including) 2.2 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

O-MOX-NPOR-

061123/10084 
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on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

improper-

validation-of-

integrity-

check-

vulnerability 

Product: nport_p5150a-t_firmware 

Affected Version(s): * Up to (including) 1.6 

Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10085 

Product: nport_p5150a_firmware 

Affected Version(s): * Up to (including) 1.6 
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Improper 

Validation 

of Integrity 

Check 

Value 

03-Oct-2023 8.8 

All firmware 

versions of the 

NPort 5000 Series 

are affected by an 

improper 

validation of 

integrity check 

vulnerability. This 

vulnerability 

results from 

insufficient checks 

on firmware 

updates or 

upgrades, 

potentially allowing 

malicious users to 

manipulate the 

firmware and gain 

control of devices. 

 

 

CVE ID : CVE-

2023-4929 

https://www.

moxa.com/en

/support/pro

duct-

support/secur

ity-

advisory/mps

a-233328-

nport-5000-

series-

firmware-

improper-

validation-of-

integrity-

check-

vulnerability 

O-MOX-NPOR-

061123/10086 

Vendor: nanoleaf 

Product: lightstrip_firmware 

Affected Version(s): 3.5.10 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

N/A 
O-NAN-LIGH-

061123/10087 
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allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

Vendor: netis-systems 

Product: n3mv2_firmware 

Affected Version(s): 1.0.1.865 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

13-Oct-2023 9.8 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a command 

injection 

vulnerability via 

the pin_host 

parameter in the 

WPS Settings. 

CVE ID : CVE-

2023-45466 

N/A 
O-NET-N3MV-

061123/10088 

Product: n3m_firmware 

Affected Version(s): 1.0.1.865 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Oct-2023 9.8 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a command 

injection 

vulnerability in the 

Changing 

Username and 

Password function. 

This vulnerability is 

exploited via a 

crafted payload. 

CVE ID : CVE-

2023-43891 

N/A 
O-NET-N3M_-

061123/10089 

Improper 

Neutralizat
02-Oct-2023 9.8 Netis N3Mv2-

V1.0.1.865 was 
N/A 

O-NET-N3M_-

061123/10090 
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ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

discovered to 

contain a command 

injection 

vulnerability via 

the Hostname 

parameter within 

the WAN settings. 

This vulnerability is 

exploited via a 

crafted payload. 

CVE ID : CVE-

2023-43892 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Oct-2023 9.8 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a command 

injection 

vulnerability via 

the wakeup_mac 

parameter in the 

Wake-On-LAN 

(WoL) function. 

This vulnerability is 

exploited via a 

crafted payload. 

CVE ID : CVE-

2023-43893 

N/A 
O-NET-N3M_-

061123/10091 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

13-Oct-2023 9.8 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a command 

injection 

vulnerability via 

the 

ddnsDomainName 

parameter in the 

Dynamic DNS 

settings. 

CVE ID : CVE-

2023-45465 

N/A 
O-NET-N3M_-

061123/10092 

Improper 

Neutralizat
13-Oct-2023 9.8 Netis N3Mv2-

V1.0.1.865 was 
N/A 

O-NET-N3M_-

061123/10093 
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ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

discovered to 

contain a command 

injection 

vulnerability via 

the ntpServIP 

parameter in the 

Time Settings. 

CVE ID : CVE-

2023-45467 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Oct-2023 8.8 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a command 

injection 

vulnerability in the 

diagnostic tools 

page. This 

vulnerability is 

exploited via a 

crafted HTTP 

request. 

CVE ID : CVE-

2023-43890 

N/A 
O-NET-N3M_-

061123/10094 

Incorrect 

Authorizati

on 

06-Oct-2023 7.5 

An issue in NETIS 

SYSTEMS N3Mv2 

v.1.0.1.865 allows a 

remote attacker to 

cause a denial of 

service via the 

authorization 

component in the 

HTTP request. 

CVE ID : CVE-

2023-44860 

N/A 
O-NET-N3M_-

061123/10095 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

13-Oct-2023 7.5 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a buffer 

overflow via the 

hostName 

parameter in the 

FUN_0040dabc 

N/A 
O-NET-N3M_-

061123/10096 
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Buffer 

Overflow') 

function. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-45463 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

13-Oct-2023 7.5 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a buffer 

overflow via the 

servDomain 

parameter. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-45464 

N/A 
O-NET-N3M_-

061123/10097 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

13-Oct-2023 7.5 

Netis N3Mv2-

V1.0.1.865 was 

discovered to 

contain a buffer 

overflow via the 

pingWdogIp. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

input. 

CVE ID : CVE-

2023-45468 

N/A 
O-NET-N3M_-

061123/10098 

Vendor: Nokia 

Product: wavelite_metro_200_and_f2b_fans_firmware 

Affected Version(s): * Up to (excluding) r2.1.1 

N/A 04-Oct-2023 7.8 
If Security 

Hardening guide 

rules are not 

https://www.

nokia.com/ab

out-

O-NOK-WAVE-

061123/10099 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4843 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

followed, then 

Nokia WaveLite 

products allow a 

local user to create 

new users with 

administrative 

privileges by 

manipulating a web 

request. This affects 

(for example) 

WaveLite Metro 

200 and Fan, 

WaveLite Metro 

200 OPS and Fans, 

WaveLite Metro 

200 and F2B fans, 

WaveLite Metro 

200 OPS and F2B 

fans, WaveLite 

Metro 200 NE and 

F2B fans, and 

WaveLite Metro 

200 NE OPS and 

F2B fans. 

CVE ID : CVE-

2023-22618 

us/security-

and-

privacy/prod

uct-security-

advisory/cve-

2023-22618/ 

Product: wavelite_metro_200_and_fan_firmware 

Affected Version(s): * Up to (excluding) r2.1.1 

N/A 04-Oct-2023 7.8 

If Security 

Hardening guide 

rules are not 

followed, then 

Nokia WaveLite 

products allow a 

local user to create 

new users with 

administrative 

privileges by 

manipulating a web 

request. This affects 

(for example) 

WaveLite Metro 

200 and Fan, 

https://www.

nokia.com/ab

out-

us/security-

and-

privacy/prod

uct-security-

advisory/cve-

2023-22618/ 

O-NOK-WAVE-

061123/10100 
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WaveLite Metro 

200 OPS and Fans, 

WaveLite Metro 

200 and F2B fans, 

WaveLite Metro 

200 OPS and F2B 

fans, WaveLite 

Metro 200 NE and 

F2B fans, and 

WaveLite Metro 

200 NE OPS and 

F2B fans. 

CVE ID : CVE-

2023-22618 

Product: wavelite_metro_200_ne_and_f2b_fans_firmware 

Affected Version(s): * Up to (excluding) r2.1.1 

N/A 04-Oct-2023 7.8 

If Security 

Hardening guide 

rules are not 

followed, then 

Nokia WaveLite 

products allow a 

local user to create 

new users with 

administrative 

privileges by 

manipulating a web 

request. This affects 

(for example) 

WaveLite Metro 

200 and Fan, 

WaveLite Metro 

200 OPS and Fans, 

WaveLite Metro 

200 and F2B fans, 

WaveLite Metro 

200 OPS and F2B 

fans, WaveLite 

Metro 200 NE and 

F2B fans, and 

WaveLite Metro 

https://www.

nokia.com/ab

out-

us/security-

and-

privacy/prod

uct-security-

advisory/cve-

2023-22618/ 

O-NOK-WAVE-

061123/10101 
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200 NE OPS and 

F2B fans. 

CVE ID : CVE-

2023-22618 

Product: wavelite_metro_200_ne_ops_and_f2b_fans_firmware 

Affected Version(s): * Up to (excluding) r2.1.1 

N/A 04-Oct-2023 7.8 

If Security 

Hardening guide 

rules are not 

followed, then 

Nokia WaveLite 

products allow a 

local user to create 

new users with 

administrative 

privileges by 

manipulating a web 

request. This affects 

(for example) 

WaveLite Metro 

200 and Fan, 

WaveLite Metro 

200 OPS and Fans, 

WaveLite Metro 

200 and F2B fans, 

WaveLite Metro 

200 OPS and F2B 

fans, WaveLite 

Metro 200 NE and 

F2B fans, and 

WaveLite Metro 

200 NE OPS and 

F2B fans. 

CVE ID : CVE-

2023-22618 

https://www.

nokia.com/ab

out-

us/security-

and-

privacy/prod

uct-security-

advisory/cve-

2023-22618/ 

O-NOK-WAVE-

061123/10102 

Product: wavelite_metro_200_ops_and_f2b_fans_firmware 

Affected Version(s): * Up to (excluding) r2.1.1 

N/A 04-Oct-2023 7.8 

If Security 

Hardening guide 

rules are not 

followed, then 

https://www.

nokia.com/ab

out-

us/security-

O-NOK-WAVE-

061123/10103 
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Nokia WaveLite 

products allow a 

local user to create 

new users with 

administrative 

privileges by 

manipulating a web 

request. This affects 

(for example) 

WaveLite Metro 

200 and Fan, 

WaveLite Metro 

200 OPS and Fans, 

WaveLite Metro 

200 and F2B fans, 

WaveLite Metro 

200 OPS and F2B 

fans, WaveLite 

Metro 200 NE and 

F2B fans, and 

WaveLite Metro 

200 NE OPS and 

F2B fans. 

CVE ID : CVE-

2023-22618 

and-

privacy/prod

uct-security-

advisory/cve-

2023-22618/ 

Product: wavelite_metro_200_ops_and_fans_firmware 

Affected Version(s): * Up to (excluding) r2.1.1 

N/A 04-Oct-2023 7.8 

If Security 

Hardening guide 

rules are not 

followed, then 

Nokia WaveLite 

products allow a 

local user to create 

new users with 

administrative 

privileges by 

manipulating a web 

request. This affects 

(for example) 

WaveLite Metro 

200 and Fan, 

WaveLite Metro 

https://www.

nokia.com/ab

out-

us/security-

and-

privacy/prod

uct-security-

advisory/cve-

2023-22618/ 

O-NOK-WAVE-

061123/10104 
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200 OPS and Fans, 

WaveLite Metro 

200 and F2B fans, 

WaveLite Metro 

200 OPS and F2B 

fans, WaveLite 

Metro 200 NE and 

F2B fans, and 

WaveLite Metro 

200 NE OPS and 

F2B fans. 

CVE ID : CVE-

2023-22618 

Vendor: orein 

Product: smart_bulb_firmware 

Affected Version(s): - 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

N/A 
O-ORE-SMAR-

061123/10105 

Vendor: Peplink 
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Product: surf_soho_firmware 

Affected Version(s): 6.3.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-Oct-2023 8.8 

An OS command 

injection 

vulnerability exists 

in the admin.cgi 

USSD_send 

functionality of 

peplink Surf SOHO 

HW1 v6.3.5 (in 

QEMU). A specially 

crafted HTTP 

request can lead to 

command 

execution. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-27380 

N/A 
O-PEP-SURF-

061123/10106 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-Oct-2023 8.8 

An OS command 

injection 

vulnerability exists 

in the admin.cgi 

MVPN_trial_init 

functionality of 

peplink Surf SOHO 

HW1 v6.3.5 (in 

QEMU). A specially 

crafted HTTP 

request can lead to 

command 

execution. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-28381 

N/A 
O-PEP-SURF-

061123/10107 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-Oct-2023 8.8 

An OS command 

injection 

vulnerability exists 

in the data.cgi 

xfer_dns 

functionality of 

peplink Surf SOHO 

HW1 v6.3.5 (in 

QEMU). A specially 

crafted HTTP 

request can lead to 

command 

execution. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-34356 

N/A 
O-PEP-SURF-

061123/10108 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-Oct-2023 8.8 

An OS command 

injection 

vulnerability exists 

in the api.cgi 

cmd.mvpn.x509.wri

te functionality of 

peplink Surf SOHO 

HW1 v6.3.5 (in 

QEMU). A specially 

crafted HTTP 

request can lead to 

command 

execution. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability.This 

vulnerability is 

specifically for the 

`system` call in the 

file 

`/web/MANGA/cgi-

N/A 
O-PEP-SURF-

061123/10109 
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bin/api.cgi` for 

firmware version 

6.3.5 at offset 

0x4bddb8. 

CVE ID : CVE-

2023-35193 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-Oct-2023 8.8 

An OS command 

injection 

vulnerability exists 

in the api.cgi 

cmd.mvpn.x509.wri

te functionality of 

peplink Surf SOHO 

HW1 v6.3.5 (in 

QEMU). A specially 

crafted HTTP 

request can lead to 

command 

execution. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability.This 

vulnerability is 

specifically for the 

`system` call in the 

file 

`/web/MANGA/cgi-

bin/api.cgi` for 

firmware version 

6.3.5 at offset 

`0x4bde44`. 

CVE ID : CVE-

2023-35194 

N/A 
O-PEP-SURF-

061123/10110 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

11-Oct-2023 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability exists 

in the 

upload_brand.cgi 

functionality of 

peplink Surf SOHO 

HW1 v6.3.5 (in 

N/A 
O-PEP-SURF-

061123/10111 
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('Cross-site 

Scripting') 

QEMU). A specially 

crafted HTTP 

request can lead to 

execution of 

arbitrary javascript 

in another user's 

browser. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-34354 

Vendor: phillips 

Product: hue_hub_firmware 

Affected Version(s): 1.59.1959097030 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

N/A 
O-PHI-HUE_-

061123/10112 
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Vendor: Qnap 

Product: container_station 

Affected Version(s): * Up to (excluding) 2.6.7.44 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

13-Oct-2023 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect Container 

Station. If exploited, 

the vulnerability 

could allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following version: 

Container Station 

2.6.7.44 and later 

 

CVE ID : CVE-

2023-32976 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-44 

O-QNA-CONT-

061123/10113 

Product: qts 

Affected Version(s): From (including) 4.5.0 Up to (excluding) 4.5.4.2467 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-37 

O-QNA-QTS-

061123/10114 
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execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32971 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-37 

O-QNA-QTS-

061123/10115 
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vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32972 

Affected Version(s): From (including) 4.5.1 Up to (excluding) 4.5.4.2467 

Out-of-

bounds 

Write 

13-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

https://www.

qnap.com/en/

security-

O-QNA-QTS-

061123/10116 
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affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32973 

advisory/qsa-

23-41 

NULL 

Pointer 
13-Oct-2023 4.9 A NULL pointer 

dereference 

https://www.

qnap.com/en/

O-QNA-QTS-

061123/10117 
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Dereferenc

e 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

QES is not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2453 build 

20230708 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

 

CVE ID : CVE-

2023-32970 

security-

advisory/qsa-

23-41 
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Affected Version(s): From (including) 5.0.0 Up to (excluding) 5.0.1.2425 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-37 

O-QNA-QTS-

061123/10118 
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QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32971 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-37 

O-QNA-QTS-

061123/10119 
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QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32972 

Affected Version(s): From (including) 5.0.0.1716 Up to (excluding) 5.0.1.2425 

Out-of-

bounds 

Write 

13-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-41 

O-QNA-QTS-

061123/10120 
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QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32973 

NULL 

Pointer 

Dereferenc

e 

13-Oct-2023 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

QES is not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-41 

O-QNA-QTS-

061123/10121 
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QuTS hero 

h5.1.0.2453 build 

20230708 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

 

CVE ID : CVE-

2023-32970 

Affected Version(s): From (including) 5.1.0 Up to (excluding) 5.1.0.2444 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

13-Oct-2023 7.5 

A path traversal 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow users to read 

the contents of 

unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-42 

O-QNA-QTS-

061123/10122 
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QTS 5.1.0.2444 

build 20230629 

and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32974 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-37 

O-QNA-QTS-

061123/10123 
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QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32971 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-37 

O-QNA-QTS-

061123/10124 
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QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32972 

Out-of-

bounds 

Write 

13-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-41 

O-QNA-QTS-

061123/10125 
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QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32973 

NULL 

Pointer 

Dereferenc

e 

13-Oct-2023 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

QES is not affected. 

 

We have already 

fixed the 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-41 

O-QNA-QTS-

061123/10126 
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vulnerability in the 

following versions: 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2453 build 

20230708 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

 

CVE ID : CVE-

2023-32970 

Product: qutscloud 

Affected Version(s): From (including) c5.0.0.1919 Up to (excluding) c5.1.0.2498 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

13-Oct-2023 7.5 

A path traversal 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow users to read 

the contents of 

unexpected files 

and expose 

sensitive data via a 

network. 

 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-42 

O-QNA-QUTS-

061123/10127 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.0.2444 

build 20230629 

and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32974 

Out-of-

bounds 

Write 

13-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-41 

O-QNA-QUTS-

061123/10128 
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QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32973 

NULL 

Pointer 

Dereferenc

e 

13-Oct-2023 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

QES is not affected. 

 

We have already 

fixed the 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-41 

O-QNA-QUTS-

061123/10129 
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vulnerability in the 

following versions: 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2453 build 

20230708 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

 

CVE ID : CVE-

2023-32970 

Affected Version(s): From (including) c5.0.1 Up to (excluding) c5.1.0.2498 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-37 

O-QNA-QUTS-

061123/10130 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32971 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-37 

O-QNA-QUTS-

061123/10131 
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execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32972 

Product: quts_hero 

Affected Version(s): From (including) h4.5.0 Up to (excluding) h4.5.4.2476 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-37 

O-QNA-QUTS-

061123/10132 
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operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32971 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 
A buffer copy 

without checking 

size of input 

https://www.

qnap.com/en/

security-

O-QNA-QUTS-

061123/10133 
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vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32972 

advisory/qsa-

23-37 
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Out-of-

bounds 

Write 

13-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-41 

O-QNA-QUTS-

061123/10134 
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CVE ID : CVE-

2023-32973 

NULL 

Pointer 

Dereferenc

e 

13-Oct-2023 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

QES is not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2453 build 

20230708 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

QTS 5.1.0.2444 

build 20230629 

and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-41 

O-QNA-QUTS-

061123/10135 
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QTS 4.5.4.2467 

build 20230718 

and later 

 

CVE ID : CVE-

2023-32970 

Affected Version(s): From (including) h5.0.0 Up to (excluding) h5.0.1.2515 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-37 

O-QNA-QUTS-

061123/10136 
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QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32971 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-37 

O-QNA-QUTS-

061123/10137 
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QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32972 

Out-of-

bounds 

Write 

13-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-41 

O-QNA-QUTS-

061123/10138 
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QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32973 

NULL 

Pointer 

Dereferenc

e 

13-Oct-2023 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

QES is not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-41 

O-QNA-QUTS-

061123/10139 
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QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2453 build 

20230708 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

 

CVE ID : CVE-

2023-32970 

Affected Version(s): From (including) h5.1.0 Up to (excluding) h5.1.0.2424 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

13-Oct-2023 7.5 

A path traversal 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow users to read 

the contents of 

unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-42 

O-QNA-QUTS-

061123/10140 
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vulnerability in the 

following versions: 

QTS 5.1.0.2444 

build 20230629 

and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32974 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-37 

O-QNA-QUTS-

061123/10141 
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QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32971 

Out-of-

bounds 

Write 

06-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 

build 20230609 

and later 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-37 

O-QNA-QUTS-

061123/10142 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4883 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32972 

Out-of-

bounds 

Write 

13-Oct-2023 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-41 

O-QNA-QUTS-

061123/10143 
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QTS 5.0.1.2425 

build 20230609 

and later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

 

CVE ID : CVE-

2023-32973 

NULL 

Pointer 

Dereferenc

e 

13-Oct-2023 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several QNAP 

operating system 

versions. If 

exploited, the 

vulnerability could 

allow authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

QES is not affected. 

https://www.

qnap.com/en/

security-

advisory/qsa-

23-41 

O-QNA-QUTS-

061123/10144 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QuTS hero 

h5.0.1.2515 build 

20230907 and later 

QuTS hero 

h5.1.0.2453 build 

20230708 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

QuTScloud 

c5.1.0.2498 and 

later 

QTS 5.1.0.2444 

build 20230629 

and later 

QTS 4.5.4.2467 

build 20230718 

and later 

 

CVE ID : CVE-

2023-32970 

Vendor: Qualcomm 

Product: 315_5g_iot_modem_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-315_-

061123/10145 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

https://www.

qualcomm.co

m/company/

O-QUA-315_-

061123/10146 
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camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-315_-

061123/10147 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-315_-

061123/10148 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-315_-

061123/10149 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-315_-

061123/10150 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-315_-

061123/10151 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: 8098_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-8098-

061123/10152 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-8098-

061123/10153 

Product: 8998_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-8998-

061123/10154 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-8998-

061123/10155 
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Product: 9205_lte_modem_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-9205-

061123/10156 

Product: 9206_lte_modem_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-9206-

061123/10157 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-9206-

061123/10158 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-9206-

061123/10159 

Product: 9207_lte_modem_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-9207-

061123/10160 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-9207-

061123/10161 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-9207-

061123/10162 

Product: apq5053-aa_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ5-

061123/10163 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ5-

061123/10164 
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CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ5-

061123/10165 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ5-

061123/10166 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ5-

061123/10167 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ5-

061123/10168 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-APQ5-

061123/10169 
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tins/october-

2023-bulletin 

Product: apq8009_firmware 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10170 

Product: apq8017_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10171 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10172 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10173 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10174 

Product: apq8037_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10175 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10176 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10177 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-APQ8-

061123/10178 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: apq8053-aa_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10179 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10180 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10181 

Product: apq8053-ac_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10182 
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CVE ID : CVE-

2023-22385 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10183 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10184 

Product: apq8064au_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10185 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-APQ8-

061123/10186 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4895 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Product: aqt1000_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AQT1-

061123/10187 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AQT1-

061123/10188 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AQT1-

061123/10189 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AQT1-

061123/10190 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AQT1-

061123/10191 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AQT1-

061123/10192 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AQT1-

061123/10193 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AQT1-

061123/10194 

Product: ar6003_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR60-

061123/10195 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-AR60-

061123/10196 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: ar8031_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10197 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10198 

Product: ar8035_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10199 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10200 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10201 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10202 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10203 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10204 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10205 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

in WLAN Host 

https://www.

qualcomm.co

O-QUA-AR80-

061123/10206 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10207 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10208 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10209 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10210 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

https://www.

qualcomm.co

m/company/

product-

O-QUA-AR80-

061123/10211 
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VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10212 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10213 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10214 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR80-

061123/10215 

Product: ar9380_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

O-QUA-AR93-

061123/10216 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR93-

061123/10217 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR93-

061123/10218 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-AR93-

061123/10219 

Product: c-v2x_9150_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-C-V2-

061123/10220 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-C-V2-

061123/10221 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4902 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-24847 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-C-V2-

061123/10222 

Product: csr8811_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSR8-

061123/10223 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSR8-

061123/10224 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSR8-

061123/10225 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

O-QUA-CSR8-

061123/10226 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSR8-

061123/10227 

Product: csra6620_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10228 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10229 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10230 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-CSRA-

061123/10231 
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CVE ID : CVE-

2023-33034 

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10232 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10233 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10234 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10235 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-CSRA-

061123/10236 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10237 

Product: csra6640_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10238 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10239 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10240 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-CSRA-

061123/10241 
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CVE ID : CVE-

2023-33034 

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10242 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10243 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10244 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10245 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-CSRA-

061123/10246 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRA-

061123/10247 

Product: csrb31024_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRB-

061123/10248 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRB-

061123/10249 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRB-

061123/10250 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-CSRB-

061123/10251 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRB-

061123/10252 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRB-

061123/10253 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-CSRB-

061123/10254 

Product: fastconnect_6200_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10255 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10256 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10257 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10258 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10259 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10260 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

O-QUA-FAST-

061123/10261 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10262 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10263 

Product: fastconnect_6700_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10264 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10265 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10266 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10267 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10268 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10269 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10270 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

O-QUA-FAST-

061123/10271 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10272 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10273 

Product: fastconnect_6800_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10274 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10275 

Improper 

Validation 
03-Oct-2023 7.8 Memory Corruption 

in HLOS while 

https://www.

qualcomm.co

O-QUA-FAST-

061123/10276 
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of Array 

Index 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10278 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10279 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10280 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

https://www.

qualcomm.co

m/company/

product-

O-QUA-FAST-

061123/10281 
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VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10282 

Product: fastconnect_6900_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10283 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10284 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10285 

N/A 03-Oct-2023 7.8 Memory Corruption 

in Core while 

https://www.

qualcomm.co

O-QUA-FAST-

061123/10286 
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invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10287 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10288 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10289 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10290 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

O-QUA-FAST-

061123/10291 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10292 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10293 

Product: fastconnect_7800_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10294 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10295 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10296 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10297 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10298 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10299 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10300 
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Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10301 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10302 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10303 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FAST-

061123/10304 

Product: flight_rb5_5g_platform_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FLIG-

061123/10305 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FLIG-

061123/10306 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FLIG-

061123/10307 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FLIG-

061123/10308 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FLIG-

061123/10309 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FLIG-

061123/10310 

Product: fsm10055_firmware 

Affected Version(s): - 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FSM1-

061123/10311 

Product: fsm10056_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-FSM1-

061123/10312 

Product: home_hub_100_platform_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-HOME-

061123/10313 

Product: immersive_home_214_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10314 

Buffer 

Copy 

without 

Checking 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

https://www.

qualcomm.co

m/company/

product-

O-QUA-IMME-

061123/10315 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10316 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10317 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10318 

Product: immersive_home_216_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10319 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IMME-

061123/10320 
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('Classic 

Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10321 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10322 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10323 

Product: immersive_home_316_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10324 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IMME-

061123/10325 
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Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10326 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10327 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10328 

Product: immersive_home_318_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10329 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IMME-

061123/10330 
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Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10331 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10332 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10333 

Product: immersive_home_3210_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10334 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IMME-

061123/10335 
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Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10336 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10337 

Product: immersive_home_326_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10338 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10339 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

O-QUA-IMME-

061123/10340 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IMME-

061123/10341 

Product: ipq4018_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ4-

061123/10342 

Product: ipq4019_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ4-

061123/10343 

Product: ipq4028_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ4-

061123/10344 
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Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ4-

061123/10345 

Product: ipq4029_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ4-

061123/10346 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ4-

061123/10347 

Product: ipq5010_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ5-

061123/10348 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

in WLAN Host 

https://www.

qualcomm.co

O-QUA-IPQ5-

061123/10349 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ5-

061123/10350 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ5-

061123/10351 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ5-

061123/10352 

Product: ipq5028_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ5-

061123/10353 

Buffer 

Copy 

without 

Checking 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

https://www.

qualcomm.co

m/company/

product-

O-QUA-IPQ5-

061123/10354 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ5-

061123/10355 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ5-

061123/10356 

Product: ipq5332_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ5-

061123/10357 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ5-

061123/10358 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ5-

061123/10359 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: ipq6000_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10360 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10361 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10362 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10363 

Product: ipq6010_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

O-QUA-IPQ6-

061123/10364 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10365 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10366 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10367 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10368 

Product: ipq6018_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ6-

061123/10369 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10370 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10371 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10372 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10373 

Product: ipq6028_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ6-

061123/10374 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4933 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10375 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10376 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10377 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ6-

061123/10378 

Product: ipq8064_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ8-

061123/10379 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10380 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10381 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10382 

Product: ipq8065_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10383 

Buffer 

Copy 

without 

Checking 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

https://www.

qualcomm.co

m/company/

product-

O-QUA-IPQ8-

061123/10384 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10385 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10386 

Product: ipq8068_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10387 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10388 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

O-QUA-IPQ8-

061123/10389 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10390 

Product: ipq8069_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10391 

Product: ipq8070a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10392 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10393 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

O-QUA-IPQ8-

061123/10394 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10395 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10396 

Product: ipq8070_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10397 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10398 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ8-

061123/10399 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: ipq8071a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10400 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10401 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10402 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10403 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ8-

061123/10404 
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tins/october-

2023-bulletin 

Product: ipq8072a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10405 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10406 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10407 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10408 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ8-

061123/10409 
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tins/october-

2023-bulletin 

Product: ipq8074a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10410 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10411 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10412 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10413 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ8-

061123/10414 
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tins/october-

2023-bulletin 

Product: ipq8074_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10415 

Product: ipq8076a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10416 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10417 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10418 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

O-QUA-IPQ8-

061123/10419 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10420 

Product: ipq8076_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10421 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10422 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10423 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ8-

061123/10424 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10425 

Product: ipq8078a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10426 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10427 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10428 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ8-

061123/10429 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10430 

Product: ipq8078_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10431 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10432 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10433 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ8-

061123/10434 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10435 

Product: ipq8173_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10436 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10437 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10438 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ8-

061123/10439 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10440 

Product: ipq8174_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10441 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10442 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10443 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ8-

061123/10444 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ8-

061123/10445 

Product: ipq9008_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ9-

061123/10446 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ9-

061123/10447 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ9-

061123/10448 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-IPQ9-

061123/10449 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: ipq9554_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ9-

061123/10450 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ9-

061123/10451 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ9-

061123/10452 

Product: ipq9570_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ9-

061123/10453 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ9-

061123/10454 
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CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ9-

061123/10455 

Product: ipq9574_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ9-

061123/10456 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ9-

061123/10457 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-IPQ9-

061123/10458 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-IPQ9-

061123/10459 
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tins/october-

2023-bulletin 

Product: mdm8207_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM8-

061123/10460 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM8-

061123/10461 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM8-

061123/10462 

Product: mdm8215m_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM8-

061123/10463 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM8-

061123/10464 

Product: mdm8215_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM8-

061123/10465 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM8-

061123/10466 

Product: mdm8615m_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM8-

061123/10467 

N/A 03-Oct-2023 7.5 Information 

Disclosure in data 

https://www.

qualcomm.co

O-QUA-MDM8-

061123/10468 
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Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Product: mdm9215_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10469 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10470 

Product: mdm9230_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10471 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-MDM9-

061123/10472 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

Product: mdm9250_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10473 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10474 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10475 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10476 

Product: mdm9310_firmware 

Affected Version(s): - 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10477 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10478 

Product: mdm9330_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10479 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10480 

Product: mdm9615m_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in Data 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-MDM9-

061123/10481 
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performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10482 

Product: mdm9615_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10483 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10484 

Product: mdm9628_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-MDM9-

061123/10485 
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CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10486 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10487 

Product: mdm9630_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10488 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10489 

Product: mdm9640_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10490 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10491 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10492 

Product: mdm9650_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10493 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-MDM9-

061123/10494 
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CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MDM9-

061123/10495 

Product: msm8108_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10496 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10497 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10498 

Product: msm8209_firmware 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4959 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10499 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10500 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10501 

Product: msm8608_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10502 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10503 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10504 

Product: msm8905_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10505 

Product: msm8909w_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10506 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10507 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10508 

Product: msm8996au_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10509 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10510 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10511 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-MSM8-

061123/10512 
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CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-MSM8-

061123/10513 

Product: pm8937_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-PM89-

061123/10514 

Product: pmp8074_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-PMP8-

061123/10515 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-PMP8-

061123/10516 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-PMP8-

061123/10517 

Product: qam8255p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10518 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10519 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10520 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10521 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10522 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10523 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10524 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10525 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10526 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10527 

Product: qam8295p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10528 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10529 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10530 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QAM8-

061123/10531 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10532 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10533 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10534 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10535 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10536 
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Buffer 

Overflow') 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10537 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10538 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10539 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10540 

Product: qam8650p_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10541 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10542 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10543 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10544 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10545 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

https://www.

qualcomm.co

m/company/

O-QUA-QAM8-

061123/10546 
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call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10547 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10548 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10549 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10550 

Product: qam8775p_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10551 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10552 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10553 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10554 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10555 

Buffer 

Copy 

without 

Checking 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QAM8-

061123/10556 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33035 

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10557 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAM8-

061123/10558 

Product: qamsrv1h_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAMS-

061123/10559 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAMS-

061123/10560 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QAMS-

061123/10561 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAMS-

061123/10562 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QAMS-

061123/10563 

Product: qca0000_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA0-

061123/10564 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA0-

061123/10565 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

m/company/

O-QUA-QCA0-

061123/10566 
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while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

product-

security/bulle

tins/october-

2023-bulletin 

Product: qca1062_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA1-

061123/10567 

Product: qca1064_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA1-

061123/10568 

Product: qca2062_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA2-

061123/10569 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA2-

061123/10570 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA2-

061123/10571 

Product: qca2064_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA2-

061123/10572 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA2-

061123/10573 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA2-

061123/10574 

Product: qca2065_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA2-

061123/10575 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 4975 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA2-

061123/10576 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA2-

061123/10577 

Product: qca2066_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA2-

061123/10578 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA2-

061123/10579 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA2-

061123/10580 

Product: qca4004_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA4-

061123/10581 

Product: qca4024_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA4-

061123/10582 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA4-

061123/10583 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA4-

061123/10584 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA4-

061123/10585 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA4-

061123/10586 

Product: qca6174a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10587 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10588 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10589 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10590 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10591 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10592 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10593 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10594 

Product: qca6174_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

061123/10595 
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CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10596 

Product: qca6175a_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10597 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10598 

Product: qca6310_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

061123/10599 
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CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10600 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10601 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10602 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10603 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10604 
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CVE ID : CVE-

2023-24849 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10605 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10606 

Product: qca6320_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10607 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10608 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

061123/10609 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10610 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10611 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10612 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10613 

Product: qca6335_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10614 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10615 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10616 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10617 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10618 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

m/company/

O-QUA-QCA6-

061123/10619 
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while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

product-

security/bulle

tins/october-

2023-bulletin 

Product: qca6390_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10620 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10621 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10622 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10623 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

061123/10624 
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WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

security/bulle

tins/october-

2023-bulletin 

Product: qca6391_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10625 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10626 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10627 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10628 

Improper 

Validation 
03-Oct-2023 7.8 Memory Corruption 

in HLOS while 

https://www.

qualcomm.co

O-QUA-QCA6-

061123/10629 
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of Array 

Index 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10630 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10631 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10632 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10633 

Buffer 

Copy 

without 

Checking 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

061123/10634 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33035 

security/bulle

tins/october-

2023-bulletin 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10635 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10636 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10637 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10638 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

061123/10639 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10640 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10641 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10642 

Product: qca6420_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10643 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

O-QUA-QCA6-

061123/10644 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10645 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10646 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10647 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10648 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

061123/10649 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10650 

Product: qca6421_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10651 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10652 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10653 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

061123/10654 
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CVE ID : CVE-

2023-24853 

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10655 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10656 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10657 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10658 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

061123/10659 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10660 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10661 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10662 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10663 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10664 
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during roaming 

scan. 

CVE ID : CVE-

2023-28571 

Product: qca6426_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10665 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10666 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10667 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10668 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

061123/10669 
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CVE ID : CVE-

2023-24853 

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10670 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10671 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10672 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10673 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

061123/10674 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10675 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10676 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10677 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10678 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10679 
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during roaming 

scan. 

CVE ID : CVE-

2023-28571 

Product: qca6428_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10680 

Product: qca6430_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10681 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10682 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10683 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10684 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10685 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10686 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10687 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10688 

Product: qca6431_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10689 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10690 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10691 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10692 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10693 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

while invoking 

https://www.

qualcomm.co

O-QUA-QCA6-

061123/10694 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10695 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10696 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10697 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10698 

Improper 

Authentica

tion 

03-Oct-2023 7.5 
Cryptographic issue 

in Data Modem due 

to improper 

https://www.

qualcomm.co

m/company/

O-QUA-QCA6-

061123/10699 
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authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10700 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10701 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10702 

Product: qca6436_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10703 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10704 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10705 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10706 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10707 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10708 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

while invoking 

https://www.

qualcomm.co

O-QUA-QCA6-

061123/10709 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10710 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10711 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10712 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10713 

Improper 

Authentica

tion 

03-Oct-2023 7.5 
Cryptographic issue 

in Data Modem due 

to improper 

https://www.

qualcomm.co

m/company/

O-QUA-QCA6-

061123/10714 
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authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10715 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10716 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10717 

Product: qca6438_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10718 

Product: qca6554a_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10719 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10720 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10721 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10722 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10723 

Product: qca6564au_firmware 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10724 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10725 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10726 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10727 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10728 

Buffer 

Copy 

without 

Checking 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

061123/10729 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10730 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10731 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10732 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10733 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

061123/10734 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10735 

Product: qca6564a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10736 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10737 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10738 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

061123/10739 
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CVE ID : CVE-

2023-24853 

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10740 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10741 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10742 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10743 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10744 
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during roaming 

scan. 

CVE ID : CVE-

2023-28571 

Product: qca6564_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10745 

Product: qca6574au_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10746 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10747 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10748 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

O-QUA-QCA6-

061123/10749 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10750 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10751 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10752 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10753 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

061123/10754 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10755 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10756 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10757 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10758 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10759 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10760 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10761 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10762 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10763 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10764 
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CVE ID : CVE-

2023-28571 

Product: qca6574a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10765 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10766 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10767 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10768 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10769 
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CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10770 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10771 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10772 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10773 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10774 
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connected display 

driver. 

CVE ID : CVE-

2023-33039 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10775 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10776 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10777 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10778 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

061123/10779 
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CVE ID : CVE-

2023-28540 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10780 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10781 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10782 

Product: qca6574_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10783 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

061123/10784 
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CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10785 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10786 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10787 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10788 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10789 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10790 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10791 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10792 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10793 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10794 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10795 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10796 

Product: qca6584au_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10797 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10798 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10799 
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CVE ID : CVE-

2023-22382 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10800 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10801 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10802 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10803 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

061123/10804 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10805 

Product: qca6584_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10806 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10807 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10808 

Product: qca6595au_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10809 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10810 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10811 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10812 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10813 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10814 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10815 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10816 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10817 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10818 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

https://www.

qualcomm.co

m/company/

O-QUA-QCA6-

061123/10819 
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destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

product-

security/bulle

tins/october-

2023-bulletin 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10820 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10821 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10822 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10823 

Improper 

Authentica

tion 

03-Oct-2023 7.5 
Cryptographic issue 

in Data Modem due 

to improper 

https://www.

qualcomm.co

m/company/

O-QUA-QCA6-

061123/10824 
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authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10825 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10826 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10827 

Product: qca6595_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10828 

N/A 03-Oct-2023 8.2 Weak configuration 

in Automotive 

https://www.

qualcomm.co

O-QUA-QCA6-

061123/10829 
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while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10830 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10831 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10832 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10833 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

https://www.

qualcomm.co

m/company/

O-QUA-QCA6-

061123/10834 
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call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10835 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10836 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10837 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10838 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10839 
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during roaming 

scan. 

CVE ID : CVE-

2023-28571 

Product: qca6678aq_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10840 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10841 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10842 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10843 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

061123/10844 
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WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

security/bulle

tins/october-

2023-bulletin 

Product: qca6696_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10845 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10846 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10847 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10848 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 
Memory Corruption 

in VR Service while 

sending data using 

https://www.

qualcomm.co

m/company/

O-QUA-QCA6-

061123/10849 
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Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10851 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10852 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10853 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

061123/10854 
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CVE ID : CVE-

2023-33034 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10855 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10856 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10857 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10858 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

061123/10859 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10860 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10861 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10862 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10863 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10864 
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during roaming 

scan. 

CVE ID : CVE-

2023-28571 

Product: qca6698aq_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10865 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10866 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10867 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10868 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

061123/10869 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10870 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10871 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10872 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10873 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10874 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5035 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Overflow') 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10875 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10876 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10877 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10878 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10879 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10880 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10881 

Product: qca6797aq_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10882 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10883 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10884 
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CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10885 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10886 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10887 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10888 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10889 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10890 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA6-

061123/10891 

Product: qca7500_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA7-

061123/10892 

Product: qca8072_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10893 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-QCA8-

061123/10894 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10895 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10896 

Product: qca8075_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10897 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10898 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA8-

061123/10899 
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CVE ID : CVE-

2023-24847 

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10900 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10901 

Product: qca8081_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10902 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10903 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA8-

061123/10904 
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CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10905 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10906 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10907 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10908 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10909 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-28539 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10910 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10911 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10912 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10913 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10914 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5043 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10915 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10916 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10917 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10918 

Product: qca8082_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10919 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10920 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10921 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10922 

Product: qca8084_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10923 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10924 
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CVE ID : CVE-

2023-28539 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10925 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10926 

Product: qca8085_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10927 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10928 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA8-

061123/10929 
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CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10930 

Product: qca8337_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10931 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10932 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10933 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA8-

061123/10934 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10935 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10936 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10937 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10938 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA8-

061123/10939 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10940 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10941 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10942 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10943 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10944 
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CVE ID : CVE-

2023-24849 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10945 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10946 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10947 

Product: qca8386_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10948 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10949 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-28539 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10950 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA8-

061123/10951 

Product: qca9367_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10952 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10953 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA9-

061123/10954 
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CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: qca9377_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10955 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10956 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10957 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10958 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA9-

061123/10959 
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tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10960 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10961 

Product: qca9379_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10962 

Product: qca9880_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10963 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-28539 

Product: qca9886_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10964 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10965 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10966 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10967 

Product: qca9888_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA9-

061123/10968 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10969 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10970 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10971 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10972 

Product: qca9889_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA9-

061123/10973 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10974 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10975 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10976 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10977 

Product: qca9898_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA9-

061123/10978 
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Input 

('Classic 

Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10979 

Product: qca9980_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10980 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10981 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10982 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA9-

061123/10983 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: qca9984_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10984 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10985 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10986 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10987 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA9-

061123/10988 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: qca9985_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10989 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10990 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10991 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10992 

Product: qca9986_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA9-

061123/10993 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10994 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10995 

Product: qca9990_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10996 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10997 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA9-

061123/10998 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/10999 

Product: qca9992_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/11000 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/11001 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/11002 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA9-

061123/11003 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: qca9994_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/11004 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/11005 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/11006 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCA9-

061123/11007 

Product: qcc2073_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

O-QUA-QCC2-

061123/11008 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC2-

061123/11009 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC2-

061123/11010 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC2-

061123/11011 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC2-

061123/11012 

Product: qcc2076_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC2-

061123/11013 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC2-

061123/11014 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC2-

061123/11015 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC2-

061123/11016 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC2-

061123/11017 

Product: qcc710_firmware 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11018 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11019 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11020 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11021 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11022 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11023 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11024 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11025 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11026 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11027 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in Data 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-QCC7-

061123/11028 
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performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11029 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11030 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11031 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCC7-

061123/11032 

Product: qcf8001_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCF8-

061123/11033 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCF8-

061123/11034 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCF8-

061123/11035 

Product: qcm2290_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM2-

061123/11036 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM2-

061123/11037 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM2-

061123/11038 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM2-

061123/11039 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM2-

061123/11040 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM2-

061123/11041 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM2-

061123/11042 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM2-

061123/11043 

Product: qcm4290_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11044 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11045 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11046 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11047 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11048 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11049 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11050 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11051 

Product: qcm4325_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11052 
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CVE ID : CVE-

2023-22385 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11053 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11054 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11055 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11056 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11057 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11058 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11059 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11060 

Product: qcm4490_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11061 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCM4-

061123/11062 
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before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11063 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11064 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11065 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11066 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCM4-

061123/11067 
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CVE ID : CVE-

2023-24853 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11068 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11069 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11070 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11071 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11072 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11073 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM4-

061123/11074 

Product: qcm6125_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11075 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11076 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11077 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11078 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11079 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11080 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11081 

Product: qcm6490_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11082 
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CVE ID : CVE-

2023-22385 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11083 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11084 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11085 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11086 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11087 
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CVE ID : CVE-

2023-33029 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11088 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11089 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11090 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11091 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11092 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11093 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11094 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11095 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM6-

061123/11096 

Product: qcm8550_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11097 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11098 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11099 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11100 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11101 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11102 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11103 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11104 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11105 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11106 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11107 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11108 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11109 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCM8-

061123/11110 

Product: qcn5021_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11111 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11112 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11113 

Product: qcn5022_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11114 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11115 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11116 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11117 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11118 

Product: qcn5024_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11119 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11120 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11121 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11122 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11123 

Product: qcn5052_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11124 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11125 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11126 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11127 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11128 

Product: qcn5054_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11129 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11130 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11131 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11132 

Product: qcn5122_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11133 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11134 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11135 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11136 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11137 

Product: qcn5124_firmware 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5088 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11138 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11139 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11140 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11141 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11142 

Product: qcn5152_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11143 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11144 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11145 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11146 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11147 

Product: qcn5154_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11148 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11149 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11150 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11151 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11152 

Product: qcn5164_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11153 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11154 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11155 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11156 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN5-

061123/11157 

Product: qcn6023_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11158 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11159 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11160 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11161 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11162 

Product: qcn6024_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11163 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11164 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11165 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11166 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11167 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11168 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11169 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11170 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11171 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11172 

N/A 03-Oct-2023 7.5 Information 

Disclosure in data 

https://www.

qualcomm.co

O-QUA-QCN6-

061123/11173 
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Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11174 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11175 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11176 

Product: qcn6100_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11177 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

O-QUA-QCN6-

061123/11178 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11179 

Product: qcn6102_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11180 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11181 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11182 

Product: qcn6112_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCN6-

061123/11183 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11184 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11185 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11186 

Product: qcn6122_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11187 

Buffer 

Copy 

without 

Checking 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCN6-

061123/11188 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11189 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11190 

Product: qcn6132_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11191 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11192 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

O-QUA-QCN6-

061123/11193 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11194 

Product: qcn6224_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11195 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11196 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11197 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCN6-

061123/11198 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11199 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11200 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11201 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11202 

Buffer 

Copy 

without 

Checking 

Size of 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCN6-

061123/11203 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33035 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11204 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11205 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11206 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11207 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCN6-

061123/11208 
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CVE ID : CVE-

2023-33026 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11209 

Product: qcn6274_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11210 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11211 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11212 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCN6-

061123/11213 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11214 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11215 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11216 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11217 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11218 
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Buffer 

Overflow') 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11219 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11220 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11221 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11222 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11223 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN6-

061123/11224 

Product: qcn7605_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN7-

061123/11225 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN7-

061123/11226 

Product: qcn7606_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN7-

061123/11227 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN7-

061123/11228 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN7-

061123/11229 

Product: qcn9000_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11230 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11231 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11232 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11233 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11234 

Product: qcn9001_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11235 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11236 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11237 

Product: qcn9002_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11238 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5108 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11239 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11240 

Product: qcn9003_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11241 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11242 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11243 

Product: qcn9011_firmware 

Affected Version(s): - 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11244 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11245 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11246 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11247 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11248 

Uncontroll

ed 
03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

O-QUA-QCN9-

061123/11249 
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Resource 

Consumpti

on 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11250 

Product: qcn9012_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11251 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11252 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11253 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

https://www.

qualcomm.co

m/company/

O-QUA-QCN9-

061123/11254 
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call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11255 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11256 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11257 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11258 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11259 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5112 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Product: qcn9013_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11260 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11261 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11262 

Product: qcn9022_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11263 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11264 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-28539 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11265 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11266 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11267 

Product: qcn9024_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11268 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11269 
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CVE ID : CVE-

2023-24855 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11270 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11271 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11272 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11273 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCN9-

061123/11274 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11275 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11276 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11277 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11278 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11279 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11280 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11281 

Product: qcn9070_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11282 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11283 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11284 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11285 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11286 

Product: qcn9072_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11287 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11288 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11289 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11290 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11291 

Product: qcn9074_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11292 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11293 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11294 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11295 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11296 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11297 

Product: qcn9100_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11298 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11299 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-28539 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11300 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11301 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11302 

Product: qcn9274_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11303 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11304 
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CVE ID : CVE-

2023-28539 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11305 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCN9-

061123/11306 

Product: qcs2290_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS2-

061123/11307 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS2-

061123/11308 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCS2-

061123/11309 
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Buffer 

Overflow') 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS2-

061123/11310 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS2-

061123/11311 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS2-

061123/11312 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS2-

061123/11313 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS2-

061123/11314 
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Product: qcs410_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11315 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11316 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11317 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11318 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11319 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11320 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11321 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11322 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11323 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11324 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11325 

Product: qcs4290_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11326 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11327 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11328 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCS4-

061123/11329 
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CVE ID : CVE-

2023-24847 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11330 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11331 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11332 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11333 

Product: qcs4490_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCS4-

061123/11334 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11335 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11336 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11337 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11338 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCS4-

061123/11339 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11340 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11341 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11342 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11343 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11344 
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CVE ID : CVE-

2023-24849 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11345 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11346 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS4-

061123/11347 

Product: qcs603_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11348 

Product: qcs605_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCS6-

061123/11349 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: qcs610_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11350 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11351 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11352 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11353 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCS6-

061123/11354 
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Buffer 

Overflow') 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11355 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11356 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11357 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11358 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11359 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11360 

Product: qcs6125_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11361 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11362 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11363 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCS6-

061123/11364 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11365 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11366 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11367 

Product: qcs6490_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11368 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCS6-

061123/11369 
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configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11370 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11371 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11372 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11373 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCS6-

061123/11374 
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CVE ID : CVE-

2023-33034 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11375 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11376 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11377 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11378 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11379 
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CVE ID : CVE-

2023-24849 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11380 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11381 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS6-

061123/11382 

Product: qcs7230_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS7-

061123/11383 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS7-

061123/11384 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS7-

061123/11385 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS7-

061123/11386 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS7-

061123/11387 

Product: qcs8155_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11388 

Product: qcs8250_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11389 
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CVE ID : CVE-

2023-21673 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11390 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11391 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11392 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11393 

Product: qcs8550_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11394 
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CVE ID : CVE-

2023-22385 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11395 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11396 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11397 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11398 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11399 
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CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11400 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11401 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11402 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11403 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11404 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11405 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11406 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11407 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QCS8-

061123/11408 

Product: qdu1000_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11409 
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N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11410 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11411 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11412 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11413 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11414 

Product: qdu1010_firmware 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5143 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11415 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11416 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11417 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11418 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11419 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

O-QUA-QDU1-

061123/11420 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Product: qdu1110_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11421 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11422 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11423 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11424 
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Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11425 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11426 

Product: qdu1210_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11427 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11428 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11429 
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CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11430 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11431 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDU1-

061123/11432 

Product: qdx1010_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDX1-

061123/11433 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDX1-

061123/11434 
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CVE ID : CVE-

2023-24844 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDX1-

061123/11435 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDX1-

061123/11436 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDX1-

061123/11437 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDX1-

061123/11438 

Product: qdx1011_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDX1-

061123/11439 
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CVE ID : CVE-

2023-21673 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDX1-

061123/11440 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDX1-

061123/11441 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDX1-

061123/11442 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDX1-

061123/11443 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QDX1-

061123/11444 
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Product: qfw7114_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11445 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11446 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11447 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11448 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11449 
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CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11450 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11451 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11452 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11453 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11454 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11455 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11456 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11457 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11458 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11459 

Product: qfw7124_firmware 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11460 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11461 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11462 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11463 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11464 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11465 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11466 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11467 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11468 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11469 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in Data 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-QFW7-

061123/11470 
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performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11471 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11472 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11473 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QFW7-

061123/11474 

Product: qm215_firmware 

Affected Version(s): - 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

while invoking 

https://www.

qualcomm.co

O-QUA-QM21-

061123/11475 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QM21-

061123/11476 

Product: qrb5165m_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRB5-

061123/11477 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRB5-

061123/11478 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRB5-

061123/11479 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRB5-

061123/11480 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRB5-

061123/11481 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRB5-

061123/11482 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRB5-

061123/11483 

Product: qrb5165n_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRB5-

061123/11484 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

in WLAN Host 

https://www.

qualcomm.co

O-QUA-QRB5-

061123/11485 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRB5-

061123/11486 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRB5-

061123/11487 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRB5-

061123/11488 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRB5-

061123/11489 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QRB5-

061123/11490 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: qrb5165_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRB5-

061123/11491 

Product: qru1032_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11492 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11493 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11494 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5159 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11495 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11496 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11497 

Product: qru1052_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11498 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11499 
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CVE ID : CVE-

2023-24844 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11500 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11501 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11502 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11503 

Product: qru1062_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11504 
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CVE ID : CVE-

2023-21673 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11505 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11506 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11507 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11508 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QRU1-

061123/11509 
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Product: qsm8250_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QSM8-

061123/11510 

Product: qsm8350_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QSM8-

061123/11511 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QSM8-

061123/11512 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QSM8-

061123/11513 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QSM8-

061123/11514 
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tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QSM8-

061123/11515 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QSM8-

061123/11516 

Product: qts110_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QTS1-

061123/11517 

Product: qualcomm_205_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11518 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QUAL-

061123/11519 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11520 

Product: qualcomm_215_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11521 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11522 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11523 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11524 

Product: qualcomm_video_collaboration_vc1_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11525 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11526 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11527 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QUAL-

061123/11528 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11529 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11530 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11531 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11532 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11533 
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CVE ID : CVE-

2023-24849 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11534 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11535 

Product: qualcomm_video_collaboration_vc3_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11536 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11537 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QUAL-

061123/11538 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11539 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11540 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11541 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11542 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QUAL-

061123/11543 
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CVE ID : CVE-

2023-33034 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11544 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11545 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11546 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11547 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11548 
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CVE ID : CVE-

2023-24849 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11549 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11550 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11551 

Product: qualcomm_video_collaboration_vc5_platform_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11552 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QUAL-

061123/11553 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11554 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11555 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-QUAL-

061123/11556 

Product: robotics_rb3_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-ROBO-

061123/11557 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-ROBO-

061123/11558 
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CVE ID : CVE-

2023-21673 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-ROBO-

061123/11559 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-ROBO-

061123/11560 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-ROBO-

061123/11561 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-ROBO-

061123/11562 

Product: robotics_rb5_platform_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-ROBO-

061123/11563 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-ROBO-

061123/11564 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-ROBO-

061123/11565 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-ROBO-

061123/11566 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-ROBO-

061123/11567 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-ROBO-

061123/11568 

Product: s820a_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-S820-

061123/11569 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-S820-

061123/11570 

Product: sa4150p_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA41-

061123/11571 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA41-

061123/11572 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

https://www.

qualcomm.co

m/company/

O-QUA-SA41-

061123/11573 
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call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA41-

061123/11574 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA41-

061123/11575 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA41-

061123/11576 

Product: sa4155p_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA41-

061123/11577 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 Memory Corruption 

in HLOS while 

https://www.

qualcomm.co

m/company/

O-QUA-SA41-

061123/11578 
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registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

product-

security/bulle

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA41-

061123/11579 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA41-

061123/11580 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA41-

061123/11581 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA41-

061123/11582 

Product: sa6145p_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA61-

061123/11583 
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listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11584 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11585 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11586 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11587 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11588 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-28539 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11589 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11590 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11591 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11592 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA61-

061123/11593 
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tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11594 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11595 

Product: sa6150p_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11596 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11597 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA61-

061123/11598 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11599 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11600 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11601 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11602 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11603 
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Buffer 

Overflow') 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11604 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11605 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11606 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11607 

Product: sa6155p_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 
Weak configuration 

in Automotive 

while VM is 

https://www.

qualcomm.co

m/company/

O-QUA-SA61-

061123/11608 
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processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11609 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11610 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11611 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11612 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA61-

061123/11613 
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('Classic 

Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11614 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11615 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11616 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11617 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SA61-

061123/11618 
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CVE ID : CVE-

2023-24847 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11619 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11620 

Product: sa6155_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11621 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11622 

Improper 

Validation 
03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SA61-

061123/11623 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5185 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

of Array 

Index 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11624 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11625 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11626 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA61-

061123/11627 

Product: sa8145p_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 
Weak configuration 

in Automotive 

while VM is 

https://www.

qualcomm.co

m/company/

O-QUA-SA81-

061123/11628 
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processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11629 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11630 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11631 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11632 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SA81-

061123/11633 
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call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11634 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11635 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11636 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11637 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA81-

061123/11638 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5188 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11639 

Product: sa8150p_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11640 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11641 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11642 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SA81-

061123/11643 
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into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11644 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11645 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11646 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11647 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA81-

061123/11648 
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('Classic 

Buffer 

Overflow') 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11649 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11650 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11651 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11652 

Product: sa8155p_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 Weak configuration 

in Automotive 

https://www.

qualcomm.co

O-QUA-SA81-

061123/11653 
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while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11654 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11655 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11656 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11657 

Buffer 

Copy 

without 

Checking 

Size of 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA81-

061123/11658 
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Input 

('Classic 

Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11659 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11660 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11661 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11662 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SA81-

061123/11663 
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CVE ID : CVE-

2023-24847 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11664 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11665 

Product: sa8155_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11666 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11667 

Improper 

Validation 
03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SA81-

061123/11668 
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of Array 

Index 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11669 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11670 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11671 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11672 

Product: sa8195p_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 
Weak configuration 

in Automotive 

while VM is 

https://www.

qualcomm.co

m/company/

O-QUA-SA81-

061123/11673 
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processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in VR Service while 

sending data using 

Fast Message 

Queue (FMQ). 

CVE ID : CVE-

2023-22384 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11674 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11675 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11676 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11677 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SA81-

061123/11678 
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call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11679 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11680 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11681 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11682 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA81-

061123/11683 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA81-

061123/11684 

Product: sa8255p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11685 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11686 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11687 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 Memory Corruption 

in HLOS while 

https://www.

qualcomm.co

m/company/

O-QUA-SA82-

061123/11688 
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registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11689 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11690 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11691 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11692 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA82-

061123/11693 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11694 

Product: sa8295p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11695 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11696 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11697 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SA82-

061123/11698 
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into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11699 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11700 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11701 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11702 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA82-

061123/11703 
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('Classic 

Buffer 

Overflow') 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11704 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11705 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11706 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA82-

061123/11707 

Product: sa8540p_firmware 

Affected Version(s): - 
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N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA85-

061123/11708 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA85-

061123/11709 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA85-

061123/11710 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA85-

061123/11711 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

CVE ID : CVE-

2023-33039 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA85-

061123/11712 
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Product: sa8650p_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA86-

061123/11713 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA86-

061123/11714 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA86-

061123/11715 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA86-

061123/11716 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA86-

061123/11717 
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CVE ID : CVE-

2023-33039 

Product: sa9000p_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA90-

061123/11718 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA90-

061123/11719 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA90-

061123/11720 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SA90-

061123/11721 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA90-

061123/11722 
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connected display 

driver. 

CVE ID : CVE-

2023-33039 

tins/october-

2023-bulletin 

Product: sc7180-ac_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC71-

061123/11723 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC71-

061123/11724 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC71-

061123/11725 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC71-

061123/11726 

Improper 

Authentica

tion 

03-Oct-2023 7.5 
Cryptographic issue 

in Data Modem due 

to improper 

https://www.

qualcomm.co

m/company/

O-QUA-SC71-

061123/11727 
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authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC71-

061123/11728 

Product: sc7180-ad_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC71-

061123/11729 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC71-

061123/11730 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC71-

061123/11731 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SC71-

061123/11732 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC71-

061123/11733 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC71-

061123/11734 

Product: sc8180x-aa_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11735 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11736 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SC81-

061123/11737 
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CVE ID : CVE-

2023-24847 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11738 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11739 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11740 

Product: sc8180x-ab_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11741 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SC81-

061123/11742 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11743 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11744 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11745 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11746 

Product: sc8180x-ac_af_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SC81-

061123/11747 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

Product: sc8180x-ac_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11748 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11749 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11750 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11751 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SC81-

061123/11752 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: sc8180x-ad_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11753 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11754 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11755 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11756 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SC81-

061123/11757 
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CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11758 

Product: sc8180x-af_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11759 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11760 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11761 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11762 
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CVE ID : CVE-

2023-24849 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11763 

Product: sc8180xp-aa_ab_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11764 

Product: sc8180xp-aa_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11765 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11766 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SC81-

061123/11767 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11768 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11769 

Product: sc8180xp-ab_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11770 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11771 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SC81-

061123/11772 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11773 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11774 

Product: sc8180xp-ac_af_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11775 

Product: sc8180xp-ac_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11776 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-SC81-

061123/11777 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11778 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11779 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11780 

Product: sc8180xp-ad_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11781 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

O-QUA-SC81-

061123/11782 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11783 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11784 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11785 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11786 

Product: sc8180xp-af_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SC81-

061123/11787 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11788 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11789 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11790 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11791 

Product: sc8180x\+sdx55_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SC81-

061123/11792 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11793 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11794 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11795 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC81-

061123/11796 

Product: sc8280xp-ab_bb_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SC82-

061123/11797 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

security/bulle

tins/october-

2023-bulletin 

Product: sc8280xp-ab_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC82-

061123/11798 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC82-

061123/11799 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC82-

061123/11800 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC82-

061123/11801 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SC82-

061123/11802 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: sc8280xp-bb_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC82-

061123/11803 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC82-

061123/11804 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC82-

061123/11805 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SC82-

061123/11806 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SC82-

061123/11807 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: sd460_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD46-

061123/11808 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD46-

061123/11809 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD46-

061123/11810 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD46-

061123/11811 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD46-

061123/11812 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD46-

061123/11813 

Product: sd626_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD62-

061123/11814 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD62-

061123/11815 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD62-

061123/11816 

Product: sd660_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD66-

061123/11817 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD66-

061123/11818 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD66-

061123/11819 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD66-

061123/11820 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD66-

061123/11821 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD66-

061123/11822 

Product: sd662_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD66-

061123/11823 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD66-

061123/11824 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD66-

061123/11825 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD66-

061123/11826 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD66-

061123/11827 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD66-

061123/11828 

Product: sd670_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11829 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11830 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11831 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5227 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11832 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11833 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11834 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11835 

Product: sd675_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11836 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11837 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11838 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11839 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11840 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11841 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD67-

061123/11842 

Product: sd730_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD73-

061123/11843 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD73-

061123/11844 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD73-

061123/11845 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD73-

061123/11846 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD73-

061123/11847 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD73-

061123/11848 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD73-

061123/11849 

Product: sd820_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD82-

061123/11850 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD82-

061123/11851 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD82-

061123/11852 

Product: sd835_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD83-

061123/11853 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD83-

061123/11854 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD83-

061123/11855 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD83-

061123/11856 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD83-

061123/11857 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD83-

061123/11858 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD83-

061123/11859 

Product: sd855_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD85-

061123/11860 

N/A 03-Oct-2023 7.8 Improper Access to 

the VM resource 

https://www.

qualcomm.co

O-QUA-SD85-

061123/11861 
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manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD85-

061123/11862 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD85-

061123/11863 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD85-

061123/11864 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD85-

061123/11865 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SD85-

061123/11866 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD85-

061123/11867 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD85-

061123/11868 

Product: sd865_5g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD86-

061123/11869 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD86-

061123/11870 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD86-

061123/11871 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD86-

061123/11872 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD86-

061123/11873 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD86-

061123/11874 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD86-

061123/11875 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD86-

061123/11876 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5236 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-24843 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD86-

061123/11877 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD86-

061123/11878 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD86-

061123/11879 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD86-

061123/11880 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD86-

061123/11881 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD86-

061123/11882 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD86-

061123/11883 

Product: sd888_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD88-

061123/11884 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD88-

061123/11885 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD88-

061123/11886 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD88-

061123/11887 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD88-

061123/11888 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD88-

061123/11889 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD88-

061123/11890 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD88-

061123/11891 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in Data 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-SD88-

061123/11892 
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performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD88-

061123/11893 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD88-

061123/11894 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD88-

061123/11895 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD88-

061123/11896 

Product: sdm429w_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDM4-

061123/11897 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDM4-

061123/11898 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDM4-

061123/11899 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDM4-

061123/11900 

Product: sdm439_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SDM4-

061123/11901 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

tins/october-

2023-bulletin 

Product: sdm670_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDM6-

061123/11902 

Product: sdm710_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDM7-

061123/11903 

Product: sdm712_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDM7-

061123/11904 

Product: sdx55_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SDX5-

061123/11905 
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CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11906 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11907 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11908 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11909 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11910 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11911 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11912 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11913 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11914 

Product: sdx57m_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11915 
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CVE ID : CVE-

2023-22385 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11916 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11917 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11918 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11919 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11920 
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CVE ID : CVE-

2023-24849 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX5-

061123/11921 

Product: sdx65m_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX6-

061123/11922 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX6-

061123/11923 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SDX6-

061123/11924 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SDX6-

061123/11925 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: sd_455_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_4-

061123/11926 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_4-

061123/11927 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_4-

061123/11928 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_4-

061123/11929 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD_4-

061123/11930 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: sd_675_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_6-

061123/11931 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_6-

061123/11932 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_6-

061123/11933 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_6-

061123/11934 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD_6-

061123/11935 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5248 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_6-

061123/11936 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_6-

061123/11937 

Product: sd_8cx_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_8-

061123/11938 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_8-

061123/11939 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_8-

061123/11940 
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Product: sd_8_gen1_5g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_8-

061123/11941 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_8-

061123/11942 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_8-

061123/11943 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_8-

061123/11944 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_8-

061123/11945 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_8-

061123/11946 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SD_8-

061123/11947 

Product: sg4150p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG41-

061123/11948 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG41-

061123/11949 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG41-

061123/11950 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG41-

061123/11951 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG41-

061123/11952 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG41-

061123/11953 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG41-

061123/11954 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG41-

061123/11955 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG41-

061123/11956 

Product: sg8275p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11957 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11958 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11959 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11960 
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N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11961 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11962 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11963 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11964 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11965 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11966 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11967 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11968 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11969 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11970 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SG82-

061123/11971 

Product: sm4125_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM41-

061123/11972 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM41-

061123/11973 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM41-

061123/11974 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM41-

061123/11975 
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Product: sm4250-aa_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM42-

061123/11976 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM42-

061123/11977 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM42-

061123/11978 

Product: sm4350-ac_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11979 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM43-

061123/11980 
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before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11981 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11982 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11983 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11984 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM43-

061123/11985 
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CVE ID : CVE-

2023-24843 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11986 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11987 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11988 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11989 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11990 
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Product: sm4350_firmware 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11991 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11992 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11993 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11994 

Product: sm4375_firmware 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM43-

061123/11995 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11996 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11997 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11998 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM43-

061123/11999 

Product: sm4450_firmware 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM44-

061123/12000 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5261 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Product: sm6125_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM61-

061123/12001 

Product: sm6150-ac_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM61-

061123/12002 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM61-

061123/12003 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM61-

061123/12004 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-SM61-

061123/12005 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM61-

061123/12006 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM61-

061123/12007 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM61-

061123/12008 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM61-

061123/12009 

Product: sm6225-ad_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12010 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12011 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12012 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12013 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12014 

N/A 03-Oct-2023 7.5 Information 

Disclosure in Data 

https://www.

qualcomm.co

O-QUA-SM62-

061123/12015 
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Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12016 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12017 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12018 

Product: sm6225_firmware 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12019 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12020 

Product: sm6250p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12021 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12022 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12023 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12024 
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CVE ID : CVE-

2023-24849 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12025 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12026 

Product: sm6250_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12027 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12028 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM62-

061123/12029 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5267 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-24847 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12030 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12031 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12032 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM62-

061123/12033 

Product: sm6350_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM63-

061123/12034 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33035 

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM63-

061123/12035 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM63-

061123/12036 

Product: sm6375_firmware 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM63-

061123/12037 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM63-

061123/12038 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM63-

061123/12039 
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('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33035 

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM63-

061123/12040 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM63-

061123/12041 

Product: sm7125_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12042 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12043 

Product: sm7150-aa_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

O-QUA-SM71-

061123/12044 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12045 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12046 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12047 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12048 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SM71-

061123/12049 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12050 

Product: sm7150-ab_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12051 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12052 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12053 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM71-

061123/12054 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12055 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12056 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12057 

Product: sm7150-ac_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12058 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SM71-

061123/12059 
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into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12060 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12061 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12062 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM71-

061123/12063 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SM71-

061123/12064 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: sm7225_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

061123/12065 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

061123/12066 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

061123/12067 

Product: sm7250-aa_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12068 

N/A 03-Oct-2023 7.8 Improper Access to 

the VM resource 

https://www.

qualcomm.co

O-QUA-SM72-

071123/12069 
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manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12070 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12071 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12072 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12073 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SM72-

071123/12074 
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CVE ID : CVE-

2023-24847 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12075 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12076 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12077 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12078 

Product: sm7250-ab_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SM72-

071123/12079 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12080 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12081 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12082 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12083 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM72-

071123/12084 
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CVE ID : CVE-

2023-24843 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12085 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12086 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12087 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12088 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12089 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5279 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Product: sm7250-ac_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12090 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12091 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12092 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12093 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12094 
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Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12095 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12096 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12097 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12098 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12099 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12100 

Product: sm7250p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12101 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12102 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12103 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12104 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12105 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12106 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12107 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12108 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12109 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12110 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM72-

071123/12111 

Product: sm7315_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12112 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12113 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12114 
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Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12115 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12116 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12117 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12118 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12119 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in data 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-SM73-

071123/12120 
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parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12121 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12122 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12123 

Product: sm7325-ae_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12124 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SM73-

071123/12125 
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configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12126 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12127 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12128 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12129 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM73-

071123/12130 
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('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33035 

tins/october-

2023-bulletin 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12131 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12132 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12133 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12134 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12135 
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CVE ID : CVE-

2023-28540 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12136 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12137 

Product: sm7325-af_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12138 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12139 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM73-

071123/12140 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12141 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12142 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12143 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12144 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12145 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12146 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12147 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12148 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12149 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12150 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12151 

Product: sm7325p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12152 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12153 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12154 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12155 
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CVE ID : CVE-

2023-24850 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12156 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12157 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12158 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12159 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12160 

N/A 03-Oct-2023 7.5 Information 

Disclosure in Data 

https://www.

qualcomm.co

O-QUA-SM73-

071123/12161 
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Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12162 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12163 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12164 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12165 

Product: sm7325_firmware 

Affected Version(s): - 
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Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12166 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12167 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12168 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12169 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12170 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

m/company/

O-QUA-SM73-

071123/12171 
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while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

product-

security/bulle

tins/october-

2023-bulletin 

Product: sm7350-ab_firmware 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12172 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12173 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12174 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12175 

Uncontroll

ed 

Resource 

03-Oct-2023 7.5 
Transient DOS in 

WLAN Firmware 

while parsing a 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SM73-

071123/12176 
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Consumpti

on 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM73-

071123/12177 

Product: sm8150-ac_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM81-

071123/12178 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM81-

071123/12179 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM81-

071123/12180 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SM81-

071123/12181 
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camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM81-

071123/12182 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM81-

071123/12183 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM81-

071123/12184 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM81-

071123/12185 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM81-

071123/12186 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: sm8150_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM81-

071123/12187 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM81-

071123/12188 

Product: sm8250-ab_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12189 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12190 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM82-

071123/12191 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12192 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12193 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12194 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12195 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM82-

071123/12196 
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CVE ID : CVE-

2023-24843 

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12197 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12198 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12199 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12200 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12201 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12202 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12203 

Product: sm8250-ac_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12204 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12205 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12206 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12207 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12208 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12209 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12210 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12211 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12212 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12213 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12214 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12215 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12216 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12217 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12218 

Product: sm8250_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12219 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12220 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12221 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM82-

071123/12222 

Product: sm8350-ac_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12223 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12224 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12225 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM83-

071123/12226 
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CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12227 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12228 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12229 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12230 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12231 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5307 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12232 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12233 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12234 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12235 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12236 

Uncontroll

ed 
03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

O-QUA-SM83-

071123/12237 
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Resource 

Consumpti

on 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12238 

Product: sm8350_firmware 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12239 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12240 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12241 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SM83-

071123/12242 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12243 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM83-

071123/12244 

Product: sm8450_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM84-

071123/12245 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM84-

071123/12246 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM84-

071123/12247 
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CVE ID : CVE-

2023-28540 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM84-

071123/12248 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM84-

071123/12249 

Product: sm8475_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM84-

071123/12250 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM84-

071123/12251 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM84-

071123/12252 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5311 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM84-

071123/12253 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM84-

071123/12254 

Product: sm8550p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12255 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12256 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12257 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12258 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12259 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12260 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12261 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12262 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

while invoking 

https://www.

qualcomm.co

O-QUA-SM85-

071123/12263 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12264 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12265 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12266 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12267 

Uncontroll

ed 
03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

O-QUA-SM85-

071123/12268 
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Resource 

Consumpti

on 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12269 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SM85-

071123/12270 

Product: smart_audio_200_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SMAR-

071123/12271 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SMAR-

071123/12272 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SMAR-

071123/12273 

Product: smart_audio_400_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SMAR-

071123/12274 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SMAR-

071123/12275 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SMAR-

071123/12276 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SMAR-

071123/12277 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SMAR-

071123/12278 

Product: snapdragon_1100_wearable_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12279 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12280 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12281 

Product: snapdragon_1200_wearable_platform_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12282 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12283 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12284 

Product: snapdragon_208_processor_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12285 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12286 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12287 

Product: snapdragon_210_processor_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12288 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12289 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12290 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SNAP-

071123/12291 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

security/bulle

tins/october-

2023-bulletin 

Product: snapdragon_212_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12292 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12293 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12294 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12295 

Product: snapdragon_425_mobile_platform_firmware 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12296 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12297 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12298 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12299 

Product: snapdragon_427_mobile_platform_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SNAP-

071123/12300 
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into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

security/bulle

tins/october-

2023-bulletin 

Product: snapdragon_429_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12301 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12302 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12303 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12304 
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Product: snapdragon_430_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12305 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12306 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12307 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12308 

Product: snapdragon_435_mobile_platform_firmware 

Affected Version(s): - 

Improper 

Validation 
03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

https://www.

qualcomm.co

m/company/

O-QUA-SNAP-

071123/12309 
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of Array 

Index 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

product-

security/bulle

tins/october-

2023-bulletin 

Product: snapdragon_439_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12310 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12311 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12312 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12313 
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CVE ID : CVE-

2023-24849 

Product: snapdragon_450_mobile_platform_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12314 

Product: snapdragon_460_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12315 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12316 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12317 

N/A 03-Oct-2023 7.5 Information 

Disclosure in Data 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12318 
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Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12319 

Product: snapdragon_480_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12320 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12321 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12322 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5326 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-24850 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12323 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12324 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12325 

Product: snapdragon_4_gen_1_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12326 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12327 
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CVE ID : CVE-

2023-24855 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12328 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12329 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12330 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12331 

Product: snapdragon_4_gen_2_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SNAP-

071123/12332 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12333 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12334 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12335 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12336 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5329 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12337 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12338 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12339 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12340 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12341 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12342 

Product: snapdragon_625_mobile_platform_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12343 

Product: snapdragon_626_mobile_platform_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12344 

Product: snapdragon_630_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12345 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5331 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12346 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12347 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12348 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12349 

Product: snapdragon_632_mobile_platform_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12350 
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CVE ID : CVE-

2023-24850 

Product: snapdragon_636_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12351 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12352 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12353 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12354 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SNAP-

071123/12355 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: snapdragon_660_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12356 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12357 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12358 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12359 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SNAP-

071123/12360 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12361 

Product: snapdragon_662_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12362 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12363 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12364 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-SNAP-

071123/12365 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12366 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12367 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12368 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12369 

Product: snapdragon_665_mobile_platform_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12370 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12371 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12372 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12373 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12374 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12375 

Product: snapdragon_670_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12376 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12377 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12378 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12379 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12380 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12381 

Product: snapdragon_675_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12382 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12383 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12384 
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CVE ID : CVE-

2023-24850 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12385 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12386 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12387 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12388 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12389 
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Product: snapdragon_680_4g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12390 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12391 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12392 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12393 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12394 
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CVE ID : CVE-

2023-24849 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12395 

Product: snapdragon_690_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12396 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12397 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12398 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SNAP-

071123/12399 
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tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12400 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12401 

Product: snapdragon_695_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12402 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12403 

Improper 

Validation 
03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

https://www.

qualcomm.co

m/company/

O-QUA-SNAP-

071123/12404 
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of Array 

Index 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

product-

security/bulle

tins/october-

2023-bulletin 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12405 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12406 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12407 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12408 

Product: snapdragon_710_mobile_platform_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12409 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12410 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12411 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12412 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12413 

Product: snapdragon_712_mobile_platform_firmware 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12414 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12415 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12416 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12417 

Product: snapdragon_720g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SNAP-

071123/12418 
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CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12419 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12420 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12421 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12422 

Product: snapdragon_750g_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SNAP-

071123/12423 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12424 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12425 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12426 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12427 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SNAP-

071123/12428 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: snapdragon_778g_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12429 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12430 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12431 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12432 

Reachable 

Assertion 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12433 
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triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12434 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12435 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12436 

Product: snapdragon_780g_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12437 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12438 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12439 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12440 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12441 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12442 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12443 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12444 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12445 

Product: snapdragon_7c\+_gen_3_compute_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12446 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12447 
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CVE ID : CVE-

2023-24855 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12448 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12449 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12450 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12451 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12452 
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Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12453 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12454 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12455 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12456 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12457 

Uncontroll

ed 
03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12458 
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Resource 

Consumpti

on 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12459 

Product: snapdragon_820_automotive_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12460 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12461 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12462 

N/A 03-Oct-2023 7.5 Information 

Disclosure in data 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12463 
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Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Product: snapdragon_835_mobile_pc_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12464 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12465 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12466 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12467 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12468 

Product: snapdragon_845_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12469 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12470 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12471 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12472 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12473 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12474 

Product: snapdragon_850_mobile_compute_platform_firmware 

Affected Version(s): - 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12475 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12476 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12477 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12478 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12479 

Product: snapdragon_855_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12480 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12481 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12482 
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Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12483 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12484 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12485 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12486 

Product: snapdragon_865_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12487 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12488 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12489 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12490 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12491 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12492 

Reachable 

Assertion 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12493 
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triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12494 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12495 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12496 

Product: snapdragon_888_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12497 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12498 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12499 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12500 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12501 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12502 

Reachable 

Assertion 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12503 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5363 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12504 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12505 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12506 

Product: snapdragon_8\+_gen_1_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12507 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12508 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12509 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12510 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12511 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12512 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12513 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12514 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12515 

Product: snapdragon_8\+_gen_2_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12516 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12517 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12518 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12519 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12520 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12521 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12522 

Use After 

Free 
03-Oct-2023 7.8 Memory corruption 

in DSP Service 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12523 
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during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12524 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12525 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12526 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12527 

Improper 

Authentica

tion 

03-Oct-2023 7.5 
Cryptographic issue 

in Data Modem due 

to improper 

https://www.

qualcomm.co

m/company/

O-QUA-SNAP-

071123/12528 
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authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12529 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12530 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12531 

Product: snapdragon_8_gen_1_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12532 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12533 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12534 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12535 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12536 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12537 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12538 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12539 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12540 

Product: snapdragon_8_gen_2_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12541 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12542 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12543 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12544 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12545 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12546 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12547 

Use After 

Free 
03-Oct-2023 7.8 Memory corruption 

in DSP Service 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12548 
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during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12549 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12550 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12551 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12552 

Improper 

Authentica

tion 

03-Oct-2023 7.5 
Cryptographic issue 

in Data Modem due 

to improper 

https://www.

qualcomm.co

m/company/

O-QUA-SNAP-

071123/12553 
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authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12554 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12555 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12556 

Product: snapdragon_ar2_gen_1_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12557 

N/A 03-Oct-2023 7.8 Improper Access to 

the VM resource 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12558 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5374 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12559 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12560 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12561 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12562 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SNAP-

071123/12563 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Product: snapdragon_auto_4g_modem_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12564 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12565 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12566 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12567 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SNAP-

071123/12568 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12569 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12570 

Product: snapdragon_auto_5g_modem-rf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12571 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12572 

Buffer 

Copy 

without 

03-Oct-2023 7.8 
Memory corruption 

in WLAN Host 

when the firmware 

https://www.

qualcomm.co

m/company/

O-QUA-SNAP-

071123/12573 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

product-

security/bulle

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12574 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12575 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12576 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12577 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SNAP-

071123/12578 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12579 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12580 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12581 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12582 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12583 
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during roaming 

scan. 

CVE ID : CVE-

2023-28571 

Product: snapdragon_w5\+_gen_1_wearable_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12584 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12585 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12586 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12587 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

while invoking 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12588 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12589 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12590 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12591 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12592 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12593 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12594 

Product: snapdragon_wear_1300_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12595 

Product: snapdragon_wear_2100_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12596 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SNAP-

071123/12597 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12598 

Product: snapdragon_wear_2500_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12599 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12600 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12601 

Product: snapdragon_wear_3100_platform_firmware 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12602 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12603 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12604 

Product: snapdragon_wear_4100\+_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12605 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SNAP-

071123/12606 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12607 

Product: snapdragon_x12_lte_modem_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12608 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12609 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12610 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-SNAP-

071123/12611 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12612 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12613 

Product: snapdragon_x20_lte_modem_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12614 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12615 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in Data 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-SNAP-

071123/12616 
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performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12617 

Product: snapdragon_x24_lte_modem_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12618 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12619 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12620 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in Data 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-SNAP-

071123/12621 
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performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12622 

Product: snapdragon_x50_5g_modem-rf_system_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12623 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12624 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12625 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12626 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12627 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12628 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12629 

Product: snapdragon_x55_5g_modem-rf_system_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12630 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12631 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12632 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12633 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12634 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12635 

Buffer 

Copy 
03-Oct-2023 7.8 Memory corruption 

while invoking 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12636 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12637 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12638 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12639 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12640 

Improper 

Authentica

tion 

03-Oct-2023 7.5 
Cryptographic issue 

in Data Modem due 

to improper 

https://www.

qualcomm.co

m/company/

O-QUA-SNAP-

071123/12641 
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authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12642 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12643 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12644 

Product: snapdragon_x5_lte_modem_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12645 

N/A 03-Oct-2023 7.5 Information 

Disclosure in Data 

https://www.

qualcomm.co

O-QUA-SNAP-

071123/12646 
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Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12647 

Product: snapdragon_x65_5g_modem-rf_system_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12648 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12649 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12650 
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N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12651 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12652 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12653 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12654 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12655 
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Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12656 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12657 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12658 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12659 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12660 

Improper 

Authentica

tion 

03-Oct-2023 7.5 
Cryptographic issue 

in Data Modem due 

to improper 

https://www.

qualcomm.co

m/company/

O-QUA-SNAP-

071123/12661 
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authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

product-

security/bulle

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12662 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12663 

Product: snapdragon_x70_modem-rf_system_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12664 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12665 

N/A 03-Oct-2023 7.8 
Memory Corruption 

in Core while 

invoking a call to 

https://www.

qualcomm.co

m/company/

O-QUA-SNAP-

071123/12666 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5396 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

product-

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12667 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12668 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12669 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12670 

Product: snapdragon_x75_5g_modem-rf_system_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12671 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12672 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12673 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12674 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12675 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12676 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12677 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12678 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12679 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12680 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in Data 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-SNAP-

071123/12681 
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performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12682 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12683 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12684 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12685 

Product: snapdragon_xr1_platform_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12686 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12687 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12688 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12689 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12690 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12691 

Product: snapdragon_xr2\+_gen_1_platform_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12692 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12693 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12694 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12695 
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Product: snapdragon_xr2_5g_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12696 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12697 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12698 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12699 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12700 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5403 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12701 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12702 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12703 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12704 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12705 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12706 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12707 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12708 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12709 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SNAP-

071123/12710 

Product: srv1h_firmware 
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Affected Version(s): - 

N/A 03-Oct-2023 8.2 

Weak configuration 

in Automotive 

while VM is 

processing a 

listener request 

from TEE. 

CVE ID : CVE-

2023-22382 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SRV1-

071123/12711 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SRV1-

071123/12712 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SRV1-

071123/12713 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SRV1-

071123/12714 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in Automotive 

Display while 

destroying the 

image handle 

created using 

connected display 

driver. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SRV1-

071123/12715 
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CVE ID : CVE-

2023-33039 

Product: ssg2115p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SSG2-

071123/12716 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SSG2-

071123/12717 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SSG2-

071123/12718 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SSG2-

071123/12719 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SSG2-

071123/12720 
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CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SSG2-

071123/12721 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SSG2-

071123/12722 

Product: ssg2125p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SSG2-

071123/12723 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SSG2-

071123/12724 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SSG2-

071123/12725 
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CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SSG2-

071123/12726 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SSG2-

071123/12727 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SSG2-

071123/12728 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SSG2-

071123/12729 

Product: sw5100p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12730 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12731 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12732 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12733 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12734 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12735 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12736 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12737 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12738 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12739 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12740 
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CVE ID : CVE-

2023-28571 

Product: sw5100_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12741 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12742 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12743 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12744 

Buffer 

Copy 

without 

Checking 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SW51-

071123/12745 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33035 

security/bulle

tins/october-

2023-bulletin 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12746 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12747 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12748 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12749 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SW51-

071123/12750 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SW51-

071123/12751 

Product: sxr1120_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR1-

071123/12752 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR1-

071123/12753 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR1-

071123/12754 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in Data 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-SXR1-

071123/12755 
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performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR1-

071123/12756 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR1-

071123/12757 

Product: sxr1230p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR1-

071123/12758 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR1-

071123/12759 

Improper 

Validation 
03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

https://www.

qualcomm.co

m/company/

O-QUA-SXR1-

071123/12760 
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of Array 

Index 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR1-

071123/12761 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR1-

071123/12762 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR1-

071123/12763 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR1-

071123/12764 

Product: sxr2130_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SXR2-

071123/12765 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12766 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12767 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12768 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12769 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12770 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-28539 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12771 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12772 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12773 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12774 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12775 
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CVE ID : CVE-

2023-24849 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12776 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12777 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12778 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12779 

Product: sxr2230p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SXR2-

071123/12780 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12781 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12782 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12783 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12784 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12785 
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CVE ID : CVE-

2023-33026 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-SXR2-

071123/12786 

Product: vision_intelligence_300_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-VISI-

071123/12787 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-VISI-

071123/12788 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-VISI-

071123/12789 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-VISI-

071123/12790 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-VISI-

071123/12791 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-VISI-

071123/12792 

Product: vision_intelligence_400_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-VISI-

071123/12793 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-VISI-

071123/12794 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-VISI-

071123/12795 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-VISI-

071123/12796 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-VISI-

071123/12797 

Product: wcd9306_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12798 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12799 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

071123/12800 
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line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Product: wcd9326_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12801 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12802 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12803 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12804 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

O-QUA-WCD9-

071123/12805 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12806 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12807 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12808 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12809 

Product: wcd9330_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12810 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12811 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12812 

Product: wcd9335_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12813 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12814 
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CVE ID : CVE-

2023-24850 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12815 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12816 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12817 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12818 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12819 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12820 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12821 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12822 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12823 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12824 
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CVE ID : CVE-

2023-28571 

Product: wcd9340_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12825 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12826 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12827 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12828 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

071123/12829 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12830 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12831 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12832 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12833 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

071123/12834 
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CVE ID : CVE-

2023-24847 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12835 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12836 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12837 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12838 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12839 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12840 

Product: wcd9341_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12841 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12842 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12843 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

071123/12844 
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('Classic 

Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12845 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12846 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12847 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12848 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12849 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12850 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12851 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12852 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12853 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12854 
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CVE ID : CVE-

2023-28571 

Product: wcd9360_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12855 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12856 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12857 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12858 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

071123/12859 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5435 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-24849 

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12860 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12861 

Product: wcd9370_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12862 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12863 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

071123/12864 
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CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12865 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12866 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12867 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12868 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12869 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12870 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12871 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12872 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12873 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12874 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in data 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-WCD9-

071123/12875 
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parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12876 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12877 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12878 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12879 

Product: wcd9371_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12880 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12881 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12882 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12883 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12884 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12885 

Product: wcd9375_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12886 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12887 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12888 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12889 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12890 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12891 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12892 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12893 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12894 

NULL 

Pointer 
03-Oct-2023 7.5 Transient DOS in 

Modem while 

https://www.

qualcomm.co

O-QUA-WCD9-

071123/12895 
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Dereferenc

e 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12896 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12897 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12898 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12899 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

O-QUA-WCD9-

071123/12900 
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CVE ID : CVE-

2023-33027 

security/bulle

tins/october-

2023-bulletin 

Product: wcd9380_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12901 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12902 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12903 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12904 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

071123/12905 
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hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12906 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12907 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12908 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12909 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

071123/12910 
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CVE ID : CVE-

2023-33034 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12911 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12912 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12913 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12914 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12915 
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CVE ID : CVE-

2023-24849 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12916 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12917 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12918 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12919 

Product: wcd9385_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

071123/12920 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12921 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12922 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12923 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12924 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

071123/12925 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12926 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12927 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12928 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12929 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12930 
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Buffer 

Overflow') 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12931 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12932 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12933 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12934 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12935 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12936 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12937 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12938 

Product: wcd9390_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12939 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12940 
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CVE ID : CVE-

2023-24855 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12941 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12942 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12943 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12944 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12945 
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Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12946 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12947 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12948 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12949 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12950 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12951 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12952 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12953 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12954 

Product: wcd9395_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12955 
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CVE ID : CVE-

2023-22385 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12956 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12957 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12958 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12959 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12960 
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CVE ID : CVE-

2023-24850 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12961 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12962 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12963 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12964 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12965 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12966 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12967 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12968 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12969 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCD9-

071123/12970 

Product: wcn3610_firmware 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12971 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12972 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12973 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12974 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12975 
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CVE ID : CVE-

2023-28540 

Product: wcn3615_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12976 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12977 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12978 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12979 

N/A 03-Oct-2023 7.5 
Information 

Disclosure in data 

Modem while 

https://www.

qualcomm.co

m/company/

O-QUA-WCN3-

071123/12980 
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parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

product-

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12981 

Product: wcn3620_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12982 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12983 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12984 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12985 

Product: wcn3660b_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12986 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12987 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12988 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

071123/12989 
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undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12990 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12991 

Product: wcn3660_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12992 

Product: wcn3680b_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12993 
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CVE ID : CVE-

2023-22385 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12994 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12995 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12996 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12997 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

O-QUA-WCN3-

071123/12998 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

security/bulle

tins/october-

2023-bulletin 

Product: wcn3680_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/12999 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13000 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13001 

Product: wcn3910_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13002 
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Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13003 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13004 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13005 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13006 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13007 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5465 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-24849 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13008 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13009 

Product: wcn3950_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13010 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13011 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

071123/13012 
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CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13013 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13014 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13015 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13016 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13017 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-28539 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13018 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13019 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13020 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13021 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13022 
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N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13023 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13024 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13025 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13026 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13027 

Product: wcn3980_firmware 
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Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13028 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13029 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13030 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13031 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13032 
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Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13033 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13034 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13035 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13036 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13037 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13038 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13039 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13040 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13041 

Product: wcn3988_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13042 
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CVE ID : CVE-

2023-22385 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13043 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13044 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13045 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13046 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

071123/13047 
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CVE ID : CVE-

2023-24853 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13048 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13049 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13050 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13051 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13052 
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NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13053 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13054 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13055 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13056 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13057 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13058 

Product: wcn3990_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13059 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13060 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13061 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

071123/13062 
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('Classic 

Buffer 

Overflow') 

Available 

command. 

CVE ID : CVE-

2023-28539 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13063 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13064 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13065 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13066 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

https://www.

qualcomm.co

m/company/

product-

O-QUA-WCN3-

071123/13067 
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during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13068 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13069 

Product: wcn3991_firmware 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13070 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13071 

Buffer 

Copy 

without 

Checking 

03-Oct-2023 7.8 Memory corruption 

while invoking 

https://www.

qualcomm.co

m/company/

product-

O-QUA-WCN3-

071123/13072 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

security/bulle

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13073 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13074 

Product: wcn3998_firmware 

Affected Version(s): - 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13075 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13076 

Buffer 

Copy 

without 

Checking 

Size of 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

071123/13077 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33035 

tins/october-

2023-bulletin 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13078 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13079 

Product: wcn3999_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13080 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN3-

071123/13081 

Product: wcn6740_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

O-QUA-WCN6-

071123/13082 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13083 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13084 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13085 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13086 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN6-

071123/13087 
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call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13088 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13089 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13090 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13091 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13092 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13093 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13094 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13095 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13096 

Product: wcn6750_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN6-

071123/13097 
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CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13098 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13099 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13100 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13101 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13102 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13103 

Product: wcn685x-1_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13104 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13105 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13106 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13107 
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Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13108 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13109 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13110 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13111 

Product: wcn685x-5_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13112 
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CVE ID : CVE-

2023-33028 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13113 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13114 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13115 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13116 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13117 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13118 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN6-

071123/13119 

Product: wcn785x-1_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN7-

071123/13120 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN7-

071123/13121 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN7-

071123/13122 
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Buffer 

Overflow') 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN7-

071123/13123 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN7-

071123/13124 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN7-

071123/13125 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN7-

071123/13126 

Product: wcn785x-5_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory corruption 

in WLAN Firmware 

while doing a 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN7-

071123/13127 
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memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN7-

071123/13128 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN7-

071123/13129 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN7-

071123/13130 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN7-

071123/13131 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN7-

071123/13132 
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CVE ID : CVE-

2023-33027 

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WCN7-

071123/13133 

Product: wsa8810_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13134 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13135 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13136 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

O-QUA-WSA8-

071123/13137 
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to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13138 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13139 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13140 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13141 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

https://www.

qualcomm.co

m/company/

O-QUA-WSA8-

071123/13142 
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call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13143 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13144 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13145 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13146 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13147 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13148 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13149 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13150 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13151 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13152 
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CVE ID : CVE-

2023-28571 

Product: wsa8815_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13153 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13154 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13155 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13156 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WSA8-

071123/13157 
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hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13158 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13159 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13160 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13161 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WSA8-

071123/13162 
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CVE ID : CVE-

2023-33034 

tins/october-

2023-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13163 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13164 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13165 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13166 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13167 
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CVE ID : CVE-

2023-24849 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13168 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13169 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13170 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13171 

Product: wsa8830_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 
Memory Corruption 

in Data Modem 

while making a MO 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WSA8-

071123/13172 
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call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13173 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13174 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13175 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13176 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WSA8-

071123/13177 
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Trusted 

Application. 

CVE ID : CVE-

2023-24850 

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13178 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13179 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13180 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13181 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13182 
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Buffer 

Overflow') 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13183 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13184 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13185 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13186 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13187 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13188 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13189 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13190 

Product: wsa8832_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13191 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13192 
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CVE ID : CVE-

2023-24855 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13193 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13194 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13195 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13196 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13197 
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Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13198 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13199 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13200 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13201 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13202 

Uncontroll

ed 
03-Oct-2023 7.5 Transient DOS in 

WLAN Firmware 

https://www.

qualcomm.co

O-QUA-WSA8-

071123/13203 
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Resource 

Consumpti

on 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13204 

Product: wsa8835_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13205 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13206 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13207 

N/A 03-Oct-2023 7.8 
Improper Access to 

the VM resource 

manager can lead 

https://www.

qualcomm.co

m/company/

O-QUA-WSA8-

071123/13208 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5505 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

product-

security/bulle

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13209 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13210 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13211 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

in WLAN Host 

when the firmware 

invokes multiple 

WMI Service 

Available 

command. 

CVE ID : CVE-

2023-28539 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13212 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

https://www.

qualcomm.co

m/company/

O-QUA-WSA8-

071123/13213 
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call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

product-

security/bulle

tins/october-

2023-bulletin 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory corruption 

while parsing the 

ADSP response 

command. 

CVE ID : CVE-

2023-33034 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13214 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13215 

Reachable 

Assertion 
03-Oct-2023 7.5 

Transient DOS in 

Modem while 

triggering a 

camping on an 5G 

cell. 

CVE ID : CVE-

2023-24843 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13216 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13217 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13218 
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CVE ID : CVE-

2023-24848 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13219 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13220 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13221 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13222 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13223 
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CVE ID : CVE-

2023-28571 

Product: wsa8840_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13224 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13225 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13226 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13227 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WSA8-

071123/13228 
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hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

tins/october-

2023-bulletin 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13229 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13230 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13231 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13232 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WSA8-

071123/13233 
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CVE ID : CVE-

2023-24847 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13234 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13235 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13236 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13237 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13238 
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Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13239 

Product: wsa8845h_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13240 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13241 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

CVE ID : CVE-

2023-33028 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13242 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WSA8-

071123/13243 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5512 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-21673 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13244 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13245 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13246 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13247 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13248 
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Buffer 

Overflow') 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13249 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13250 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13251 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13252 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13253 
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Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13254 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13255 

Product: wsa8845_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory Corruption 

in Data Modem 

while making a MO 

call or MT VOLTE 

call. 

CVE ID : CVE-

2023-22385 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13256 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in Modem while 

processing security 

related 

configuration 

before AS Security 

Exchange. 

CVE ID : CVE-

2023-24855 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13257 

Out-of-

bounds 

Write 

03-Oct-2023 9.8 

Memory corruption 

in WLAN Firmware 

while doing a 

memory copy of 

pmk cache. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WSA8-

071123/13258 
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CVE ID : CVE-

2023-33028 

tins/october-

2023-bulletin 

N/A 03-Oct-2023 7.8 

Improper Access to 

the VM resource 

manager can lead 

to Memory 

Corruption. 

CVE ID : CVE-

2023-21673 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13259 

N/A 03-Oct-2023 7.8 

Memory Corruption 

in Core while 

invoking a call to 

Access Control core 

library with 

hardware protected 

address range. 

CVE ID : CVE-

2023-24844 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13260 

Improper 

Validation 

of Array 

Index 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

importing a 

cryptographic key 

into KeyMaster 

Trusted 

Application. 

CVE ID : CVE-

2023-24850 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13261 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

Memory Corruption 

in HLOS while 

registering for key 

provisioning notify. 

CVE ID : CVE-

2023-24853 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13262 

Use After 

Free 
03-Oct-2023 7.8 

Memory corruption 

in DSP Service 

during a remote 

call from HLOS to 

DSP. 

CVE ID : CVE-

2023-33029 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13263 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 7.8 

Memory corruption 

while invoking 

callback function of 

AFE from ADSP. 

CVE ID : CVE-

2023-33035 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13264 

NULL 

Pointer 

Dereferenc

e 

03-Oct-2023 7.5 

Transient DOS in 

Modem while 

allocating DSM 

items. 

CVE ID : CVE-

2023-24847 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13265 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in Data 

Modem while 

performing a 

VoLTE call with an 

undefined RTCP FB 

line value. 

CVE ID : CVE-

2023-24848 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13266 

N/A 03-Oct-2023 7.5 

Information 

Disclosure in data 

Modem while 

parsing an FMTP 

line in an SDP 

message. 

CVE ID : CVE-

2023-24849 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13267 

Improper 

Authentica

tion 

03-Oct-2023 7.5 

Cryptographic issue 

in Data Modem due 

to improper 

authentication 

during TLS 

handshake. 

CVE ID : CVE-

2023-28540 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13268 
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Uncontroll

ed 

Resource 

Consumpti

on 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing a 

NAN management 

frame. 

CVE ID : CVE-

2023-33026 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13269 

Out-of-

bounds 

Read 

03-Oct-2023 7.5 

Transient DOS in 

WLAN Firmware 

while parsing rsn 

ies. 

CVE ID : CVE-

2023-33027 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13270 

Out-of-

bounds 

Read 

03-Oct-2023 5.5 

Information 

disclosure in WLAN 

HOST while 

processing the 

WLAN scan 

descriptor list 

during roaming 

scan. 

CVE ID : CVE-

2023-28571 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/october-

2023-bulletin 

O-QUA-WSA8-

071123/13271 

Vendor: reachfargps 

Product: reachfar_gps_firmware 

Affected Version(s): 28 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

10-Oct-2023 7.5 

Information 

exposure 

vulnerability in 

Shenzhen Reachfar 

v28, the 

exploitation of 

which could allow a 

remote attacker to 

retrieve all the 

week's logs stored 

in the 'log2' 

directory. An 

attacker could 

retrieve sensitive 

N/A 
O-REA-REAC-

071123/13272 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5518 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

information such as 

remembered wifi 

networks, sent 

messages, SOS 

device locations 

and device 

configurations. 

CVE ID : CVE-

2023-5499 

Vendor: Redhat 

Product: enterprise_linux 

Affected Version(s): 6.0 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-RED-ENTE-

071123/13273 

Affected Version(s): 7.0 

Improper 

Certificate 

Validation 

04-Oct-2023 7.1 

A flaw was found in 

Keycloak. A 

Keycloak server 

configured to 

support mTLS 

authentication for 

OAuth/OpenID 

clients does not 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

2422, 

https://access

.redhat.com/e

rrata/RHSA-

O-RED-ENTE-

071123/13274 
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properly verify the 

client certificate 

chain. A client that 

possesses a proper 

certificate can 

authorize itself as 

any other client, 

therefore, access 

data that belongs to 

other clients. 

CVE ID : CVE-

2023-2422 

2023:3892, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2191668, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3885, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3884 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

06-Oct-2023 5.5 

A flaw was found in 

Open vSwitch that 

allows ICMPv6 

Neighbor 

Advertisement 

packets between 

virtual machines to 

bypass OpenFlow 

rules. This issue 

may allow a local 

attacker to create 

specially crafted 

packets with a 

modified or 

spoofed target IP 

address field that 

can redirect 

ICMPv6 traffic to 

arbitrary IP 

addresses. 

CVE ID : CVE-

2023-5366 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2006347 

O-RED-ENTE-

071123/13275 

Affected Version(s): 8.0 

Integer 

Overflow 

or 

Wraparoun

d 

10-Oct-2023 7.8 

A vulnerability was 

found in libX11 due 

to an integer 

overflow within the 

XCreateImage() 

function. This flaw 

allows a local user 

N/A 
O-RED-ENTE-

071123/13276 
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to trigger an 

integer overflow 

and execute 

arbitrary code with 

elevated privileges. 

CVE ID : CVE-

2023-43787 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

A buffer overflow 

was discovered in 

the GNU C Library's 

dynamic loader 

ld.so while 

processing the 

GLIBC_TUNABLES 

environment 

variable. This issue 

could allow a local 

attacker to use 

maliciously crafted 

GLIBC_TUNABLES 

environment 

variables when 

launching binaries 

with SUID 

permission to 

execute code with 

elevated privileges. 

CVE ID : CVE-

2023-4911 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2238352, 

http://www.o

penwall.com/l

ists/oss-

security/2023

/10/03/3 

O-RED-ENTE-

071123/13277 

N/A 13-Oct-2023 7.7 

A flaw was found in 

the tracker-miners 

package. A 

weakness in the 

sandbox allows a 

maliciously-crafted 

file to execute code 

outside the 

sandbox if the 

tracker-extract 

process has first 

been compromised 

N/A 
O-RED-ENTE-

071123/13278 
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by a separate 

vulnerability. 

CVE ID : CVE-

2023-5557 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-RED-ENTE-

071123/13279 

Improper 

Certificate 

Validation 

04-Oct-2023 7.1 

A flaw was found in 

Keycloak. A 

Keycloak server 

configured to 

support mTLS 

authentication for 

OAuth/OpenID 

clients does not 

properly verify the 

client certificate 

chain. A client that 

possesses a proper 

certificate can 

authorize itself as 

any other client, 

therefore, access 

data that belongs to 

other clients. 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

2422, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3892, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2191668, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3885, 

https://access

O-RED-ENTE-

071123/13280 
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CVE ID : CVE-

2023-2422 

.redhat.com/e

rrata/RHSA-

2023:3884 

Integer 

Overflow 

or 

Wraparoun

d 

05-Oct-2023 6.5 

LibTIFF is 

vulnerable to an 

integer overflow. 

This flaw allows 

remote attackers to 

cause a denial of 

service (application 

crash) or possibly 

execute an 

arbitrary code via a 

crafted tiff image, 

which triggers a 

heap-based buffer 

overflow. 

CVE ID : CVE-

2023-40745 

N/A 
O-RED-ENTE-

071123/13281 

Integer 

Overflow 

or 

Wraparoun

d 

05-Oct-2023 6.5 

A vulnerability was 

found in libtiff due 

to multiple 

potential integer 

overflows in 

raw2tiff.c. This flaw 

allows remote 

attackers to cause a 

denial of service or 

possibly execute an 

arbitrary code via a 

crafted tiff image, 

which triggers a 

heap-based buffer 

overflow. 

CVE ID : CVE-

2023-41175 

N/A 
O-RED-ENTE-

071123/13282 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 6.3 

A logic flaw exists 

in Ansible. 

Whenever a private 

project is created 

with incorrect 

credentials, they 

https://access

.redhat.com/e

rrata/RHSA-

2023:4693, 

https://bugzil

la.redhat.com

O-RED-ENTE-

071123/13283 
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are logged in 

plaintext. This flaw 

allows an attacker 

to retrieve the 

credentials from 

the log, resulting in 

the loss of 

confidentiality, 

integrity, and 

availability. 

CVE ID : CVE-

2023-4380 

/show_bug.cgi

?id=2232324, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

4380 

Out-of-

bounds 

Read 

09-Oct-2023 6 

A flaw was found in 

the Netfilter 

subsystem in the 

Linux kernel. The 

nfnl_osf_add_callba

ck function did not 

validate the user 

mode controlled 

opt_num field. This 

flaw allows a local 

privileged 

(CAP_NET_ADMIN) 

attacker to trigger 

an out-of-bounds 

read, leading to a 

crash or 

information 

disclosure. 

CVE ID : CVE-

2023-39189 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226777 

O-RED-ENTE-

071123/13284 

Out-of-

bounds 

Read 

09-Oct-2023 6 

A flaw was found in 

the Netfilter 

subsystem in the 

Linux kernel. The 

xt_u32 module did 

not validate the 

fields in the xt_u32 

structure. This flaw 

allows a local 

privileged attacker 

to trigger an out-of-

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226784 

O-RED-ENTE-

071123/13285 
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bounds read by 

setting the size 

fields with a value 

beyond the array 

boundaries, leading 

to a crash or 

information 

disclosure. 

CVE ID : CVE-

2023-39192 

Out-of-

bounds 

Read 

09-Oct-2023 6 

A flaw was found in 

the Netfilter 

subsystem in the 

Linux kernel. The 

sctp_mt_check did 

not validate the 

flag_count field. 

This flaw allows a 

local privileged 

(CAP_NET_ADMIN) 

attacker to trigger 

an out-of-bounds 

read, leading to a 

crash or 

information 

disclosure. 

CVE ID : CVE-

2023-39193 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226787, 

https://www.

zerodayinitiat

ive.com/advis

ories/ZDI-

CAN-18866/ 

O-RED-ENTE-

071123/13286 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

04-Oct-2023 5.5 

A memory leak flaw 

was found in 

Libtiff's tiffcrop 

utility. This issue 

occurs when 

tiffcrop operates on 

a TIFF image file, 

allowing an 

attacker to pass a 

crafted TIFF image 

file to tiffcrop 

utility, which 

causes this memory 

leak issue, resulting 

an application 

N/A 
O-RED-ENTE-

071123/13287 
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crash, eventually 

leading to a denial 

of service. 

CVE ID : CVE-

2023-3576 

NULL 

Pointer 

Dereferenc

e 

05-Oct-2023 5.5 

A NULL pointer 

dereference flaw 

was found in the 

Linux kernel ipv4 

stack. The socket 

buffer (skb) was 

assumed to be 

associated with a 

device before 

calling 

__ip_options_compil

e, which is not 

always the case if 

the skb is re-routed 

by ipvs. This issue 

may allow a local 

user with 

CAP_NET_ADMIN 

privileges to crash 

the system. 

CVE ID : CVE-

2023-42754 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

42754, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2239845, 

https://seclist

s.org/oss-

sec/2023/q4/

14 

O-RED-ENTE-

071123/13288 

Out-of-

bounds 

Read 

05-Oct-2023 5.5 

A flaw was found in 

the IPv4 Resource 

Reservation 

Protocol (RSVP) 

classifier in the 

Linux kernel. The 

xprt pointer may go 

beyond the linear 

part of the skb, 

leading to an out-

of-bounds read in 

the `rsvp_classify` 

function. This issue 

may allow a local 

user to crash the 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2239847, 

https://seclist

s.org/oss-

sec/2023/q3/

229 

O-RED-ENTE-

071123/13289 
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system and cause a 

denial of service. 

CVE ID : CVE-

2023-42755 

Out-of-

bounds 

Read 

10-Oct-2023 5.5 

A vulnerability was 

found in libX11 due 

to a boundary 

condition within 

the 

_XkbReadKeySyms(

) function. This flaw 

allows a local user 

to trigger an out-of-

bounds read error 

and read the 

contents of 

memory on the 

system. 

CVE ID : CVE-

2023-43785 

N/A 
O-RED-ENTE-

071123/13290 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

10-Oct-2023 5.5 

A vulnerability was 

found in libX11 due 

to an infinite loop 

within the 

PutSubImage() 

function. This flaw 

allows a local user 

to consume all 

available system 

resources and 

cause a denial of 

service condition. 

CVE ID : CVE-

2023-43786 

N/A 
O-RED-ENTE-

071123/13291 

Out-of-

bounds 

Read 

10-Oct-2023 5.5 

A vulnerability was 

found in libXpm 

due to a boundary 

condition within 

the 

XpmCreateXpmIma

geFromBuffer() 

function. This flaw 

N/A 
O-RED-ENTE-

071123/13292 
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allows a local to 

trigger an out-of-

bounds read error 

and read the 

contents of 

memory on the 

system. 

CVE ID : CVE-

2023-43788 

Out-of-

bounds 

Read 

12-Oct-2023 5.5 

A vulnerability was 

found in libXpm 

where a 

vulnerability exists 

due to a boundary 

condition, a local 

user can trigger an 

out-of-bounds read 

error and read 

contents of 

memory on the 

system. 

CVE ID : CVE-

2023-43789 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

43789, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2242249 

O-RED-ENTE-

071123/13293 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

06-Oct-2023 5.5 

A flaw was found in 

Open vSwitch that 

allows ICMPv6 

Neighbor 

Advertisement 

packets between 

virtual machines to 

bypass OpenFlow 

rules. This issue 

may allow a local 

attacker to create 

specially crafted 

packets with a 

modified or 

spoofed target IP 

address field that 

can redirect 

ICMPv6 traffic to 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2006347 

O-RED-ENTE-

071123/13294 
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arbitrary IP 

addresses. 

CVE ID : CVE-

2023-5366 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

An HTML injection 

flaw was found in 

Controller in the 

user interface 

settings. This flaw 

allows an attacker 

to capture 

credentials by 

creating a custom 

login page by 

injecting HTML, 

resulting in a 

complete 

compromise. 

CVE ID : CVE-

2023-3971 

https://access

.redhat.com/e

rrata/RHSA-

2023:4340, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

3971, 

https://access

.redhat.com/e

rrata/RHSA-

2023:4590, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226965 

O-RED-ENTE-

071123/13295 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

03-Oct-2023 4.7 

A flaw was found in 

pfn_swap_entry_to_

page in memory 

management 

subsystem in the 

Linux Kernel. In 

this flaw, an 

attacker with a 

local user privilege 

may cause a denial 

of service problem 

due to a BUG 

statement 

referencing pmd_t 

x. 

CVE ID : CVE-

2023-4732 

N/A 
O-RED-ENTE-

071123/13296 

Out-of-

bounds 

Read 

09-Oct-2023 4.4 

A flaw was found in 

the XFRM 

subsystem in the 

Linux kernel. The 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226788, 

O-RED-ENTE-

071123/13297 
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specific flaw exists 

within the 

processing of state 

filters, which can 

result in a read past 

the end of an 

allocated buffer. 

This flaw allows a 

local privileged 

(CAP_NET_ADMIN) 

attacker to trigger 

an out-of-bounds 

read, potentially 

leading to an 

information 

disclosure. 

CVE ID : CVE-

2023-39194 

https://www.

zerodayinitiat

ive.com/advis

ories/ZDI-

CAN-18111/ 

Affected Version(s): 9.0 

N/A 04-Oct-2023 8.2 

An improper input 

validation flaw was 

found in the eBPF 

subsystem in the 

Linux kernel. The 

issue occurs due to 

a lack of proper 

validation of 

dynamic pointers 

within user-

supplied eBPF 

programs prior to 

executing them. 

This may allow an 

attacker with 

CAP_BPF privileges 

to escalate 

privileges and 

execute arbitrary 

code in the context 

of the kernel. 

CVE ID : CVE-

2023-39191 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226783, 

https://www.

zerodayinitiat

ive.com/advis

ories/ZDI-

CAN-19399/ 

O-RED-ENTE-

071123/13298 
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Integer 

Overflow 

or 

Wraparoun

d 

10-Oct-2023 7.8 

A vulnerability was 

found in libX11 due 

to an integer 

overflow within the 

XCreateImage() 

function. This flaw 

allows a local user 

to trigger an 

integer overflow 

and execute 

arbitrary code with 

elevated privileges. 

CVE ID : CVE-

2023-43787 

N/A 
O-RED-ENTE-

071123/13299 

Out-of-

bounds 

Write 

03-Oct-2023 7.8 

A buffer overflow 

was discovered in 

the GNU C Library's 

dynamic loader 

ld.so while 

processing the 

GLIBC_TUNABLES 

environment 

variable. This issue 

could allow a local 

attacker to use 

maliciously crafted 

GLIBC_TUNABLES 

environment 

variables when 

launching binaries 

with SUID 

permission to 

execute code with 

elevated privileges. 

CVE ID : CVE-

2023-4911 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2238352, 

http://www.o

penwall.com/l

ists/oss-

security/2023

/10/03/3 

O-RED-ENTE-

071123/13300 

N/A 13-Oct-2023 7.7 

A flaw was found in 

the tracker-miners 

package. A 

weakness in the 

sandbox allows a 

maliciously-crafted 

file to execute code 

N/A 
O-RED-ENTE-

071123/13301 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5531 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

outside the 

sandbox if the 

tracker-extract 

process has first 

been compromised 

by a separate 

vulnerability. 

CVE ID : CVE-

2023-5557 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 7.5 

The HTTP/2 

protocol allows a 

denial of service 

(server resource 

consumption) 

because request 

cancellation can 

reset many streams 

quickly, as 

exploited in the 

wild in August 

through October 

2023. 

CVE ID : CVE-

2023-44487 

https://aws.a

mazon.com/s

ecurity/securi

ty-

bulletins/AWS

-2023-011/, 

https://blog.cl

oudflare.com/

zero-day-

rapid-reset-

http2-record-

breaking-

ddos-attack/, 

https://www.

nginx.com/blo

g/http-2-

rapid-reset-

attack-

impacting-f5-

nginx-

products/ 

O-RED-ENTE-

071123/13302 

Improper 

Certificate 

Validation 

04-Oct-2023 7.1 

A flaw was found in 

Keycloak. A 

Keycloak server 

configured to 

support mTLS 

authentication for 

OAuth/OpenID 

clients does not 

properly verify the 

client certificate 

chain. A client that 

possesses a proper 

certificate can 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

2422, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3892, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2191668, 

O-RED-ENTE-

071123/13303 
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authorize itself as 

any other client, 

therefore, access 

data that belongs to 

other clients. 

CVE ID : CVE-

2023-2422 

https://access

.redhat.com/e

rrata/RHSA-

2023:3885, 

https://access

.redhat.com/e

rrata/RHSA-

2023:3884 

Integer 

Overflow 

or 

Wraparoun

d 

05-Oct-2023 6.5 

LibTIFF is 

vulnerable to an 

integer overflow. 

This flaw allows 

remote attackers to 

cause a denial of 

service (application 

crash) or possibly 

execute an 

arbitrary code via a 

crafted tiff image, 

which triggers a 

heap-based buffer 

overflow. 

CVE ID : CVE-

2023-40745 

N/A 
O-RED-ENTE-

071123/13304 

Integer 

Overflow 

or 

Wraparoun

d 

05-Oct-2023 6.5 

A vulnerability was 

found in libtiff due 

to multiple 

potential integer 

overflows in 

raw2tiff.c. This flaw 

allows remote 

attackers to cause a 

denial of service or 

possibly execute an 

arbitrary code via a 

crafted tiff image, 

which triggers a 

heap-based buffer 

overflow. 

CVE ID : CVE-

2023-41175 

N/A 
O-RED-ENTE-

071123/13305 
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Insertion 

of Sensitive 

Informatio

n into Log 

File 

04-Oct-2023 6.3 

A logic flaw exists 

in Ansible. 

Whenever a private 

project is created 

with incorrect 

credentials, they 

are logged in 

plaintext. This flaw 

allows an attacker 

to retrieve the 

credentials from 

the log, resulting in 

the loss of 

confidentiality, 

integrity, and 

availability. 

CVE ID : CVE-

2023-4380 

https://access

.redhat.com/e

rrata/RHSA-

2023:4693, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2232324, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

4380 

O-RED-ENTE-

071123/13306 

Out-of-

bounds 

Read 

09-Oct-2023 6 

A flaw was found in 

the Netfilter 

subsystem in the 

Linux kernel. The 

nfnl_osf_add_callba

ck function did not 

validate the user 

mode controlled 

opt_num field. This 

flaw allows a local 

privileged 

(CAP_NET_ADMIN) 

attacker to trigger 

an out-of-bounds 

read, leading to a 

crash or 

information 

disclosure. 

CVE ID : CVE-

2023-39189 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226777 

O-RED-ENTE-

071123/13307 

Out-of-

bounds 

Read 

09-Oct-2023 6 

A flaw was found in 

the Netfilter 

subsystem in the 

Linux kernel. The 

sctp_mt_check did 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226787, 

https://www.

O-RED-ENTE-

071123/13308 
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not validate the 

flag_count field. 

This flaw allows a 

local privileged 

(CAP_NET_ADMIN) 

attacker to trigger 

an out-of-bounds 

read, leading to a 

crash or 

information 

disclosure. 

CVE ID : CVE-

2023-39193 

zerodayinitiat

ive.com/advis

ories/ZDI-

CAN-18866/ 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

04-Oct-2023 5.5 

A memory leak flaw 

was found in 

Libtiff's tiffcrop 

utility. This issue 

occurs when 

tiffcrop operates on 

a TIFF image file, 

allowing an 

attacker to pass a 

crafted TIFF image 

file to tiffcrop 

utility, which 

causes this memory 

leak issue, resulting 

an application 

crash, eventually 

leading to a denial 

of service. 

CVE ID : CVE-

2023-3576 

N/A 
O-RED-ENTE-

071123/13309 

NULL 

Pointer 

Dereferenc

e 

05-Oct-2023 5.5 

A NULL pointer 

dereference flaw 

was found in the 

Linux kernel ipv4 

stack. The socket 

buffer (skb) was 

assumed to be 

associated with a 

device before 

calling 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

42754, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2239845, 

https://seclist

O-RED-ENTE-

071123/13310 
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__ip_options_compil

e, which is not 

always the case if 

the skb is re-routed 

by ipvs. This issue 

may allow a local 

user with 

CAP_NET_ADMIN 

privileges to crash 

the system. 

CVE ID : CVE-

2023-42754 

s.org/oss-

sec/2023/q4/

14 

Out-of-

bounds 

Read 

10-Oct-2023 5.5 

A vulnerability was 

found in libX11 due 

to a boundary 

condition within 

the 

_XkbReadKeySyms(

) function. This flaw 

allows a local user 

to trigger an out-of-

bounds read error 

and read the 

contents of 

memory on the 

system. 

CVE ID : CVE-

2023-43785 

N/A 
O-RED-ENTE-

071123/13311 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

10-Oct-2023 5.5 

A vulnerability was 

found in libX11 due 

to an infinite loop 

within the 

PutSubImage() 

function. This flaw 

allows a local user 

to consume all 

available system 

resources and 

cause a denial of 

service condition. 

CVE ID : CVE-

2023-43786 

N/A 
O-RED-ENTE-

071123/13312 
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Out-of-

bounds 

Read 

10-Oct-2023 5.5 

A vulnerability was 

found in libXpm 

due to a boundary 

condition within 

the 

XpmCreateXpmIma

geFromBuffer() 

function. This flaw 

allows a local to 

trigger an out-of-

bounds read error 

and read the 

contents of 

memory on the 

system. 

CVE ID : CVE-

2023-43788 

N/A 
O-RED-ENTE-

071123/13313 

Out-of-

bounds 

Read 

12-Oct-2023 5.5 

A vulnerability was 

found in libXpm 

where a 

vulnerability exists 

due to a boundary 

condition, a local 

user can trigger an 

out-of-bounds read 

error and read 

contents of 

memory on the 

system. 

CVE ID : CVE-

2023-43789 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

43789, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2242249 

O-RED-ENTE-

071123/13314 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

06-Oct-2023 5.5 

A flaw was found in 

Open vSwitch that 

allows ICMPv6 

Neighbor 

Advertisement 

packets between 

virtual machines to 

bypass OpenFlow 

rules. This issue 

may allow a local 

attacker to create 

specially crafted 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2006347 

O-RED-ENTE-

071123/13315 
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packets with a 

modified or 

spoofed target IP 

address field that 

can redirect 

ICMPv6 traffic to 

arbitrary IP 

addresses. 

CVE ID : CVE-

2023-5366 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Oct-2023 5.4 

An HTML injection 

flaw was found in 

Controller in the 

user interface 

settings. This flaw 

allows an attacker 

to capture 

credentials by 

creating a custom 

login page by 

injecting HTML, 

resulting in a 

complete 

compromise. 

CVE ID : CVE-

2023-3971 

https://access

.redhat.com/e

rrata/RHSA-

2023:4340, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2023-

3971, 

https://access

.redhat.com/e

rrata/RHSA-

2023:4590, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226965 

O-RED-ENTE-

071123/13316 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

04-Oct-2023 5.3 

A flaw was found in 

Open Virtual 

Network where the 

service monitor 

MAC does not 

properly rate limit. 

This issue could 

allow an attacker to 

cause a denial of 

service, including 

on deployments 

with CoPP enabled 

and properly 

configured. 

https://mail.o

penvswitch.or

g/pipermail/o

vs-

announce/20

23-

August/00032

7.html, 

https://mail.o

penvswitch.or

g/pipermail/o

vs-dev/2023-

August/40755

3.html, 

https://github

.com/ovn-

O-RED-ENTE-

071123/13317 
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CVE ID : CVE-

2023-3153 

org/ovn/com

mit/9a3f7ed9

05e525ebdcb

14541e77521

1cbb0203bd 

Out-of-

bounds 

Read 

09-Oct-2023 4.4 

A flaw was found in 

the XFRM 

subsystem in the 

Linux kernel. The 

specific flaw exists 

within the 

processing of state 

filters, which can 

result in a read past 

the end of an 

allocated buffer. 

This flaw allows a 

local privileged 

(CAP_NET_ADMIN) 

attacker to trigger 

an out-of-bounds 

read, potentially 

leading to an 

information 

disclosure. 

CVE ID : CVE-

2023-39194 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2226788, 

https://www.

zerodayinitiat

ive.com/advis

ories/ZDI-

CAN-18111/ 

O-RED-ENTE-

071123/13318 

Vendor: Samsung 

Product: android 

Affected Version(s): 11.0 

Improper 

Input 

Validation 

04-Oct-2023 7.8 

Improper input 

validation 

vulnerability in Duo 

prior to SMR Oct-

2023 Release 1 

allows local 

attackers to launch 

privileged 

activities. 

CVE ID : CVE-

2023-30690 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13319 
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N/A 04-Oct-2023 7.8 

Improper input 

validation 

vulnerability in 

Evaluator prior to 

SMR Oct-2023 

Release 1 allows 

local attackers to 

launch privileged 

activities. 

CVE ID : CVE-

2023-30692 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13320 

N/A 04-Oct-2023 7.5 

Improper access 

control 

vulnerability in 

SecSettings prior to 

SMR Oct-2023 

Release 1 allows 

attackers to enable 

Wi-Fi and connect 

arbitrary Wi-Fi 

without User 

Interaction. 

CVE ID : CVE-

2023-30727 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13321 

Affected Version(s): 12.0 

Out-of-

bounds 

Write 

04-Oct-2023 9.8 

Stack-based Buffer 

Overflow in 

vulnerability HDCP 

trustlet prior to 

SMR Oct-2023 

Release 1 allows 

attacker to perform 

code execution. 

CVE ID : CVE-

2023-30733 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13322 

Improper 

Input 

Validation 

04-Oct-2023 7.8 

Improper input 

validation 

vulnerability in Duo 

prior to SMR Oct-

2023 Release 1 

allows local 

attackers to launch 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13323 
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privileged 

activities. 

CVE ID : CVE-

2023-30690 

N/A 04-Oct-2023 7.8 

Improper input 

validation 

vulnerability in 

Evaluator prior to 

SMR Oct-2023 

Release 1 allows 

local attackers to 

launch privileged 

activities. 

CVE ID : CVE-

2023-30692 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13324 

N/A 04-Oct-2023 7.5 

Improper access 

control 

vulnerability in 

SecSettings prior to 

SMR Oct-2023 

Release 1 allows 

attackers to enable 

Wi-Fi and connect 

arbitrary Wi-Fi 

without User 

Interaction. 

CVE ID : CVE-

2023-30727 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13325 

N/A 04-Oct-2023 4.6 

Logic error in 

package installation 

via debugger 

command prior to 

SMR Oct-2023 

Release 1 allows 

physical attacker to 

install an 

application that has 

different build type. 

CVE ID : CVE-

2023-30731 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13326 

Affected Version(s): 13.0 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5541 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

04-Oct-2023 9.8 

Stack-based Buffer 

Overflow in 

vulnerability HDCP 

trustlet prior to 

SMR Oct-2023 

Release 1 allows 

attacker to perform 

code execution. 

CVE ID : CVE-

2023-30733 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13327 

Improper 

Input 

Validation 

04-Oct-2023 7.8 

Improper input 

validation 

vulnerability in Duo 

prior to SMR Oct-

2023 Release 1 

allows local 

attackers to launch 

privileged 

activities. 

CVE ID : CVE-

2023-30690 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13328 

N/A 04-Oct-2023 7.8 

Improper input 

validation 

vulnerability in 

Evaluator prior to 

SMR Oct-2023 

Release 1 allows 

local attackers to 

launch privileged 

activities. 

CVE ID : CVE-

2023-30692 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13329 

N/A 04-Oct-2023 7.5 

Improper access 

control 

vulnerability in 

SecSettings prior to 

SMR Oct-2023 

Release 1 allows 

attackers to enable 

Wi-Fi and connect 

arbitrary Wi-Fi 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13330 
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without User 

Interaction. 

CVE ID : CVE-

2023-30727 

N/A 04-Oct-2023 4.6 

Logic error in 

package installation 

via debugger 

command prior to 

SMR Oct-2023 

Release 1 allows 

physical attacker to 

install an 

application that has 

different build type. 

CVE ID : CVE-

2023-30731 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13331 

N/A 04-Oct-2023 3.3 

Improper access 

control in system 

property prior to 

SMR Oct-2023 

Release 1 allows 

local attacker to get 

CPU serial number. 

CVE ID : CVE-

2023-30732 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2023

&month=10 

O-SAM-ANDR-

071123/13332 

Product: galaxy_book_firmware 

Affected Version(s): * Up to (excluding) oct-2023 

N/A 04-Oct-2023 7.8 

An improper input 

validation in UEFI 

Firmware prior to 

Firmware update 

Oct-2023 Release in 

Galaxy Book, Galaxy 

Book Pro, Galaxy 

Book Pro 360 and 

Galaxy Book 

Odyssey allows 

local attacker to 

execute SMM 

memory 

corruption. 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2023&mo

nth=10 

O-SAM-GALA-

071123/13333 
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CVE ID : CVE-

2023-30738 

Product: galaxy_book_odyssey_firmware 

Affected Version(s): * Up to (excluding) oct-2023 

N/A 04-Oct-2023 7.8 

An improper input 

validation in UEFI 

Firmware prior to 

Firmware update 

Oct-2023 Release in 

Galaxy Book, Galaxy 

Book Pro, Galaxy 

Book Pro 360 and 

Galaxy Book 

Odyssey allows 

local attacker to 

execute SMM 

memory 

corruption. 

CVE ID : CVE-

2023-30738 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2023&mo

nth=10 

O-SAM-GALA-

071123/13334 

Product: galaxy_book_pro_360_firmware 

Affected Version(s): * Up to (excluding) oct-2023 

N/A 04-Oct-2023 7.8 

An improper input 

validation in UEFI 

Firmware prior to 

Firmware update 

Oct-2023 Release in 

Galaxy Book, Galaxy 

Book Pro, Galaxy 

Book Pro 360 and 

Galaxy Book 

Odyssey allows 

local attacker to 

execute SMM 

memory 

corruption. 

CVE ID : CVE-

2023-30738 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2023&mo

nth=10 

O-SAM-GALA-

071123/13335 

Product: galaxy_book_pro_firmware 

Affected Version(s): * Up to (excluding) oct-2023 
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N/A 04-Oct-2023 7.8 

An improper input 

validation in UEFI 

Firmware prior to 

Firmware update 

Oct-2023 Release in 

Galaxy Book, Galaxy 

Book Pro, Galaxy 

Book Pro 360 and 

Galaxy Book 

Odyssey allows 

local attacker to 

execute SMM 

memory 

corruption. 

CVE ID : CVE-

2023-30738 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2023&mo

nth=10 

O-SAM-GALA-

071123/13336 

Vendor: sato 

Product: cl4nx-j_plus_firmware 

Affected Version(s): 1.13.2-u455_r2 

Improper 

Authentica

tion 

01-Oct-2023 8.8 

A vulnerability was 

found in SATO 

CL4NX-J Plus 

1.13.2-u455_r2. It 

has been declared 

as critical. Affected 

by this 

vulnerability is an 

unknown 

functionality of the 

component 

WebConfig. The 

manipulation leads 

to improper 

authentication. The 

attack needs to be 

done within the 

local network. The 

exploit has been 

disclosed to the 

public and may be 

used. The 

associated 

N/A 
O-SAT-CL4N-

071123/13337 
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identifier of this 

vulnerability is 

VDB-241027. 

CVE ID : CVE-

2023-5326 

Improper 

Authentica

tion 

02-Oct-2023 8.8 

A vulnerability 

classified as critical 

has been found in 

SATO CL4NX-J Plus 

1.13.2-u455_r2. 

This affects an 

unknown part of 

the component 

Cookie Handler. 

The manipulation 

with the input 

auth=user,level1,se

ttings; web=true 

leads to improper 

authentication. 

Access to the local 

network is required 

for this attack. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-241029 was 

assigned to this 

vulnerability. 

CVE ID : CVE-

2023-5328 

N/A 
O-SAT-CL4N-

071123/13338 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

01-Oct-2023 6.5 

A vulnerability was 

found in SATO 

CL4NX-J Plus 

1.13.2-u455_r2. It 

has been rated as 

problematic. 

Affected by this 

issue is some 

unknown 

functionality of the 

file /rest/dir/. The 

N/A 
O-SAT-CL4N-

071123/13339 
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manipulation of the 

argument full leads 

to path traversal. 

The attack needs to 

be initiated within 

the local network. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier of this 

vulnerability is 

VDB-241028. 

CVE ID : CVE-

2023-5327 

Vendor: sick 

Product: apu0200_firmware 

Affected Version(s): * Up to (excluding) 4.0.0.6 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

09-Oct-2023 9.8 

 

Improper Access 

Control in SICK 

APU allows an 

unprivileged 

remote attacker to 

download as well 

as upload arbitrary 

files via anonymous 

access to the FTP 

server. 

 

 

CVE ID : CVE-

2023-43696 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

O-SIC-APU0-

071123/13340 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

09-Oct-2023 7.5 

 

Improper 

Restriction of 

Excessive 

Authentication 

Attempts in 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

O-SIC-APU0-

071123/13341 
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RDT400 in SICK 

APU 

allows an 

unprivileged 

remote attacker to 

guess the password 

via trial-and-error 

as the login 

attempts 

are not limited. 

 

 

CVE ID : CVE-

2023-43699 

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

Missing 

Authorizati

on 

09-Oct-2023 7.5 

Missing 

Authorization in 

RDT400 in SICK 

APU allows an 

unprivileged 

remote attacker to 

modify data via 

HTTP requests that 

no not require 

authentication. 

 

 

CVE ID : CVE-

2023-43700 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

O-SIC-APU0-

071123/13342 

N/A 09-Oct-2023 6.5 

 

Modification of 

Assumed-

Immutable Data 

(MAID) in RDT400 

in SICK APU allows 

an 

unprivileged 

remote attacker to 

make the site 

unable to load 

necessary strings 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

O-SIC-APU0-

071123/13343 
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via changing file 

paths 

using HTTP 

requests. 

 

 

CVE ID : CVE-

2023-43697 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

09-Oct-2023 6.5 

 

Cleartext 

Transmission of 

Sensitive 

Information in 

RDT400 in SICK 

APU allows an 

unprivileged 

remote attacker to 

retrieve potentially 

sensitive 

information via 

intercepting 

network traffic 

that is not 

encrypted. 

 

 

CVE ID : CVE-

2023-5100 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

O-SIC-APU0-

071123/13344 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Oct-2023 6.1 

 

Improper 

Neutralization of 

Input During Web 

Page Generation 

(’Cross-site 

Scripting’) in 

RDT400 in SICK 

APU allows an 

unprivileged 

remote attacker to 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

O-SIC-APU0-

071123/13345 
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run arbitrary code 

in the clients 

browser via 

injecting code into 

the website. 

 

 

 

CVE ID : CVE-

2023-43698 

Files or 

Directories 

Accessible 

to External 

Parties 

09-Oct-2023 5.3 

 

Files or Directories 

Accessible to 

External Parties in 

RDT400 in SICK 

APU allows an 

unprivileged 

remote attacker to 

download various 

files from the 

server via HTTP 

requests. 

 

 

CVE ID : CVE-

2023-5101 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

O-SIC-APU0-

071123/13346 

N/A 09-Oct-2023 5.3 

 

Insufficient Control 

Flow Management 

in RDT400 in SICK 

APU allows an 

unprivileged 

remote attacker to 

potentially enable 

hidden 

functionality via 

HTTP requests. 

 

 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

O-SIC-APU0-

071123/13347 
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CVE ID : CVE-

2023-5102 

Improper 

Restriction 

of 

Rendered 

UI Layers 

or Frames 

09-Oct-2023 4.3 

Improper 

Restriction of 

Rendered UI Layers 

or Frames in 

RDT400 in SICK 

APU allows an 

unprivileged 

remote attacker to 

potentially reveal 

sensitive 

information via 

tricking a user into 

clicking on an 

actionable item 

using an iframe. 

 

 

 

CVE ID : CVE-

2023-5103 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.pdf, 

https://sick.c

om/.well-

known/csaf/

white/2023/s

ca-2023-

0010.json 

O-SIC-APU0-

071123/13348 

Vendor: Siemens 

Product: cp-8031_firmware 

Affected Version(s): * Up to (excluding) 05.11 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 8.8 

A vulnerability has 

been identified in 

CP-8031 MASTER 

MODULE (All 

versions < CPCI85 

V05.11), CP-8050 

MASTER MODULE 

(All versions < 

CPCI85 V05.11). 

The web server of 

affected devices 

fails to properly 

sanitize user input 

for the /sicweb-

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

770890.pdf 

O-SIE-CP-8-

071123/13349 
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ajax/tmproot/ 

endpoint. 

 

This could allow an 

authenticated 

remote attacker to 

traverse directories 

on the system and 

download arbitrary 

files. By exploring 

active session IDs, 

the vulnerability 

could potentially be 

leveraged to 

escalate privileges 

to the 

administrator role. 

CVE ID : CVE-

2023-42796 

Use of 

Hard-

coded 

Credentials 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

CP-8031 MASTER 

MODULE (All 

versions < CPCI85 

V05.11 (only with 

activated debug 

support)), CP-8050 

MASTER MODULE 

(All versions < 

CPCI85 V05.11 

(only with activated 

debug support)). 

The affected 

devices contain a 

hard-coded ID in 

the SSH 

`authorized_keys` 

configuration file. 

An attacker with 

knowledge of the 

corresponding 

private key could 

login to the device 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

134651.pdf 

O-SIE-CP-8-

071123/13350 
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via SSH. Only 

devices with 

activated debug 

support are 

affected. 

CVE ID : CVE-

2023-36380 

Product: cp-8050_firmware 

Affected Version(s): * Up to (excluding) 05.11 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

10-Oct-2023 8.8 

A vulnerability has 

been identified in 

CP-8031 MASTER 

MODULE (All 

versions < CPCI85 

V05.11), CP-8050 

MASTER MODULE 

(All versions < 

CPCI85 V05.11). 

The web server of 

affected devices 

fails to properly 

sanitize user input 

for the /sicweb-

ajax/tmproot/ 

endpoint. 

 

This could allow an 

authenticated 

remote attacker to 

traverse directories 

on the system and 

download arbitrary 

files. By exploring 

active session IDs, 

the vulnerability 

could potentially be 

leveraged to 

escalate privileges 

to the 

administrator role. 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

770890.pdf 

O-SIE-CP-8-

071123/13351 
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CVE ID : CVE-

2023-42796 

Use of 

Hard-

coded 

Credentials 

10-Oct-2023 7.8 

A vulnerability has 

been identified in 

CP-8031 MASTER 

MODULE (All 

versions < CPCI85 

V05.11 (only with 

activated debug 

support)), CP-8050 

MASTER MODULE 

(All versions < 

CPCI85 V05.11 

(only with activated 

debug support)). 

The affected 

devices contain a 

hard-coded ID in 

the SSH 

`authorized_keys` 

configuration file. 

An attacker with 

knowledge of the 

corresponding 

private key could 

login to the device 

via SSH. Only 

devices with 

activated debug 

support are 

affected. 

CVE ID : CVE-

2023-36380 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

134651.pdf 

O-SIE-CP-8-

071123/13352 

Product: simatic_cp_1604_firmware 

Affected Version(s): - 

Improper 

Access 

Control 

10-Oct-2023 6.7 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

O-SIE-SIMA-

071123/13353 
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(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). The 

kernel memory of 

affected devices is 

exposed to user-

mode via direct 

memory access 

(DMA) which could 

allow a local 

attacker with 

administrative 

privileges to 

execute arbitrary 

code on the host 

system without any 

restrictions. 

CVE ID : CVE-

2023-37194 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 4.4 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). 

Affected devices 

insufficiently 

control continuous 

mapping of direct 

memory access 

(DMA) requests. 

This could allow 

local attackers with 

administrative 

privileges to cause 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

O-SIE-SIMA-

071123/13354 
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a denial of service 

situation on the 

host. A physical 

power cycle is 

required to get the 

system working 

again. 

CVE ID : CVE-

2023-37195 

Product: simatic_cp_1616_firmware 

Affected Version(s): - 

Improper 

Access 

Control 

10-Oct-2023 6.7 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). The 

kernel memory of 

affected devices is 

exposed to user-

mode via direct 

memory access 

(DMA) which could 

allow a local 

attacker with 

administrative 

privileges to 

execute arbitrary 

code on the host 

system without any 

restrictions. 

CVE ID : CVE-

2023-37194 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

O-SIE-SIMA-

071123/13355 

Uncontroll

ed 

Resource 

10-Oct-2023 4.4 
A vulnerability has 

been identified in 

SIMATIC CP 1604 

https://cert-

portal.siemen

s.com/produc

O-SIE-SIMA-

071123/13356 
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Consumpti

on 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). 

Affected devices 

insufficiently 

control continuous 

mapping of direct 

memory access 

(DMA) requests. 

This could allow 

local attackers with 

administrative 

privileges to cause 

a denial of service 

situation on the 

host. A physical 

power cycle is 

required to get the 

system working 

again. 

CVE ID : CVE-

2023-37195 

tcert/pdf/ssa-

784849.pdf 

Product: simatic_cp_1623_firmware 

Affected Version(s): - 

Improper 

Access 

Control 

10-Oct-2023 6.7 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). The 

kernel memory of 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

O-SIE-SIMA-

071123/13357 
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affected devices is 

exposed to user-

mode via direct 

memory access 

(DMA) which could 

allow a local 

attacker with 

administrative 

privileges to 

execute arbitrary 

code on the host 

system without any 

restrictions. 

CVE ID : CVE-

2023-37194 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 4.4 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). 

Affected devices 

insufficiently 

control continuous 

mapping of direct 

memory access 

(DMA) requests. 

This could allow 

local attackers with 

administrative 

privileges to cause 

a denial of service 

situation on the 

host. A physical 

power cycle is 

required to get the 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

O-SIE-SIMA-

071123/13358 
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system working 

again. 

CVE ID : CVE-

2023-37195 

Product: simatic_cp_1626_firmware 

Affected Version(s): - 

Improper 

Access 

Control 

10-Oct-2023 6.7 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). The 

kernel memory of 

affected devices is 

exposed to user-

mode via direct 

memory access 

(DMA) which could 

allow a local 

attacker with 

administrative 

privileges to 

execute arbitrary 

code on the host 

system without any 

restrictions. 

CVE ID : CVE-

2023-37194 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

O-SIE-SIMA-

071123/13359 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 4.4 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

O-SIE-SIMA-

071123/13360 
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SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). 

Affected devices 

insufficiently 

control continuous 

mapping of direct 

memory access 

(DMA) requests. 

This could allow 

local attackers with 

administrative 

privileges to cause 

a denial of service 

situation on the 

host. A physical 

power cycle is 

required to get the 

system working 

again. 

CVE ID : CVE-

2023-37195 

Product: simatic_cp_1628_firmware 

Affected Version(s): - 

Improper 

Access 

Control 

10-Oct-2023 6.7 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). The 

kernel memory of 

affected devices is 

exposed to user-

mode via direct 

memory access 

(DMA) which could 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

O-SIE-SIMA-

071123/13361 
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allow a local 

attacker with 

administrative 

privileges to 

execute arbitrary 

code on the host 

system without any 

restrictions. 

CVE ID : CVE-

2023-37194 

Uncontroll

ed 

Resource 

Consumpti

on 

10-Oct-2023 4.4 

A vulnerability has 

been identified in 

SIMATIC CP 1604 

(All versions), 

SIMATIC CP 1616 

(All versions), 

SIMATIC CP 1623 

(All versions), 

SIMATIC CP 1626 

(All versions), 

SIMATIC CP 1628 

(All versions). 

Affected devices 

insufficiently 

control continuous 

mapping of direct 

memory access 

(DMA) requests. 

This could allow 

local attackers with 

administrative 

privileges to cause 

a denial of service 

situation on the 

host. A physical 

power cycle is 

required to get the 

system working 

again. 

CVE ID : CVE-

2023-37195 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

784849.pdf 

O-SIE-SIMA-

071123/13362 

Vendor: switchbot 
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Product: hub2_firmware 

Affected Version(s): 1.0-0.8 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

N/A 
O-SWI-HUB2-

071123/13363 

Vendor: tapo 

Product: mini_smart_wi-fi_plug_firmware 

Affected Version(s): - 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

N/A 
O-TAP-MINI-

071123/13364 
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v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

Vendor: Tenda 

Product: ac6_firmware 

Affected Version(s): 15.03.05.19 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-Oct-2023 9.8 

Tenda AC6 

v15.03.05.19 is 

vulnerable to 

Buffer Overflow as 

the Index 

parameter does not 

verify the length. 

CVE ID : CVE-

2023-40830 

N/A 
O-TEN-AC6_-

071123/13365 

Vendor: Tp-link 

Product: smart_plug_firmware 

Affected Version(s): - 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

N/A 
O-TP--SMAR-

071123/13366 
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lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

Vendor: viessmann 

Product: vitogate_300_firmware 

Affected Version(s): * Up to (including) 2.1.3.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

14-Oct-2023 9.8 

In Vitogate 300 

2.1.3.0, /cgi-

bin/vitogate.cgi 

allows an 

unauthenticated 

attacker to bypass 

authentication and 

execute arbitrary 

commands via shell 

metacharacters in 

the ipaddr params 

JSON data for the 

put method. 

CVE ID : CVE-

2023-45852 

N/A 
O-VIE-VITO-

071123/13367 

Vendor: Watchguard 

Product: edr_firmware 

Affected Version(s): * Up to (excluding) 8.00.22.0010 

N/A 05-Oct-2023 7.8 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

message handling 

between 

WatchGuard EPDR 

processes, it is 

possible to perform 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00004 

O-WAT-EDR_-

071123/13368 
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a Local Privilege 

Escalation on 

Windows by 

sending a crafted 

message to a 

named pipe. 

CVE ID : CVE-

2023-26236 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

05-Oct-2023 6.7 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to bypass 

the defensive 

capabilities by 

adding a registry 

key as SYSTEM. 

CVE ID : CVE-

2023-26237 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00005 

O-WAT-EDR_-

071123/13369 

N/A 05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to enable 

or disable defensive 

capabilities by 

sending a crafted 

message to a 

named pipe. 

CVE ID : CVE-

2023-26238 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00006 

O-WAT-EDR_-

071123/13370 

Improper 

Check for 

Dropped 

Privileges 

05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

a password check, 

it is possible to 

obtain credentials 

to access the 

management 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00007 

O-WAT-EDR_-

071123/13371 
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console as a non-

privileged user. 

CVE ID : CVE-

2023-26239 

Product: epdr_firmware 

Affected Version(s): * Up to (excluding) 8.00.22.0010 

N/A 05-Oct-2023 7.8 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

message handling 

between 

WatchGuard EPDR 

processes, it is 

possible to perform 

a Local Privilege 

Escalation on 

Windows by 

sending a crafted 

message to a 

named pipe. 

CVE ID : CVE-

2023-26236 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00004 

O-WAT-EPDR-

071123/13372 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

05-Oct-2023 6.7 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to bypass 

the defensive 

capabilities by 

adding a registry 

key as SYSTEM. 

CVE ID : CVE-

2023-26237 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00005 

O-WAT-EPDR-

071123/13373 

N/A 05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to enable 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

O-WAT-EPDR-

071123/13374 
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or disable defensive 

capabilities by 

sending a crafted 

message to a 

named pipe. 

CVE ID : CVE-

2023-26238 

/wgsa-2023-

00006 

Improper 

Check for 

Dropped 

Privileges 

05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

a password check, 

it is possible to 

obtain credentials 

to access the 

management 

console as a non-

privileged user. 

CVE ID : CVE-

2023-26239 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00007 

O-WAT-EPDR-

071123/13375 

Product: epp_firmware 

Affected Version(s): * Up to (excluding) 8.00.22.0010 

N/A 05-Oct-2023 7.8 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

message handling 

between 

WatchGuard EPDR 

processes, it is 

possible to perform 

a Local Privilege 

Escalation on 

Windows by 

sending a crafted 

message to a 

named pipe. 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00004 

O-WAT-EPP_-

071123/13376 
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CVE ID : CVE-

2023-26236 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

05-Oct-2023 6.7 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to bypass 

the defensive 

capabilities by 

adding a registry 

key as SYSTEM. 

CVE ID : CVE-

2023-26237 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00005 

O-WAT-EPP_-

071123/13377 

N/A 05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to enable 

or disable defensive 

capabilities by 

sending a crafted 

message to a 

named pipe. 

CVE ID : CVE-

2023-26238 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00006 

O-WAT-EPP_-

071123/13378 

Improper 

Check for 

Dropped 

Privileges 

05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

a password check, 

it is possible to 

obtain credentials 

to access the 

management 

console as a non-

privileged user. 

CVE ID : CVE-

2023-26239 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00007 

O-WAT-EPP_-

071123/13379 

Product: panda_ad360_firmware 
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Affected Version(s): * Up to (excluding) 8.00.22.0010 

N/A 05-Oct-2023 7.8 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

message handling 

between 

WatchGuard EPDR 

processes, it is 

possible to perform 

a Local Privilege 

Escalation on 

Windows by 

sending a crafted 

message to a 

named pipe. 

CVE ID : CVE-

2023-26236 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00004 

O-WAT-PAND-

071123/13380 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

05-Oct-2023 6.7 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to bypass 

the defensive 

capabilities by 

adding a registry 

key as SYSTEM. 

CVE ID : CVE-

2023-26237 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00005 

O-WAT-PAND-

071123/13381 

N/A 05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. It is 

possible to enable 

or disable defensive 

capabilities by 

sending a crafted 

message to a 

named pipe. 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00006 

O-WAT-PAND-

071123/13382 
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CVE ID : CVE-

2023-26238 

Improper 

Check for 

Dropped 

Privileges 

05-Oct-2023 5.5 

An issue was 

discovered in 

WatchGuard EPDR 

8.0.21.0002. Due to 

a weak 

implementation of 

a password check, 

it is possible to 

obtain credentials 

to access the 

management 

console as a non-

privileged user. 

CVE ID : CVE-

2023-26239 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2023-

00007 

O-WAT-PAND-

071123/13383 

Vendor: xinje 

Product: xd5e-30r-e_firmware 

Affected Version(s): 3.5.3b 

Improper 

Resource 

Shutdown 

or Release 

09-Oct-2023 7.5 

A vulnerability was 

found in XINJE 

XD5E-30R-E 3.5.3b. 

It has been 

declared as critical. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

component Modbus 

Handler. The 

manipulation leads 

to denial of service. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier VDB-

241585 was 

assigned to this 

vulnerability. 

NOTE: The vendor 

N/A 
O-XIN-XD5E-

071123/13384 
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was contacted early 

about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2023-5462 

Vendor: yeelight 

Product: smart_lamp_firmware 

Affected Version(s): 1.12.69 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-Oct-2023 7.5 

Insecure 

Permissions 

vulnerability in 

Connectivity 

Standards Alliance 

Matter Official SDK 

v.1.1.0.0 , Nanoleaf 

Light strip v.3.5.10, 

Govee LED Strip 

v.3.00.42, 

switchBot Hub2 

v.1.0-0.8, Phillips 

hue hub 

v.1.59.1959097030, 

and yeelight smart 

lamp v.1.12.69 

allows a remote 

attacker to cause a 

denial of service via 

a crafted script to 

the KeySetRemove 

function. 

CVE ID : CVE-

2023-42189 

N/A 
O-YEE-SMAR-

071123/13385 

Vendor: yifanwireless 

Product: yf325_firmware 

Affected Version(s): 1.0_20221108 

Improper 

Authentica

tion 

11-Oct-2023 9.8 

An authentication 

bypass 

vulnerability exists 

in the httpd 

N/A 
O-YIF-YF32-

071123/13386 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5571 of 5579 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

nvram.cgi 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to 

arbitrary command 

execution. An 

attacker can send a 

network request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-24479 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

A stack-based 

buffer overflow 

vulnerability exists 

in the httpd do_wds 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to stack-

based buffer 

overflow. An 

attacker can send a 

network request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-31272 

N/A 
O-YIF-YF32-

071123/13387 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

11-Oct-2023 9.8 

A command 

execution 

vulnerability exists 

in the validate.so 

diag_ping_start 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

N/A 
O-YIF-YF32-

071123/13388 
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d 

Injection') 

can lead to 

command 

execution. An 

attacker can send a 

network request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-32632 

N/A 11-Oct-2023 9.8 

A leftover debug 

code vulnerability 

exists in the httpd 

debug credentials 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to 

authentication 

bypass. An attacker 

can send a network 

request to trigger 

this vulnerability. 

CVE ID : CVE-

2023-32645 

N/A 
O-YIF-YF32-

071123/13389 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

A stack-based 

buffer overflow 

vulnerability exists 

in the httpd 

gwcfg.cgi get 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network packet can 

lead to command 

execution. An 

attacker can send a 

network request to 

trigger this 

vulnerability. 

N/A 
O-YIF-YF32-

071123/13390 
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CVE ID : CVE-

2023-34346 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

A stack-based 

buffer overflow 

vulnerability exists 

in the libutils.so 

nvram_restore 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to a buffer 

overflow. An 

attacker can send a 

network request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-34365 

N/A 
O-YIF-YF32-

071123/13391 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

A stack-based 

buffer overflow 

vulnerability exists 

in the httpd 

manage_request 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to stack-

based buffer 

overflow. An 

attacker can send a 

network request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-34426 

N/A 
O-YIF-YF32-

071123/13392 

Buffer 

Copy 

without 

11-Oct-2023 9.8 
A buffer overflow 

vulnerability exists 

in the httpd 

N/A 
O-YIF-YF32-

071123/13393 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

next_page 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to 

command 

execution. An 

attacker can send a 

network request to 

trigger this 

vulnerability.This 

buffer overflow is 

in the next_page 

parameter in the 

gozila_cgi function. 

CVE ID : CVE-

2023-35055 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

11-Oct-2023 9.8 

A buffer overflow 

vulnerability exists 

in the httpd 

next_page 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to 

command 

execution. An 

attacker can send a 

network request to 

trigger this 

vulnerability.This 

buffer overflow is 

in the next_page 

parameter in the 

cgi_handler 

function. 

CVE ID : CVE-

2023-35056 

N/A 
O-YIF-YF32-

071123/13394 
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Out-of-

bounds 

Write 

11-Oct-2023 9.8 

Two heap-based 

buffer overflow 

vulnerabilities exist 

in the httpd 

manage_post 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to a heap 

buffer overflow. An 

attacker can send a 

network request to 

trigger these 

vulnerabilities.This 

integer overflow 

result is used as 

argument for the 

malloc function. 

CVE ID : CVE-

2023-35965 

N/A 
O-YIF-YF32-

071123/13395 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

Two heap-based 

buffer overflow 

vulnerabilities exist 

in the httpd 

manage_post 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to a heap 

buffer overflow. An 

attacker can send a 

network request to 

trigger these 

vulnerabilities.This 

integer overflow 

result is used as 

argument for the 

realloc function. 

N/A 
O-YIF-YF32-

071123/13396 
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CVE ID : CVE-

2023-35966 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

Two heap-based 

buffer overflow 

vulnerabilities exist 

in the 

gwcfg_cgi_set_mana

ge_post_data 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to a heap 

buffer overflow. An 

attacker can send a 

network request to 

trigger these 

vulnerabilities.This 

integer overflow 

result is used as 

argument for the 

malloc function. 

CVE ID : CVE-

2023-35967 

N/A 
O-YIF-YF32-

071123/13397 

Out-of-

bounds 

Write 

11-Oct-2023 9.8 

Two heap-based 

buffer overflow 

vulnerabilities exist 

in the 

gwcfg_cgi_set_mana

ge_post_data 

functionality of 

Yifan YF325 

v1.0_20221108. A 

specially crafted 

network request 

can lead to a heap 

buffer overflow. An 

attacker can send a 

network request to 

trigger these 

vulnerabilities.This 

integer overflow 

N/A 
O-YIF-YF32-

071123/13398 
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result is used as 

argument for the 

realloc function. 

CVE ID : CVE-

2023-35968 

Vendor: zebra 

Product: zt410_firmware 

Affected Version(s): - 

Authentica

tion 

Bypass 

Using an 

Alternate 

Path or 

Channel 

11-Oct-2023 4.3 

 A vulnerability of 

authentication 

bypass has been 

found on a Zebra 

Technologies ZTC 

ZT410-203dpi ZPL 

printer. This 

vulnerability allows 

an attacker that is 

in the same 

network as the 

printer, to change 

the username and 

password for the 

Web Page by 

sending a specially 

crafted POST 

request to the 

setvarsResults.cgi 

file. For this 

vulnerability to be 

exploitable, the 

printers protected 

mode must be 

disabled. 

CVE ID : CVE-

2023-4957 

N/A 
O-ZEB-ZT41-

071123/13399 

Vendor: zephyrproject 

Product: zephyr 

Affected Version(s): * Up to (including) 3.4.0 
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Out-of-

bounds 

Write 

06-Oct-2023 9.8 

Potential buffer 

overflow 

vulnerability in the 

Zephyr CAN bus 

subsystem 

CVE ID : CVE-

2023-3725 

https://github

.com/zephyrp

roject-

rtos/zephyr/s

ecurity/advis

ories/GHSA-

2g3m-p6c7-

8rr3 

O-ZEP-ZEPH-

071123/13400 

Incorrect 

Calculation 

of Buffer 

Size 

13-Oct-2023 9.8 

Unchecked user 

input length in 

/subsys/net/l2/wif

i/wifi_shell.c can 

cause buffer 

overflows. 

CVE ID : CVE-

2023-4257 

https://github

.com/zephyrp

roject-

rtos/zephyr/s

ecurity/advis

ories/GHSA-

853q-q69w-

gf5j 

O-ZEP-ZEPH-

071123/13401 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

13-Oct-2023 8.8 

Potential buffer 

overflow 

vulnerability in the 

Zephyr IEEE 

802.15.4 nRF 15.4 

driver 

CVE ID : CVE-

2023-4263 

N/A 
O-ZEP-ZEPH-

071123/13402 

N/A 13-Oct-2023 7.5 

The SJA1000 CAN 

controller driver 

backend 

automatically 

attempt to recover 

from a bus-off 

event when built 

with 

CONFIG_CAN_AUTO

_BUS_OFF_RECOVE

RY=y. This results 

in calling k_sleep() 

in IRQ context, 

causing a fatal 

exception. 

CVE ID : CVE-

2023-5563 

https://github

.com/zephyrp

roject-

rtos/zephyr/s

ecurity/advis

ories/GHSA-

98mc-rj7w-

7rpv 

O-ZEP-ZEPH-

071123/13403 
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Vendor: zpesystems 

Product: nodegrid_os 

Affected Version(s): From (including) 5.10.3 Up to (excluding) 5.10.6 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

14-Oct-2023 7.5 

An issue in ZPE 

Systems, Inc 

Nodegrid OS 

v.5.8.10 thru 

v.5.8.13 and 

v.5.10.3 thru 

v.5.10.5 allows a 

remote attacker to 

obtain sensitive 

information via the 

TACACS+ server 

component. 

CVE ID : CVE-

2023-44037 

https://psirt.z

pesystems.co

m/portal/en/

kb/articles/se

curity-

advisory-zpe-

ng-2023-002 

O-ZPE-NODE-

071123/13404 

Affected Version(s): From (including) 5.8.10 Up to (excluding) 5.8.14 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

14-Oct-2023 7.5 

An issue in ZPE 

Systems, Inc 

Nodegrid OS 

v.5.8.10 thru 

v.5.8.13 and 

v.5.10.3 thru 

v.5.10.5 allows a 

remote attacker to 

obtain sensitive 

information via the 

TACACS+ server 

component. 

CVE ID : CVE-

2023-44037 

https://psirt.z

pesystems.co

m/portal/en/

kb/articles/se

curity-

advisory-zpe-

ng-2023-002 

O-ZPE-NODE-

071123/13405 

 


